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CORFIXVNTR, EF1TT77AT7 03— LBRANES LCERSEEFIUTATT5A
TYAMASADIY NO—LTL—=2T ORIV ZBRETZ7OLACOVTHALET,

CIE =353
B4

ROERICETDHBAN BB ENFHRENET,

s X AT T TFAT A=) BRXEKFTD)

+ Secure Firewall Device Manager(FDM)

s EFXATTTFATIOA—I)IEEBEX—(FMC)

s EXATBTTFTATIA—)LASA

« Access Control List (ACL; 72X d>~O—JL VAR
* FlexConfig

EATAIR—FKT b

CORFIXVRNOBRIEF. ROYTRNIVITEN—RIITON-2I3VIZETVWVTVET,



 Secure Firewall Threat Defense/\—>32/7.2.5

 Secure Firewall Manager Center/N\—> 32/7.2.5
 Secure Firewall Device Manager/\—>32/7.2.5
s EF1TT7T7AT I A —)LASA/N—232/9.18.3

CORFIXVNOEHRE. REDFARRELCHZITNARAICETVWTERENELZ, DR
FAXKTEATDIIXNTOTFNAAGR, JUTBE(T7FIN ) RETHERZRKLTLE
T, XBEAPORY RD—ITR, FOVVRICK>TREID TSN HIREBETIRIEL T
<EEL,

BERuH

BE, NZT74v 077470 x—=)LZBBL, T—ZFA 2V EX—T I/ ABTI—FT120T
NEFT, RRICK2>TR, EF21T7BTT7TATIF—NARBTIORNT T4V I ZERTDENE
#wCTo YAAOEF AT I77AFT A=) TRE, I NO—=ILTL—2702A2> 8O-
JANACLYZEAL T, Tto-the-boxy NZT71v U &FIRTEET, I NO—-ILTL—>
ACLHZIDHlEL TR, EF21T777A4F70F—)IANDOVPN (A4 NEAELEREUE—KNT I
AVPN) RO RN EZEIUTEBET2EHTZHEENBYVET,

77 AT J#—)L® "through-the-boxs RS 7 1Y U DRE

RZT7AYVIORBE, 1DDAE—TIAARA(AVNIVR)YDPSHDAVE—TIARA (T
I\/\'“J/I\)L._77ff FPoOA—)&2BBLET, Cnld "through-the-boxs KF7 1Y U &K
TOEAOA>MA=ILKRIZ—ACP)ETL74LRIL=IOEETEBEIhET,

10.8.4.20 192.168.1.10
outside

ICMP traffic

B 1.through-the-box N5 7 1 ¥ U O 4l

TF7ATI4—)L® Ttothe-boxy RT 74 v O NDRE

RZTAYVIONFIDAVE—TIAA (YA MNEXRLEFUE-—NT7IEAVPN) ICEEEEES O
2RDT—RAEHYET, hilk Tto-the-boxy RTZT74 Y IEREN, TOBENSARX—TI
AADOANO=LTL—=VICK > TEBENET,



10.8.4.20 192.168.1.10

outside
] 1

ICMP traffic

inside

E{& 2.To-the-box NZ 7 14 v 7 D4l

O MAO—)L7L—2ACLICBET 2 EELEEEHE

« FMC/FTD/N—> 3> 7.0LA Tk, ASATEHEAEThZ 2OERFUIN REXZFEAL T,
FlexConfigZ#EAL T MO—IL7L—VACLERET B HEN BV ET,

« F—"J)— Rcontrol-plane*access-groupsX ElICEME N, EFX1TF7HTIT7ATIx—=)L1>
B—TIAAIRLTNT 74y 0% "#&#l, LET, O RIEOMA-LTL—2D
—RAFEBMENRBZVE, ACLREFI1T7I77A4T7V4—)%Z "BBITD, NZT714v V%
BRLET,

« O MNO—NLFL—2ACLIE, EF21T7BTI7ATIF—INAR—T T4 ANDSSH,
ICMP, £ TELNETEEZ#IBRLEBA. cNSETTY RN T A —LRERII —IZH
DTHE (FFAHER ) Eh, FYUBVELRIENZESET.

« A2 RO=LTL—2VACLENZ 74 v 0 ZEF1T I 74T o2 —)LBHEIC r%'JFEJ L&
I, FIDOT V7 EAOY NO—ILRIS—FLBFASAOBEDOACLE EF 1T 7 74T
=) "B, $BAIRNTT AV I EHBELET,

- BEDACLEERELRY), ACLORRIZIFEERD "deny, FFEELFEH A,

c CORFIXVMNDERRRTIE., FIDOUEFHKEZERAL TFIDAOT VA ZHIR
ITHERFTEXREA,

I —

ax ;B

ROBITE, BEOEHISOIPFRLAOLEY R, FTDRAVPNAOOT AV E#HKD &I
&V, VPNADTIN—KRT7A—A%ZHAET, ChSOVPNORYL-VWKHEASFTDEZRET S
BREOAT> a3k, AFMFIDA UV E—T I/ ANOELEEZ7OVYIT3&LS (L NO-ILT
L—>ACLESRET B _ETT,

A2 74x1L—>3>

FMCIC&k > TEBEENAFTDOO NO—JIL7L—>ACLDOEE

NEBFTDA VR —T I A A NDEEVPNIIIL—KNT7#—AKEBZ 7OV I T2LSICI M NO—
I7L—2ACLERETAICE. FMCTXROFIEZETTIHENHYET,



ATY T 1 HTTPSBHTFMCY S 74 v 91— 42— T4 A(GUNERE, JLTF>>
Y)TcOJd4>LET,

7] [T [P —
Clsco oLC

Secure Firewall
Management
Center

& 3.FMCOT A4 > R—2

ATY T 2 HRACLEZER T DHBEN BV ET, COLEDIZEK, AT oM, >TA4TD
ORER, ICBELET,

?ltﬂem Center Overview Analysis olicies evices wegration Deploy Q) P @ adminv Il cEcURE

AFATZTONER

ATV T 21 : EAIO/NFILA S, Access List > Extended D JEICFBEIL T, #LRACLEERL =
9,



Firewall Management Center 1

Analysis Devices Objects Integration 4L+ @ adminv | il

AAA Server Network FERpra= || & Fiter

Ly Show Unused Objects
# network object represents one or more IF addresses. Network objects are used in various places, including access controd policies, network variables, intrusion rules, ikdentity rules,
network discovery rules, event searches, reports, and 5o on.

Extended

Standard
Address Pools Type Ovarrido
Application Filtars

Group
AS Path
Cipher Suite List any-ipvi 0.0.0.000 Network:
Cammunity List ary-ige ) Host
Distinguished Name
WPy -Banchmark-Tests 158.18.0.015 Netwark.

DMS Server Group
External Atributes 1P -Lisik- Lacal 169,254.0,0/15 Nistwark
Al IPud-Multicast 224.0.0.0/4 Network
FlexConfig

IPv4-Private-10.0,0.0-8 10.0.0.048 Network
Gealocation

Interface IPvd-Private-172.16.0.0-12 172.16.0.0/12 Network
Key Chain
Pvd-Private-192.168.0,0-18 192,168.00/16 Netwark
Network
10.0.0.0/8
Pl 1Py -Privati-All-RFC1918 172.16.0.0/12 Group
192.168.0.0/16
Policy List

Displaying 1 - 14 of 14 rows

AFvY 7 22 RIZ. Add Extended Access ListZiBIRL £9 .

1

Fl'rewa” Management Center Analysis Policies Devices Objects Integration it @ admin¥

AAA Server Extended Add Extended AccessList 4 Filter

Aecess List

An access list object, also known as an access contral list (ACL), selects the traffic to which a senvice will apply. Standard-Identifies traffic based on destination address only. Identifies

= traffic based on source and destination address and ports. Supports IPvd and IPvE addresses. You use these objects when configuring particular features, such as route maps.

Standard
Address Pools [
Application Filters
AS Path
Cipher Suite List
Community List
Distinguizhed Name
DMS Server Group
External Attributes
File List
FlaxCanfg
Geolocation
Interface
Key Chain
Network
Pl
Policy List

No data to display Page |1

ATV 723 HRACLOBEIZADL, AddREZ>ZOUYOLTT7oEAOA>NO—-ILIV N
I)(ACE)Z/ER L £ T,




MNew Extended Access List Object
Name
ACL-UNWANTED-COLNTRY

Entrias (0)

Allow Overrides

7HLRACLI> RV

ATV 7 24: ACEOT V> 3> %BlockiCEZEL, FIDICX UL THEBTIHBEN HBRFTT 1Y
VE—HIBELSCEBRRY NT—TJZEML, BERY NT—TZAnyOEHICL T, AddR
22&0JYOULTACEIVNUZRETLET,

—COHITIE, BEENLEACEI MUKV, 192.168.1.024H 7T %Y RASDOVPNTIL—K7
F—AKREATOVYIENET,

1 | Aetion:
Bleck

Logging:
Default

Log Level:
Informational

F i Log Interval:

Sec.

Network Port @ Application

Available Networks (& Source Metworks (1) Destination Metworks (0)

O, Search by name or value 192.168.1.0/24 any

any
any-ipvd

any-ipvE

IFv4 -Benchmark-Tests
IPv4-Link-Local

1Py - Multicast
IPv4-Private-10.0.0.0-8

IPv4 -Private-172.16.0.0-12 Enter an IF address Enter an IF address

BEBENLERYNT—D

ATV 25 : ESICACETI RN ZEBIMTAUEN HBBEIE. ©5—EAARZEIUY Y
LT, ATV 724V RLET, TDHE, SaveRZ>%Z 20UV UL T, ACLOEEZTTL
9,




Edit Extended Access List Object

Name

ACL-UNWANTED-COUNTRY

Entries (1)

Source

Block  192.168.1.0/24

Allow Overrides

9.5ERK L HLRACLIT > MY

ATY 73R, A MO=I7L—ACLEAZFTDA > Z—T7 I RICERATD LD IC
Flex-ConfigZA 7P IV NERETDHLENHYET, cOLHICE. ERIONIRILICBEL, 7
7°% 3 > FlexConfig > FlexConfig ObjectZiZR L £,

1

Firewall Management Center

Overview Analysis Policies Devices Objects Integration Deploy O {+ @ adminv | N cEcuRE

> AAA Server Extended Add Extended Access List  ©, Filter
~ Aceess List
e — An access list object, akso known a5 an access controd list [ACL), setects the traffic to which a service will apply. Standard-Identifies traffic based an destination address anly. identifies
traffic based on source and destination address and ports. Supports IPv4 and IPvE addresses. You use these objects when configuring particular features, such as route maps.
Standard
Address Pools Mame
Application Filters
ACL-UNWANTED-COUNTRY
AS Path
Cipher Suite List
Community List
Distinguished Name
DMNS Server Group
External Attributes
File List
FlexConfig
FlexConfig Object
Text Object
Geolocation
Interface
Key Chain
Netwark
PEI Displaying 1 - 1 of 1 rows

10.FlexConfigZA 72 T O M X Z1—

AT Y7 3.1 : [FlexConfigZA 72T O NDEMZEIIYILET,




Fllrewa” Management Center Analysis Policies Devices Objects Integration Deploy Q ¥ @ adminv |yl

AfR Server FlexConfig Object Add FlexConfig Object  C. Filier

Access List
Extandad FlexConfig Object include device configuration commands, variables, and scripting language instructions. It is used in FlexConfig polices.
Standard

Address Pools . Des

iption
Application Filters
Dafault_DNS_Configura Configura Default DNS with the holp of TextOb..,
AS Path

Cipher Suite List Detault_Inspection_Protocol_Disabie Disable Defwult Inspaction.

Comminity List Dufault_Inspection_Protocol_Enable Enabio Default Inspection

Distinguished Name
DHGPYE_Prefix_Delegation_Configure Configure o outside (PD clent) and one insid...
DHS Server Group

External Attributes DHCPyE_Prafix_Delegation_UnConfigure Rermnove configuration of one outside (FD client

File List DNS_Configure Configura DNS with the help of TextObjects dn...

FlexConfig
DNS_UnConfigure Ramowve tha DNS configurations.

FlexConfig Object

Text Object Eigrp_Configure Configures aigrp. 1. Conbgures next hop. 2. €o...
LR Eigrp_lmerface_Configure Configures interface parameters for eigrp. 1. C...
Interface
Eigrp_UnConfigure Claars eijp connguration for an AS
Key Chain a i 9 9
Netwark Eigrp_Unconfigura_All Clears gigm configuration.

Displaying 1 - 20 of 48 rows Paga 1

AT Y7 32 :FlexConfigZ 7TV NOBRIZEBML, ACLRUL —FT7 IV RNEHFALET
o D=®HIZIE, Insert > Insert Policy Object > Extended ACL Object® JEIZEIRL £ 9,

Name:

OBJ-FC-CONTROL-PLANE

Description:

A Copy-pasting any rich text might introduce line breaks while generating GLI. Please verify the CLI before deployment.

Insar » ] Deployment: Once Type: Append
Insert Policy Object  *  Text Object
Insert System Variable »  Network
Insert Secret Key Security Zones
Standard ACL Object
Extended ACL Object

Route Map

¥ Variables

Proparty

Name Dimension Default Value (Type:Name)

Cwerride Description

ATYT 33 :ACLAT TV RNEHOBZRZEBIMLTAS., ATY T23THERL EHLRACL%E
BIRLET, TNDHE, Save’lREZZVUYILET,




Insert Extended Access List Object Variable

Ihject
NWANTED-COUNTRY i

13.FlexConfigZ 7> T U NZEHACLEIV) HT

ATY 734 %I, A NA=ILTL—ACLEABA 2V R—T IAADANNDRELT
RDESICERELET,

ORRZA B :

access-group "variable name starting with $ symbol" in interface "interface-name" control-plane

chlE, ROOAXY RPICEBRENE T, COFITIF, LRROATY T23THERL IZACLER T
VAR-ACL-UNWANTED-COUNTRY | Z XD &S ICHEALTVERT,

access-group $VAR-ACL-UNWANTED-COUNTRY 1in interface outside control-plane

FlexConfigZA 72 T ORI AV RUTRETDHERRODESY TY, TOHE, SaverlRZA> &i&
RU TFlexConfigA 7 T UV R EZETLET,



Mame:
OBJ-FC-CONTROL-FLANE

Description:

4. Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert » =] Deployment:  Once

access-group SVAR-AY INWANTED-COURTRY in imerface outside co

¥ Variables
Dimension Default Value

SINGLE NTED.

AT Y7 4: FlexConfigZA@ 72 TV NDEREZEFTD
Devices > FlexConfig® JEIZiZIR L £

Firewall Management Center

Objects |

Analysis Policies Devices

FlexConfig Object

AAR Server
Access List Device Upgrade
» configuration commands NAT

QoS

Piatform Settings

FlexConfig Object include dex
Extended I

Standard
Address Pools
FlexCanfig
Application Filters
Certificates
AS Path
Cipher Suite List
Comrmunity List
Distinguizhed Name
DNS Server Group
External Attributes
File List
FlexConfig
FlexConfg Object
Text Object
Geolocation
Interface
Key C Eigrp_UnCor
Network Eigrp_Unconfigura_Adl

Pl

ATYT 41

Objects

Device Management

Type: | Append

Property

(Type:Name) ~ Ovemide

_ERATAMBENHYERT, TOLHICE,

Integration

VPN

Site To Site

Remote Access
Dynamic Access Policy
Troubleshooting

Site to Site Monitoning

Description

Deploy  Q

Troubleshoot

File Download
Threat Defense CLI
Packet Tracer

Packet Capture:

" help of TextObj

eigrp Juration.

Displaying 1 - 20 of 43 rows

Page

1
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L, Firewall Management Center 1

Deploy  Q £+ @ adminv | b cecypE

16.FlexConfig7R 1) > — D 1EEK

ATV 7 4.2 L VFlexConfig’iRU > —OEriZEML, #ERKLAEZONO—IL7L—2ACLZ
HRTAFTDZEBIRLET,

New Policy
Name:
FLEXCONFIG-POLICY

Description:

Targeted Devices

Select devices to which you want to apply this palicy.
Available Devices Selected Devices

0, Search by name or value FTD-CONTROL-PLANE .

17 FlexConfigriRU > —F /N4 ADEIV) HT

ATV 743 ERONZRILT, ERORTY F32THERK L £FlexConfighA 72 T U NERRL
AV RIDOHRRICHDHEXRMNED )Y UL TFlexConfigr R —IZBMULET, TDE,
Savey REZIVVYILET,




Firewall Management Center

Analysis Policies Devices Objects Integration

£+ @ admin~v |l

Eises

FLEXCONFIG-POLICY

Enter Description

% Selected Prepend FlexConfigs
Available FlexConfig ~ FlexConfig Object 1
= R MNarme Description
X
 User Dafinad
" OBJ-FC-CONTROL-PLANE
~ System Defined
" Dafault_DNS_Conhgure
Default_inspection_Protocol _Disable
! Default_Inspection_Protocol_Enabl
SR IL [TCO SN Selected Append FlexConfigs
* DHCPwE_Prafi_Dolegation_Configuna
" Name
DHCPvE_Prefic_Delegation_UnConfigure

% DNS_Configura

Description

1 OBJ-FC-CONTROL-PLANE
DNS_UnConfigure

18.FlexConfigi R —F 7T O MDEI) HT

ATY 75 REXEZFTDICERM T % =%, Deploy > Advanced Deploy®D JEIZ#E L £,

Firewall Management Center oo anass  Poscies
CES |

Devices Objects Integration

£ @ admin+ b
FLEXCONFIG-POLICY Q Deploy All
Shier Begerbien FTD-CONTROL-PLANE Ready for Deployment

Selected Prepend FlexConfigs
FlexCenfig Object

X

1 Defined

" Default_DNS_Configure
Default_lrspection_Protocol_Disabla U T
" Default_Inspection_Protocol _Enable

Selected Append FlexConfigs
' DHCPvG_Prefi_Delegation_Configure
DHCPvG_Prafix_Delegation_UnConfigure ' Harmne
| DNS_Configure 1 OBJ-FC-CONTROL-PLANE
DNS_UnCanfigure

19.FTDOEEXEA

ATY 7 51 :RIC, FlexConfigiR) S —ZBERAIAHFTDZERLET, IXTHELWBER.
"ME, 20UV IL& Y,




Flrewall Management Center o . ) E—— P & © adminv | 4t cEcuRE

1 device selected

Tila
~ Device
« B FTD-CONTROL-PLANE E Saep 5, 2023 12:05 PM E l Ready for Daployment

« Flast Configuration

Tempiste Policy: FLEXCONFIG-POLICY

L3
(2]

ATYV752: 0%, "BEOHEFEL V12 RIFRFREQ, BREEZEHFTZLOOOXT K
ﬁﬂﬂb‘( FEMIE'J (!h- &ia—o

Deployment Confirmation

You have selected 1 device to deplay

Deployment Notes:

ATY 7 53 :FlexConfigNZEEZEATREEILBEXAYE—INRTENDEZEENHVET,
RDI—FBENFELVCENZELICERTETVWSRHESICOAK, DeployZ2V Y U LET,




Validation Messages: FTD-CONTROL-PLANE

v KRN IEREEETE KRN

PGTEMPLATE. TemplatePalicy: FLEXCONFIG-POLICY

v | waming: FlexConhg policies intentionally o not contain extensive input validation, Please ensure that the configurations in this FlexCanfig pelicy are
cormect. Incormect configurations will result in a falled deployment that may cause a network interruption. This is only a generic warning and s not
an indication of an incorrect configuration,

22 FTDE FFlexconfig D E &

ATY7 54 FIDORV—RBREANFNERCITONEZEZHWABLET,

Firewall Management Center Overview Analysis Policies Devices Objects Integration Deploy O Y &% @ adminv

Last Deploy Time Proview Status

FTD-CONTROL-PLANE 1 F Sap 5, 2023 1205 PM Completad

+ Flox Configuration
Template Policy: FLEXCONFIG-POLICY

E-3

23.FTDOEAIZRI

FIE 6: FIDACHFLLVWIMNO=ILTL—2ACLEERTIBE. FEET7I9T147IERAE
NTVWBRBFOOMA—ILTL—VACLZRET2HEEE. MASNIEREZENFTDANDOHE
MFEADEHRICBACSABRVCEZBAITZICENEETT, LEN DT, FIDAOTIT47
BEGRTEFHTIOUTIDIBEN HYYET, TOLHICIE, XROKXSICFTDOCLIC#EZEREL

TOTA7 58520 )TFLET,

BEDRANPTZ RLADT OT 47 3EREZIITIBICR. ROFIEEZRTLET,




> clear conn address 192.168.1.10 all

BTRYRNZRYND—D2BOTIOTATREREVIVTIRICE. ROFIEEZETLET,

> clear conn address 192.168.1.0 netmask 255.255.255.0 all

REDHBEDIPT RLALCKRTBTIVT A7 BERZIVTITRICE. ROFIEZEITLET,

> clear conn address 192.168.1.1-192.168.1.10 all

) 5% : clear conn address AN > ROFEICF—T—R Tally #2FHALT, POT17%
VPNIREH VY REBIC KRB EF1TBT7ATIA—IANOELERTEZRENICOVT ISR
EEB<SHEBLET, ChiFEIC, VPNRYNEYKREBEOMEICK > THEZXBEZVELERTOD
BENIRELTVWRHEICITONET,

FDMICK > TEEEZNAFTDOO NO—IL7L—ACLDOEE

ABFTDA > Z—T IAANDEFVPNT L —KT7#—AREZTOY VI3 LS O—
LW7L—"ACLZRETRI-HICFDMTRERITIZIBEN BRI FIRZRICRLET,

ATY 7 1 :HTTPSEHTFDM GUIZEREE, JLF>>v)ITOJA2LET,

e 0o ===
cisco SECUR

m

Cisco Secure Firewall Device Manager




B 24.FDMOT A2 - R=D

ATYVT2: ATITORNZRY ND—VZEHTRIRBENFHVET. COBERE. ROFAT>DT
JhNCBBLET,

" =
Firewall Device Manager IL'E 0 = @ @ H aamin v ot SECURE
: Monitaring Policies Objects Davice: firepower * Administrator =
Maodel Software VDB Intrusion Rule Update Cloud Services High Availability
Clsco Firepower Threat Defense for Viwa... 7.25-208 3530  20220511-1540 €5 Not Registered | Register Not Gonfigured
e ~

[on ] & Internet
wfurise for Vidwars

G e - ol - o

Interfaces Routing Updates: Systern Settings
Connectad R stes yet Geolocation, Rule, VOB, System Upgrade, Management Access
Enabled 3 of 3 Security Inteligence Feads Logging Settings

DHCP Server | Relay

View All Interfaces > View Configuration b View Configuration >
DONS Service
DNS Server
) Management Interface
Smart License B9 Backup and Restore Troubleshoot
o ) et ) Hostname

Time Services

B 25.FDMX A >+ & v 1K— K

ATY7 21 EROINFRIL D SNetworksZIZBIRL, T+ REVEZIUYILTHLWERY KD
—OFTT U N EEBLET,

p— Yevice Maraa = = =] N admin - alaln
Firewall Device Manager Monitoring e ties Objects Davicac ; @ @ ' A asce SECURE
Object Types Network Objects and Groups
2 Networks 6 objects Y Fitter + |®
(__} Ports Presst filters: System defined, User defined

ﬂ Security Zones

1 IPvd-Private-10.0.0.0-8 NETWORK  10.0.0.0/8

2 IPva-Private-172.16.0.0-12 NETWORK  172.16.0.0/12

3 IPvd-Private-192.168.0.0-16 NETWORK ~ 192.168.0.0/16

4 any=-ipvd NETWORK  0.0.0.0/0

5 any-ipve NETWORK /0

& IPvd-Private-All-RFC1918 Group IPvd-Private-10.0.0.0-8, [Pvd-Private-172.16.0.0-12, IPvd-Private-

192.168.0.0-16

K 26.472 19 NDERK

ATYVT22: Y RND—=OATZIORNOEREEBML, ATDTIORNORY ND—DU 24T
ZBRRL, FIDCH UL THEBIIHLEN BB T T AV VIC—HITBIPTRLA, XY RNDT—7
TRLA, FERZIPOEEZEMLET, RIC, [OK|REZIUYILTHATITIRERY K




Ij_QE;TET L/ij-o

—COPITERETHDATSIVRNZY RD—Dk, 192.168.1.024H T Y RASOVPNTIIL—bK
JA—AREBEZTOVIITREEZBHNELTVET,

Add Network Object

Name

0BJ-NET-UNWANTED-COUNTRY

Description

Type
(® Network () Host () FQDN

Network

192.168.1.0/24

21.%Y RD—0 AT TV NDEN

ATYT7 3R, ILRACLZER T D BEN BV ERT, TAICE, by T XZ1—0DDeviceX

TICBBLET,

aiii] o ==
Firewall Device Manager . i e
irewall Device Manag KMonitoring Palicies Objects Device: firepower

Object Types MNetwork Objects and Groups

7 objects

1 IPvd-Private-All-RFC1918 Group

2 IPvd-Private-10.0.0.0-8 NETWORK
3 IPvd-Private-172.16.0.0-12 NETWORK
4 IPv4-Private-192.168.0.0-16 NETWORK
5 any-ipvd NETWORK
6§ any-ipvG NETWORK
7  OBJ-NET-UNWANTED-COUNTRY NETWORK

R 28.7° /N4 ARRER—

®© & @ @ e © S SECURE

Y Filter + @

Prasat fieds: Systam defined, User dafines

1Pva-Private-10.0.0.0-8, IPvd-Private-172.16.0.0-12, IPvd-Private-
192.168.0.0-16

10.0.0.0/8

172.16.0.0/12

192.168.0.0/16

0.0.0.0/0

=0

192.168.1.0/24

ATFY7 31 FICAYZO-=)L T, RDO&>SIZAdvanced Configuration® ElE T View

ConfigurationZ#IR L £ ¥,



Firewall Device Manager

i o) == ==n ¥ - . admin lusale =
Monitaring Policias Objects Device: firepower @ @ @ : Administrator cuco SECURE

Interfaces Routing Updates: Systemn Settings
Connected There are no stat stes yet Geolocation, Rule, VDB, System Upgrade, Management Access
Enabled 3 of 3 Security Inteligence Feads Logging Settings

- : DHCP Server [ Relay
View All Interfaces ¥ View Configuration > View Configuration >

DDNS Service
DNS Server

Management Interface

Smart License B89 Backup and Restore Troubleshoot
e Hostname

il i Time Services
Ties: selected (Threat Defense Virtual
- Variable|

. ) View Configuration > REQUEST FILE TO BE CREATED See mone
View Configuration »

VPN Advanced Configuration Device Administration

Site-to-Site VPN Remote Access

Includes: FlexConfig, Smart CLI Audit Events, Deployment History,
Download Configuration

View Configuration > Configure > View Configuration b View Configuration >

29.FDM® ¥ 4HE% E

AFY 732 R, EEIO/SZILASSmart CLI > ObjectsiCBE L, CREATE SMART CLI
OBJECT#%2UY Y LET,

pon i o B . i
7] Firewall Device Manager = e e @ @ . @ : | dmn v ol SEC
[ ] ] e e vianag Monitoring Policies Objects Device: fireapower :- @ = Adminfstrator asca’ SECURE
. Device Summary
Advanced

Configuration Objects

Smart CLI

DESCRIPTION

Objects

FlexConfig

FlexConfig Obj

| CREATE SMART CLI OBJECT |

K 30.AN—RKCLIA7Z UK~

ATY 733 ERTBILRACLOZRIZEML., CLITF>7L—hOROYIEIXZ1—7H
5Extended Access ListZi#IRL ., ERROATY T22THERLEZRY ND—OAT IO NERE
AL THELZACEEZREL., OKRZ>%Z01)Y UL TACLZEEREEET,




Edit Smart CLI Object

Extandad Access st

Template

B 31.3L5RACLD YR

N ACLIEESICACEEEMT ABEN $2BAE. BEDACEOERICYIAEEL &,
DY OAEERBRIDDRY RFRRENET, ThsZzo )Y IL, DuplicateZiEIRL T
ACEZEML £,

ATY T 4:RIZ, FlexConfigZA 72TV N R TBIBENHYET, chilE, ERIONZ
JLIZ#EE L. FlexConfig > FlexConfig ObjectsZi#iR L . CREATE FLEXCONFIG OBJECT%Z 7 ')
YILET,

i o == [} T . admin P Y [ —
Monitaring Policies Objects Device: firepower @ @ @ * Adminisirator a0 SECURE
Adv y Device ET.. \\\\\ ary .
Configuration FlexConfig Objects
L o

Smart CLI

Objects

FlexConfig

FexConfig Objects

CREATE FLEXCONFIG OBJECT
—— e

K 32.FlexConfig# 7> T4 k

ATY 741 : A NO=)LTL—VACLEERL, ABA U EZ—TIAADA NI REL
TEHRETBICE, FlexConfigZA 7TV MDBRIZRXDELSICEBMLET,



AN RTA B :

access-group "ACL-name" in interface "interface-name" control-plane

i, ROOXY REICEBENE T, COFITRE. LROATY T33THERL IZHRACL T
ACL-UNWANTED-COUNTRY, ZXD &S ICEALTVWET,

access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

FlexConfigZA 7 IO R IA 2V RITIDEDICERETIHEN HYET, TDE, OKRRU %
BIRL TFlexConfigA 7P T O R EETLET,

Create FlexConfig Object

Megate Template

K 33.FlexConfig 7> T U N DERK

AT Y 7 5 : FlexConfigriR ) 2 —DIERIC# & . Flexconfig > FlexConfig PolicylCBEIL., "+,
REEZV)YOLT, LEBOARTY T4ATHERL I=FlexConfigZ7 7 T UV M &BIRLE T,



i o == = ™ -
G 5= == O@Q@ @G : = o ol g
Monitoring Policies Objects Device: firepower p e < - & Adminfstrator eisea SECURE

i s Device S‘u‘-‘-'l'a.'y .
Configurati FlexConfig Policy
p—— Group List Preview
Objects
¥
FlexConfig I_ m NE I

0BJ-FC-CO ROL-PLA
FlexConfig Objects Create new FlexConfig Object CANCEL n

FlexConfig Policy

34.FlexConfigr/R 1) < —

ATYJ51: FIexConfig7°l/l:"_‘L—(,:‘ ERENEOMNO—IIL7L—2ACLOEL VEREN K
RENTWB LML, SavelREAZ VUV OLET,

Hi 5] == == C'\ () f:] @ . admin alvle o
Monitaring Policies Objects Device: firepower = e = * sines SECURE

Firewall Device Manager

Administrator

Advanced . Device Summary
Configuration FlexConfig Policy

Smart €L Group List Preview

t
Objects

)-COUNTRY in interface outside

B 08J-FC-CONTROL-PLANE
FlexConfig
FlexConfig Objects

FlexConfig Policy

35.FlexConfigr/R) > —7'L E 21—

FIE6 : VPNRY Y KBASKRELEVFTDICKREZEZRERBALET, THICE., RYT7XZ
1—®DeploymentRE>&Z VY OL, BEITZIREZENEL V& Z2HEFREL T, DEPLOY
NOWZ O UYL ET,



Pending Changes

@ Last Deployment CompIL ed Suc c.t_bsfull\r
L Degioyment History

Deployed Version (05 Sep 2023 02:27 PM) Pending Version

o Network Object Added: OB.J-NET-LUNWANTED-COUNTRY

subType1 Metwork

valuer 2.2.2.8/24
dsSystemDetined: false
dnskesolution: IPVa_AND_TPVE
deseriptisn

namen OB7-NET-UNWANTED - COUNTEY

@) FlexConfig Palicy Edited: default-group

FlexConfiglby
- 08 - FC-COMTROL - PLANE

© Extended Access List Added: ACL-UNWANTED-COUNTRY

entries[0)]. logging: DEFAULT
entrias[0].setion: DENY
name: ACL-UNWANTED-COLNTRY
entries[8]. sourceletuorks

MET |BRMAMTER FmToV

no
MORE ACTIONS CANGEL DERLOH NOW w

R 36. R EHF DR

ATV 61 RU—ORBANFEEICTONECEZRIELET,
Pending Changes

There are no Pending Changes yet.

05 Sep 2023 11:00 AM,

the Denlovment History

R 37.REAARBLEL L

FIE 7: FIDACHFLVWIOMNO=ILTL—2ACLEERTIBE. FEET7I9T147IERAE

NTLVBABREOIDRNO—ILTL—ACLZRETSEESE. MASNEREZENFTDADE

MEFADEHRICBAECABRVCEZBAITZIENEETT, LEN DT, FIDAOTITA47T

BEFRTEFETIOUTIZDLENHYET, TOLEDHICK, ROXSICFTDOCLIC#ES L
TOTAT 58520V LET,

BEDKRANPZ RLADT VT A7 REHREIITIRICE. ROFIEEETLET,



> clear conn address 192.168.1.10 all

BTRYRNZRYND—D2BOTIOTATREREVIVTIRICE. ROFIEEZETLET,

> clear conn address 192.168.1.0 netmask 255.255.255.0 all

REDHBEDIPT RLALCKRTBTIVT A7 BERZIVTITRICE. ROFIEZEITLET,

> clear conn address 192.168.1.1-192.168.1.10 all

) 5% : clear conn address AN > ROFEICF—T—R Tally #2FHALT, POT17%
VPN YV RBIZKZEF1TRBRIFATIA=IAOEGRITERENICOVT TS
EEBSHERLET, ChiFEIC, VPNRNEYKREBOMEICK > THEZXBEZEVELERTOD
BENIRELTVWRHEICITONET,

CLIZERL ZASAOO NO—I)IL7L—>ACLDOERE

AL R—TIAANOBERFEVPNI L —KNT7A—AREZT7/OY V33 LS5ICO 8 O-LT
L—2ACLZRETRIIE. ASACLITROFIEZETIZBEN HYIET,

ATFYT1:CLIENLTEFITI7AFTIF—)LASAICOT A4 L, RD&KSIZ Tconfigure
terminaly IC 7V E2ALET,

asa# configure terminal

ATYT2: ROORREZFEAL T, ASAICKHULTTAY I ITRIUENHBDRNT T4V IDK
ANIPF I\szif- FYND—OFRLAZTOY I FTBERSICHIEACLEZRELFT,

- ZOHTIE, TACL-UNWANTED-COUNTRY., EWVWSERIOHF L WACLEERKL., BEL =
ACELI>RMUIZK 2T, 192.168.1.024H7ZY RASODVPNT I — K7 #—AKEZ 7OV Y
LET,

asa(config)# access-Tist ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any



ATY 7 3: RMaccess-group AN RZFEHAL T, TACL-UNWANTED-COUNTRY, ACL%Z 4\
EASAL > BA—T7 IAAOA "NO—=IL7L—2"ACLELTRRELE T,

asa(config)# access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

AFY7 4 HLLVIONO—LTL—ACLEERTZEES. TEET7IVT1JICERAENT
WBREBEEOIDY NO—IL7L—ACLERETZDBAE. MAShEREZENASANDEED
BRICBREhBVCLERATDIENEETT, TOLEH, ASANOTIUT 1 7T ERRT
EFHTIOVTIDHBENGYET, COED, ROKSICTITATBELEEZIVTLET,

BEDRANPT RLADT OT 47 3EREZVITIBICR. ROFIEEZRTLET,

asa# clear conn address 192.168.1.10 all

BTRYRRY ND—V2EBOTIOT A7 BEREZVIVTIBICE,. ROFIEZRTLET,

asa# clear conn address 192.168.1.0 netmask 255.255.255.0 all

BEDNHBEDIPT RLALCKRTZTIVT A7 BERZIVT TR, ROFIEZERITLET,

asa# clear conn address 192.168.1.1-192.168.1.10 all

~ > : clear conn address N> ROTKEIZF—T—KR Tally 2FEALT, FOT147%
VPNRE W REBEIZLDEFITRITFATIA—IANOERRTERFNICOVT TS
EEB<HBLET, ChIFEIC, VPNRLELEYKREOMEICK > THEABE VERRTD
BREAREL TVBRBEICITONET,

"shuny XY REFEALTEF 1T 774702 )LOKEZTOY U I2RERE

EFIATBITIFATIFA—IIICHTHHEZNIFICTOAYITHATavFH258F. T
shuny Y REFHATEE T, huncommand AN REFERATIE, RERAND SOELi%E
JOYOTEEY,

-IPPRLAZEBETZ E, EETIPTRLANSOUBOIXNTOESFE ROY FEeh, 7OV



FUOUOBENFHTHRENZETOJICREENET,

- huncommand®blockingB% &k, IEEENLERARNT RLALOEHENRET VT 1T THDH
ESNIChPrbsTHEATNET,

~ET RLA, BERAR—NERER—DN, BROCTORNILZEELEHE. —HITHER
ZROY7L., XERXIPYSOUBOITXNTOERZRREL XY

TRLAR, CNSORBEDEBE/NTA—ZIL—HITDEDOLEFTELS, FROIXNTOELY
BBrEhE T,

SEETIPT RLAZ &lZonescuncommandD & ZIEETEE T,

- hushuncommandiZ HEZHWICTOY VTR EHICERAE D EH. ERBBET/NA ADHRE
CERRENFEFLBA,

— AR —=T I ARENHIBRE D E, TOAR—T I/ AIZERENATVEDITANTO
shun®& HIBRE N E T,

-Shund~Y > REX :

shun source_ip [ dest_ip source_port dest_port [ protocol]] [ vlan vlan_id]

—EEEEMICTDICE. OOV ROnoEREFHALET,

no shun source_ip [ vlan vlan_id]

RARNPFZ RLAZE®@TSICE, X177 7
Tk, Tshuny ONX > RZEFERAL T, EETIPT
ARy O%#7OYILTVET,

AT 04— TROFIEZRTLET. —DH
KL ZX192.168.1.1040 5 DVPNT)L— K 7 # —

FTD® 5% E 5l

ATY 71 CLZBERALTFIDICOY AL, RO&LSICshunIN Y RZBEALEY,

<#root>
>

shun 192.168. 1. 10

Shun 192.168.1.10 added in context: single_vf



Shun 192.168.1.10 successful

ATY7 2: ROshowdNX > REFEAL T, FIDROHRIPT KL A& 5%

DEREY NAD R EZEZRTEFRT,

<#root>

>

show shun

shun (outside) 192.168.1.10 0.0.0.0 0 0 O
>

show shun statistics

diagnostic=0FF, cnt=0
outside=ON, cnt=0

Shun 192.168.1.10 cnt=0, time=(0:00:28)

ASAD & E B

IPPRLAZE

ATY71:CLIZERALTASAICOT AL, ROKSICshunOX Y REZBALE T,

<#root>
asa#

shun 192.168.1. 10

Shun 192.168.1.10 added in context: single_vf

Shun 192.168.1.10 successful

ATY7 2 ROshowdX > REFEAL T, ASAOHERIPT RL AZFEFEL .

BBREY RADYRNEEZRTERY,

<#root>
asa#

show shun

shun (outside) 192.168.1.10 0.0.0.0 0 0 O

asa#

IP7 RLAZE®D



show shun statistics

outside=ON, cnt=0
inside=0FF, cnt=0
dmz=0FF, cnt=0
outsidel=0FF, cnt=0
mgmt=0FF, cnt=0

Shun 192.168.1.10 cnt=0, time=(0:01:39)

~ 3 : secure firewall shund~NX > ROFEMIC DOWTIE. TCisco Secure Firewall Threat
Defense Command References B L T EE W

=3
A/

OV RA=LTL—VACLEREN EF1TTI77ATI7F—)LICH L THREETNTVS C & 2R
FTRICKE, ROFIEZRITLET,

7\7_"V7°1 CLIZNLTEFAT7I77A470#=)LICOJA4> L, ROOAIY RZHRTLT, 1
RO—LTL—2VACLERENBRAEATVA L ZRIBLET,

FMCIC& > TEBEBENBFIDOE OB ZRICRLET,

<tfroot>
>

show runni ng-confi g access-I1ist ACL- UN\VANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY extended deny 1ip 192.168.1.0 255.255.255.0 any

>

show runni ng-confi g access-group

*%*QUTPUT OMITTED FOR BREVITY#*%%
access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

FDMIZK > TEEENAFTDOHABIZRIZRLUET

<#root>
> show runni ng-config object id OBJ- NET- UN\WANTED- COUNTRY

object network OBJ-NET-UNWANTED-COUNTRY
subnet 192.168.1.0 255.255.255.0


https://www.cisco.com/c/ja_jp/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp2495710162
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp2495710162

>

show runni ng-confi g access-1ist ACL- UNWVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any4 log default

> show runni ng-confi g access-group

#**%QUTPUT OMITTED FOR BREVITY***
access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

ASA®D BBl

<#root>
asa#

show runni ng-confi g access-1ist ACL- UNVANTED- COUNTRY

access-1list ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any

asa#

show runni ng-confi g access-group

***QUTPUT OMITTED FOR BREVITY**%*
access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

ATV 72 AV MO—L7L—VACLHIBEZRNS 74y 0&TOYILTVWR L ZER
BICI&. packet-tracer AN REFEAL T, EFXF 1T 774703 —I)LOABA U EZ—TITA4 A
ANDEFTCP 443#FHZ2> 1L —MUET, RIC, show access-list <acl-name>IY > Rz {E
BALET, VPNOTI—KRT7#—RAEHEHNA T NO—IITL—2ACLICE&2T7OYIEhD 1
FIZ, ACLOEY RADY NFEMLET,

- cOBITIE, packet-tracerdN > RICKV), RAN192.168.1. 101 SEFEh, EFXF1TF7T77 4
TOa—=)LOAEIPT RLAICE TS NIEBETCP 443 A>T a1 L —hENET, Mpacket-
tracer;s DHEARKKRZT 714 v O ROYTENTVWDBZERRL, show access-list; M H ik
O hO—=L7L—2ACLOEY RO RNDEBDZRLET,

FTD® i 5l

<ttroot>
>

packet-tracer input outside tcp 192.168.1.10 1234 10. 3. 3. 251 443

Phase: 1



Type:
ACCESS- LI ST
Subtype: Tog

Resul t: DROP

ETapsed time: 21700 ns
Config:
Additional Information:

Result:

input-interface: outside(vrfid:0)
input-status: up
input-Tine-status: up

Action: drop
Time Taken: 21700 ns

Drop-reason: (acl-drop) Flow is denied by configured rule

, Drop-Tocation: frame 0x00005623c7f324e7 flow (NA)/NA

>

show access-|i st ACL- UNVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY; 1 elements; name hash: 0x42732blf
access-1ist ACL-UNWANTED-COUNTRY Tine 1 extended deny ip 192.168.1.0 255.255.255.0 any (

hitcnt=1

) 0x142f69bf

ASA®D H 54l

<#root>
asa#
packet-tracer input outside tcp 192.168.1.10 1234 10.3.3.5 443

Phase: 1

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETlapsed time: 19688 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 2
Type:

ACCESS- LI ST

Subtype: Tlog



Resul t: DROP

Elapsed time: 17833 ns
Config:
Additional Information:

Result:

input-interface: outside
input-status: up
input-Tine-status: up

Action: drop

Time Taken: 37521 ns

Drop-reason: (acl-drop) Flow is denied by configured rule
, Drop-location: frame 0x0000556e6808cac8 flow (NA)/NA
asa#

show access-1ist ACL- UNVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY; 1 elements; name hash: 0x42732blf
access-1ist ACL-UNWANTED-COUNTRY 1line 1 extended deny 1ip 192.168.1.0 255.255.255.0 any

(hitcnt=1)

0x9b4d26ac

~ > : Cisco Secure Client VPN EDRAVPNY U 1 —=2a> X1 T 7 7AT O #—)LIC
EREINTVWRERR., EFXF1T 7747 04— IIANOEROELHEEITLT, O O—
IL7TL—ACLHHAZBES Y ICEEL TRHAERRNS 74y 027 OY I LTVBR I EEZRR
TEEY,

B9E/NT

« ENH | L EIFHAR—ADAnyConnect? Z 4 7 > M E#: : Cisco Bug ID CSCvs65322


https://tools.cisco.com/bugsearch/bug/CSCvs65322

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



