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Add Application Group

An Applicatic £ Ip allows you to group tiple Applicatic ind share a enticatic ecurity zone, and threat configurat

Application Group Edit

External_Duo

o SAML Service Provider (SP) Metadata

The service provider's metadata for the Application Group are dynamically generated and cannot be modified. Copy or download the SP
15 required f
Entity ID
Copy
Assertion Consumer Service (ACS) URL
Copy

Download SP Metadata m




b. SAML SPXZF—&NF&KkREnzs5, IPIZBEL. HILWSAMLSSO7 7V Tr—2 3> &5
ELET,

c. DuolcOZ 14> L. Applications > Protect an Application® JEIZ:#IRL £ 7,

Dastboad 2 Applcations
Dashboard
ovice Insight w
Policies

Manage your update to the new Universal Prompt experience, all in one place.
Applications

Protect an Saw My Progress Gt Mare Information [
Application
|

Authentication Proxy

Single Sign-On v 1 1 0
AN Apglications End of Support
Users
xport Q
Groups v
Maws - Tyoé Application Policy Gooup Policies

Endpaints -

d. Generic SAML Service Providerz#tL . Protectz 2 )Y 2L &7,

Dushiowd > Apglcations > Protect an Appdication

Protect an Application

Device t
gerwric
Policies
o Applicatian Protection Type
Applications ~
th..\:la.n SUS Auh AR 2FA Documantation [ Frotact
Application

Authentication Proxy

2FA wih S50 hosted by Duo

Generic 0IDC Relying Party Documantation 0 Frotect

Single Sign-On
Users v
2FA wih S50 hosted by Duo
Generic SAML Service Provider d Documaentation [ Pratact
Groups w

e. Secure Firewall| CEREZ LT T A MEN BB -0, IdPH SEEAEESAMLA R TF—RE2A D>
O—RLETS

a

\ll

f.ZINAZP U —3 a9 ) —F (AT Y TaTER) DIV FAFAIDETH—a >
—IH—E RACS)URLEADILET,



Dashboard » Applications * Generic SAML Service Provider - Single Sign-On 1

Dashboard
Generic SAML Service Provider - Single Sign-On 1
Device Insight w
See the Generic S50 documentation C to integrate Duo into your SAML-enabled service provider.
Policies v
Metadata
Applications ~ ]
Entity 1D hitps://sso- limetadai: Copy |
Protect an
Application Single Sign-On URL https://sso-8i 1/sso Copy I
Authentication Proxy
Single Log-Out URL https://ss0-{" L] gl Copy |
Single Sign-0n v
Metadata URL htips://ss0-8 ‘metadat: Copy I
Users w
Groups y Certificate Fingerprints
SHA-1 Fingerprint SE:5 5C Copy I
Endpoints w
88 B . @5 =9:52| Copy l
2FA Devices w
Administrators w Downloads
Certificate Download certificate Expires: 01-19-2038

Trusted Endpoints

Trust Monitor

Reports

Service Provider
Settings
Metadata Discovery MNone (manual input)
Billin
L. 1} Early Access
You're using the new
Admin Panel menu and
left-side navigation Entity ID * hitps./fi /External_Dua/saml/sp/metadata l

Provide feedback

Temporarily switch to
the old experience

SAML Metadata

Download XML

The unigque identifier of the service provider.

Assertion Consumer Service
(ACS) URL *

https.//.

‘External_Duo/+CSCOE +/samifsp/ac

+ Add an ACE URL

OB ENEHIZR>TTTVIT—>arzkEEL, BROI—Y0OKICTIVT—23a>A07
JEA%ZHFAL T, Save2 VUV IOLET,




Type Generic SAML Service Provider - Single Sign-On

Name External Applications ZTNA

Duo Push users will sea this when approving transactions.

Self-service portal Let users remove devices, add new devices, and reactivate Duo Moblle
See Seif-Servica Portal documantation [£.

T allow Duo to notify users about sell-service portal aciivity, select Settings > Notilications

Username normalization Username normalization for Single-Sign On applications is controlled by the enabled authentication source. Please visit your authentication source to medify this configuration.

Caontrods if a username should be altered before trying to match them with a Duo user account.

Voice greeting
Welcome to Due.
A
Specify the message read to users who use phone callback, followed by authentication instructions. Maximum 512 characters.
HNotes
A
For Internal use. Maximum 512 characters.
AN e il Assign administrative unit -
Permitted groups Only allow authentication from users in certain groups
Sala -
Whaen unchecked., all users can authenticate to this application
Allowed Hostnames Since this application is using Frameless Duo Universal Prompt, configuring allowed hostnames is no longer supported.

Gat more information 4

h. FMCIZRY) ., IdPASH I O—RULEZ7AIINZERALT, 77UT—232J)L—=71C
SAML IdPX 2 F—XZEBML & T,



Add Application Group @ <

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

[ 1) Application Group Edit
Mame External_Duo

(2) SAML Service Provider (SP) Metadata Edit
Entity 1D https:/i 'External_Duo/samli/sp/metadata
Assertion Consumer Serice (ACS) URL https:j/ ‘External_Duo/+CSCOE+/saml/sp/acs Ttgnames=D...

SAML Identity Provider (IdP) Metadata

Import or enter the IdP metadata. If IdP metadata is not currently available, you can skip this step and configure it later.
e |mport IdP Metadata
.-,' Manual Configuration

| Configure Later

Import IdP Metadata
+
Drag and drop your file here
or select file
External Applications ZTNA - IDP Metadata.xml
Entity ID*
https://sso-E N

Single Sign=-0n URL*

https://ss0-E )

IdP Certificate
MIID DT I )Y Ko Z]

Cancel

_—
1
Z_-

i. Next2 21Uy 2L, EHIZHE > TRe-Authentication Interval & Security Controls % &
HIYVREZHEEL, Finshz22UYOLET,

LEY,

kg
wit



Add Application Group

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

( 1 Application Group

| Narme
(2') SAML Service Provider (SP) Metadata

Entity ID
‘ Assertion Consumer Service (ACS) URL

(3 ) SAML Identity Provider (IdP) Metadata
Entity ID

Single Sign-0n URL

IdP Certificate

Re-Authentication Interval

Timeout Interval

() — (&

Security Zones and Security Controls

Security Zones
Intrusion Palicy
Variable Set

Malware and File Policy

External_Duo

https://i External_Duo/saml/sp/metadata

https://fi External_Duo/+CSCOE+/saml/sp/acsMigname=D...
https://ssc

https://ssc

External_Duo-1697063490514

1440 minutes

Inherited: (Outside)
Inherited: (None)
Inherited: (None)
Inherited: (None)

Cancel

77— 3> )L—7"2: Microsoft Entra ID (Azure AD)ZIdP& L TERA T %

@ X

Edit

Edit

Edit

Edit

Edit

a. 77 Vr—>3> I I—78ZAHL, SAMLY—ERAZTONAH—(SP)X T — X RRE

NB LS CNext2 VY ILET,




Add Application Group 9 X
An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

:i: Application Group Edit
| Mame Azure_apps

° SAML Service Provider (SP) Metadata

The service provider's metadata for the Application Group are dynamically generated and cannot be modified. Copy or download the SP
metadata file as required for use in your IdP.

Entity ID
https:// [Azure_apps/saml/sp/metadata Copy

Assertion Consumer Service (ACS) URL
https://! ifAzure_apps/+CSCOE+/saml/sp/acs?tgname=[  Copy

Download SP Metadata

3 ) SAML Identity Provider (IdP) Metadata

4 | Re-Authentication Interval

5 | Security Zones and Security Controls

Cancel

b. SAML SPX & F—aNFRRE N5, IdPICBEL., HILWSAMLSSOT7 7V T —> 3> %%
ELET,

c. Microsoft Azurel_d%' 4 > L. Enterprise applications > New ApplicationD JEIZBEL £7,

Home > |Enterprise applications |
2z Enterprise applications | All applications

N
s - Microsoft Entra ID
b -+ New application () Refresh L Download (Export) O Freview info == Columns [#5) Preview features A7 Got feedback?

Overview

@ Overview View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their identity Provider.

X Diagnose and solve problems The list of applications that are maintained by your arganization are in application registrations.

Manage | # Search by application name or object ID Application type == Enterprise Applications Application ID starts with X T Add filters
I HE Al applications I 77 applications found

& . e
Bl Application proxy Name + ObjectlD Application ID Homepage URL Created on



d. Create your own applicationZ 2 )Y U>F 71 )r—< 3> O A Hi%Z A 7> Create

= Microsaft Azure £ Search rescumces, services. and docs I6+)

Home > Enterprise applications | All applications Create your own applicatlon %
Browse Microsoft Entra Gallery

H yoms aee deweloping your own applcation, using Application Prooy, or want to Integeate an

Eriira App ¥ 5 & catalog of thousands of apps that make i easy o deploy ard coefigure singls sign-on [550) and automabed user provisioning. Whan deploying an app freen ihe App Gall  apphcation that i not in the galléry, you €an Ereate o own appkcation hére.
reate your own application here. i you are wanling to publith am appication you have developed into the Microsoft Entra Gallery for other ceganizations 1o ditcover snd use, you can file 4 request uting the

A Gat feedback?

A Got terdtuck?

What's the name of your appT

F Search

Single Sign-on : AN Uer Account Management | Al Categoried Al Fess Trust FTD

What s you booking 10 do with your application?
() Configure Apgication Prmy for Secure romote S0005s 1 49 ON-premies apgkeation
(O) Register an appiication to integrate with Micrasat Entra ID {App you're develoging]
() integeate sy sther appieition you dom find in the gallery Non-gilery)

eT7Vr—>arveRE, - JIL—T0FVETZIUYILT, F7UTr—>3rA
DT I EAZHFATEIZI—FXRIIN—TZ2ERBLET,

Hame > Enterprise applications | All applications > Browse Microsoft Entra Gallery

fii Zero Trust FTD | Overview

Enterprae Application

B Overview Properties

[ Depioyment Pan Mamé

X Disgmose and toke prablems . Zero Truss FTD 1]
Application 1D

Manage i
[ Y

! Propertes

ohs Object ID
B Owners = =

&. Roles and administrators R
Getting Started
& Users and groups

3 Singhe sign-on

P Provisoning @ 4. Assign users and groups _:'_,) 2. Set up single sign on @ 3. Provision User Accounts L 4 Conditional Access

B Apgication prony Frovide specific users and groups access Enabie users to sign into their application Automatically oreate and delete user Secure access to this application with a
o the applications uding their Microsoft Entra oredentials accounts in the application customizabibe actess policy.

€ Self-service Got started G e Create a policy

Secuiity

® Conditional Access C 5 Selfservice

o Enable users to request sccess 1o the

& Pammissions application using their Microaoft Entra

@ Token encryption eredentish

Activity

-~ !

f. Add user/group > Select the necessary users/groups > Assign®JEICO U Y O LET, ELVI
—HELEEITIL-—THFENETSNES, TN FAF =200y I LET,



Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > Zero Trust FTD

Za Zero Trust FTD | Users and groups

Enterprise Application 1

“ T Add user/group & E gnmer lemove o~ Up : credentials == Columns D\J Got feedback?

o The application will appear for assigned users within My Apps. Set "visible to users? to no in properties to prevent this. =

i Overview
[ Deployment Plan

# Diagnose and solve problems
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration.
Manage

' . |/'"- First 200 shown, to search all users 8 gro...
.I Properties

2 Owners Display Name Object Type

4t Roles and administrators D @ Angel
&3 Users and groups D . Fernando

2 Single sign-on 2

9. VTN A AV AVHFRRIENES, SAMLZVUY ILET,

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > Zero Trust FTD

) Zero Trust FTD | Single sign-on

Emterprise Application

i Overview Single sign-on (550) adds security and corvenience when users sign on to applications in Microsoft Entra ID by enabling a user in
yoeur organization to sign in to every application they use with only one account Once the user logs inte an application, that
M Deployment Plan credential is used for all the other applications they need access to. Learn more

. Diagnose and solve problems

Manage Select a single sign-on method  Help me decide

:f' Properties

&2 Owners
. ® Disabled G SAML ﬁ Password-based
& Roles snd administrators Single sign-on is not enabled, The user Rich and secure authentication to Password storage and replay using a
B Users.and groups wan't be able to launch the app from applications using the SAML (Security web browser extension or mebile app.
My Apps. Assertion Markup Language) protocol.
D single sign-on
I Provisioning

o

Application proxy

h. Upload metadata filez 2 Y 2 LT, Y—EAZ7ONAA— (F2TT77A4T A=) ) H
SAIO—RUEXML7 7 4 )L %3&IRT B . ZTNA Application Group(RAT Y 7aTERK)H 5
Entity ID & Assertion Consumer Service(ACS)URLZ FETA DL £,

Nk EE TIFL—YaUXRF—AXMLEA YV O— KT BA, SEHEBase 64)% 8
BICAD>O—RLT, IdP (O 4 & XTAY 7 NURLE Microsoft Entra
Identifier ) 7 SSAMLA 27— 2 & JE—LT< &\, Chid, F1T 77 A T4 —
LCREEETTH DI BETT.,



Home > Enterprise applications | All applications > Zero Trust FTD

Zero Trust FTD | SAML-based Sign-on

Enterprise Application

5{"‘ Got feedback?

I ']_ Upload metadata file I k}' Change single sign-on mode Test this application

i Overview

(D Deployment Plan Set up Single Sign-On with SAML

2 Diagnose and solve problems . . . . . o . . .
An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth, Learn

Manage more.

Illl .
Il Properties Read the configuration guide & for help integrating Zero Trust FTD.

Owners o

Roles and administrators

Basic SAML Configuration

F-2
il
£ Users and groups
D

Identifier (Entity ID) https.// fAzure_apps/saml/sp/metadata
Reply URL (Assertion Consumer Service URL)  https:// fAzure_apps/+ CSCOE+samlfsp/
single sign-on acstigname=DefauliZeroTrustGroup
Sign on URL Optional
» o
+ Provisioning Relay State (Optional) COptional
1 i I ignal
' Application proxy Logout Url (Optional) Optignal
Z Self-service e
T — Attributes & Claims 2 Edit
Security givenname user.givenname
surname USErSUMame
® Conditional Access emailaddress user.mail
name useruserprincipalname
s Permissions Unigue User Identifier user.userprincipalname
B Token encryption
Activity e SAML Certificates
D sign-in logs Token signing certificate £ Edit
I
ni - Status Active
fil Usage 8 insights
: sg 9 Thumbprint
E Auditlogs Expiration
. Motification Email
m Provisioning logs : .
g g App Federation Metadata Ur = E
3= Access reviews Certificate (Basebd) Download
Certificate (Raw) Download
Troubleshooting + Support IFederalion Metadata XML Download I
2 New support reguest
Verification certificates (optional) 2 Edit
I
Required No
Active Q
Expired a

e Set up Zero Trust FTD

You'll need to configure the application to link with Microsoft Entra ID.

Login URL
Microsoft Entra Identifier

Legout URL

| httpss/1

hitps:/ft
https/yl

=4 =14

. FMCICRY ., IdPASHEIVO—RULEXET—RT7 74N ZEATRL. BEZT—2EFH
BETT7VT—2320N—=T2IC42KR—KLET,

TAHALT, SAMLIdPX & 7*—



Add Application Group 9 X

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

(1) Application Group Edit
| Name Azure_apps
5,- SAML Service Provider (SP) Metadata Edit
Entity 1D https:i/. {Azure_apps/saml/sp/metadata
‘ Assertion Consumer Service [ACS) URL https://. {Azure_apps/+CSCOE+/sami/sp/acs Ttigname=Def...

€ SAML identity Provider (IdP) Metadata
Import or enter the [dP metadata. If IdP metadata is not currently available, you can skip this step and configure it later.

® Import |dP Metadata

) Manual Configuration

) Configure Later
Import IdP Metadata

e =
! T i
: Drag and drop your file here :
i i
! or select file !
| Zero Trust FTD.xml !
L e e o o e e e e e e e e e e e e e e e e e e e e e e e e H
Entity ID*

https:/
Single Sign-0On URL™

hitps://
IdP Certificate

MICEDCCAdigAwlBAGIQATt7Lwlj7aRGm1m212dU/DANBgkghkiGOwWOB

I ey e e w

4 | Re-Authentication Interval

5 | Security Zones and Security Controls

j.Next2 2 1)y oL, EHI(ZHE > TRe-Authentication Interval & Security Controls & EL £9,
HIYUBREEBREL. Finshz2 Uy ILET,



Add Application Group 9 X

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

Application Group Edit

Name Azure_apps

2 ) SAML Service Provider (SP) Metadata Edit
Entity 10 https:/f {Azure_apps/saml/sp/metadata
Assertion Consumer Service {ACS) URL https:// {Azure_apps/+CSCOE+/saml/sp/acs Ttgname=Def...

3 ] SAML Identity Provider (IdP) Metadata Edit
Entity 10 https:/[:
Single Sign-On URL https://|

ldP Certificate

4 | Re-Authentication Interval Edit
Timeout Interva 1440 minutes
5 | Security Zones and Security Controls Edit
Security Zones Inherited: (Qutside)
Intrusion Policy Inherited: (None)
Set Inherited: (None)

ware and File Policy Inherited: (None)

T7U5—>3>0ERE

T7Vr—=23a> ) —7KFERENEDOT, Add ApplicatonZ22 )Yy LT, RELTUE—
NTTFOERRTDTIVr—>3a>aE&ELET,

1. TFP70T5—>3a REEZANLET,
a7 7)r—2arE  BEENLETTVTr—23a>0R5+F.

b)JAEBURL:/SZ U ¥ Z/4AEDNSL O— KROF 7 U4 — 3> O/ABURL, Chid, 77V
H—2aVICYE—RTTIERTREHICI—YHFEATBURLTT,

F 7Vr—>3a > URL T 7T —2a > OERBOFQDNELEFE XY NDO—DIP, chid, 7
T)T—2a IlBETREDICEFITI7ATIA—ILICK > THERAENBDURLT T,

N FTALNTR. ABURLE T T U —S 3 URLE LTEREhET, BOTF T U4
— 3 URLEERETDICE. cOFIVYIRYIREATIZLET,

AT 7TVT—>3a iR E TORRENWB TV T—2 3> QAIAETF I - B LRUOMEF
—(FMCHR—AR—=T>F T IO RN>FT 21U NEE> PKI >HEPEEBAE A S B HN)



e)IPVANATIAE L (A7°23> ) - NTY RNET7VTr—232 &9 %E1IC, DE—K
I—9HSOEFRIPT RLANBIRUET RLAIZEBRENET (IPUT7 RLAZEFEIRAL
BRUVEEARATORY ND—OAT DI IONAT DI IORNITIIN—T ORI Y R— ENET
o ek, F7UT—23 0277747 0F=)LENLTIE—RNI—HIZRDIL—
RERBODLSICRRETEET

OT77Vr—>3a>IdlN—=—(F723a> ). cOF77)5—2a> 2878077 ) 95— 3
TN — 7("_)517[1[/_( RERADRELEFEATINESHEBIRLET,

COBITE, ZINAZFEALTT VAT NBT77ITr—>32 k. TANADFMC Web Ul&,
EFIATITT7FATIOF—IOBERICHZCTBOWeb UITT,

T7)r—2a>OiEHER,. Objects > Object Management > PKI > Internal certs CIE N % 24
ENfHYET,

Add Known Internal Certificate Q
Mame

aa=Imc=-Fna cisco. local
Certiftcale Data or, choose a fla:

====-BEGIN CERTIFICATE-----

4y

Key or, choose a file:

[R— BEGIN Bt5A PRIVATE KEY==-=--

Encrypted, and the password is




N EZTNATT 9 ERTBE T TUT—2 3V DFRTOIREEBML T L= L,

AEAEA AEEEAEE L TEMENES, BYOREZHEITLET.

COBITREIDT7TIVT—2a2RERBROESTTY,

7V —231FEMCWeb UIDTFARN (F7US—2 3 )L—710X 2 /)N—)

Add Application 9 X
Enabled @)

o Application Settings
Application Name*
IFMC |

External URL* ©
Ihttps:!!ao-fmc-ztna.cisco,local I

Application URL (FQDN or Network IP)*
https://ao-fm

M Use External URL as Application URL

By default, External URL is used as Application URL. Uncheck the checkbox
to specify a different URL. For e.q., https://10.72.34 57:8443

Application Certificate* @

Ian—lmc—zlna.cisca.local I +

IPvd NAT Source @
Select.. 4+

Application Group
IExlernaI_Duo ]

Cancel



T7VTr—=23> 770 r—23> ) —1CEmEhizizd, COT77Vr5r—23> 0k
DRENMEENET, LEL, EF1VTAV-2EeEFIUTAHBPRESIRETLEE
TEET,

RELETZVT—23 2L, Finsh2Z )Y ILEY,

Add Application 0@ X

Enabled @ )

(1) Application Settings Edit
Application Mame FMC
External URL https://ao-fmc-ztna.cisco.local
Application URL https:/fao-fmc-ztna.cisco.local
IPyvd NAT Source =
Application Certificate ao-fmec-ztna.cisco.local
Application Group External_Duo
(2') SAML Service Provider (SP) Metadata
| Configurations are derived from Application Group ‘External_Duo’
(3] SAML Identity Provider (IdP) Metadata
| Configurations are derived from Application Group ‘External_Duo’
I 4 | Re-Authentication Interval
| Configurations are derived from Application Group ‘External_Duo’
i 5 | Security Zones and Security Controls Edit
Securty Zones Inherited: (Outside)
Intrusion Policy Inherited: (None)
Wariable Set Inherited: (None)
Mahware and File Policy Inherited: (None)

F7 U —2322CTBWeb Ul (F7UT— 32T )N—T20 X2 N—)

COF7TVT—23a2OREVHERIRDEH T,




Enabled @ )

1 | Application Settings Edit
Application Name CTB
t https://ao-ctb.cisco.local

https://ao-ctb.cisco.local
ZTNA_NAT_CTB

ao-ctb.cisco.local

Application Group Azure_apps

2 | SAML Service Provider (SP) Metadata

Configurations are derived from Application Group ‘Azure_apps’

3 ) SAML Identity Provider (IdP) Metadata
Configurations are derived from Application Group ‘Azure_apps

4 | Re-Authentication Interval

Configurations are derived from Application Group ‘Azure_apps’

5 | Security Zones and Security Controls Edit
Security Zones Inherited: (Outside)
Inherited: (None)
Inherited: (None)
Policy Inherited: (None)

N CoFTUS—2a VTR, Y RT—SATT TSN TZTNA NAT CTB, #IPv4

NATY —RELTREENTVREICEBLTILKEEY, CORETRE, NTY hNETT
V=232 IlBRETREIC, VE—RI-—YDLSOREERIPT RLAY, REEhIAT

SIVMADIPT RLALCERENET,

chik, Z705—=>3 > CTB)YDF 72N KNIL—KFEF 1T T 74T A=ILUADY
—MNIJIAZELTWVWRDESD, VA=K T4 ONFVE—RI—HYIZEEEShEBEL 2L
EOHICEREENELLE, CONATRETIWK, EF21T7 7747 0A4=)LENLTHTRY K
ZTNA_NAT CTBICE(ETZE D KDL, 77U =23 EICART A Y I —RMARES

hTLET,

T7VTr—2a iiREThdEe, MBI2TTIVT—2320)0—TOTICRRENET,

ZTNA-TAC ~ Taegated: 1 divich
Groups: 3 Applicabons:
A Satting
G oo
See ot usion frabtea

- Agure_apps |1 A b Rittps:/fets B .. Outside None [ w= A w
‘ CT8 i - Gl Gl local it -G Cle0. s Outsice None Nene Truse L |
¥ Extormal_Due [/ L Fittps/ a0 & o . OUESIGH None Nene R

[ FMC hitps:|/a0-fmc-zina.cleco local hitps:fao-tme-zina cisco ocal Outside hone Kone = /i

REIC, ZEZREFL. KEZRBEALEXY,



EE_C,\

BENTTITRE, UE—RI—HRIABURLEZENLTT TS —>3 2V ICEETE, XT3
IdPIC K 2 THAIENTVWBREER, TOTFTVT—23 T ORATEET,

g

T7Ur—>3z 1

1. 1—HYHAWeb7 SOHERE, 77UIT—>3a10OAMURLICBEILE T, CDBE. A
URLI(& "https://ao-fmc-ztna.cisco.local/s T

N ABURLER. BEENEEF 1T I 7 AT IA—NA Y E—TIAADIPT RL A
BRENDBENBYET. COBITE. ABAYZ—TIAADIPT KL A
(192.0.2.254)ICfRRENET

2.ChREFHLWTIOERATH B 1S, AR T77UT—3 > ACRKREENLIAPOT A 2 R—
ZNIZVHEALIRNEhET,

Single Sign-On

Login

Secured by Duo

B.A—YICMFADO 7Y 1A ERBENET ( ChiF, IPTREES N TWAMFARTRICK > TEL
WET ).



Are you logging i o External
Applications ZTHAT

@ Global VPN TAC



2.ChREFHLWTIOEATHB e, A—HFRT7IVT— 3> ACKREENLIIPOT A 2 R—
ZWCVHALIRENET,

BE Microsoft
Sign in

Can't access your account?

CY  Sign-in eptions

& loginmicrosefionling.com

B Microsoft

Approve sign in request

g Opon your Authenticator app, and enter the
number shawn to sign in,

Mo numbers in your app? Make s 1o upgrada 1o
the latest version,

3.0—HIIMFAQ 7YY A EEhET (Zhid. PTHREE N TUVAMFASRICL > TER
WET ),



A-74 B s+ = D



https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html
https://community.cisco.com/t5/vpn/bd-p/6001-discussions-vpn

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



