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CORFIXVRNTRR, NMMTPRATZEUTAHARED—HTHD, BEOHDEF1T777
AT A=) BRERMRSFRIED 1 - ZXBITBHFEICODVWTHALET,

25

ROEBERICETDHBNHDENEREIET,
+ Cisco Secure Firewall Management Center(FMC)
« Cisco Firepower eXtensible 7R L —F 1 > J > A5 LA(FXOS)
+ Cisco Secure Firewall Threat Defense(FTD)
ERATHIVE—Z K

CORFIXVRNOBERE. ROVIKRIITEN—RIITON-TIVICETVTVET,



« Firepower 4110l&FXO0OS v2.12(0.498) % £ 1T
« Cisco Secure Firewall v7.2.5%2 21732 HRETF/NA1 A

« Secure Firewall Management Center 2600/"v7.4%& £1T

« Secure Copy Protocol(SCP)® &1

CORFIXNOBERHRIF. BEOSRARRICHZTNAARALCETVWTHEREhELEZ, COR
FAXKATEATDIIXNTOTFNAAGR, JUTBE(TF7FIIN ) RETHERZRHBKLTLE
T ZHEEBPORY ND—OTR, EOXNVRIEL>TRCDAEMNI H2EEZ THOEIELT
<EZW,

& 230

COFIBERITTZATVATHR—REAhTVET,

« Cisco Secure Firewall 1000 ) —XF7 7S A T A
« Cisco Secure Firewall 2100 U —XF7 754 T A
« Cisco Secure Firewall 3100 ) —XT7 754 T > A
« Cisco Secure Firewall 4100 V) —XF7 7 S5A T A
« Cisco Secure Firewall 4200V —XF7 7 S5A T A
« Cisco Secure Firewall 93007 7’24 7 > A

« VMware[d] [FCisco Secure Firewall Threat Defense

FLU B8

CORFIXVRNTR, HILLIZY RHFEUFXOSE RVFTDN—2 3 TRES N TV D&
BENFHUET,

[FEEOHBDI1-Y NOFE

F 3-HA
High Avaltaksility

FTD=01(Primary, Active) Snort 3 e e with E .- e FPR4 2:44
[!] i " Firepower 4110 with FTD  7.2.5 B secority Moduls - 1

(7 FTD-02{Secondary, Failed) Snort 3 e FPR411 2:443
" 4 191 = Security Module - 1




COTFIATER, EHAAVIZY MFTD-02)IEEERETT,

BEOHBDIZYRNENYITYTERBRTSD

COFEZFEALT, 77AXVIAZY bELEGEAVEVIZY N ERBTEERT, COHA
RTE, JBRLELSELTVWRHELEIZY NONYIOTYTHHBDEZRRELTVET

o

ATYT1 . FMCASNYOT YT 774 )N 2Xo>0O0—RULET, System > Tools > Restore >
Device BackupsD JEICBEL, ELWVWNY OTFY T ZBIRLET, DownloadZ V)Y I LET

o
Firewall Managemen 2nter
HiE ewall Management Cente - Overview Analysis Palicies Devices Objects Integration Deploy  Q 0'3 o9 admin ~ gl
Ren
Backup Management Backup Profiles
Firewall Management Backups
System Information Date Greated File Name VDB Version Location Size (ME) Gonfigurations Events TiD

Storage Location: fvar/sfibackup/ (Disk Usage: 8%)

Device Backups

System Information Date Created File: Name VDB Version Location Size (MB) Configurations Events T
FTD-02 . o P = —— o : - . ;

l e ocscaurarid i Ticcet Dofonse 35 2023-09-26 23:48:04 FTD-02_Secondary_20230026234646.tar build 365 Loecal 53 Yes No No
EID=01 2023-09-26 23:47:57 FTD-01 _Primary_202309262 34637 tar build 365 Lacal 52 Yos Mo No

Ciseo Firepower 4110 Threat Defense v7.2.5

v

ATY 7 2 $LWFTDONar/sf/lbackup/7*4 L O NUICFTDNNY 97 v 727y 7AO—RLET

o

2.1test-pc (SCPOZA T RN) NS, Nartmp/TF4 LI KNVICHBFTDICNY OTFYTT774)
#F7Yv70O—RLET,

@test-pc ~ % scp FTD-02_Secondary_20230926234646.tar cisco@l0.88.243.90:/var/tmp/

22FTD CLIZTFAN—RNE—RHI S, NV OT YT 77 A )%ZNartmp/h S /var/sf/lbackup/\Z
BLEI,

root@firepower:/var/tmp# mv FTD-02_Secondary_20230926234646.tar /var/sf/backup/



ATY T 3:clishE—RTXODIOX> RZHEAL T, FTD-2NY O TF7 v 7 %#ERXTLET,

>restore remote-manager-backup FTD-02_Secondary_20230926234646.tar

Device model from backup :: Cisco Firepower 4110 Threat Defense
This Device Model :: Cisco Firepower 4110 Threat Defense

R R R R R R R R R kR e R ok R R L R T o S L R Rk R L AR R

Backup Details

Tl SN dd NSNS ANl A Nddnd

Model = Cisco Firepower 4110 Threat Defense
Software Version = 7.2.5

Serial = FLM22500791

Hostname = firepower

Device Name = FTD-02_Secondary

IP Address = 10.88.171.89

Role = SECONDARY

VDB Version = 365

SRU Version =

FX0S Version = 2.12(0.498)

Manager IP(s) = 10.88.243.90

Backup Date = 2023-09-26 23:46:46

Backup Filename = FTD-02 Secondary_20230926234646 tar

TededeNdh

TededeNdednd vl dedehdedeNddhddhdd Nt

DRONORORONOORORONORONORORONORORONONOROROSOROSOSORORORO

o e e Caut-ion P ekt

Verify that you are restoring a valid backup fiTe.

Make sure that FTD is installed with same software version and matches versions from backup manifest be
Restore operation will overwrite all configurations on this device with configurations in backup.

If th1s restorat1on is be1ng performed on an RMA dev1ce then ensure old device is removed from network

Fedededededk

TededeNddndhn

Fededededededhdedededeh Rkl bkt hhhhddh

Are you sure you want to continue (Y/N)Y
Restoring device . .

Added table audit_Tog w1th tab1e 1d 1

Added table health_alarm_syslog with table_id 2
Added table dce_event with table_id 3

Added table application with table_id 4

Added table rna_scan_results_tableview with table_id 5
Added table rna_event with table_id 6

Added table ioc_state with table_id 7

Added table third_party_vulns with table_id 8
Added table user_ioc_state with table_id 9
Added table rna_client_app with table_id 10
Added table rna_attribute with table_id 11
Added table captured_file with table_id 12
Added table rna_ip_host with table_id 13

Added table flow_chunk with table_id 14

Added table rua_event with table_id 15

Added table wl_dce_event with table_id 16

Added table user_identities with table_id 17
Added table whitelist_violations with table_id 18
Added table remediation_status with table_id 19
Added table syslog_event with table_id 20

Added table rna_service with table_id 21

Added table rna_vuln with table_id 22

Added table SRU_import_log with table_id 23
Added table current_users with table_id 24

Broadcast message from root@firepower (Wed Sep 27 15:50:12 2023):



The system is going down for reboot NOW!

F CERNAETIRE., FNAARICK2TCLASOYTIREN, UJ—KNL T, BF
WICFMCIZE#HiehET, COBAT, FNAARHELRTRENET,

ATY7 4. HAR#ZBEBELET, FTD CLIAN S, configure high-availability resume& AL &
ED

>configure high-availability resume

FIDNATRAZEVTAOERENFETTLEL I,



FTD-HA
~ High Availability

FTD-01(Prmary, Active) Snort 3 N B udth TR T u FPR4 2:443
I Firepower 4110 with FTD 7.2.5 B security Medule - 1

FTD-02(Secondary, Standby) Snort 3 g . - i FPRA 2:443
o= Firepower 4110 with FTD  7.2.5 EH Security Module - 1

NYOTY7EBSBEVHELEZIZY MO

BENFRELETNARAONY OTYTHBEVEERE., COHA RICEEZENTEET, 75
ARVIAZY hEEREAFVIZY hEXBTERT, 7OERARE. FNA AN TZ4XD
PEAVHIDICI>TEBYET, COHARTHATDIIXNTOFIERL, BEOHZDEHY
A)I1ZY FOERTT,. BEEOHDTZ7ANVIZY heBERTRHERF. ATV 75T, BifF
DEHAVREIITOTATIAZY NETZAIVTFNAARELTHEAL, BRBICIBAT/NA A
BENVREIVIAZNATFNAARAELTEALT, NMTPRAZEUT A ZRELET,

AT Y 7 1 : Device > Device ManagementQ JEICEE L T, NATRATFEUTAEREDAI
—>2avyN(NvOFYT ) ZBBLET, ELVFIDHART ZmEL (WET7//I0%D
1)w 2 ), High Availability 77> 3>z 20Uy O LET,

FTD-HA ==
Cisco Firepower 4110 Theeat Defonse
nar Routi
High Availability Configuration
High Availability Link State Link
~LINK
m
2
.
Monitored Interfaces
s
r
&
Failover Trigger Criteria s Interface MAC Addresses

ATY 72 HAZYMILE T,



2.1 Devices > Device Management® JEIZ#EIRL, G LRBICHB3IDORY NXZ1—%720Uv Y
LET, BreakA 7’23 >&VUYILET,

[ FTD-HA
U~ bigh Avalabiliy @
Switch Active Peer
© FTD-01({Primary, Active) Snon 3 Fire 4110 with FTD  7.2.8 FPR4110-02:443 Essaiitials Base-ACP Force refresh node status
10.88.171.87 - Routed e B security Module - 1 L] “ Cateth
Revert Upgrade
Seco Snort Health Manitor
@ FTD-02( ndary, Standby) 3 Firepower 4110 with FTD 7.2.5 Bé’jﬁj}&”&.ﬂﬁf_ . — P & 1o -

10,88.171.89 - Routed

2.2. Force break, if standby peer does not respondZ 7> 3 > ZEIRL £ 7,

Confirm Break

Breaking the High Availability pair "FTD-HA® will erase all configuration
exceplt the Access Centrol and Flex Config pelicy from standby peer. This
operation might also restart Snort processes of primary and secondary
devices, temporarily eausing traffic interruplion, Afe you SUfe you want 1o
break the pair?

Force break, if standby peer does not respand |

)




EIAZY MARBELEVES, HAZBRFINICTM T2 BENF SV ET. NM1TRAZ
EVFARTEBRITDE, TOTATBRTNAATRIERABZR OBEEN T XNTREE
hEFT, AZNATFNAARR, 7T—INA-—N—EAEZ—T I/ ADKREZ KR,
AZ2 RF7ATFINAALEYN KT,

ATYT3:BEOHBFTDZHIRLET, BEEBRIBDFTIDZHEFEL. 3DORY NTHERETND
XZ1—%Z0Uv2OLET, DeletezV Y ILET,



Mame Maodel Version Chassis Licenses Access Control Policy Auto RollBack

~ Ungrouped (2)

Firepower 4110 with FTDL 7.25

FIO-01 [Snegd Essentials ©® Base-ACP £

2] Security Module = 1

(@ FTD=02 Snort 3 FPR4110-02:443

i i i Base-ACP H
AR Firepower 4110 with FTD 7.2.5 [ =] Sacurify Module = 1 Essentials @ Base-AC @I
ackel Tracer

Packet Capture
Revert Upgrade
Health Monitor
Troubleshoot Files

ATY 7 4: FULVFTDZEMLET,

4.1. Devices > Device Management > Add D JEIZEIR L. DeviceZ )Y UV LET,

Migrate | Deployment History
Wiew By: Group v
AlL(Y) ® Error (0) ® Warning (1) Offline (0} ® Normal (D) Deploymant Pending (1) ® Upgrade (0) ® Snort 3 (1) 0, Search Device Add ¥
—
-
o 22 High Availability
Cluster
Narme Moadel Version Chassis Licenses Access Control Policy Auto Rodll Chassis
Group
~ Ungrouped (1)
FTD-01 Snort 3 . FPR4110-02:443 B oo ACP :
10.88.171.87 Firepower 4110 with FTD  7.2.5 H Seciirity Modulg - 1 Essentials @ Base-ACH Fa

427023 Z> 0 AR EBIRLET, COBEEF., BEFX—., REFAN, XRB., BKU
BERFX—T9, 7OEAANO=ILRIUS—%&EL, Registerz )Y ILET,



Add Device

Select the Provisioning Method:
® Registration Key Serial Number

CDO Managed Device

Host:t
10.88.171.89

Display Name:
FTD-02

Registration Key:*

Group:

Mone -

Access Control Policy:*
[ Base-AcP -

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until vou choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier ¥

Carrier

Malware Defense
IPS

URL

Advanced
Unique NAT ID:t

Transfer Packets

conce | IR



ATY7 5 HAZER L £T,

5.1 Devices > Device Management > Add® JEIZ#E) L, High AvailabilityF 7> 3a>& 20Uy oL
7,

Migrate | Deploymaent Higtory

ViewBy: | Group v
Allf2)  ®Emorfd) @ Waming (o) Offine (3)  ®Mormal () © Deployment Pending (0] ® Upgrade (0} ® Snort 3 (2) £, Search Device [ A -]
—

Device

. R
,

Marmee Mode Versian Chassly Lgensas Ascors Gontrol Policy. Autg Rl Chassis
Group
o Ungreiped (21
Oty Fisponsr 4110 itk 0 B Easanits P—— © ’
. :::.:?n 89 ? wted Fimpower 4110188 FID [ Hm"m“- 1 Easontisls Baio-ACP 3 o

S2NATRATGEUTARTDOEBINERET . BEl. TNAAZATZEREL, 7541V
E7ELUTFTD-01%, A X UET EL TFTD-02%3EIRL T, ContinuezZ2 UYL ET,

Add High Awvailability Pair

Narme:t
I FTD-H,

Dagice Tursn:
| [Firevwadl Threat Defense

Primary Peer:
FTD-01

Secondary Peer:
[ Fro-02

D Threst Datensa High Avslablity pair will hin PAMSny
conhguration. Licanses fram primary pear will be
converted to thair high svadabidity vevsions snd sppled

on bath peers.
==




X FRERENFMMTONTVETFNAA(ZDOBEEFTD-01) ELTTSAXYUIZY N
(PU)EBIRT B EEENABVTIEEL,

53. HAOER ZHFEL ., Yes® O UYOLET,



Warning

This operation restarts the Snort processes of primary and
secondary devices, temporarily causing traffic interruption.

Do you want to continue?

Do not display this message agai Yes




ENATRAZEVTAZRETDE, WADOIZY MOSnotTU DU BEET S
2O, 274V O FMENDAREMEA DY KT,

54ATYT2THELIENATRAZEVTANTA—ZZREL., AdddA T2 a2z oUv s
LEXY,



Add High Availability Pair '3
High Availability Link State Link

Interface’]  Ethornetl/S Interface:] | Same as LAM Fallover Link w
Logical Mame:]  FA-LINE Lagical Han

Primaey IP:] 10,710,101 Primary |P:*
U IPVE Addross

Secondary I 10.10.00.2 Secondary IP;*

Subnt Mask:| 255 285 255 252 Subnat Mask:*

IPsec Encryption
Enalied

Kiry Ganeration:

0 LAN taliover link Is used fo syne configuration, stateful fallover link is used to sync application content
Babaenn paers. liniks and £annos b changed later,

6. FTID\f PRASEUF 41 (HADBENF =T LEL

FTD-HA .
O ™ High Availabisity £

o FTD=01(Primary, Active] Snort 3 FPRA110-02:443

Firepower 4110 with FTD 7.2.5 Essentials Base-AGP H
10.88.171.87 - Routed ! Security Module - 1 . «D :
@ FTD-02(Secondary, Standby] Snort 3 Fire, 4110 725 FPRA110-02:443 Essentials Base-ACP H

10.88.171.86 - Rovied ihaponen 4110 wihiFID: B security Moduls - 1 i s¢ @ :



X AREBMACT RLAZRELBZWES, 724X VIZY NORBBEICNZ 719D
70—%2BRITRDEHI, ERENIEZIL—FTARPT—TILEVITIRXENHYE
T FMHIIOVTEE, "NATRLAFEVTAICHEFAIMACT RLABELTIPZ RL A
1 ZZRLTLSEZL,

BYIE 5 2

« DRAADT IV _ANYR=—bEHXDO—R



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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