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CORFIXVNIHRBEOEHREHY REA

FAITD IAVR—F B
O RFI1 XN, Cisco Secure Firewall  ®@RBICEDVWTWET,

CORFIXNDERE. BEOSAREILHDTFNAARAICETVTEREhELE, COR
FAXKRNTERIZITINTOT/NA AR, A (F7 2N ) REOREHLSEEBLTVET
o BEETNDZRYRND—IUTR., BATVRICE>TRCHAREMNI HHEEE T 9oL TL
EEW,

BRELHA

First Responder7? A7 S Ak, A= 2T—AOBMT—XZ@EEA DORRICIEBTEDKSIC
 TACIL K »THERENFELE, 7OVZALAZEBRITZDELRIVAR—FXMNE2OH Y ET,

BEEX—)L

COEFA—INE, TACOWDI=ODOBZMT—REZRELTTYTO—RIBZFEICHTIER
EEBIL, T—ADRHBRKRICEFENET, COZATLAZFARAIZ TV /O—RBEEHY) .
EX=LE, T-AOERBICEBREhD "Fo/00—, & ™7F70/00—, EIYEY
TJEhET,

AO2V7MAIXVR

First Responder7 A7 S AN KZREICEF, F—ROPELHEZVEITZHDMBOTEN D
v)EF, Secure FirewallDEZE Tk, TACHYER L f=firepower.py Python AV U 7N EFERAL T
chZEBRLET, BEMLEEEX—I7OLARF., COBEQT—AICEAEN1{TOIN R
EERLET, OOV Rk, £179 BSecure Firewall /N4 AOCLIICOE—LU TR T3
CENTEET,

cHBFA—)DEH

RYOOLARYATOTZLTEMCEZRENTV /OD—HHUET, 2F1), ChsnF
WETFO/O00—0OVTIARCHULTT—ANFT—T2END LTI, BIDORKEENDEFX—
IAREENET, BHAOKEEDEFA—LZZEL. T—FERNIBEELTLDEEDLAEV
BEE., EREEAL TEETL,
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From first-responder @i sco.com <first-responder @i sco. conr
Sent: Thursday, Septenber 1, 2022 12:11 PM

To: John Doe <john. doe@i sco. conr

Cc: attach@i sco.com

Subj ect: SR 666666666 - First Responder Automated E-nail

Dear John,

In an effort to resolve your case faster it may be necessary to coll ect sone diagnostic data
fromyour environnent.

Based on the probl em statement you provided, below are a few pieces of data that would help
speed the resolution and the steps to collect them

*** Troubl eshoot File ***

* Connect to the device using SSH

* |ssue the command expert, skip this step for FMC version 6.4.x and earlier

* | ssue the comrand sudo su

* When pronpted for the password, enter your password.

* For FMC 6.4 or FTD 6.7 and | ater issue the conmand

curl -s -S https://cxd. cisco.conlpublic/ctfr/firepower.py | python - -c 666666666 -t
aBcDeFgH JkLmNoP - - aut o- upl oad &

* For FMC 6.3 or FTD 6.6 and earlier issue the command
curl -k -s -S https://cxd. cisco.compublic/ctfr/firepower.py | python - -c 666666666 -t
aBcDeFgH JkLmNoP - - aut o- upl oad &

For nore information on what this conmand does, or to understand why you are receiving this e-
mail - please refer to
<LI NK_TO THI S_ARTI CLE>

For 6.3 and earlier versions we reconmend confirm ng cxd.cisco.comresolves to <CURRENT_CXD | P1>
or

<CURRENT_CXD_| P2>. Furthernmore, we recomend validating the SHA checksum of the file by running
url -s -k https://cxd.cisco.compublic/ctfr/firepower.py | shasum whi ch shoul d out put
<CURRENT_SHA>.

If you are unable to upload troubl eshooting files (or would prefer not to), please |let us know
what
hardware and software version ou are running if you have not already.

Sincerely, First Responder Team
BUOLARYA7O7Z L0 LENEEFX—)E, EATOYVEF—RERTOYV D
EFEND2ODHHICHEIETNET,

BE7O0vo

A>8OX023>70Y 71, INTORYOBEMOEFX—ILICEENDIBHNEFSIT
T, COEAXR., F—RERTOY VLIV TFANEZRBEITZLEFTT, RIS, BATOY
T0flERLET,

Dear <NAME>,

In an effort to resolve your case faster it nmay be necessary to collect sone diagnostic data
fromyour environnent.

Based on the probl em statement you provided, below are a few pieces of data that would help
speed the resolution

and the steps to collect them



F—RERTOY Y

F—RERTOY IR, GAOLARYATOTZLOHLTY, BETOY I, BEODTYV /
OS—0F—ZRETRL-HDOERZFHIO—EDNFIETY, "HERMBIA, U 3> THHAL
&SI, BEF—RERTOYIRBENT IV /O—IIXYEYTENET, chld, YR—
N VDOIARNZF—T2F2EHICERLETI /OD—ERELUTY, BE, BBLEhIE
FAX=LCE, 12OF—RBERTOY IFEFEFATVET, £EL, BRLETO/OD—CE
BOTF—RERTOY INFIVEDTEhTVRIGEER. BROTF—FERFEFX—INICEF
hEJT, BROTF—FEREZZCT—RERTOY IO T A—IY "MIZRICRLET,

**x <REQUEST NAME 1> ***
<REQUEST 1 STEPS>
**x <REQUEST NAME 2> ***

<REQUEST 2 STEPS>

EARE, EF1T777A4T7 03— )LDFE. Firepower Threat Defense(FTD)DJE—KT7 V&
AVPN(RA-VPN)DEIEICBI T2 X BEERHDERNFRITET iz E I, BHOTF—KERTOY
INEENDEN KL HBYET, Chik, VPNFY /O —ICE, DARTAV RILEIRET S
EHOXEERDBIVEVITENETF—RERTOY INFREENTVREHTT,

ERENEZOIVR

EFATT77ATOF—LOERHITE. BELENEEFX—IIO—FELT, T-AZ&l
—EBEOTOONY RAERENET, RIS, 1TOAN ROBEZFLSHBALET,

#[curl]-k|-s|-S|https://cxd.cisco.com/public/ctfr/firepower.py] | [python --c 666666666/-t aBcDeFgHiJkLmNoP|--auto-upload|&]
1 234 5 6 7 8 9 10 11

1.curldN > Ri&. firepowerpy A2V 7 NOFEHN—23 0 ZA D2 O—RIBEHICHEAE
nEXyg

2. k777, BEREICHEIS—E2&E R TSculOAT7>3a>Td,

3.7V, h—ILZEHALVRNE—RTEITTRDLOOFT>I2TT, /AAXNFZVIE
., BEOA—I)IELZHNHETEIEHIZEALET,

4.-ST7ZJ, h—ITIS—%2RKRRIDLEOODAT>3a>TT, CnlE, silentF47>3>
EEMILTEHIIT—HNRREND LS ICcurlZ@FHTHEHICHERAENET,

5 &|HE/IN—2 3 2 DOfirepower.py AV ) 7R KRARNENTVBURL, CO/NAWRK, ETTB
AVVTRNOBHFOARAXEZRMEBTE LS Ccurl AN RICERLET,

6. ChikLinux/N1 7T, curldX > R (Python RV U 7 RORB ) DHIZERDATY TDOE
TAT—RXVKNICELETD,

7. COARATY 7T, FINAMALEDOpython N4 FUNFEND " -, ZRHITTHFEENET,
chik, Y—ANstdinh SEIEE 3 Z & ZpythonllIERLET ( RV UTNOABIR
curlh sNA7RBENDH ),

8. 75V, T—RETYITO—RIBUEN$BT—AES % T SfirepowerpyAT )7
NRDOAZBIBRTY, < 0A666666666> 3> NDENDT T # ) MNMEEF., T—RESOHTY,

9. t7 Z U [&firepower.py AV U7 RO ANGIHT, COBEDT—AICHL TERENEZ—F
D=2 (NAT—R)ZRLET, COAT> 3> DEDaBcDeFgHIJKLmNoPE I,
CDBEDRN—DUDOHITY,

10. —auto-upload 7 Z 7 & firepower.py AV U 7" N D4R BT, RV UTREF—RX—



SAVE-—RTRITIBZEEZRLET, FMICODVWTR, RVUTREREOEIZS 3>
ZZRBLTSEEZL,

11.&F. SOOX R2FEENY DI TIVVRTRITTBDELICERLET, ChiZkl), O
—HFRIATUTRNORTHFES I EORFZRETEET,

¥ CXDTERAET DI — NERASZEFFMC/N—2 3 2648 KRUOFTD/IN—2326.7F T
FirepowerTZ /N4 RAICK > TEHEE AL 21-k®), 64K BEIOFMCNN—2 3> B LT
67K VBIDOFTDIN—2 3V -kT7SITINBETT, chik, SEREORIENKKTDE
HICEYYET,

Firepower.py A2 U7’

AOVTNOEBZBHE., ""NSTLN221—F142T, EBREND EF 21T TIF7ATIOF—LT
NAADSBHIN RILEERLTTYTO—RIBZETT, CORNTTIN21—F42T7
TAINZRERT SO, firepowerpy AT U7 K&, CONY RILOBEZBLETHHEKRIAHKD
sf_troubleshootpl AZ U7 R EZRUOHLET., Chik, GUINS NS TIIL1—FT a1 0T %ER

TREZILHTEENBDAIVTNERBLUTY, RZTN221—FT142TT774)LICMAT, A
DUTRNIINZTND2—=FaINYRILO—BELTEFNTOWEWVBOBIIT—X 2 INE
ITBRLEETEFRT, BE, RETEZEMTF—REAT77A4NOXATTHN, YEICRUTHE
REICHRTEE T, AV U NE. TAutomationy £ Tinteractives E—RTERITTEE

a-o

BBt

COE—RIEF, RVUTNOETEIZ T -auto-uploads A7 >3 FERAITZEEMIBYET
o COATIAVK, RFEZ7OVSNEZEMCL, AT 7 7AIILOREEEMICL, T—AIC
TF—R2ZBEBNICTY7O—RLET, BBHX—LICR>TERENBZ1TOON RICEF, -
auto-uploads A7 IUHAEBENTVET,

b3 T Fiu)

chE, ROVTRNOF7AINBRNOETE—RTT, COT—RTER. A7 774 BEDEM
DT —RENETEIHESHZREITZ 7OV M ERRENET, 2TF— RICEEEL
Bk HANEEAEICHAT A, AU NERTOETRRERIOT77A1IILICRREEST h

£F9, AV7MNBEE., A0F4200—RIOAX N> TEHEMAICXELENTHY),
https://cxd.cisco.com/public/ctfr/firepower.py TR 7> O— RE L IR TEE T,

AROVT R NOTFBREND LD

ATVTRORGFEB LB ZRICRLUET,

root @td:/home/admi n# curl -k -s -S https://cxd.cisco.compublic/ctfr/firepower.py | python - -c
666666666 -t aBcDeFgH JKLmNoP - - aut o-upl oad &
[1] 26422

root @t d:/ honme/ adm n#

“/var/comon/first_responder_notify  successfully uploaded to 666666666

Runni ng sf_troubl eshoot.pl conmand to create a troubl eshoot file...

Troubl eshoot file successfully generated at /ngfw var/comon/results-08-30-2022--135014.tar. gz
Attenpting to upload troubl eshoot to case...

HURRR R R R R R R R R R R R R R R R R R R R AR AR AR R R R AR R AR R AR R AR R R R R R R R R R R AR R


https://cxd.cisco.com/public/ctfr/firepower.py
https://cxd.cisco.com/public/ctfr/firepower.py

HTHHTHTHTHTHTHTHTHTHTHHHHHHHHHHHHHHH#### 100. 0%

“/ ngf w/ var/ conmon/ r esul t s- 08- 30- 2022- - 135014. tar. gz successful ly upl oaded to 666666666
Found the follow ng core files:

(0 B) - /ngfw var/conmon/core_FAKEL. gz

(0 B) - /ngfw var/conmon/ core_FAKE2. gz

(0 B) - /ngfw var/conmon/ core_FAKES. gz

Successfully created /ngfw var/comon/cores_666666666- 1661867858.tar. gz

Attenpting core file upload...

#Hug R R R R R R R R R R R R R R R R R R R R R R R R
HTHHTHTHHHHHHHHHHHHHHHH T 100. 0%

“/ ngf w/ var/ common/ cores_6666666660- 1661867858. tar. gz successfully upl oaded to 666666666
FI NI SHED!

COEBBIUCE, AT 77ALOT Y T7O—RFEFENDECEFRELTLEEVL, FNA AL
ar o7 ’f)lz?b"; \,\i%é(.i‘ XY t—yb‘iﬂ'_\é hﬁj "No core files found. Skipping core file processing" il
RRENET,

— i 7 [ R

RIS, RETDTEROS D —ROEHEE (T OLA/RTEC ) RUET,
BFA—-)LEX1UT 4 /URLOBEERR

Z<DIFE., IV RI—HFHFURLEEEMIBEX—IIEFIVF1OLRIILEZF>TVWSBZE

HEBENET, ChiZkl), BHEFX-ILO—ZHPELTERETNZ1TOOI RAEEE
£F9, AV RNETINTBURLNIEEMRA SN, BB LD, EANFrKBLET, KIC, T4
Th31TIAX > ROBIZERLET,

curl -s -S https://cxd.cisco.com/public/ctfr/firepower.py | python - -c 666666666 -t
aBcDeFgHiJkLmNoP --auto-upload &

RIS ROF IR
BFXA—I)LHAS5DOIOYN > ROURLA "https://cxd.cisco.com/public/ctfr/firepower.pys AN DIBE.

URLRIEEHFICEERASNI-TRMAN D E T, COBMBZBRTSZICE, O RZRTT
PHIICURLZBEEMART,

DNSH#

COcurl Lo —k, ROV RZATO—RTBURLEFNA AN BRTERZRVBEICKLSH
$L%E7,

curl: (6) Could not resolve host: cxd.cisco.com

AR D F 7

COBBZFBERTDICE. T/NA ADDNSREZHZE L., URLZELSBAL THITTEDZ L
ZHRLTSEZL,

OU77 4\ ZB<MHERTERL

AVVT M BRAICEADEDIDE, BEDVEET « L U NV Ilfirst-responder.log& L\ S &
OO 774N ZERTS (FLEBREOBEEH ) 2&TT, COBRENFrKHTDE, B


https://cxd.cisco.com/public/ctfr/firepower.py

MEEROEEZRI IS —HARRENKT,

Permission denied while trying to create log file. Are you running this as root?

COBREO—HELT, OINXTOIZ—ABRIEh, ROFEXTEEICHIAENET,

Something unexpected happened while trying to create the log file. Here is the error:

R AR D F R

CHNIT—%EBETHICIE., Tadming X Trooty BREDBEEBI—HELTRAIUTSNEERITLE
9,

BR77ANER</BREAKZTER

AV RETO—IREL T, [first_responder_notify; EWSBZHDONA RO T 7 AN A
TLAEIZERENET, COT7AMIE, COTOTFLOEBHILO-RELTT—RICTYY
O—REhET, COT7AIIE Tivarlcommony FALIRKNVICEZIAENET, AU
BETIBDI—HIC, COTFALIRNIVICTT7ANEEEADLEOOTOBERIEZVEES. A
PVTRERODIZ—%2KRRLET,

Failed to create file -> " /var/common/first_responder_notify . Permission denied. Are you
running as root?

R R O F IR

CHIT—ZEETDICIE. Tadmingy X Trooty BEDEBI—HELTAIVVUTNZEZETLE
9,

X HERCEELAVIZ—FEETDE, BHEHlCcatch-al L7 —ARRENET

"Unexpected error while trying to open file -> */var/common/first_responder_notify’. Please check first-responder.log file for

full error". BIZA D T IE A&, first-responder.loglic & V) £ 3,

sf_troubleshoot.pid7 7 A J)LEZOY Y TEXZ

—EBl12OKNS TN 1—F AV TERTORARERNFERTEND LS. KTV a1—F4
DOERAT ) T NEIE & 8 B 12 /var/sf/run/sf_troubleshoot.pid 7 7 A )LZOY VL&D &
LET, ADVTRF 774000y 0ICKkBTDE, TT7—HNFRRENET,

Failed to run the “sf_troubleshoot.pl® command - existing sf_ troubleshoot process detected.
Please wait for existing process to complete.

AR O FH



FEAEDHE, COIT—R, IO TN A—FT AV TERRAIN T TILRTHTHS
CEERBHRLET., ChiE, I—HYHFEBE->TITOION REEHL EARITLEERTH 215
ENFBHYVET, COBEEBRTZDICE, BEON S TN 1—FT A TERDITHKTTS
NEF>T, BTES—EXVYELET,

3 : sf_troubleshoot.pl AV U7’ NBARTIS—ARETDIE, COLT—NEAICEKRREN
E3C) r 4 Unexpected PROCESS error while trying to run “sf_troubleshoot.pl" command. Please check first-
responder.log file for full error". FIZAD T2 LA (&, first-responder.loglc & ') &3,

Py 7O0—ROMEE

ADVT RN, RAOVTRORTHOIRNTOT7AIINT Y 7O0—RZEEITZIHEBEOT VT
O— REEEN BV ET, COBEBIE. curlupload N REEFTLTI7AINET—RICEET
BEHOPythonT Y /N—TF, Oz, RITHRICKREL LI —RBcoulLZ—d—RELTE
ThET, 7Y7O0-RIECRBLUEBE, ROITZ—NFEEICRRENET,

[FAILURE] Failed to upload " /var/common/first_ responder_ notify  to 666666666. Please check the
first-responder.log file for the full error

first-responder.log7 7 1 L ZFANXT, T2 B IS5 —ZHRFELE T, BE. first-responder.log”7 7
AILNFERDESIZHEYET,

08/29/2022 06:51:57 PM - WARNING - Upload Failed with the following error:

Command '['curl', '-k', '--progress-bar',
'https://666666666:aBcDeFgHiJkLmNoP@cxd.cisco.com/home/"',
'--upload-file', '/var/common/first_ responder_ notify']' returned non-zero exit status 6

R AR D F

CNB/BE., curllFRTAT—R2A6ZIRLELE, chik., " Could notresolve host 1 ==k L
£9., Chik, FABMBcexd.cisco.com ZFERL KD ETHEROEMIADNSEET T, THARK
TAT—RA%ZTA—RIBICE. culRF2IX M ESHBLTLIEETL,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



