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Cisco Secure Firewall Threat Defense Virtual - BYOL and PAYG =

Cisco Systems, Inc.

Cisco Secure Firewall Threat Defense Virtual - BYOL and PAYG © suito raverites

Cizco Systems, Inc. | Azure Application
% 4.0(2 ratings)

8 Microsott preferred solution

Plan

Cisco Secure Firewall Threat Defense...

# Leverage Azure Traffic Manager for highty scalable remiote access VPN
= Integrate with Azure Tranzit Vet for scalable inter-WMet traffic

Cisco Talos ® Threat Intelligence is included, protecting against known and unknown threats from one of the world's largest commarcial threat intelligence teams.

Learn more
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Create Cisco Secure Firewall Threat Defense Virtual — BYOL and PAYG

Basics  Cisco FTDv settings Review + create

Project details

Select the subscription to manage deployed resources and costs, Use resource groups like folders to organize and
manage all your resources,

Subscription * (0 | fuw-azure v

Resource group * (0

‘

Instance details A resource group is a container that holds

e T related resources for an Azure solution.
Region * (1

Virtual Machine name * (0 Mame *

| ok || Cancel

Licensing (D

JLL

Software Version (0

HLOWUY—RATIN—T DER

4. FRAFRERATSATAS, VMBAICKERN—IaVEERLET,

Software Version (D) [ 741172 s
_— _ 74.1-172
FAvailahility Option * (D
73119
7.2.7-500
Usernarne for prirmary account (not the
FTOw adrmin user account) * (0 T.1.0-92
Authentication type * (0 7.08-235
64.0-110
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Create Cisco Secure Firewall Threat Defense Virtual — BYOL and PAYG

Basics  Cisco FTDv settings  Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription* O | fw-azure A |

Resource group * (O | (New) FDM v |
Create new

Instance details

Region* (@ | EastUS v |
Virtual Machine name * (O [ fdm v ]
Licensing (& | BYOL : Bring-your-own-license o |
Software Version (@ [ 7.4.1-172 v |
Availability Option * (@ (@) None

(O Availability Zone

Username for primary account (not the - v ]

FTDv admin user account) * @O

Authentication type * © (®) Password
() SSH Public Key

Password * () | sesssssssRBEeRRS \/]
Confirm password * I I YT Y \/]
Admin Password * @O I ssossBosOBRRBORS \/]
Confirm Admin Password * (@O [ SRS ERNNBRRRIORE v ]
FTDv Management * (D) [ FDM : Firepower Device Management ~ l

I—JEEEBENAT—R,
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FTDwv Management * (1) | FMC : Firepower Managerment Center d

) o ) ) FOM : Firepower Device Managerment
Enter FMC registration information * (D

FMC : Firepower Management Center

EBTNA A,
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Home > Marketplace >

Create Cisco Secure Firewall Threat Defense Virtual — BYOL and PAYG

Basics  Cisco FTDv settings  Review + create

Virtual machine size * (& 1x Standard D3 v2
4 vcpus, 14 GB memory
Change size
Storage account* (D | (new’ b08%e65 ~
Create New
Public IP address () | {new pip e
Create new
DNS label @ N 5265 »
eastus.cloudapp.azure.com
Attach diagnostic interface * © (® No
O Yes
Virtual network | (New) vnet01 [ OM IR v
Edit virtual network
Management subnet * (0 | (New) subnet1 v
Edit subnet 172.18.0.0 - 172.18.0.255 (256 addresses)
GigabitEthernet 0/0 subnet * Q)] | (Mew) subnet2 “
Edit subnet 172.18.1.0 - 172.18.1.255 (256 addresses)
GigabitEthernet 0/1 subnet * (O | {New) subnet3 s
Edit subnet 172.18.2.0 - 172,18.2.255 (256 addresses)

Public inbound ports (mgmt. interface) * (®) None
© O Allow selected ports

ﬂ All traffic from the Internet will be blocked by default. You will be able to change inbound port rules in the VM
Networking page later.

Cisco FTDVDERE
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Virtual network (@ | (New) vnet01 [ liFov v |

Edit virtual network

A4 |

172.18.00 - 172.18.0.255 (256 addresses)

A4 |

172.18.1.0 - 172.18.1.255 (256 addresses)

A4 |

Management subnet * (0 | (New) subnetT
Edit subnet

GigabitEthernet 0/0 subnet * (O | (New) subnet2
Edit subnet

GigabitEthernet 0/1 subnet * (O | (New) subnet3
Edit subnet

172.18.20 - 172.18.2.255 (256 addresses)

Public inbound paorts (magmt. interface) * O None
@© (®) Allow selected ports

Select Inbound Ports (mgmt. interface) * l 3 selected

e
g

S5H (22)

A Selected ports will be open for access fi

Metworking page later. SFTunnel (8305)

HTTPS (443)
o

. SSH: ssh connectivity to the VM,

ol SFTunnel: [FMC Management]: default tcp port 8305: management center
and managed devicel(s) communication.

HTTPS: [FDM Management]: FDM Ul accessibility.

Cisco FTDVTHF A E D R—hN
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Home » Marketplace

Create Cisco Secure Firewall Threat Defense Virtual = BYOL and PAYG

by Cisco Systems, Inc.
Terms of use | Privacy policy

TERMS

By clicking "Create”, | {(a) agree to the legal terms and privacy statement(s) associated with the Marketplace
offering(s) listed above: (b) authorize Microsoft to bill my current payment method for the fees associated with the
offering(s), with the same billing frequency as my Azure subscription; and () agree that Microsoft may share my
contact, usage and transactional information with the provider(s) of the offering(s) for support, billing and other
transactional activities. Microsoft does not provide rights for third-party offerings. See the Azure Marketplace Terms

for additional details.

Mame

Preferred e-mail address

Preferred phone number

Basics

Subscription
Resource group
Region

Virtual Machine name
Licensing

Software Version

Availability Option

Username for primary account (not the ...

Password
Admin Password

FTDOwv Management

-2z [
O
East US
- I
BYOL : Bring-your-own-license
74.1-172

Mone

R R AR

HEREE R R R ER

FDM : Firepower Device Management

Cisco FTDv settings

Virtual machine size Standard_D3_v2

Storage account | ELUERE
Public IP address e i
Domain name label o I - 352265¢
Attach diagnostic interface Mo

Virtual network vnetll

Management subnet subnetl

Address prefix (Management subnet) 1721800424
GigabitEthernet 0/0 subnet subnet2

Address prefix (GigabitEthernet 0/0 su...  172181.0/24
GigabitEthernet 0/1 subnet subnet3

Address prefix (GigabitEthernet 0/1 su...  172.18.2.0/24

Public inbound ports (mgmt. interface)  Allow selected ports

Select Inbound Ports (mgmt. interface)  SSH (22), SFTunnel (8305), HTTPS (443)




LE1—E&#ER

COERT, VMOEREREETEET,

10. #7041 OETRRE BB, FT7TERLET, CORTICRE., F7O/DETHFTHS
CERRIAYVE—DHFRRENET,

3 cisco.cisco-firepower-threat-defense-appliance- [ NI | Overview 2

;
o r— LT R rere
% Oveniew
e
G/11/2024, 115026 AM
% Outout retation 10 ; I 515112 2 Mirosoh Defender for Cloud
— i -
Resource Type Status Opseration detaills
@ - Crestes
o [ - oK
O o Created
O e B ic Created
O [ — e
(-] et oK
©  —0 oK
L] ST o
© oK
L] RicuteTab oK
L] Tait oK
o - ox
-] 11-RouteTat oK
°  EEo M- '
e beedback
REAFTTY.

AzurelCF 7 04 N VMO HESS

11. VMO ERR E /=5, Virtual MachinestE 23> TEOVMZR DT, TORMEE ) YT
S5nRTWBABNT VY UIP7RLAZEELET,

= Micraseit Azure £ Sewch resouroes, sendoes, and docs (G

Virtual machines = £
Create o 7 Swichtodassic (D) Resenations (5] Manageview ~ () Refresh Export o
Subacription equals sll Type equats sl Resouwoe groun eguals all cxation equals ull Acdel
Showing 110 2 0f 2 recorts. =
[ My Type & Reric e hon ey g vt & [ 3 i Db
[+ ]
o ‘ Rusving _—
3, B8 o
RIS > DGR

12. 75092 FEALTTFNAADE) B TSNP RLAICEBEL . FDMO#ERE =R



LEXY,

e | fdm

& Coemeat

BB Overview

~ Essentials

W Activity log

B Access control (LAM)
L

X Diagnose and solve problems
Comnect

& Connect

3% Bastien

Networking

FDM®O/NT )y 1P

FDOM® EA&EEE

13. 8l ST i-s8ERNDIPZZERL., NTPZREL,

ARERTVET.

CCTlk. EDMAIEARREICBET A RFIX NESRTERT,

< resan [ 5100

Funning

East US
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FDM®DEARELE

Matwork Mask

55.255.2550

1.1

Configure IPvh

Connect firewall to Internet

Block all other traffic
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https://www.cisco.com/c/en/us/support/docs/security/firepower-2100-series/213519-configure-fdm-firepower-device-manageme.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2100-series/213519-configure-fdm-firepower-device-manageme.html
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Pending Changes

o

There are no Pending Changes yet.

MNothing to deploy

Last successful deployment was on 12 Jun 2024 07:49 AM

You can see what was deployed in previous jobs in the Deployment History
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