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» Cisco Secure Firewall Management Center(FMC)

+ Cisco Secure Firewall Device Manager(FDM)

- Cisco Firepower eXtensible AR L —F 1 > J < A5 L(FXOS)
« Cisco Firepower> ¥+ —> Y x—< ¥ (FCM)

+ Cisco Secure Firewall Threat Defense(FTD)
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« FXOS v2.12(0.498)Z #& & L 7= Cisco Firepower 4110,
+ Cisco Secure Firewall Management Center 2600 v7.4
- Cisco Secure Firewall Threat DefenseldFDM v7.1 TEEBEhET,
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- EBEEREZRF ODI—YHTHIKRTTFNAARILTIOEATS
+ Cisco Secure Firewall Threat Defense D FIETE, N—2 370 BRZFEATHIHLEN D

WX

- Cisco Secure Firewall Management Center® FETIE, N—2 32 7.0BzeERATHIZE
FHYWET

« Firepower Chassis Manager(FCM)F BTk, N—2322101.1590RZERA T LENH
WX

FMC Web1 > Z—7 T4 AD/NAT—RDE

ATY 7° 1 SystemL%E‘b L 353'0 Users%& 7 Dy OLET,
;) Firewall Management Canter  ouripy s soscis 0 . i @ @D | amnv |4
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ATV 3:HULLWNANRADT—REZRELT, Savez2VUYOLET,

Firewall Mana.ger.rlen'[ Center Cvendew Analysis Policies Davices Objects Inbegration Deploy O 0 O @ sdmin v b ceeype

Usars Uer Roles External Authantication Sirgle Sign-0n (S50)

—
User Configuration
User Namw  admin
Fpal Mome

Authentication Use Extermal Authentication Method

Password

Coahrn Password

Maieram Mumiber of Failed Loging
Minimuen Pastword Langth O
Days Until Passwoed Expiration 0
Days Bolore Password Expimtion Waming 0
Force Passwoed Reset on Login

Oiptions Check Password Strength
Exempt from Browser Session Timeout

User Role Configuration

<] ]

Acdminiarato;

External Database User (Read Ory)
Security Analyst

Sacirity Analyst (Read Only)
Security Appnover

Intrusion Admin

Azcass Adenin

Netwark Adinin

Mainienance User

Discovary Admin

Thieat Inuliigersse Director (TID) User

4]

Dedault User Roles

Al aAa
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FMC/FTD CLI/NATD —ROZEE

ATY T 1:SSHEERROAVY—IT—TIILEZERLTIT7SA4TF7>AICOJ4>L, XROOX
v REBRALET,

>configure password

ATYVT 2. BEONATD—R, ILLWNWNAD—ROJEICAAL., ABDLE/NAT— REZFEFT
T. Enter¥—%Z#LE T,



> configure password

Enter current password:
Enter new password:
Confirm new password:
Password Update successful.

AE FDMIC& > TEEENBFTDOIFE, CLIINAT—ROZEEEFFDM Web/ > 27 T
—ADNAT—RICEEZEAET,

FDMWebA > 27 IT—A- NATD—ROZEE

1. admin >ProfilelC 8L £ 9,
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HHI-N. i Sl wMoniicring Policios
Mool

Cisco Firepower Threat Defense for Viwa...

Objects 0 Tirepower

vceeo NN

High Fuilabdiy
Nt Gonfigured

Softeare VDG
7.0.0-90 3460

Intrusion Rule Update
20211110-1348

Clowd Services
5 Mot Registersd | s

Log Out

o Intemnet

Cl - J o

Interfaces Routing Updates System Settings

Cannucted 1 static route Geclocation, Rule, VOB, System Upgrade,

Enabled 3 of 3 Security kitelligence Faeds

View All interfaces * View Gonfiguration > View Gonfiguration ¥

Smart License Backup and Restore Troubleshaat

I’ tan oy 4 — Moy & "

Tior: FTDVS = (4 cove / 8 GB)

View Configuration » View Configuration > BECUEST FILE TO BE CREATED

Site -to-Site VPN Advanced Configuration Deviee Administration

Th are o ech Inchsdes: FlexConfig, Smant CLI Audit Events, Deployment Histary,
Daownioad Configumtion

View Gonfiguration > ‘Canfigurs * View Gonfiguration ¥ View Configuraticn ¥

AT Y7 2: Password&® 2 ') w 2 L. Current Password, New Password, & & U*Confirm

Password®D &7 1 —J)LRIZADLTAHA S, CHANGERZ> %2 Y UL TFIEETEDR

e o ;
Firepower Device Manager
cisco P anag Manitaring

@ User Profile

Policies

1

w =]
Objects Davica: firepower

®eeod

Usermama
admin

Role
Administrator

Pigile

Pagawond

PASSWORD MUST

Be & - 128 characters
Have at least one lower and one upper case letter

Have at Ieast one digit
Have at least one speclal character
et contain repeated letters

Current Password

ssssssnssssse ®

New Password

ETTTTTTITTTY @  Generme
mm s
Confirm Password
ssssssnnsss @&

Shaw password

.

LEXT,

admin

Administrator
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WebA > RZ—T7 T4 AN S5 DFXOS/FCM/NAT—RNDZEE

AT Y 7 1: System > User Management® JEICEE L £ 9,
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Overview ces Logical Devices Security Engine  Platform Settings 5 Help admin

Configuration  Licensing  Updates

FPR4110-02 10.88.171.88
Model:  Ciseo Firepower 4110 Security Appliance Version: 2.12(0.498) Oiperational State: Operable Chasss Uptime  07:13:02:13 (ORI

Natwaork Module 1
CONSOLE moMr  USB - D - Motwork Module 2 : Empty Network Module 3 : Empty

3 7
) Power 1 - Running B @ Fower 2 - Removed a ! g ’ ’

1(1) 2(2) 4 4 0 1 Seunct Awsat 1(1) 6(6) 1(2)
£ CRITICAL MAIGR @ cown B v @ oown B v @ UNREGISTERED | = Security Engine 4% Fans # Power Supples

Select All Faults || Canced Selected Faulls| | Acknowiedge

Severity Description Cause Qccurrence Time Acknowledged
© cprmical Network Module 2 remowed when in caline state. It is recommanded to set me. module-suprise-removal 1 2022-05-25T15:31:41.067 no
T MmaloR Auto registration of device for telemetry failed, Eron Smart Ucensing s dereg...  telemetry-registration-fail... 32 2023-09-21T07:03: 14,543 ne
7 maloR ether port 172 on fabric interconnect & oper state: link-down, reason: Link fail lirke-derwn 1 2023-08-26T06:14: 20,157 no
MINGR Eonfi backup may be sutdated eonfig-backup-outdated 1 2022-10-08T20:58:10.546  mo
WARNING Power supply 2 in chassis 1 presence: missing equipment-missing 1 2022-05-23T22:23:17.510 no

ATVT 2. NAD—RZZETDI—H2Z2HBEL, METAIAZIIYILET,

System [RGGE

Configuration Licensing Updates  User Management

Username Rales User Expiration Account Status
admin Admiln, Read-Only v active D]

ATY 7T 3 HLULLWNADT—REZRELT, Savez VUYL ET,

Configuration Licensing Updates User Management

| Add User
[ T——_— T
BTN Admin, Read-Only ver active &8
Edit admin 1%
User Mame *
First Name
Last Naime
Ernail ramplefeampbe.com
Phone Number XA
Password asmraens Set: Yos
Confirm Passwond wanranad
Account Status ® petive O Inactive
User Role Read-Only
Adrmin
Operations
At
All the user roles have read anly role by default
Account Expires
Expiry Date: (mmy/dd/yyyy)

Eaoel



EWebA U B—TIAANSNAT—RZEETDE, FXOS CLINAT— RIZKEN K
RCECEFBLTLKEZL,

CLIA 5 MFXOS/FCM/NAT— RDZE

ATY 7 1:FXOSCLIcOYA4> L, ROOX REEFTLT, BELEI—YOUANERTR
LET,

FPR4110# scope security

FPR4110 /security # show local-user

User Name First Name Last name
admin

ciscotac



ATYT2: NAD—RZZETHI—YZBRIL, ROOXY RERITLET,

FPR4110 /security # scope local-user ciscotac
FPR4110 /security/local-user # set password
Enter a password:

Confirm the password:

FPR4110 /security* # commit-buffer

FPR4110 /security #

A FXOSCLINSD/NAT—REEK, WebA 2V RX—T7 I L AODNAT—RIZEETEC
ECFBELTLSEZL,

BYIE 5 ¥
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