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ATY71: SSHEAEEREOY Y —I)LZEAL TAnsible —/NXOCLICEHL £,

AT Y7 2 : X > Ransblegaaxy collection install cisco.fmeansible® 247 L T. Ansbled —/SNICFMCOAnsbleTIL 233>
BEAVAR—ILLET,

<#root>
cisco@inserthostname-here:~$

ansi bl e-gal axy collection install cisco.fntansible

AT Y7 3: X Rmkdir /home/ciscolfme_ansiblez BTL T, BETV 7ML ZREFITBDHLWVWIAINAZERLET. COFIT
&, "—ALF 4L KIE/homecisco/ T, FTL W7 # LA B IEfme_ansibleT 3,

<#root>
cisco@inserthostname-here:~$

nkdi r /hone/ ci sco/fnt_ansible

AT Y7 4 |homelciscolfme_ansible7 # LA ICBEIL, 1 RNV TPAIILEERLET, COBITE, 1 ORINUTTA)
D& #ll&inventory.ini T 9,

<#root>
cisco@inserthostname-here:~$

cd /hone/ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

inventory.ini



CONBZERLTHYNT, FIATERRSICTRLET, EBNIX—RZEALTKFOEIIIVEXEETERT,

<{froot>
[fmc]

10.0.5. 11

[fmc:vars]
ansible_user=

cisco

ansible_password=

cisco

ansible_httpapi_port=443
ansible_httpapi_use_ssT=True
ansible_httpapi_validate_certs=False
network_type=HOST
ansible_network_os=cisco.fmcansible.fmc

AT Y7 5: /homelciscoffmec ansible7 # LA ICBEIL, FIDHAZER T2 EODER 7 7ML EERLET, COHITR, T
D7 7 4 )L B & fme-create-ftd-ha-varsyml T ¥,

<#root>
cisco@inserthostname-here:~$

cd /hone/ ci sco/ fnc_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fnc-create-ftd-ha-vars.ym

inventory.ini

CONBREZERLTHYNT, FIATERRSICTRLET, ERBNIX—RZFEALTKFOEIZIVEXEETERT,

<#root>
user: domain: 'Global' device_name: ftdl: '
FTDA

' ftd2: !



FTDB

' ftd_ha: name:

FTD_HA
' active_ip: '
192.168.1.1

' standby_ip: '
192.168.1.2

' key:

ci sco

mask24: '

255.255.255.0

FIIE 6 : /nomelciscolfme_ansible7 # LA IZBEIL, FIDHAZERT D OO T LATYIT7AINEERLET, COFITHE,
ZLAT Y ID7T 7 A ILEEime-create-ftd-ha-playbook.yaml T ¥ o

<#root>
cisco@inserthostname-here:~$

cd /hone/ci sco/ fnt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

f nt- creat e-ftd- ha-pl aybook. yani

fmc-create-ftd-ha-vars.yml inventory.ini

CONBREZERLTHYNST, AEATEZKSILTZET, EBBENGXA—2Z2FALTKEZOEI AV EEETEET,

<#root>
--- - name; FMC Create FTD HA hosts: fmc connection: httpapi tasks: - name: Task01 - Get User Domain cisco.fmcansible.fmc_configuration: operation:
user. domai n

}}" register_as: domain - name: Task02 - Get FTD1 cisco.fmcansible.fmc_configuration: operation: getAl
devi ce_nane. ftdl

}}" register_as: ftdl_list - name: Task03 - Get FTD2 cisco.fmcansible.fmc_configuration: operation: ge

devi ce_nane. ftd2



}}" register_as: ftd2_1list - name: Task0O4 - Get Physical Interfaces cisco.fmcansible.fmc_configuration
ftd_ha. nane

11" type: "DeviceHAPair" ftdHABootstrap: { 'isEncryptionEnabled': false, 'encKeyGenerationScheme': 'CU
ftd_ha. key

11", 'useSamelLinkForFailovers': true, 'TanFailover': { 'useIPv6Address': false, 'subnetMask': "{{
ftd_ha. mask24

11", "interfaceObject': { 'id': '{{ primary_physical_interfaces[7].id }}', 'type': 'PhysicalInterface'
ftd_ha. standby_ip
11", '"logicalName': 'LAN-INTERFACE', 'activeIP': "{{
ftd_ha.active_ip
11" 3}, 'statefulFailover': { 'useIPvbAddress': false, 'subnetMask': "{{
ftd_ha. mask24

11", "interfaceObject': { 'id': '{{ primary_physical_interfaces[7].id }}', 'type': 'PhysicalInterface'
ftd_ha. standby_ip

11", '"logicalName': 'STATEFUL-INTERFACE', 'activeIP': "{{
ftd_ha.active_ip

13" } } path_params: domainUUID: "{{ domain[0].uuid }}" - name: Task06 - Wait for FTD HA Ready ansible



E:COTLAT Y VBITAFTRENTVRIEFR>RERE L THELET, chSsOBBICHETHER. EHT 7
TILRICRFELET,

FIIE 7 : /nomelciscolfmc_ansible7 # LA IZBEIL . ansible® A Z B4 ¥ % ansible-playbook -i <inventory_name>.ini
<playbook_name>.yaml -e@"<playbook vars>.yml"#=®IC ¥ RERTLET,

COfITIE, OV RiFansible-playbook -i inventory.ini fme-create-ftd-ha-playbook.yaml -e@"fme-create-ftd-ha-varsyml" ¢ ¥,

<#root>
cisco@inserthostname-here:~$

cd /hone/ ci sco/ fntc_ansi bl e/



ccisco@inserthostname-here:~/fmc_ansible$
I's

fmc-create-ftd-ha-playbook.yaml fmc-create-ftd-ha-vars.yml inventory.ini cisco@inserthostname-here:~/f
ansi bl e- pl aybook -i inventory.ini fnc-create-ftd-ha-playbook.yam -e@fnc-create-ftd-ha-vars.ym™"

PLAY [FMC Create FTD HA] R R R o R R R R R e R R R o o R kT e R ko kS S A R R Ak ok S S S T e A R R O o S

AT Y 7 8: /homelciscolfmec ansible7 # LA ICBE L, FIDHARRVNAIPTF RLAZEH TH-ODER T 7 AN E2ERLE
T CcOPITIRE. DT 7 1 )L B Efme-create-ftd-ha-standby-ip-varsyml T3

<#root>
cisco@inserthostname-here:~$

cd /honme/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fmc-create-ftd-ha-playbook.yaml
fnc-create-ftd-ha-standby-ip-vars. ym

fmc-create-ftd-ha-vars.yml inventory.ini

CORBEERLTHYNT, RATERZLSKCL, ERBNFA—RXTKFOELIZIVEZEELET,

<#root>
user: domain: 'Global’ ftd_data: outside_name: '

Cut si de

] A}

inside_name:

I nsi de

outside_ip: '10.1.1.1" dinside_ip: '10.1.2.1" mask24: '255.255.255.0' ftd_ha: name: '
FTD HA

outside_standby:

10.1.1.2

inside_standby:

10.1.2.2



AT Y7 9: /homelciscolfmc_ansible7 2 LA IZBEIL., FIDHARZRNAIPP RLAZEFHF T2 EOOTLATYIT7AI)%
ERLET, 0BT, TLA4T Y ID7T 7 A )LBIkfme-create-ftd-ha-standby-ip-playbook.yaml T 3,

<#root>
cisco@inserthostname-here:~$

cd /home/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fmc-create-ftd-ha-playbook.yaml
fnc-create-ftd-ha-standby-i p-pl aybook. yan

fmc-create-ftd-ha-standby-ip-vars.yml fmc-create-ftd-ha-vars.yml inventory.ini

CORNBEERLTHYNST, FIATERRSICTRET, EBBNIXA—REZEALTKFOERIIIVELEETEET,

<#root>
--- - name: FMC Update FTD HA Interface Standby IP hosts: fmc connection: httpapi tasks: - name: Task01 - Get User Domain cisco.fmcansible.fmc_con
user. domai n

}}" register_as: domain - name: Task02 - Get FTD HA Object cisco.fmcansible.fmc_configuration: operati
ftd data. outside _nane

}}" register_as: outside_interface - name: Task04 - Get Inside Interface cisco.fmcansible.fmc_configur
ftd data.inside_nanme

}}" register_as: inside_interface - name: Task05 - Configure Standby IP-Outside cisco.fmcansible.fmc_c
ftd_ha. out si de_st andby

11"} monitorForFailures: true path_params: objectId: "{{ outside_interface[0].id }}" containerUUID: "{
ftd_ha.inside_standby

11"} monitorForFailures: true path_params: objectId: "{{ inside_interface[0].id }}" containerUUID: "{{



E:COTLAT Y VBITAFTRENTVRIEFR>RERE L THELET, chSsOBBICHETHER. EHT 7
TILRICRFELET,

AT Y710 : /homelciscolfmec_ansible”7 # LA IZBEIL . ansble® A Z B4 ¥ % ansible-playbook -i <inventory_name>.ini
<playbook_name>.yaml -e@"<playbook vars>.yml"#=®IC ¥ RERTLET,

ZOFITIE., O RiFansible-playbook -i inventory.ini fme-create-ftd-ha-standby-ip-playbook.yaml -e@" fmc-create-ftd-ha-standby-ip-

varsyml"Td,

<tfroot>

cisco@inserthostname-here:~$



cd /home/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fmc-create-ftd-ha-playbook.yaml

f nc-create-ftd- ha-standby-ip-pl aybook. yam

fnc-create-ftd-ha-standby-ip-vars.ym

fmc-create-ftd-ha-vars.yml

i nventory.ini

cisco@inserthostname-here:~/fmc_ansible$

ansi bl e- pl aybook -i inventory.ini fnt-create-ftd-ha-standby-ip-playbook.yam -e@fnc-create-ftd-ha-stanc
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<#root>
cisco@inserthostname-here:~/fmc_ansible$ ansible-playbook -i inventory.ini fmc-create-ftd-ha-standby-ip-playbook.yaml -e@"fmc-create-ftd-ha-standby-
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