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Add Standalone

Device Hame: "FID0L

Template: Cistn Secure Firewall Threat Deferse
Image Version: 725208

Instance Type:  Container

@ Before you acd the first container Instance, you must reinitialize
tha security modula/snging £o that tha disk has the cormect
Termatting, You only need to perform this ation onde.

| o || camesd |

£V AR ADBM
ATVT5: 423 —T I 4 ADKE
a. Instance01D VUV —AZ7O7 7/, EBAVRX—TI( A, EEBIPERELET,

COBITE,

- DY—=A7'O7 7 4L : Instance01
- BB A R—T I AR : Ethernet1/3
- BEEIP: x.x.1.1

Cisco Secure Firewall Threat Defense - Bootstrap Configuration |1||§1

s e

‘SM 1 - 86 Cores Available

Ragource Profile: Instancedl
finterface Information
Management Tntarfase: MI.B

TO77AIWNIEBAD2—T T4 A/EEIPORE

b.T—RA VA —T I AEZRELET,
COBITIE,

- Ethernet1/1 ( AEBTHEA )

- Ethernet1/2 ( S\EBH )

- Ethernet1/4 (HAU > O IZER )



Overview Interfaces QLTI NeIONTLEN Security Engine  Platform Settings

Provisioning - FTDO1
Standalone | Cisco Secure Firewall Threat Defense | 7.2.5.208

Data Ports
Ethemety
EtPeeie
i
Eth 1
FTD - 7.2.5.208
Ethernet] /2 Ethernetl/3
Click 0 configure
Eth 1
Applicati Version Resource Profile Management 1F Gateway Management Port Status
= o o Instance! 1 Eth
Type
data
data
datz

T=RAUR—T IAADRKRE

c. Logical DevicesliCBEILET. 1 VARV ANT—R T Y TE2EFHLTVET,

Overview Interfaces WRLITSINSENTLEY Security Engine  Platform Settings

& Refresh d Ak -

Gateway Monagement Part Status
Ethernet1/3 wf [nstalling LA

Instance01 M AT —XR ADHERR

d.FIE4aL FE5.a ~ cDa. ZRWIBEL T2DEDA ARV AZEML, TOA VARV ADF
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BT,

TINA4 A% : FTD11
A2VABVARAT7 AT
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EIEIP : x.x.10.1
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- Ethernet1/6 =4\Z
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Overview Interfaces QRLITEINTANTESY Sacurity Engine  Platform Settings

Logical Device List (2 Container instancas) 66% (56 of 88) Cores Available
Stancalons Statusiok
application Version Resource Profile  Mana gement 19 Gateway Hanagement Por t Status
* Fo 208 -0 1 Ethernety/7 [ PP, &N cda
application Wersien  Resource Prafile Mama gement 18 Gatews oy Management Part | Status
* o 208 Ethernet/3 @ cniine (8] A

TZARVTFNAADA VAR Y ART — R ADHER

f(F72 32 ) scopessa®R1TL. scopeslot 1 8 & show app-Instance X RERIFL T, 200 Y ARV AN
Firepower CLITHY A VAT — R ATHBD L ZBRALET,

<#root>
FPR4145-ASA-K9%#
scope ssa

FPR4145-ASA-K9 /ssa #
scope slot 1

FPR4145-ASA-K9 /ssa/slot #
show app- | nst ance

AppTlication Instance: App Name Identifier Admin State Oper State Running Version Startup Version Deplo

Ol i ne

7.2.5 208 7.2.5 208 Container No Instance0l Not Applicable None --> FTDO1l Instance is Online ftd FTD11

Ol i ne

7.2.5 208 7.2.5 208 Container No Instance02 Not Applicable None --> FTD11l Instance is Online

gENVHIFNAATERBUREZTVET, 2001V AZVAN AV TAURETHD L EZRIELET,

Overview Interfaces JEHISIRSENISEN Security Engine  Platform Settings System  Tools Help  admin

€ Rufreh 3 Ad -

Logical Device List {2 Container instances) 645% (54 of 86) Coras Available

FTID12 Standabone Sxatus: ok

application Versian Resource Profile Management IF Gateway Management Port Status

.02 1. Ethernatl/7 ® cniine o] AT

¥ ap 7.2.5.208

o Instance02
FTDOZ Standalone
source

Application Wersian Stalus

® cnine SO ca

Monagement 10 Gateway

¥ ap

THAVHEVFNAADA VAR AAT— R ADER

FIE6: EA VARV ANATRAZEUTARTZEBMLET,

A.FMCT, Devices>Add DeviceDJBEIZBEIL F9, FMCIZCIXNTDA VAR AZEBMLEY,



ZOFITE,

- FTD1®Ingtance01M k"% : FTD1_FTDO1
- FTD1®Ingtance02® &R % : FTD1_FTD11
- FTD2®Ingtance01M k"% : FTD2_FTDO2
- FTD2®Ingtance02M k"% : FTD2_FTD12

RORIZFTDL FTDO1IDRREEZRLE T,
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Dispiary Ham:
FTDI_FTDOY

Registation Koy
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N v
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tpeeuy -

Srnart Licensing

Moo AN virtual Finswd Theoat Duborss Sevices roquine o poromance e Boanse.

Mo 306 your Smar Licending SCCount Contsing th ivalabio BConsnd you need.

I's important 15 Choone the. ther that matchos the Seenss you haw in you scooun,

Chek hoen for infiormation ‘Throat Defense .
Unai you choose a tier, your Firewall Thioat Defense viriual delasdis bo the FITWED selocson.

FMCADQFTDA > AR ADEH

bIXTDA VARV AN EETHBD L 2HBAELET,

Owvereew  Anahysis  Poboes  Devicos  Objects  bstegration Deviy GO @ & @ sominy RE cecune

| Firewall Management Center

Dapioyrant Hatory

View By | Group -
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c. Devices> Add High Availability® JEICBEILE T, 1BEBO 7 I—ILF—/N—RT7ZRELET,
COBITE,

- &R : FTDO1 FTD02_HA

794 <Y¥E7 :FTD1FTDO1
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ECELWIZYRZTZAXVIZY FELTRBRLUTKEZL,



Add High Avallability Pair

Name*
| ETDOT_FTD0Z_un

Duricn Typs:
Fitrevil Thwst Ditict

Frimary Pear:
FTD_FTD0

Sezondasy Posl:
FTDEFTO02

10 Thisat Dafnso High Avadabiity Dasr wil have primary
conbgurmnion. Licenses from oemary pver wil bo
oot 10 their high avelabity versions and spplied
on both pears.

1ZBBO7 I —I)LA—=/N—RTOIEM

d1BBO7I—LNA—N—ARTOTI-—IINA-—N-—UIDIPEREL T,

ZOBITE,

- N{TRLSEY T 1Y Ethernetl/4

- 27— kY25 : Ethernetl/4

- 754 = 1P:192.168.90.1/24

- B2 & YI1P:192.168.90.2/24

Add High Awailability Pair

High Availability Ling State Link

Inindace:” | Ehermatit Inteface:  Ethomet 14

Lageal Mamest | ha_bnk

Prismary P | 102.168.90.1
Wsar PV Ackiress
Secondary IP-* | 192.188.50.3

Subnat Maskc" | 255 255 755.0

IPsac Encryption
Enabled

i WA

10 LAN Bailovar ik is used b sync condgurason, staietul fabowor bnk is used i syne application conkent
Saloetod o

e

1IBEO7IT—ILA—N—RT7HOHAA X —T I A ALIPDRE

e7I—NA—N—DAT—RAZHRELET

- FTDLFTDOl: 754 =Y — 79747

- FTD2 FTDO2: th > &Y. 24 Y N4



Firewall Management Center
Ll_j‘| i TS0 B Owribw  Anaves  Policks  Duvices  Obistts  ntsgration Dogiy © @ O @ sdmine | v cpone
Depioyment History
o
M) ®Enor(e) @ Waming (3) Offine (1) D A . ® S 34} G, SearchDevice | “
Collairis AR
O M boset verven Chain Licanses
O v Ungrewpea 3}
FIDO1_FTDOZ_MA. =
1 Y g At £
L hiviedinrctinin L Fireposwer 4185 with FTT 775 I b - 1 [orsiner) Base. Thosst (2 meee_| Bepie s 3
o e P ™ ey B Frepower 4185 with FTD 725 .;‘.‘w‘“’"“m“"‘“‘_ﬂl“l’m Base, Theest (2 mave_| —— )
0 o m'_-::':“ d:-‘:" Faapower 4185 wis FTD 725 | Prialpea n“?ﬁcjemm Base. Thiast (2 move_ wepoule e *1
O L] !‘?’:”; w‘: !M'-m“ Firapowsr 4145w FTD 125 B e s Base, Trrast (2 e | p— @ s

BHO7 I—LFA—N—RTDAT—R AR

f. DeviceslCBE L, FTDOL FTDO2 HA ( COHIDZE ) 2V VY UL, Interfacest VUV I LET, TF—RA U EX—TIAAD
TOTATIPERELET,

COBITE,

- Ethernet1/1 ( &R ) :192.168.10.254/24
- Ethernet1/2 ( 7A&B ) :192.168.20.254/24
- Ethernet1/3 ( ##f ) :192.168.80.1/24

RORIZ, Ethernet/1DT I T 1 TIPOREERLE T,

T—BAVE—TIAADT VT 1 7IPORK

g. Devices> Click FTDOL_FTD02 HA ( —®fHIMHF4E ) > High AvailabilityD JEIZBEBLET. T—RA UV EX—T I ADAZRY
NAIPEERELET,

ZOBITE,

- Ethernet1/1 ( W8 ) :192.168.10.253/24
- Ethernet1/2 ( #A8B ) :1192.168.20.253/24
- Ethernet1/3 ( M ) :192.168.80.2/24



ROEIZ, Ethernat/ID AR NAIPOEREZETRLET,

Edit inside

Manitor this interface for fadures.

[T w4

Interface Name:
ingida

Active IP Addrass:
192.168.10.254

Mask:
24

Standby IP Address:
192,168.10,253

F—BAVE—TILADAZYNALIPDORE

hATY76.c~ g&@)BLT, 2BBEND 7 I—)LA-—N—ARTZEMLET,
CDBITE,

- &# : FTD11_FTD12 HA
724X VJET : FTD1 FTD11
tHUAJET : FTD2 FTD12

- NTRAZEDFT 141279 : Ethernetl/8
AT—RNU>2 7 : Ethernetl/8
- Ethernet1/8 ( ha_link 7 77 41 7 ) :192.168.91.1/24

- Ethernet1/5 ( RIEBT7 V7 4 7 ) :192.168.30.254/24
- Ethernet1/6 ( SA\EBT7 V7 4 7 ) :192.168.40.254/24
- Ethernet1/7 ( M7 U747 ) :1192.168.81.1/24

- Ethernet1/8 ( ha_link A% >/ /X4 ) :192.168.91.2/24

- Ethernet1/5 ( REB AR > /N4 ) :192.168.30.253/24
- Ethernet1/6 ( AAZBA R > /N4 ) :192.168.40.253/24
- Ethernet1/7 ( B#T AR > /N4 ) :192.168.81.2/24

i. Logical Devices> Add Standalone® JEICBEILE T, NEASAIBANDORZ T4V UV ZHFATBDRSICACPL—ILEZRELET

o



| acp-rule iy Now U8 Layous OO =3

ACPIL—IL DE&E

REZFIDICRALE T,

—

k. CLITOHART—Z A DR
BA VAR ADHART—R Ak, ASALE UFirepower CLITERERENE T,

show running-config failover & & T show failover N> R&ZEFTL T, FIDLFTDOL( 7’ZAX VAV AR A01 ) DHART—
BAZHERELERT,

<#root>
/I confrim HA status of FTD1_FTDO1 (Instance01 of Primary Device) >
show runni ng-config fail over

failover failover lan unit primary failover Tan interface ha_link Ethernetl/4 failover replication htt

show fail over

Failover On Failover unit Primary Failover LAN Interface: ha_Tlink Ethernetl/4 (up) ...... This host: P
...... Other host: Secondary - Standby Ready <---- Instance0l of FPRO2 is Standby Interface diagnostic

show running-config failover & & TF show failover Y > R&ESRITL T, FIDL FTDIIOHART—R A ( 7"F 4 X Jlngtance02 ) %
mRELET,

<#root>
// confrim HA status of FTD1_FTD11 (Instance02 of Primary Device) >
show runni ng-config fail over

failover failover lan unit primary failover lan interface ha_link Ethernetl/8 failover replication htt

show fail over

Failover On Failover unit Primary Failover LAN Interface: ha_link Ethernetl/8 (up) ...... This host: P
Other host: Secondary - Standby Ready <---- Instance02 of FPR0O2 is Standby Interface diagnostic (192.16

show running-config failover # &k ¥ show failover X > RZ2R4TL T, FTD2 FTDO2 (A H VA2 AR A01 ) DHART—
BAZERELET,



<#root>
// confrim HA status of FTD2_FTDO02 (Instance01 of Secondary Device) >
show runni ng-config fail over

failover failover lan unit secondary failover lan interface ha_link Ethernetl/4 failover replication h

show fail over

Failover On Failover unit Secondary Failover LAN Interface: ha_link Ethernetl/4 (up) ...... This host:
Other host: Primary - Active <---- Instance0l of FPRO1l is Active Active time: 31651 (sec) slot 0: UCSB-

show running-config failover & & T show failover N> R&ZRFTL T, FTD2 FTD12 ( A& Ulngance02 ) DHART—R A%
BRELET,

<#root>
/I confrim HA status of FTD2_FTD12 (Instance02 of Secondary Device) >
show runni ng-config fail over

failover failover lan unit secondary failover lan interface ha_link Ethernetl/8 failover replication h

Other host: Primary - Active <---- Instance02 of FPRO1l is Active Active time: 31275 (sec) slot 0: UCSB-
.54 AHBOER

FTRTOTA VAR, AVTFAVAZVAZETREEBL, EF1UTAIODUI v =2 LITHEENET,

CR=ATAEVARBBBNICANETSNET  EF2VFTAIOD2 /2 v—2 &1,

CBETSAEARBA VARV ALFEHTENETSNEIN, EAIZ AL ARBRKBRBI DV vy —2H1121E0T
T REOHES A LV ATHRERTA VAR, BAFOA AR AOKRICEFRELS, §F12EFTT,

RORIZC, CORFIXRNTTA VAN EDLS ICHEBEE DD ERLET,

FPRO1 {42801 %‘—7\‘ URLZAILRVT, ILTIT., &
£ 2R 202 %“—7\\ URLZ A LRV T, ILDIT, &
FPRO2 2R 201 %—7\‘ URLZ A LBUZY, ILITIT. &
£ 2R 202 %—7\\ URLZAMLRUZT, XLDITIT. &
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! EI/5 con2-inside EI!-_-=|E El/6 conZ-outside
§,192.168.30.254 [ uNSESNINL: 192.168.40.254
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El/4 fover EI/8 fover_link
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Wi g ff El/4 fover EI/8 fover_link winl0-04
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TI=)IA=N=NKNDF—End
AT Y7 1: Winl0-01A' S Winl0-2A\ DFTPEG Z BB L =7,

AFTY 7 2: showconn N> REEITL T, InstanceOlD Tl H CRTPEHGA Y E N TVWB E#BRALET,
<#root>

/I Confirm the connection in Instance01 of FPR0O1 >

show conn

TCP outside 192.168.20.1:21 inside 192.168.10.1:49723, idle 0:00:11, bytes 529, flags UONL // Confirr

show conn

TCP outside 192.168.20.1:21 inside 192.168.10.1: 49723, idle 0:00:42, bytes 530, flags U O Nl

AT Y 7 3 : Winl0-03A SWinl10-04\ O FTPIE#H ZFHB L £,

ATY 7 4: showconn N> RZERITL T, FTPEHEA A OInstance2 TRIENTVWD ZEZBRLET,
<#froot>

/I Confirm the connection in Instance02 of FPR0O1 >

show conn



TCP outside 192.168.40.1:21 inside 192.168. 30. 1: 52144, idle 0:00:02, bytes 530, flags UONL // Confirr
show conn

TCP outside 192.168.40.1: 21 inside 192.168. 30. 1: 52144, idle 0:00:13, bytes 530, flags U O Nl

AT Y 7 5: connect ftd FTDO11 N > R & &k T system support diagnostic-clid~N > RZRTL T, ASACLIIZAY ET, enableS &k
U crashinfoforcewatchdog AN RERITL T, TTZAXVITIT 4 THERBDInstance01 Z BHMIC IS Y18 E T,

<#root>

Firepower-modulel>

connect ftd FTDO1

>

system support diagnostic-cli
FTDO1>

enabl e

Password: FTDO1# FTDO1#
crashinfo force wat chdog

reboot. Do you wi sh to proceed? [confirny:

FE6 : Instance0l T 7 T —)LA—/N—HN"FHKEL, FIPEHKIEFEFHENELA, showfalover AN RB KT showconnINX > K%
R{TL T, FPRO2TDInstancedlN AT — X AZEREL £ 75

<ttroot>

>
show f ail over

Fail over On Failover unit Secondary Failover LAN Interface: ha_link Ethernetl/4 (up) ...... Thi s host:
O her host: Primary - Failed Interface diagnostic (192.168.80.2): Unknown (Monitored) Interface inside (

show conn

TCP outside 192.168.20.1:21 inside 192.168. 10.1: 49723, idle 0:02:25, bytes 533, flags U NL

FIE7 : InstanceOlTHREL ETIT YT 1k, Instance2lC IFHEEZRIFLEHATL R, showfalover Y > RE & T show conn
I RERITLT, Instancel2® AT —RX AEELE T,

<#froot>

>

show fail over



Fai |l over On Failover unit Secondary Failover LAN Interface: ha_link Ethernet1/8 (up) ...... Thi s host:
O her host: Primary - Active Interface diagnostic (192.168.81.1): Normal (Mnitored) Interface inside (!

show conn

TCP outside 192.168.40.1:21 inside 192.168. 30. 1: 52144, idle 0:01:18, bytes 533, flags U O N1

AT Y7 8:FMCT, Devices> AlIDJEICBELE T, HART—RXAZBRLET,
- FTDLFTDO1: 754 =Y. 28 >4

- FTD2 FTDO2: ¥ Hh > &Y. 79747

Firewall Management Cente

FTD3_FIDN3{Secondary, Active) Snor 1

FTDI_FT0N1[Primasy, Aztive) Snort 3

HART — X A DT

ATY 79 (A7 3> ) FPROLOInstanceOL A BEICR 2 1B T, FETHAOART—ZAZNERAD ENTEET, chld
. FMCGUIELRFFRPCLIOVWTF NP ICK > TRITTEE T,

FMCT, Devices>AlIDJEICBEIL EFF, Switch ActivePeer221) Y 2 LT, FTD01 FTDO2 HAOHART—RAZ ALY FL &
ED

I 5. ¥
FTI2_FIDSecendary, Asthva] Snom 3 " " P i
#3
FTDYFIDY 1 [Primary, Astive) Snon 3 . m |
2_FIBn Snen " T =] !

AAY FOHART—Z A



Firepower CLIC, connect ftd FTDO11< > R & system support diagnostic-clid <> RZR{TL. ASACLIICAVY £ T,
FTDOL_FTD02 HADHAZ AA Y F 3312, endbleds &K T failover active AN RERITLET,

<#root>

Firepower-modulel>

connect ftd FTDO1

>

system support diagnostic-cli

Attaching to Diagnostic CLI ... Press '"Cirl+a then d' to detach. Type help or '?" for a list of avail al
enabl e

firepower#

failover active

RS7IL1—h

TI=NA=N—DAT—RAZRITSI_IE, showfailover IV > R& show failover history AN RZRITLET,

<#root>
>
show f ail over

Fail over On Failover unit Secondary Failover LAN Interface: ha_link Ethernetl/8 (up) ...... Thi s host:
O her host: Primary - Active Interface diagnostic (192.168.81.1): Normal (Mnitored) Interface inside (!

>

show fail over history

From State To State Reason -

debugfover AN RZEEFTLT, 7I—NA—N—0OFNv IO ZEMILET,

<#root>

>

debug fover

auth Fail over C oud authentication cable Failover LAN status cnd-exec Fail over EXEC conmmand execution
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