X 1T T77ATIOA—)LASATOUE—RNT
7t AVPNOEBREHDERE

2E

FUSIC

R

BIEERAE
B2
FRYBOAVR—F N

2
HBOIKD (EShA ) VPNY—EZNOEERTOEHOBKRE
DE—RNFOLAVPNI AT NEMBREOERBE
UE—PT O+ AVPNREIEEQBRGE

H®ER

ESEER

FL®IC

;@h#JX/hTH(%wS%wMWw@M&RU% N7 2+ AVPN(RVPN) D & B 14 H 1
BEEREITA7OELAICODVWTHALET,

H RS
VE-RT7OVEAVPNY—EADBRBREMEEZFEATDE, ROZFT VAL SEEBTEERT,

1. UE—RNRTF7IOEAVPNY—ERAEZEMICLELSELTVET, DXV, APEADHKEREN
ELEY—EANDOEEN HAITEIhET,

2. 94T NBKE, REBENBHBRITIHN. VE—RTIEAVPNAY RI2 RADER
RITEETLEVGEIC, 1B0FRARN SMHEELREEZZITET,

3. VPNY—ERIZUE—RNTIERATHL-ODORADOEAN R BELKKTS (I—FB/IN
AD—ROTIL—RTA—RAAF VY HE ),

ChSOREE, TO/EAOHTHARMLUILBZEETE, TEVY—RAZHEEL., A1 —YH
JE—RT7I7EAVPNY —ERAICEBTE LS BEDARMN B ET,

ChSDY—ERZBEMICIITRE, RETNLLEWMEZBERZKRAN (IPPRLRA) &, EF
ATT7F7ATI7A—=LNICEL > THBNICHRRE W, PP RLAOHKRZFBHTHIRTIZDEKT, T
U EORTRIThhEEA,

N UE—RTFUEAVPNOTRTOBRREY—E R, F7 4L RN TEDCA>TUE
¥,



GR35
ROERCHT B MBI 5B LA EBENET,

e CiscorF 1T 77AT7 04— )LEREELXIVFTATT54F > AASA)
« ASATOJE— KT % £ AVPN(RAVPN)

24

ChsNERBE#EEE. KRICRT/N—2 3> NOCisco Secure Firewall ASATHR—KR&Eh TV
x99,

.« 9.16/N\— 3 B - > 9.16(4)67TLAETH R — K
.« 920N\—T 3B ->9203)UBETHR— K

FEATHIK—% N

CORFIXYNTHBATIHE®IE, RON—RIITFTEVTRNIITON-232VICETLKE
NDTY,

« Cisco Secure Firewall ASA/N—2 3 2,9.20(3)

CORFIXNOBERIF. BEOSARELHZTNAARICETVWTEREhELE, COR
FAXRNTEATEIINTOTNARR, JUTB(F72IK ) RETHEXRZRBLTLE
T ZEEBPORY ND—IOTR, FEOVVRIEL>TRERCDAEMI H2FEZE THOEIELT
<EZEW,
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COHY—ERAZBMIZ TSI, threat detection service invalid-vpn-access 1Y > RZETL &
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VE—RT7OEAVPNI ZA T2 NRABREDERR L

CHH—ERAEBMIZTSICE. threat detection service remote-access-client-initiations hold-
down <minutes> threshold <count>AY > RZETLET, BRI XOEBY TT,



+ hold-down <minutes>ld. JZEDORABEHITOR., ERIBDERITHI NV NS HE%E
EELET, CORBRAICERITIERRATEENIRECAELEVEZE LT, HESE
DIPvAT7 RL AR HBRENE T, COHEIRF1 ~ 14405 DB THRETEE T,

« threshold <count>l&, R—IL RA D HEICE#EEZ N H—F2 S ICHERERRITHRT
¥ LEWMERS5 ~ 100NETRETEET,

EEARE., A= RETVHBEAN0Z T, LEWEN2005EE. EED102 0O R/ A T20EE
BLTEERTHIITOID E, IPUT RLAGBEBNICHRENET,

N AU REIUBETLEVMEERET AR, NATOBEREEEEL T &),
BICIPPRLANSHZL DEREZHTTAPATEEATZHESE. KUXKEVMEZZEL
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FLTE, BROI—HFEEBECEEERAB LA TEET,
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CHH—ERAEBMIZTBIZE. threat detection service remote-access-authentication hold-
down<minutes> threshold <count>NY > RZEZTL X9, EFXOEHY TT,

* hold-down <minutes>ld. JRBRICAKMLULFATOR, BEHRITDEABNSI NV NEhDHE%E
EELET, COHBERNICERIIRAOERBEHY, REENEZLEVEZFBLEZLLEE
. MBEOIPVAT RL ARHBRENET, COHBIE1 ~ 14400 DB THRETEET,

« threshold <count>l&, FR—IL R D HBEFICEEZ N) H—TF2HICHER, REOH
TOLRBEHTT, LEWERKT ~ 1000BETHRETEEXT,

EARE, A= RETVHBEAN0D T, LEWMEN200FE. WTFhD D100 A/ T20@E
BLU TRBREAN R ID &, IPVAT RLAKEHBNICHREhET,

N AU REIUBETLEVMEERET AR, NATOBEREEZEL T AE ),
AUIP7 RLAAS DS NEREHT T BPATEEHTABAE. LYAZMEEZEL
£9, Chickt). BMEI—FFEETEOL+25BEABRENES., HexE. &
FLTE, BROI—H A EEECEEERAD LA TEET,

N ESAMLE & B RIOAREE LY A— R ERTWEL A,

ROEREBTE, 94T RNOBRBEXRBULERIENOETICTL T, R—IL RE T HE
104, LEWMEA 200 E—RNT7OEAVPNICEATEZ3IDNDERBREY—EREEMICLE
9,

threat-detection service invalid-vpn-access
threat-detection service remote-access-client-initiations hold-down 10 threshold 20
threat-detection service remote-access-authentication hold-down 10 threshold 20
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BRMRERAVPNY —EZADFKHERZ R T TS (CI1E. show threat-detection service [service]
[entries|details] AN > RZRITLET, < DH—E AN remote-access-authentication, remote-
access-client-initiations, F 7= (&invalid-vpn-accessD W\ A TH B HES,

RDONTFXA—2ZEBMLT, E1—Z2ES5ICHIRTEXRT,

« entries : ERBRHT—E ALK >TEHFEATVWRINJDAERRLET, L&A,
REORTICEBLEIPT KLABETT,
o details : H—EADFMEY—ERAINJOMAEZRRLET,

BB 2>TVBRIXNTOERREY —EADKEIERZERRT S IZIE. show threat-detection
service N> RZEITLET,

ciscoasa# show threat-detection service
Service: invalid-vpn-access
State : Enabled
Hold-down : 1 minutes
Threshold : 1
Stats:
failed
blocking
recording
unsupported :
disabled
Total entries: 0
Service: remote-access-authentication
State : Enabled
Hold-down : 10 minutes
Threshold : 20
Stats:
failed
blocking
recording
unsupported :
disabled
Total entries: 2
Name: remote-access-client-initiations
State : Enabled
Hold-down : 10 minutes
Threshold : 20
Stats:
failed
blocking
recording
unsupported :
disabled
Total entries: 0
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DE—RNTP7IOEARIAT—EATERENZBENCREZEOHMERTTSICIE, show threat-
detection service <service> entries AN > RZZEZTLE T,

ciscoasa# show threat-detection service remote-access-authentication entries
Service: remote-access-authentication
Total entries: 2

Idx Source Interface Count Age Hold-down
1 192.168.100.101/ 32 outside 1 721 0
2 192.168.100.102/ 32 outside 2 486 114

Total number of IPv4 entries: 2

NOTE: Age is in seconds since Tlast reported. Hold-down is in seconds remaining.

BENERBREBVE—RNT7I9EAVPNY—EAO —RUEHETIBEREFHAERTTSICIE., show
threat-detection service <service> details AV RZEZTL X T,

ciscoasa# show threat-detection service remote-access-authentication details
Service: remote-access-authentication
State : Enabled
Hold-down : 10 minutes
Threshold : 20
Stats:
failed
bTocking
recording
unsupported :
disabled
Total entries: 2

OO ~BRERO

Idx Source Interface Count Age Hold-down

1 192.168.100.101/ 32 outside 1 721 0
2 192.168.100.102/ 32 outside 2 486 114
Total number of IPv4 entries: 2

NOTE: Age 1is in seconds since last reported. Hold-down is in seconds remaining.
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» show shun [ip_address]
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« no shunip_address [1 > & —7 I A Aif_name]
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e clear shun
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shunON Y RTRETRENELRA,. CNEAF Y OERBRBEETICERAEAET,
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e ¥/, CiscoVPN XA _FAICETIEATEET,



https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/conns-threat.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/conns-threat.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/conns-threat.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/conns-threat.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://community.cisco.com/t5/vpn/bd-p/6001-discussions-vpn

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



