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« EFATIVRERADVRNTZAR—=KIZTR
« APIZT)—

AT R—F2 b
CORFIXNOBERE, ROVYIRIITEN—RIITON—232VICETVWTVET,

c EFATIVRRANTZAR=KNIZT T Rv3.9.0
* cURL v7.87.0
* cURL v8.0.1

CORFIXNDERIE., BEODTSRREBICHDTFNAAICEIVWVTERENELE, COR
FAXKRTERAIBZINTOTFNA R, JVTB(FT72I)IK ) BETHEEZHBL TVLE
To AFBPIOZRY ND—U TR, EOAVRICEOTRIDAEMNI HIFEE T OERELT
<EEL,

A2 74F1L—>3>

APIF — D ERK

ATV 1: TISAR—=—NIZOROY=ILIZOTA > LET,

ATYVT 2 BEIE Accounts> API Credentials® 2 B8 .

ATY T 3:91)Y % NewAPI Credentiad & S B,

ATY 7 4: REBMUET., Applicationname 27 1) Y 2 L T Read & Write XTSRRI .



New API Credential

Application name | API Key

Scope @ Read-only
O Read & Write

An API credential with read and write scope can make changes to your
Secure Endpoint configuration that may cause significant problems with your
endpoints.

Some of the input protections built into the console do not apply to the API.

APIF—DERK
ATYT5:9UYv9 creae’e S,

FIE6: APIVL T v LEZRELET,

£> Secure Endpoint : ‘dsto’ SECURE

Dashboard Analysis~ Outbreak Control~ Management~ Accounts

API Key Details

3rd Party API Client ID
6c8 c87

API Key
828 )1c4d

AP credentials (API Client ID & API Key) will allow other programs to retrieve and modify your Secure Endpoint data. It is functionally eguivalent to a username and
password, and should be treated as such.

Delete the API credentials for an application if you suspect they have been compromised and create new cnes.
Deleting APl credentials will lock out any clients using the old ones so make sure to update them to the new credentials.

Your API credentials are not stored in plain text and can only be displayed once. If you lose the credentials you will have to generate new ones.




AE COR—JERTITDE, APIF—ZEETEFTEA,

AR NARNY—LDOERK

chicky), /1R MNMEFHRADFH L LW Advanced Message Queuing Protocol AMQP)X Y £—< &
NU—LAERENET,

BELEARYRNEBATHREITN—TDARNAN)—LZERTERT,

--data '{"name":"EVENT_STREAM_NAME","event_type":["EVENT_TYPE_1", "EVENT_TYPE_2"],"group_guid":["GROUP_

ROBFET, TRTDARY KRBT EFTRTOIN—TDARY RANI—LEERTEET

o

--data '{"name":"EVENT_STREAM_NAME","event_type":[],"group_guid":[]}"'

MacOS/Linux

MacOS/LInuxTAR NARNJ—LAZERTDICE, RO REFALET,

curl -X POST -k -H '"Accept: application/json' -H 'Content-Type: application/json' -u 'CLIENT_ID:API_KEY

Windows

ROOAX > REFEAL T, Windows ETCAR NARNY—LZERTEET,

curl -X POST -k -H "Accept: application/json" -H "Content-Type: application/json" -u "CLIENT_ID:API_KEY

HTTP/1.1 201 Created

...
"data": {
"id": 17,

"name": "EVENT_STREAM_NAME",
"amgp_credentials": {



"user_name": "17-1bFXXXXXXXXXX",
"queue_name": "event_stream_17",

"password": "396IXXXXXXXXXXXXXXXXXXXXXX814a77",

"host": "FMC_SERVICE_URL",
"port": 443,
"proto": "https"

ARRNARNI=LDUJAK

T7ZAR—=RNIZIRTERENTZARNARNI—LDO)ARTRTRENET,

MacOS/Linux

MacOS/LinuxTlk, XOAETANRINANI—LZ)ARNTEEZT,

curl -k -H "Accept: application/json' -H 'Content-Type: application/json’

Windows

-u "CLIENT_ID:API_KEY'

RDANY RZFEAL T, WindowsEDAXRY RARN)—LZ—EBERRTEXT,

curl -k -H "Accept:application/json"

HTTP/1.1 200 OK
...
"data": {
"id": 17,
"name": "EVENT_STREAM_NAME",
"amgp_credentials": {
"user_name": "17-1bFXXXXXXXXXX",
"queue_name": "event_stream_17",
"host": "FMC_SERVICE_URL",
"port": 443,
"proto": "https"

-H "Content-Type:application/json"

-u "CLIENT_ID:API_KEY"

-i 'ht

-i "http



AR NARNU—LDHIER
TOTFATBRARNARN)—LEZHIBRLET,
MacOS/Linux

MacOS/LinuxTlk, XOIOX > REFEHALTARNARN)—LZHIBRTEEXT,

curl -X DELETE -k -H 'Accept: application/json' -H 'Content-Type: application/json' -u 'CLIENT_ID:API_K

Windows

ROOAX > RZEFEAL T, WindowsEQO AR RNARNY—LZBIBRTEET,

curl -X DELETE -k -H "Accept:application/json" -H "Content-Type:application/json" -u "CLIENT_ID:API_KEY

HTTP/1.1 200 OK
...
"data": {}

ATY T 1:PythonAO V7" E2TFNAAICIE—L, BHIZEFHFTRELET evensreampy® S

AN 0

import pika
import ssl

user_name = "USERNAME"
queue_name = "QUEUE_NAME"
password = "PASSWORD"
host = "FMC_SERVICE_URL"
port = 443

proto = "https"

def callback(channel, method, properties, body):
print(body)



amgp_url = f"amqgps://{user_name}: {password}@{host}: {port}"

context = ss1.SSLContext(ss1.PROTOCOL_TLSv1_2)
amgp_ss1 = pika.SSLOptions(context)

params = pika.URLParameters(amqp_url)
params.ssl_options = amqp_ss]

connection = pika.BlockingConnection(params)
channel = connection.channel()

channel.basic_consume(
gqueue_name,
callback,
auto_ack = False

)

channel.start_consuming()

ATYT 2 WARTRDEDICETLET .  python3 EventStream.py &2 S8R,

ATYT 3 ARVYRNARN)—AFI1—(CEBMENEARRNZRN)AH—-LET,
ATYT4: AR EZ—=ZFIICRRENDDAESHZHERLET,
(ThRSTAYI—FA2Y, )

SN RERTTBIE. SSHERTTSAR—NISIREOTAVTEHRENHY
£7,

AMQPYH —E A DS

H—EANBMCBE>TVRIDLESHZRELET,

[root@fireamp rabbitmql# amp-ctl service status rabbitmq
running enabled rabbitmq

H—EANRTEATVWRIAESH ZBIELE T,

[root@fireamp ~]# svstat /service/rabbitmqg
/service/rabbitmq: up (pid 25504) 7402137 seconds

AR NARNI=LLSZ—=NNDOEREORET



RDIX RZERITLET,

tail /data/Tog/rabbitmq/rabbit@fireamp.Tog

BERARIENET,
~INFO REPORT==== 19-Apr-2023::08:40:12 ===

accepting AMQP connection <0.17588.27> (127.0.0.1:32946 -> 127.0.0.1:5672)

BEAEALUTVWET .

=WARNING REPORT==== 19-Apr-2023::08:41:52 ===
closing AMQP connection <0.17588.27> (127.0.0.1:32946 -> 127.0.0.1:5672):
connection_closed_abruptly

F1—RHOARNDHER

FLI-HADARY NG, BERABUSIER, COARVRNARNI-LTEEECEBENDE
BHIBVET, COBITRE, ARXRYRARI—AID23ICH L T1ADA R KB ET,

<tfroot>

[root@fireamp rabbitmql# rabbitmgct]l 1list_queues

Listing queues ...
lach0eb6-39f7-4b11-bd9b-fc4ddOe3bd77_60b1l5rn8mpftaico6or618zxavllusm 26
lach0eb6-39f7-4b11-bd9b-fc4ddOe3bd77_61984nTu8plleeopmgmtcjralv8gf5p 26
lacb0eb6-39f7-4b11-bd9b-fc4ddOe3bd77_iesRAgVoOh287mO_DetOx9PdDu8MxkS6kL40STeBm9s 26
event_decoration 0

event_log_store 0

event _stream 23 14

event_streams_api 0
events_delayed 0
events_retry 0
mongo_event_consumer 0
out_events_ql O
tevent_listener 0

XYRND—=OKRZTA4vOT77A4ILDORE



TTZAR=NITIRDPESDARNARNI)—=LRNT 74V O RERITDICIE. topdump Y —)L:
ATYT1: TTAR—=RNITIRICSSHEHRL X T,

ATY72:ROOX>V RZEERTLET,

tcpdump -vvv -i ethl host <Event_Stream_Receiver_IP> -w file.pcap

ATYT3:ROOR I RTFHFYTI7Fvy&EEFEILELET crlic (Windows) & 7z l&  command-c (Mac)%Z
FEALET,

AFVT 4 BBMELET. 0 T TIAR—RNITIRDST7ALEDRELET
BYE R R

e TV RARAKNBAAMPO AR RARNY—LKBEEDETE
s TUO_HIL HR—KRERFI XD - Cisco Systems



https://www.cisco.com/c/ja_jp/support/docs/security/amp-endpoints/215350-configure-amp-for-endpoints-event-stream.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/amp-endpoints/215350-configure-amp-for-endpoints-event-stream.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/amp-endpoints/215350-configure-amp-for-endpoints-event-stream.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/amp-endpoints/215350-configure-amp-for-endpoints-event-stream.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/amp-endpoints/215350-configure-amp-for-endpoints-event-stream.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/amp-endpoints/215350-configure-amp-for-endpoints-event-stream.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/amp-endpoints/215350-configure-amp-for-endpoints-event-stream.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/security/amp-endpoints/215350-configure-amp-for-endpoints-event-stream.html#anc11
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
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