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Match Domain Exception List based on Domain in Envelope From.

Disable this aption if you want to skip the SDR checks if any domains in the "HELO:', '"RDNS:", 'Envelope
Fraom:', 'From:' and 'Reply-To:' headers of the message match the domains configured in the domain
exception list.

Mote: By default, SDR checks are skipped based on the domain in the "Envelops Fram:' header only.

Qﬁﬁ:?7#ﬂhfw\ﬂR?IWQWrEm%mmeJAwﬁ—WWHX4>®&E§
TVWTAFYTENET,

KICRT KSIC, Edit Global SettingsZiBIRL TF IV IRY VRFTa v ZHIBRLE T,

Sender Domain Reputation Dverview

Ennbla Sandar Domain Raputation Filtaring
Include Additional Attributes: (7 Enable

Sender Domain Reputation Query Timeout: LT 5 secands

Match Dormain Exception List based on Domain in Envelope From: (7 [] Enable *——

Action appled on Message based on SDR Verdict: 7 Reject  Accept

Urtrusted Questionable Meutral Fawaranle Trusted

p——

Far Threat Level Unknawn:

@ Agcept ':::' Refect

RXABIAVANBEE, RXABZEET RLAVARTT,

HLOWFAE—7 ) #eexFEAL TEEICHEL TVWAZEEZERTAICIE. 5DOAYEA—ED
WINAIC—HTBDRAANMEZEFODOTAMNAY E—INSEGICEEENZDHRENHVYET,

JA—NILBIA) ANRKROFIAZRL, X—=)L7A—RU>—AT—HLEY>7I)IOTE. 1
HIE B Tmail_logsicEELE T,

Info: MID 14 SDR: MID 14 containing domain name'testl.example.com' matched the global domain exception

BIAZ RIS TINOTICE,. RXAEFAVARNBEOBMENEENET,

Info: MID 16 containing domain name 'test3.example.com' matched the domain exception Tist 'SDR-TEST-3'



NZ7LZ1—hk

BRUEXYE—JHEOREICDVWTIREANF LU ILBERE. TOEZXELL. XvE—TH
ZYFTEHBLET,

« JO-NLRAAYLEIF—2 3 0RE> EF1UF A OBRE> RXSVLEIF—Y

avaEXEILET,
e JO—NIRXAAVLELIFT—23aVRETCHRESNEEETD T RLAJVANZHERELE
9,

c XV E=DRIYVYFVILETVT, —HIBX-I)N70-RIV—ZRELET,
s RXLAVBIAVARAREENTVWARAY E—DT7 AW ERKXEEID TV T 4L X O
ZHFEL. XTZRYET,

XV E=DRIVvFDT, X=)OT, BLERDEFAXA—IIAYH—ZIRELET,

« JO-NIBFANF XY E—2T—HITBHE. RX/LEAT—>a3a>0o07I2NJE
BELEEBA. ChE, —BULERXAM D ZRITICBEELE A,

 JA—NILBAV AR AYE—DT—HBULEBEVESR., RXA2LE1IF—>3>o0d
IRNUAFBY, TCHSEZERLET,

- 5%% : MID 16 SDR:SDRAER&E - RX A2 : EDNSKRAN : BELEV,
helo:mail1.example.com. env-from:test2.example.com, header-from:te
destination.example.com, iR{5:test2.example.com

s BFXA—INAYH—ICIE, BREEEBIZDLEHICALOEFX—IICFEETES5O0ENL
ThHMHNEFEIATVET,

FRTOF—AFREES LS, —ROBEEF TV I T, BUSHEEHIILET,
BYEH ¥R

s EX—)tEXIVTAEEHAR
« H7R— KNHA RADCisco Secure Email Gateway#2 BjX—



https://www.cisco.com/c/m/ja_jp/products/security/email-security/setup-guide.html#~your-journey
https://www.cisco.com/c/m/ja_jp/products/security/email-security/setup-guide.html#~your-journey
https://www.cisco.com/c/m/ja_jp/products/security/email-security/setup-guide.html#~your-journey
https://www.cisco.com/c/m/ja_jp/products/security/email-security/setup-guide.html#~your-journey
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/series.html
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/series.html
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/series.html
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/series.html
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/series.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



