EX=LVEFIVFATFTSAF2ATD
SAMLEBRED =R & &R

&

=

= A

EZ#®

FATAZIAVR—F b

ESATSAMLOT A 2 ERQOFAOT ZHREL TRRIBDICFESTHELNTT A,
BS:E T

B=

CORFIXYNTH, EX—LEFIUFATTSA TV A(ESA)NFSAMLEIERE0ET S
FEERIOTJI VNI ZRETDHEICOVTEHBALET,

BRELA

Cisco EX—)EF1VTATTZA4FT > AESA)TE, T2 RI—FHFANLRRICT VAT
dr-ovossondar e, EBI—HYAUR2—TI( AZEATHEEENSAMLY R— K2R
ATEEY, SAMLYR—KE, XMULR—ADF =TV BEEOTF—2FERXT, EEENFTTVT
—23AVIHAUAVLERIC, BERENE—EOT 7V T—>232IC—LLALTI+EAT
EBDLRSICLET,

2

N

SAMLOEMIC DWW TR, "TSAMLO —BEHK, 2RBLTLEE,

EH

RN REESNEEX=INEFIVFTATITSAT > Ao
CEBOTATOTATA47AONA A —ANDSAMLIES .

AT R—F>2 b

CEX=INEFIVFATTIATAESANS AN RSA A2 Z—T T4 A(CLHAN

9t 2R,

GuivHY7RAoVT>ay

- SAML DevTools#iak, FMAICDOWVWTIE, ROV A hZ2SHBL T EE L, SAML Devtools for

Chrome
CORFIXINDODBEHRIEFE,. BEOTAREILHZDTFNAAICETVWTHERENELE, COR
FAXRNTERAIDZINTOT/NA AR, 1 (FT7 2N ) BREORELSEEBLTVET
o AERBPOXRYNT—OTR., EBOANRICEK>TRECHAUREMUNI BDEIEEZ T oHEREL TL
ZEV,



/content/en/us/products/security/what-is-saml.html
https://chrome.google.com/webstore/detail/saml-devtools-extension/jndllhgbinhiiddokbeoeepbppdnhhio
https://chrome.google.com/webstore/detail/saml-devtools-extension/jndllhgbinhiiddokbeoeepbppdnhhio

ESATSAMLOY 4 2 EROBEOV ERRALVLTRRTDICRE
SThELVTT D,

WALOJH T AOUT2 3>l SAMLOV AV ERICETRBERIIRTEhE A, L
. BREGUIOJVICEREENE T,

OJ OABIEgui logsT, O XA T Http_logsTT., ik, [System Administration] > [Log
Subscriptions] > [gui_logs].

ROOTIZTIEATERT,
ORVRZA V2 ERTREE

- PuttyZs ENOSSHOZAT7 > hEERALET, R— N22/SSHIZHTESAT 75 A T2 AD
cLcaogd4>LEY,
AN RSA D SgrepZiBIRL, PFOERAZERLEI—TOEFX—IT RLAZKRE
LET,
CLINO—R&ENES., EmailaddressixP AN RTRRENET,

(Machine esa.cisco.com) (SERVICE)> grep "username@cisco.com" gui_logs
EEBICOVAFDE, RD3IDOIVNINFRTENET,

1. ESAIL K > TERENBSAMLER, REENIET AT TATAT7ANAZ—ICREAH KT
AFAIT—2ZERLET,

GET /login?action=SAMLRequest
2. BHASAMLT7 H—>3a A EL<KHIEhEL I,

Destination:/ Username:usernamehere@cisco.com Privilege:PrivilegeTypeHere session:SessionldHere Action: The HTTPS
session has been established successfully.

ZBERLET, SSOBHER.

Info: SSO authentication is successful for the user: username@cisco.com.

CNS3DDIY NIUNRRENBZVES, RAEREABETS. RO FUFICHELTVET

>FUF1SAMLEROAA OV ICRTRENDHE,

GET /login?action=SAMLRequest

A—HASAMLT 77U —2 a2V I8N ETshTWEBWA, B2 ET7AF T4 7470184
A —URLAESAICEMENTVWAWVES, TATFUTATA7AONA X —BFRABRZESL F
EE

>FUFA2: QI NUDEFEE

Authorization failed on appliance, While fetching user privileges from group mapping & An error occured during SSO
authentication. Details: Please check the configured Group Mapping values, it does not match the Attributes values from IDP



response 1T ICRIRENET,

An error occured during SSO authentication. Details: User: usernamehere@cisco.com Authorization failed on appliance, While
fetching user privileges from group mapping.

An error occured during SSO authentication. Details: Please check the configured Group Mapping values, it does not match the
Attributes values from IDP response.

FAFYT4T747ONRAZ—DBRET. SAMLT 7 UT— 328y 4TshTWB1—¥
ERET I —TEHELET.

T, RIZRTKSIC, SAML DevToolsiiskBEaEZFR L T, Web7 S5 A SEESAMLT 7°
Dy—2 a3 pBEeRB8IdEETEEXRT,

Claar log Show only SAML
Method LWL

GET hiips:i] OkTH.COmBDR, fsscjeamiTSAMLA
POST higEsl iphe Som/

BYE 1 ]

FCisco Secure Email Gateway User Guideg

Pl
ANT

SAML DevTools#isE#EEE



https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-user-guide-list.html
https://chrome.google.com/webstore/detail/saml-devtools-extension/jndllhgbinhiiddokbeoeepbppdnhhio

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



