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FL®IC

—®RF 11X NTIE, Secure Cloud Analytics(SCA)Sensori F 754 2 E L TERRENDER
NDERZFAEITZHELCODVTHHALET,

BR#H

Secure Cloud Analytics(SCA)l&. ARl Stealthwatch Cloud(SWC)E FEIFNTWEL A, Ch
SORFERRUEKRTEATEET,

SCAEVH—RBTFAR—KRY RD—VERTHY ., ONA, ONAEUH—, RERELCEIY
—EWRENTEERT,

CHEEOIT RIE. ona-20.04.1-server-amd64.iso debiand/ > AR —J)LICETVWTVET,
F75A>0oY—DEZZASNDER
LN FTSAREEZRTIEREL T, SETEBRERNfZ2A5NhET,

ChSNDERD2ODOHEZRY ND—VRECEBETHY ., O—ANT7AIINZATALAICEZILT
ARV BYNET,

F7742 2 —0FE5

SCAR—ZIIIZE, BEBHEVH—ODUARBENTVET, COR—JIZTIERATSIC

(&, Settings > Sensors.



COAR=DDAT A EVH—RBHFTRREN, RED/N\—FE—FETF—RERTEhELA,

Sensors

You can monitor traffic in public cloud environments by following the instructions on the relevant integrations page:

ona-abfcb4 u ona-cee20e
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rvy bI7—-YRE

ONARARA A2 B—RY RTIERAZRV, oY —HAFT7S42ELTUVARNENZAREBA B KT,

ONAKRANA, 8.8.8.80GoogleDNSH—/ND12%4 &, BRADEMEIPTY RL A pNgTERHESHAETANLET,

ONAt>H—IZOYJ 14> L, ping-c488881X¥ > RERTLET,



<#root>

user@example-ona:~#

ping -c4 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

From 10.10.10.11 icmp_seg=1 Destination Host Unreachable
From 10.10.10.11 icmp_seqg=2 Destination Host Unreachable
From 10.10.10.11 icmp_seqg=3 Destination Host Unreachable
From 10.10.10.11 icmp_seg=4 Destination Host Unreachable
--- 8.8.8.8 ping statistics ---

4 packets transmitted, O received, 100% packet Toss, time 3065ms
user@example-ona:~#

O —AFBRAOEMEIPT RL AIZpingTER VSR, ESICHAELET,
route -n

ORVREFERALTCF 7L — NIV ZRERLET,
arp -an

OX> REFERAL T, B4 Address Resolution Protocol (ARP ; 7 RLABAZORNIL ) IV NUNFFT7AILKNTF—KNII AU
RRENTVWIAESH EHERLET,

U —HABHDIPT RLAIpingTEZHEE. DNSKARNOBRBRE, EOH—HFUTTRICERTEZHES L ET AN
LET,

> H#—CO% 4> L., sudocurl https.//sensor.ext.obsrvbl.comAY > REETLET,

cul Y > RO HIE, sensor.ext.obsrvbl.com® DNSEERARBL . DNSOFABENBETHD & EZRLTVET,

<#root>


https://sensor.ext.obsrvbl.com

user@example-ona:~#

sudo curl https://sensor.ext.obsrvbl.com

[sudo] password for user:
curl: (6) Could not resolve host: sensor.ext.obsrvbl.com
user@example-ona:~#

CORATORER, ERAIRFTHICE, BLVITIVRR=FINtIH—2RBLTVWB L EZRLET,

<#root>

user @xanpl e- ona: ~#

sudo curl https://sensor.ext.obsrvbl.com

[ sudo] password for user:

{"wel cone": " exanpl e-donai n"}
user @xanpl e- ona: ~#


https://sensor.ext.obsrvbl.com
https://sensor.ext.obsrvbl.com

ol AN RiE, ROB i E2FERATEIESICEETEERT, KE : https//sensor.ext.obsrvbl.com=a—A ¥ /\
. https://sensor.eu-prod.obsrvbl.comZ— A NS 1) 7 : https://sensor.anz-prod.obsrvbl.com

CORATORER, RFBERERLTVETH, BV —ARBEORXIVICHEFTFSATVWERA,


https://sensor.ext.obsrvbl.com
https://sensor.ext.obsrvbl.com
https://sensor.ext.obsrvbl.com

user@example-ona:~# sudo curl https://sensor.anz-prod.obsrvbl.com
[sudo] password for user:

{"error":"unknown identity","identity":"240.0.0.0"}
user@example-ona:~#

DNS? SR8

T —A'DNSTHRANBEBRTERVWBAIE, cat/etc/netplan/Ol-netcfg.yaml 1Y > R CDNSEREZHBREL £ T,

InSREZXETIHENHDBEE. "'DNSREDVEH ) 0232 ZFRLTEEL,

DNSEREZRREIL =5, sudo systemctl restart systemd-resolved.service 1N > REERITLE T,

COOXVRTE, AEEIETABVETTT,

<#root>

user@example-ona:~#

sudo systenctt|l restart systend-resol ved. service

[sudo] password for user:
user@example-ona:~#

DNSERTE D E#

Netplan®ODNSH —/NEEH T2, XY RT—9 (> R—T7 I ADONetpanBET 7 A LEBELE T,



Netplan®ERE 7 7 €4 JLI&, letcinetplanT 1 LY RUICREEhET,

E2 b ZOFALIRNVICEIDELF2DODOYAML7 7AUAHYET, BB T 7 A )LEE01-netcfg.yaml & 7= (&
50-cloud-inityaml, %W EDHAE T,

sudo vi /etc/netplan/01-netcfg.yaml



ARV REZFEAL TNetplan I 7 4 F1L—232 77 AN ZREFET,

NetplanfRE7 7 AT, XY RD—DV AV E—T I A ADTICH B nameserversy F—ZR/L LT,

BRODNSH—NIPP RLAZANTRY>TEETEET,

sudo netplan apply

ARV REFEAL T, NetplanREICEEZBRALE T,

Netplanid. systemdA AL e —EAQIAY 74 Fa2L -3V T 7ANEERLET,

FUWDNSUVILNAREENTVR L ZRRT D ICIE. resolvect] status | grep -A2'DNS Servers IX > REETLE TS

<#root>

user@example-ona:~#

resol vect|l status | grep -A2 'DNS Servers'

DNS Servers: 10.122.147.56
DNS Domain: example.org

user@example-ona:~#

O—ALTF7ALV AT LRSS EVWTT

toH—n>Y—)LIZ. TFaled to create new system journa: No space left ondevices £ WD —fB IS — XY E—IJHFRREHh
BDHEENHYET,

chlE, FARINFV2EVTHY, =T TANZATACEZEFBFN BV EZTRLET,



df -ah/

ANV RERFTLT, ERATREAR-ANEZHELET,

journalctl --vacuum-time 1d

<#root>

user@example-ona:~#

df -ah /

FiTlesystem Size Used Avail Use% Mounted on
/dev/mapper/vgona--default-root 30G 30G 0G 100% /
user@example-ona:~#

XV RZEEALT, WD y—FIIOJZIVUTL, T4 AVEBZBHRLET,

<#root>

user@example-ona:~#

journal ctl --vacuumtime 1d

Vacuuming done, freed OB of archived journals from /var/log/journal.

{Removed for brevity}

Vacuuming done, freed 2.9G of archived journals from /var/log/journal/315bfec86e0947b2a3a23da2a672e577.
Vacuuming done, freed OB of archived journals from /run/log/journal.

user@example-ona:~#



ARL—=2AR—AN, THHEALA R KRBENMTVRIRENATLAEHZRBLLTVWAS L ZRELET,

ZDHA RiE, Cisco Secure Cloud Analytics(Stealthwatch Cloud)S @t R — hR—
(https://www.cisco.com/c/en/us/support/security/stealthwatch-cloud/serieshtml) A S AF TE £ F,

DZITRADOZRY NT—VEENRIFT, BUNBEDNSREZF DL Y —E, BIEHREF TSI UREETRI ARSI BIET,

EOH—OEBRFATIAVHFBENIEIDTVRL, EVH—HFN—RE-REEBLBEVEERE. 754 AT—RALRBST
REMLBYET,


https://www.cisco.com/c/en/us/support/security/stealthwatch-cloud/series.html

E:20oEIZIVE, DAEIIAAXENRTVEVONAE Y —OF T A MA 2 ARN—=)LAT, netflowXIPFIXD T
—RETIVTATICERFLET,

grep PNA_SERVICE /opt/obsrvbl-ona/config

XV RERITUTAT—RAZHABLET,

<#root>



user@example-ona:~#

grep PNA_SERVI CE / opt/obsrvbl -ona/config

OBSRVBL_PNA_SERVICE="false"
user@example-ona:~#

Y —ERANfdsellFREENTVEHER. FALTVWS B —ICxT S Settings > configure monitoring ® BRI DX Y KD —
IHNSCAR—BZIICVARENTVWB L ZERLET,

ps -fu obsrvbl_ona| grep pna

4 ona-80a187 Settings -~
N

IP Address: 192.168.20. change name

Heartbeat Received: 2023-02-1
= = & = configure Netflow/IPFIX

Heartbeat Sent: 2023-02-1
| a=t Flow Rarnrd: & 2027-02-1

ONY RERFTL, Y—EANRTENZHESH, BROPEZIRROFHENDZY ND—VHEHENMVAREhTVWRIAES
N ZHELET,

<#root>

user@example-ona:~#

ps -fu obsrvbl _ona | grep pna



obsrvb1l+ 925 763 0 Feb09 ? 00:29:04 /usr/bin/python3 /opt/obsrvbl-ona/ona_service/pna_pusher.py
obsrvb1l+ 956 920 0 Feb09 ? 00:24:00 /opt/obsrvbl-ona/pna/user/pna -i ens192 -N 10.0.0.0/8 172.16.0.0/12
obsrvb1l+ 957 921 0 Feb09 ? 00:00:00 /opt/obsrvbl-ona/pna/user/pna -i ens224 -N 10.0.0.0/8 172.16.0.0/12
user@example-ona:~#

IR ROHBAHIC, PNAH—E RO 7' OEAIDN956L£957T, 7'TZ A4 R—KNT RL A&HEA10.0.0.0/8, 172.16.0.0/12, H &V
192.168.0.0/16 A ens1lNE ens224f > B—T I A ATEZRENTVB ZENTRENET,

FETRLABREAVR—TI(AER, BT —OREEEALCI>TERIEENHVET



SSLT I —

less /opt/obsrvbl-ona/logs/ona._service/ona-pna-pusher.log

X > R T/opt/obsrvbl-onallogs/ona_service/ona-pna-pusher.log7 7 1 L &ZFTAN, SSLTZ—HF WA BERLET,

I?-@ﬁu%ﬁ'\bi?o

wget https.//s3.amazonaws.com

(Caused by SSLError(SSLCertVerificationError(1l, '[SSL: CERTIFICATE_VERIFY_FAILED] certificate verify fa

O REETL, HOEHEREL T, HTTPSA VARV AVHFTHOIATVB A ES H EHRLET,

HTTPSA 2 ARI AV FTOhhDBER, INTOAVARIZ IVHSEVH—HEIBREATVWR A, FAVANIEI Y —
FEEEhTVR L Z2BIBLET,


https://s3.amazonaws.com
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TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



