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+ Active Directory ( AD )
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AT Y7 1: Devices > Remote AccessIC#E L, BHK DORemote Access VPN PolicyZiER L £
¥, BENOER7O7 74 I)LZBRLEFT. AAART T, Authentication Server& Authorization
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Edit Connection Profle o

Connéction Profls: " RAVPR_PROFILE

Group Policy:® | DitGrpPolicy r | -+

Client Address Assignmaent Adh, Aliasns

Authentication
Authentication Methad: AAA Only w
disfenbtabion Sernsr WINDOWS_2022_AD (AD) ¥

Fallback 1o LOCA]L Authentication

Lse sicondary authdatication

Authorzation

Authorization Server: | Use same authentication server =
Allicwe connection only if user exists in authorization dalabase
AcCounting
Accounting Server: v

» Advanced Settings



AT Y7 2: Devices > Remote AccessiCBEIL, BHOUTE—KRT7 I EAVPNRD S —&FIRL
%9, Advanced > Address Assignment Policy® JE(ZiEIR L . Use authorization server (Only for
RADIUS or Ream)F 7> a3 ABMICHE > TWB e Z2HBRBRLET,

1, Firewall Management Center
ewall Management Cent Overview  Analysis  Policies  Devices  Obects  Integration Ceply O @ & @  sdmn-  Eb

RAVPN_POLICY =

Duscripho

Local Realm: M Dynamic Access Policy: b

Connaction Profle At IntenBcos Agvancid
—

Address Assignment Policy
Chent addness assigrment criteria for all connection prodles. For incoming VPN client, v foloming options are tried in order, untd an address is found.
1Pwd Paliey
® Use authorization server (Only for RADIUS or Realm)
® Use DHCP
Use intemal address pocis
Allow reuse of IP addmess: | 0 minytes after 7 i mleased
1PE Palicy
B Use aushorization server (Only for RADIUS of Realm)

B Use intemal address pocks

AT Y 7" 3 : Advanced > LDAP Attribute Mapping® IEIC#E) L . LDAP Attribute Name#®
msRADIUSFramedIPAddressIZEZE & . Cisco Attribute NameA'IETF-Radius-Framed-IP-
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RAVPN_POLICY

Enter Description

Policy hssignments (1)

Local Realm: Mane [Dynamic Access Policy: None
Connection Profle Accass Inerlaces  Achanced
LDAP Attribute Mapping
LI attritwte mapping can be conhgured 10 enabie LOAP server o perfom authorization.
==
Resln Map
Configure LDAP Atribute Map [7]
Rgalm

LDAP attribute Maps. 4

Name Map: v
LDAP Atsribate Name Cisco Attripute Name
mzRADIUSFramediPAddress - IETF-Radius-Framed -IP-Address ~

SETRUT Cisco Atirbute Value

AT Y 7 4 : Windows ADY —/\TServer ManagerZBi& . Tools > Active Directory Users and
ComputersDJEICBEILE T, usercHI )Y UL T, Properties > Dial-in® JIEIZiEIR L, Assign
Static IP AddressesF I Y IRY JRAZAICLET,



John Doe Properties ? X

Remote control Remote Desktop Services Profile COM=+
General Address  Account  Profile Telephones  Organization
Member Of Dial-in Environment Sessions

— Network Access Pemission

" Allow access
" Deny access
{* Control access through NPS Network Policy

[~ Verify Caller-ID:

—Callback Options
* No Callback
(" Set by Caller (Routing and Remote Access Service only)
(™ Always Callback to: |

—|v Assign Static IP Addresses -

Define IP addresses to enable for this =
s Corater) Static IP Addresses ...

1~ Apply Static Routes

Define routes to enable for this Dial4n Static Routes |
connection.

OK || Cancel || Apply Help

AT Y 7 5 : Static IP AddressesZiZIR L T, static IP addressZ 1—HI(ZEIV) HTET,




Static IP Addresses X

V' Assign a static IPv4 address: 172 . 16 . 20 . 73

I~ Assign a static IPv6 address:

| Prefix:

| Interface ID:

‘ OK I Cancel

FIE6: VPNTF—RD I A2 L. Cisco Secure ClientzfERALTOY A1 LET, 5REL
BEIP7 RLANFI—HICE) B TESNhET,

8 Cisco Secure Client == b4

il Secyre Client

General Virtual Private Network (VPN)
Preferences  Stabstcs  Route Detals Frewal Message History
Status Overview
L]
AnyConnect VPN = Connection information -
State: Connected
Zero Trust Access Turnel Mode (IPv4): Turnel All Traffic
Tunnel Mode (IPvE): Drop All Traffic
MNetwork Dynamic Tunnel Exdusion: MHone
Dymramic Tunnel Indusion: MHone
ISE Posture ERNRO s
Session Disconnect: Mone
0 " Management Connection State: Disconnected (user tunnel active)
e Address Information -
Chent (IPv4): 172.16.20.73
Chent (IPvE): Mot Avaiable
Server: 10:0.0.1
Bytes -
Collect diagnastic information for al | w

installed components.
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debug Idap 255 - L T. msRADIUSFramedIPAddress LDAPBMA BB E Nd & 2R
LErT,

[13] Session Start

[13] New request Session, context 0x000015371bf7a628, reqType = Authentication
[13] Fiber started

[13] Creating LDAP context with uri=ldap://192.168.2.101:389

[13] Connection to LDAP server: ldap://192.168.2.101:389, status = Successful
[13] supportedLDAPVersion: value = 3

[13] supportedLDAPVersion: value = 2

[13] Binding as (Administrator@test.example) [Administrator@test.example]
[13] Performing Simple authentication for Administrator@test.example to 192.168.2.101
[13] LDAP Search:

Base DN = [CN=Users,DC=test,DC=example]

Filter = [sAMAccountName=jdoe]

Scope = [SUBTREE]

[13] User DN = [CN=John Doe,(CN=Users,DC=test,DC=example]

[13] Talking to Active Directory server 192.168.2.101

[13] Reading password policy for jdoe, dn:CN=John Doe,CN=Users,DC=test,DC=example
[13] Read bad password count 0

[13] Binding as (jdoe) [CN=John Doe,CN=Users,DC=test,DC=example]

[13] Performing Simple authentication for jdoe to 192.168.2.101

[13] Processing LDAP response for user jdoe

[13] Message (jdoe):

[13] Authentication successful for jdoe to 192.168.2.101

[13] Retrieved User Attributes:

[13] objectClass: value = top

[13] objectClass: value person

[13] objectClass: value = organizationalPerson

[13] objectClass: value = user

[13] cn: value = John Doe

[13] sn: value = Doe

[13] givenName: value = John

[13] distinguishedName: value = CN=John Doe,CN=Users,DC=test,DC=example
[13] dinstanceType: value = 4

[13] whenCreated: value 20240928142334.0Z

[13] whenChanged: value 20240928152553.07

[13] displayName: value = John Doe

[13] uSNCreated: value = 12801

[13] uSNChanged: value = 12826

[13] name: value = John Doe

[13] objectGUID: value = ...... fA.f...;.,

[13] userAccountControl: value = 66048

[13] badPwdCount: value = 0

[13] codePage: value = 0

[13] countryCode: value = 0

[13] badPasswordTime: value = 0

[13] TastLogoff: value = 0

[13] lastLogon: value = 0

[13] pwdLastSet: value = 133720070153887755

[13] primaryGroupID: value 513

[13] userParameters: value = m: d.

[13] objectSid: value = ............ Q=.S....=...Q...

[13] accountExpires: value = 9223372036854775807

[13] logonCount: value = 0

[13] sAMAccountName: value = jdoe



[13] sAMAccountType: value = 805306368
[13] userPrincipalName: value = jdoe@test.example

[13] objectCategory: value = CN=Person,CN=Schema,CN=Configuration,DC=test,DC=example

[13] msRADIUSFramedIPAddress: value = -1408232375

[13] mapped to IETF-Radius-Framed-IP-Address: value = -1408232375

[13] msRASSavedFramedIPAddress: value = -1408232375
[13] dSCorePropagationData: value = 16010101000000.0Z
[13] TastLogonTimestamp: value = 133720093118057231
[13] Fiber exit Tx=522 bytes Rx=2492 bytes, status=1
[13] Session End
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show vpn-sessiondb anyconnect filter name <1 —4#&>

<#root>
firepower#

show vpn-sessi ondb anyconnect filter nane jdoe

Session Type: AnyConnect

Username : jdoe Index : 7

Assigned IP : 172.16.20.73 Public IP : 10.0.0.10
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium

EETBHIAX R

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384

Bytes Tx : 14664 Bytes Rx : 26949

Group Policy : Df1tGrpPolicy Tunnel Group : RAVPN_PROFILE
Login Time : 11:45:48 UTC Sun Sep 29 2024

Duration : Oh:38m:59s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : cb0071820000700066f93dec

Security Grp : none Tunnel Zone : 0
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