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TACACS+EREEHS LAV REBO DX EH

ES

ELU&I(C
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=

¥
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FATZIAAR—F B

FRELE

A 74FalL—=>3>

SIS LUFRAIND =S DACS 5.xNDEEE

SREES RUFERAID -8 DCisco IOST /N1 ADERE

B
[27V)3

S

FLU®IC

<D RFI1XNTI, Cisco Secure Access Control System(ACS)5. xJ«,{Fé’EEFﬁ IH5I1—T0
ADTIN—T XU N=29 FICET<TACACSHRAB R IN Y RRBADOREF ZBNLET,

ACS @A ID ANTFELTA—Y, X2, FIL—7, &&Uﬁﬁféﬁﬁ-?%ﬁ'&)t_ Microsoft
Active Directory (AD ) ZEHAL £,

Rl HE SR
24
COREEFSHIE, ROBENBLENTOB L ERBLET,
+ ACS5.xid, BIOADKXAVERLIMAENTVET, ACSHUERAD KX A Y £

BTN TVWEVERE, MERXRARVERTIZEHOFHEM-CDVWTIE, TACS 5.xBL
: Microsoft Active Directory& DIEE DEEEHL Z2SHBL T EE L,

FRIAHIVER—F2 N

CORFIAXAVRNODBREF. ROVYTRNIVITEN—RIITON=2I3VIZETVTVET,
» Cisco Secure ACS 5.3
» Cisco I10S®Y 7 R T 7 1) 1) —2R12.2(44)SE6,

X COERER., $XNTNDCisco IOST/NA ATEITTEET,


/c/ja_jp/support/docs/security/secure-access-control-system/113571-acs5-ad-int-config-00.html
/c/ja_jp/support/docs/security/secure-access-control-system/113571-acs5-ad-int-config-00.html
/c/ja_jp/support/docs/security/secure-access-control-system/113571-acs5-ad-int-config-00.html
/c/ja_jp/support/docs/security/secure-access-control-system/113571-acs5-ad-int-config-00.html
/c/ja_jp/support/docs/security/secure-access-control-system/113571-acs5-ad-int-config-00.html
/c/ja_jp/support/docs/security/secure-access-control-system/113571-acs5-ad-int-config-00.html
/c/ja_jp/support/docs/security/secure-access-control-system/113571-acs5-ad-int-config-00.html
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+ Microsoft Windows Server 2003 RX 1 >

CORFIXDNOBEHRIE. REDTRRRICHZITNAALCETVWTHERENELEZ, COR
FIAXRNTEATEZINTOTNARR, JUTB (F7AIK ) RETHERZRBLTLE
T, HROXY ND—IUHFRBEBFTHRHEEICE. EOXSBOANYRIEEOVWTE, ZOHEE
NEEEIODVTHRIEBL THBENfBYUET,

KL=

REFIXDNREOFBICOVWTR, RO TININTAYTADREFES 2ZRLTE
=L,

aA>74Fa1L—>3>
B L VOBRTD 1= DACS 5.xDRE

SREEEFEA D= DACS 5.XDNEREZFRAT S HIIC, ACSIEMicrosoft ADEEFEICHEENTLS
BENFHVYET, ACSHURERZADRAA DV EHREBTNTVERVIEE, MERAVERTITDLED
DOEFMIZ DOWVWTIE., TACS 5.xEAFE : Microsoft Active Directory& DS DEEEH Z2SHBL TL
EEV,

O3> TR, 2200ADIIIN—T%, 2DONELZD AN REY NE2DO T )L7OT 7
AN YEITLET, —HFRR7ILNTOAZFERAL, £5—FCisco IOST /N1 AL THIR
FET7OEAZFERALET,

1. EBEILTOOvI)IZERALTACSGUIICOT A > LET,

2. Users and Identity Stores > External Identity Stores > Active Directory® JEIZi#IRL ., ACSH
BHEORXAIZSZMLTVSR L, BRVEHRAT—X AN connectede RRENTWD
CEEBFELET,

Directory Groups2 7 &2 Y VL&Y,
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& Active Directory Domain Mame: MCS55 com

Please specify the credentials used to join this machine to the Active Directory Domain:
& Usamamea: training

o Password. TTTTTT T T TS

You may use the Test Connection Button to ensure credentials are correct and Actve Directory Domain is reachable.
[ Test Connection ]

Click on "Save Changes’ to connect to the Active Directory Domain and save this configuration. Once you have successf
can select the Directory Groups and Directory Attnbutes to be available for use in policy rules.

End User Authentication Settings
Enable password change
[¥] Enable machine authentication
L1 Enable Machine Access Restrictions

Connectivity Status
Joined to Domain:messs com — Connectivty Status: COMNECTED

- =

Save Chanaes-: Ml -Discard Chanocs- B ~Clesr Conbiourstion-- N
3.[Select)| 20y I LET,




[.f“i_r Directory Groups T_M:qr.m.]

Directary groups must be selected on this page to be available as options in group mapping canditions in
policy rules. Click "Select’ to launch a dialog to select groups from the directory.

Selected Directony Groups:

Group Mame

: Edit V Replace f'll Deselsct |
Group Mame

Example for group format -

& = Reguired fields

CREOER¥ET, PIINTOT7FAINEORNV REY NIXYEY TSR REN BB TIL—T
ZERLET, OK| 27U YILET,

Search Base DM DC=M{3555,0C=com

Search Filter [il
[l Group Hame « Group Type
1 MC355.comflsersDomain Guests GLOBAL

MCS55. comUzersHetwork Admins GLOBAL

555 com/UsersMNelwork Mamienance Team

GLOGAL
Fl MCS55 comUzers/Schema Admins UMNNERSAL

08, e i

[Database Active Directory
Use * for wildcard search (i.e. admin™) -
Search fiter applies to group name and not the fully qualified path.

5.[Save Changes] 27U Y UL &9,



| General | Directory Groups | Directory Attributes |

Directory grovps must be selected on this page to be available as options in group mapping conditions in
policy rules. Click "Select’ to launch a dialog to select groups from the directony.

Selected Direclory Groups.

Group Name
MCS56 comiUsers/MNetwork Admins
MCS55 comiUsers/Metwork Maintenance Team

| AddA || Editv | Replace || Deselect || Select |
Group Hame

Example for group format -
cisco comAlsersDomain Llsers
@ = Requirad fialds

6. Access Policies > Access Services > Service Selection Rules® JEIZi#R L. TACACS+52:
ZNBIBDT VLAY —ERAZRBIILET, COHITE, Default Device AdminT T,

Filter. Status = Matchif: Equals = Enabled | | Clear Filter | | G | -

Conditions Results

f Status Mame Hit Count
- Frotocol Senice

1 B B Rule-1  match Tacacs N Default Device Admin 1

2 [ ©  Rule-2 match Radius Default Metwork Access 0

7. Access Policies > Access Services > Default Device Admin > Identity D JE(Z5#IR L, Identity
SourceM#EICH B Selectz V)Y IV LET,



8.[AD1] 2L, [OK| 2V VY ILZET,

Fiter: - Ma.chi’ - Go | -

Hanms 2 Descoplive

o Ch Usemzine Pradeined Cziliicale Suenlicatio: Fol e
i MemyAreass

7 Imtemzl Fosts

o lemal Lsars

i LaaH Lizma n Cantro ler LASH

T MG Proilzr Czfakt Entry for MAZ Profler

1 sofewors THIS IS KOT JSEDY nic 2011.17 .22

T salowdeas

(] 4] Page 1lef1 [ » ¢




9.[Save Changes]| 27 1JY VL&,

Access Policies = Access Senvices = Default Device Admin = Identitd

@ Single result selection ' ' Rule based result selection

|dentity Source: a1

b Advanced Options

[ Save (zhanges l [ Discard Changes ]

10. Access Policies > Access Services > Default Device Admin > Authorization® JIEIZiEIR L .
Customizez 2 JUY OLZET,

|ﬁ:cu=5 Policies = foceus Servives = Defaul Deice Adirin = .'«ul]ll:ri.call:l|||

Standard Polley| Excepdion Policy
. Davice Administration Authorization Policy
Filler. Slalus * Malch il. Eguals * | Enabled - Clear Falber Go | =
Conditions Rasults
I Sigtus MName Hi Courtt
Compourd Condtion Shell Frofile Commard Sels

Ho data to display

== | Dafaudt [ ma rules dafined or no arabled e matches Pemit Access DanyblCommands 1
Create | = | | Duplicate . | = Edit Dielet= [oue e [‘.usin{ni.zr: | Hil Count
.
i Changes liscand Changes

11. AD1:ExternalGroups’ Available »* 5 Customize Conditions®Selectedtz7 >3 >/ IZE—
L, RIZZTILF7O774J)LEDX > REY N %&Customize Results® Availableh* 5
Selected V> aVICBBLET, T, [OK|ZTVUYILET,



Customize Conditions
Ayailable: Selected:

ACS Host Name . AD1:ExternalGroups -
Authentication Method
Authentication Status
Compound Condition

.l"'h I\.\'-\."-'
¥
e

Device Filter

Device IP Address

Device Port Filter = "
Eap Authentication Method -
Eap Tunnel Building Method
End Station Filter - I

Customize Results

Available: Selected:
- Shell Profile -
Command Sets

[ ok ] cancel |

12. L WIIL—ILEERKTBICIE, [Create] 20U Y UV LET,

|iu:|:lu.l'-"ﬁ:iu= Armesns Sendcns > Dlﬁlll'.‘lni:n].drrm:“u‘hﬁnl

Standard Pollcy| Exception Policy

Fiter: Status = Iatch if Equals = Enahled - Clear Filbar |En- -

Conditions Roults
| Sizlus MHame

AL ExternalEoups Shall Prokle Command Sels
Mo dala Lo display

Dlafzuh IFnn nulas defined or no enabled rule matchas.  Permit Access  DenydAllCommands 0
gtaglyn| Ouglicste | +| Edit || Delste [| Move to... [ Customizs | | He Count |

13. AD1:ExternalGroups%#f CSelectz 7)Y JLE T,



General
Mams: Hole-1 Sdatus: Lnabled - B2
The Gustamize tittor in the lnwer Aght area of e paliey niles 3treen contmls which policy
condtions and results are avalable here for use in policy rules.
Condilivns
¥ AN Lxtemzlisoups:
comainz any v
=
Felens Tezelect lear
o
Rosuhs
She'l Fruh e, Parml Accwss I Zulzul ]
Command S=1z-

o | e | (i

14. Cisco IOSTNA ATINT VA ZRET 2T —T 2B RLET, [OK|ZIUY UL E

EE

~ Match if: - | Go| ™

Enum Name -
MCSES comiUsersMetwark Admins

MCS55. com/UsersMetwork Maintenance Team

ra

15. Shell Profile 7 4 —)L R TSelectz VY VL ET,



The Customize: nomnn nthe lonweer right arca of te poley nles sereen controls whoek policy
condivcns anc results are avai'zble here for use in paolicy rules.

Condifions
@ &7 =xtema G r&"

CUrLEIns S0y r

PAZSE5 com' Jssrsfoalwmrk Sdimins

| SC ok |'Dm:~lnc1]' o car

Hesults

Ehel M-ofil=- [Cermic &reess

Command Stz

Sel=rt MNese eck

A=lert 8

L

16.Create2 7 U Y I LT, LT OAI—FAOHLVW IALTOT7 7L ZERLET,

Showing 1-20f2 50~ perpage| Go |

Filter » Match if

Go -

Mame a  Descnption
DenyAccess

Permit Access

|| Erm Duplicate Edit Delete

Page 1 of1 |

Dk Cancal

17. General ® 7 TName & Description ( #7232 ) Z#EL. Common TasksX 7 & 1) v

JLEY,



' General 1 Common {&aﬁks 1 Custom Attrnibutes ]

& Name: Full-Privilege

Description: To push default privilege 15 for 105

& = Required fields

r 1T 7T 1

18. 7 # I MEREZRERZBISOFNICEELEXT, [Submit] 20V Y IL KT,



| General || Common Tasks || Custom Attnibutes ]

Privilege Level

Default Privilege: Static - Value 15

Maximum Privilege: Static - Value 15
Shell Attributes

Access Control List: Mot in Use -
Auto Command: Mot in Use -

Mo Callback Verify: Mot in Use -

Mo Escape: Mot in Use -
Mo Hang Up: Mot in Use -
Timeout: Mot in Use -
ldle Time: Mot in Use =
Callback Line: Mot in Use -
Callback Rotary: Mot in Use -

&% = Required fields

Submit : Cancel

19. ILKERLEZILTOEAZIIIL7A7 74 ( ZOBITIEFull-Priviege ) ZF#IRL .,
OKZzO Y OLET,



Filter: « Match if: - | Go | =

Name «  Description

i DenyAccess

Full-Prvlege To push default prvilege 15 for I0S

] Fermit Access

| Create | | Duplicate | | Edit | | Delete |
E

20. Command Sets7 1 —J)L K TSelectz VY VL&Y,




The Customize: nomon nthe lonweer right arca of the poley noles sereen controls wieeh policy
condivons anc results are vai zble here for vse in policy rules.

Condifions

@ &7 Sstema o M&"

LOrLEIns S0y r
PAZSE5 com Jssrsfoalwark Sdiins -
[ Seoet | Desclect ]  GCoar
Hesults =
Ehel M-ofil=- Ful -M=wilzne | Selert

Command Stz

[ese ect

Sel=rt |

21.CreateZ2 2 UYL T, ZIT7O9EAI—HYAHAOHFLLVWIIY REY NEERLET,

Command Sets
Filter:

71 Command Set Name

= Match i -

a  Descrption

Showing 1-1of f 50 + parpage| Go

| JenyACommands

| l:rnaats1 '
DK | Cancel

Duplicate Edit Delete | | [ File Operations [ Expart ] Page 1 of1

Help

22. AH1%Z AL, Permit any command that is not in the table belowD#&EICH B F T Y VR Y
DACFIVIORI—IUFRVTVWBRCEZMELET, [Submit] 20UV I LET,
ECONVREY NOFEHICOVTR., "TENARAEERAIONREY hOER, BR, &

FVREES ZZRLTLKEZL,



//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.3/user/guide/pol_elem.html#wp1077595
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.3/user/guide/pol_elem.html#wp1077595
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Genaral

& Hame: Full-Access
Deacripgtion:

Parmit amy command that is not in tha fabla balow

Grant Command Arguments

Addf || Edtv | Replacen| Dalets |

(3rant Cammand Arquments
Permit -
Selecl CommanddAmuments rom Command Sel

o ] e

23.[OK]|Z0JYOULET,

DenyAllCommands =

| Salect |

Filter: » Match if: - | Go | =
Command Set Name a Description
DenyAllCommands
| Create | | Duplicate | | Edit | | Delete | [ | File Operations | | Export |
(] Concel




24. [OK| 22Uy L%Ed, CNT, Rue-1DBERET T

The DustemiFe button in the lower oght area of the policy nides serenn controls which podficy
concitions and resuls are avzsilable nere for use in oolicy rules.

Cuonditicns
= AL :L=teallzroups:

conlains dny -

MC3E5 comilsers™Metwork Admins -

selert || Deselzet || Clesr |

Reosults
Shzll Proflw. =ull-Privilage  Belecl I

‘Jormmmand SZets:

ﬁ

I A

Scleer || Dezelest
k| Catee Felp

25.CreateZ2')v O LT, #IRFET7TOELAI—HTHAOFLWIL—IZERLET,
EW#MMh WMM!;m

Standard Pellcy| Exception Poligy

Filber,  Stalus = Malch il. Equals v Emnabled | Clear Fille Go | =

Conditions Rasults
AL External Groups Shall Profila Command Sels
A =) Rule 1 comains amy (MCSEE comisersMebwork Admins)  Full Prisilege Full- Access

7l Stalus  Mame

IF o rules defined or no enabled rule matches. Permit Access  DenyACommands D

|Dupticate_.. | »|| Edt || Delete | A | Mevwero |V Customize | | Hil Count

26. AD1:ExternalGroupsZi#iR L T, Selectz V1 JY L&Y,




[zeneral

Mzme: Rule 2 Stat.s: Enablcod - B

| Fe Custormize button in the 'ower nght area of the policy rules screen contrels which oolicy
condilivnz and 12su'ly @ dvailase berg Twousae o policy iues,

Condhlons
[#] A0 Exzmal Sroups.
ENEED -

@[ ——

Reanlta
Sl Pl Pl Acowss | Sulac, |

Lommand Sets:

| LH | Lznc =l 'mp

271. FIRNET O EAZRMIZDTI—TZFRL, OKZTVUYILET,



Filter: « Match if: - | Go | -
Enum Name

MCS55 comfUsers/Metwork Admins

MCS55 comfUsers/MNetwork Maintenance Team

g corce |

28. Shell Profile7 41 —JL K TSelectz V7Y O L&,



The Customize button in the lower right area of the policy rules screen confrols which policy
conditions and results are available here for use im policy rules.

Conditions
) ADN-ExtemalGroups:

contains any -

MC355. com/Users/Metwark Maintenance Team -

Select | Deselect | Clear |

Resulis

Shall Profile: Parmit Access @

Command Sets:

1"

Select Deselect

-

ok |_canca |

29.CreateZ2 V7)Y UL T, #IRNET IV EABOHLV ILTOT7 7ML ZERLET,



Filter: » Match if: - | G0 | -

Name «  Description
DenyAccess

@

] Full-Privilege To push default privilege 15 for [0S
(] Permit Access

[mﬂ[ Duplicate | | Edit | | Delete |

0K || Cancel |

30. General 2 7 TName & Description ( # 7> 3> ) Z#EL., Common TasksZ7 &V 1) v
L%,



' General 1 Cﬂmm%rasks 1 Custom Attributes ]

o Mame: Limited-Privilege

Description: To push default privilege 1 for 105

& = Required fields

31. F7 A MEREBAERE TN ZNE1E15THNICTELET, [Submit] 82U Y HL
£7.



. General ]l Common Tasks [ Custom Attributes ]
Privilege Level
Default Privilege: Static - Value 1 -
Maximum Privilege: Static - Value 15 -
Shell Attributes
Access Control List: Mot in Use -
Auto Command: Mot in Use -
Mo Callback Verfy: Mot in Use -
Mo Escape: Mot in Use -
Mo Hang Up: Mot in Use -
Timeout: Mot in Use -
ldle Time: Mot in Use -
Callback Line: Mot in Use -
Callback Fotary: Mot in Use -
& = Required fields

| SUhmitﬁﬂ | Cancel

32.[0OK|Z#0)YyJLET,




Filter: - Match if - | Go | -

Name «  Description

i DenyAccess

(@] Full-Privilege To push default privilege 15 for IOS

Limited-Prmlege  To push default privilege 1 for 105

@] Permit Access

| Create | | Duplicate | | Edit | | Delete |
‘|{H§|!Calcei|

33. Command Sets”7 1 —JL K TSelectz V)Y O LET,




The Customize button in the lower right area of the policy rules screen controls which policy
conditions and results are available here for use in policy rules

Conditions
AD1 ExternalGroups:
contains any -

‘ MCS55 comfUsersMetwork Maintenance Team

| Select || Deselect || Clear

Results =
Shell Profile:  Limited-Privilege
Command Sats:
Deselect
k|

[0k J[_Cancel ]

34.Create2 7YoL T, #IRNETIVERATI—RHOHFLVWIX > REY NEERLET

o



Command 5Sets

Filter: « Match if: - Go | ¥

| Command Set Name a Description
] DenyAllCommands
[ Full-Access

Creat Duplicate Edit Delete | | ’ File Operations ] [ Export ]

o ) Canct |

35. BHIZ AL, RORICEBECATVEVWIN REFITOEICHZIFIY IRY VANR
RENTVBEWCEZBRBLET, AddZI U Y IL, commandt2o2 3 IlHdANR—
ATshow&E AHZL T, Grantto< 3> TPermitZiBIRL ., HIRFEZT7 AT IL—7T01
—HZshow XY REFAFATENDESICLET,



General

& Mame: Show-Access

Description:

] Permit any command that is not in the table below

Grant Command Arguments

| Add N h Edit V Replace M Delete

Grant Command Arguments
Permit + show
Select Command/Arguments from Command Set: DenyAllCommands

Select |

[ Submit ] [ Cancel ]

36. B#RIC. AddZEAL T, #IRNET IV EAIL—TOI—HICHTITHZOMOINT K
ZEMULET, [Submit) 20 )Y I LET,

EONYREY MOFMEICOVTR, TZENARAEBRAIR REY hOER, ER, &

FUREE 2ZRLTSEET W,


//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.3/user/guide/pol_elem.html#wp1077595
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//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.3/user/guide/pol_elem.html#wp1077595

General

& Mame: Show-Access

Description:

Permit any command that is not in the table below

Grant Command Argu ments
Permit show
Permit enable

AddA || EditV || Replacen || Delete
Grant Command Arguments
Permit -
Select Command/Arguments from Command Set: DenyAllCommands ~

| Select

’ 5uhm&£|[ Cancel ]

37.[OK| &2 UY I LET,




Filter: ~ Match if: - Go | -

Command Set Name 4« Descrption

DenyAllCommands
Full-Access

| Create | | Duplicate | | Edit | | Delete | [ | File Operations | [ Export |

[0k, | cancel |

38.[OK|Z20)YILET,



The Customize button in the lower right area of the policy rules screen con
conditions and results are available here for use in policy rules.

Conditions
AD1:ExternalGroups:
contains any -

MCSE55 com/Users/Metwork Maintenance Team

Select ” Deselect H Clear
Results
Shell Profile: Limited-Privilege Select

Command Sets:

Show-Access &

[ (<o) [

Select ’ Deselect

Cancel |

39. [Save Changes] 22 UY O L&ET,

n




« Match i Cquas = - | Claarfiter [[Go_ »

Resailts.
AN -Eatamallroups Shell Prefil Cameand Setz
contzins ary [MCEES comfUsersMetwors Admins) Full-Privilege Full-Access

conlzing sry [MOSES cordUsera Matwoik Mainlenance Team)  LimledPihisss Show-Secess

tnn rulss defnac or ne anahisd mils matohas

Ede | Dolote || A | Moweta  |[ v |

Filter: IP Address = Match if Equals * 192.168.26.7 M [&J =
[T Name = [P Address Description NDG:Location HNDG:Device Type
[ Mo data to display

| Crestegy| Duslicaie | Edt | Deite | [ Fila Operations | [ Exgot |

41. TACACS+IZ %t L TName, IP Address, Shared SecretZ3gEL . Submit2 22U vy oL ET,



Hetwark Regouices » Felwore Devices gl A4 Clierds » Creabs

Marme lak-router

Oescrplon:
Netwaork Davice Groups
Location All Locstions Selecl |
Device Type All Device Types [ Selerl |
IP Address Auwlhenticalion Oplions

@ Single IP Addiess IF Ranope(s} By Mask P Hangejs] ™ ACALSs |7
Sharad Sacral” sessssws | Show |

IP: 192 168.26.7
Single Connect Davice

Legacy TACAZE+ Eingle Connecl Support
TACACS+ Draf Comghant Sngle Connect Supper
- Halius |
Shared Secrel. Shrw
Cofy port- 1700

Reeguiired fields
Il' sannutﬁ'|| Cancel

IS KO D = DCisco IOST /N1 ADERE

AL EFRAT D 1= IZCisco IOST/NA AL ACSZEZRET D ICIE, XDOFIEZERTLET.
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