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(C\programfil es\Ci sco Secure acs v2.6\Logs\ TACACS+ Accounti ng\
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c:\program fil es\ciscosecure acs v2.6\csaut h>net stop csauth

c:\programfil es\ciscosecure acs v2.1\csaut h>csauth -p -z

TNV JRARRZ7AY TNV 14 2 RUICEEIAE N, $BASE\csauth\logs\auth.log”7 7 1 JLIC
EEZIAENET,
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1 —4HF85EE Command Line Interface ( CLI; AN RITA V2 —T7I4 R ) #FERALTTARNT
ZFJ, RADIUS DT AKNIZIE radtests . TACACS+ DT AKNIZIE Ttactesty ZFEHAL X,
CHDTARNE, BEFNA AL SERBETNY TBEHEIBSNEVEES., BRUBEN Cisco
Secure ACS Windows IC&H 2 DA TNA AICHBDDHA DA SKBEVEHEEICRIBEET, radtest&
tactestld &5 5 £$BASE\UtiIsTA LI RNVICHYET, KICETANDHIZRLET,

radtest lc &% RADIUS I—HRBEODAT7 54> TAD

SERVER TEST PROGRAM

..Set Radius IP, secret & tineout
.. Aut henticate user

.. Authenticate fromfile

.. Authenticate with CHAP

.. Authenticate with MSCHAP
..Replay log files

..Drive authentication and accounting fromfile
.. Accounting start for user

.. Accounting stop for user

.. Ext ended Set up

.. Custoner Packet Buil der

CExit

CPPPO®NOTREWDE

Defaults server:172.18.124. 99 secret:secret_val ue tinmeout:2000nSec
aut h: 1645 acct: 1646 port: 999 cli: 999

Choi ce>2
User nane><>abcde

User pasword><>abcde
ai><999>



NAS port id><999>

St at e><>

User abcde aut henti cated

Request from host 172.18.124.99: 1645 code=2, id=0, |ength=44 on port 1645
[080] Signature value: A6 10 00 96 6F C2 AB 78 B6 9F CA D9 01 E3 D7 C6
[008] Framed-I|P-Address value: 10.1.1.5

H't Return to continue.

tactest [c &% TACACS+ 1—YRRIEDA 754> TAD

tactest -H 127.0.0.1 -k secret
TACACS>
Conmands avai | abl e:
aut hen action type service port renote [user]
action <l ogin, sendpass, sendaut h>
t ype <asci i, pap, chap, nschap, ar ap>
servi ce <l ogin, enabl e, ppp, ar ap, pt, rcnd, x25>
aut hor argl=val uel arg2=val ue2 ...
acct argl=val uel arg2=value2 ...
TACACS> authen login ascii login tty0 abcde
User nane: abcde
Password: abcde
Aut henti cati on succeeded :
TACACS>

Windows 2000/NT F—2 X —ZAEE O RKE O ¥ 5l

SRELA Windows 2000/NT ICEEhTUVWAICEAM M HSTERKTZDHEEE. T7OTTL>EHEY —
> RXADOI—HERE, R —>EE OJEICIEIRL T Windows ODEEEMAEEE A ICLE
T 7O0TL>EBY—I>AXRINEI-T7 OIEILERT D E, RAEENRREIAET
o MAINKRBMLAEEZDOTIE, ROBOIDIBEATRRENET,

NT/ 2000 aut hentication FAILED (error 1300L)
chsnO Xy t—>, Microsoft®Webt 4 N ®Windows 2000 Event & Error Messages and
Error Codes in Windows NT .

1300L DIZ— XY E—JED2VTR., ROKXSICHBAZHTVET,

Code Nane Description

1300L ERRCOR_NOT_ALL_ASSI GNED Indicates not all privileges
referenced are assigned to the
caller. This allows, for
exanmple, all privileges to be
di sabl ed w thout having to
know exactly which privil eges
are assi gned.
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F:\Program Fi |l es\ G sco Secure ACS v2.6\CSRadi us>csradius -p -z
CSRadi us v2.6(2.4), Copyright 1997-1999, Cisco Systens Inc
Debug | oggi ng on

Command | i ne node

SERVI CE STARTED

Version is 2.6(2.4)

Server variant is Default

10 auth threads, 20 acct threads

NTlib The | ocal conputer name is YOUR-PC

NTlib W are NOT a donain controller

NTlib W are a nmenber of the RTP-APPS donmin

NTIib An additional domain list is defined: \LOCAL, RTP- APPS, sonedonai n

W nsock initial sed ok

Created shared menory

Ext ensi onPoi nt: Base key is [ SOFTWARE\ Ci sco\ G scoAAAv2. 6\ CSRadi us\ Ext ensi onPoi nt
s]

Ext ensi onPoint: Entry [001] for supplier [C sco Aironet] via dl |l [Aironet EAP. dl |
]

Ext ensi onPoi nt: Looki ng for vendor associations for supplier [C sco Aironet]

Ext ensi onPoi nt: Found vendor association [RADIUS (Cisco Aironet)] for supplier [
Cisco Aironet]

Ext ensi onPoi nt: Supplier [Csco Aironet] is disabled, ignoring...

CSAuth interface initialised

About to retreive user profiles from CSAuth

Profile 0, Subset for vendor 1 - RADIUS (Cisco | QS/PlX)

[026] Vendor - Specific vsa id: 9
[ 103] cisco-h323-return-code value: 01
Profile 0, Subset for vendor 8 - RADI US (Cisco Aironet)
[026] Vendor - Specific vsa id: 9
[103] cisco-h323-return-code value: 01

Starting auth/acct worker threads
RADI US Proxy: Proxy Cache successfully initialized.
Ht any key to stop

Di spatch thread ready on Radius Auth Port [1645]
Di spatch thread ready on Radius Auth Port [1812]
Di spatch thread ready on Radius Acct Port [1646]
Di spatch thread ready on Radius Acct Port [1813]
Request from host 172.18.124.154: 1645 code=1, id=6, |ength=55 on port 1645

[001] User-Nane val ue: roy
[ 004] NAS-1| P- Address value: 172.18.124.154
[002] User-Password value: BF 37 6D 76 76 22 55 88 83
AD 6F 03 2D FA 92 DO
[ 005] NAS- Port value: 5
Sendi ng response code 2, id 6 to 172.18.124.154 on port 1645
[ 008] Franed- | P- Address val ue: 255. 255. 255. 255

RADI US Proxy: Proxy Cache successfully cl osed.
Cal l'ing CWVFini ()
CVFini () Conplete

SERVI CE STOPPED=

Server stats:

Aut henti cati on packets : 1
Accept ed 1
Rej ect ed 0
Still in service 0

Accounti ng packets 0

Byt es sent : 26



Byt es received

UDP send/recv errors

F:\ Program Fi |

Y —)LfEk B

F:\ Program Fi |

55

es\ Ci sco Secure ACS v2. 6\ CSRadi us>

es\ Ci sco Secure ACS v2.6\CSRadi us>

F:\Program Fi |l es\ G sco Secure ACS v2.6\CSRadi us>csradius -p -z

CSRadi us v2.6(2.4),

Debug | oggi ng on
Conmand | i ne node

Copyri ght

Version is 2.6(2.4)

Server vari ant

10 auth threads,

NTlib The | ocal

is Default
20 acct threads
name is YOUR-PC

conput er

NTlib We are NOT a domain controller
NTlib We are a nenber of the RTP-APPS domain

NTIib An additi
W nsock initial
Created shared

Ext ensi onPoi nt :

s]

Ext ensi onPoi nt :

]

Ext ensi onPoi nt :
Ext ensi onPoi nt :

Ci sco Aironet]

onal
sed ok
nenory

domain |i st

SERVI CE STARTED

is defined:

1997-1999, Cisco Systens Inc

\ LOCAL, RTP- APPS, sonedomnai n

Base key is [ SOFTWARE\ G sco\ G scoAAAv2. 6\ CSRadi us\ Ext ensi onPoi nt

Entry [001] for supplier

Looki ng for vendor associations for supplier

[Cisco Aironet] via dll

[ Ai ronet EAP. dlI |

[Cisco Aironet]

Found vendor association [RADIUS (Cisco Aironet)] for supplier [

port 1645

154

47 A3 BE 59 E3 46 72 40 B3

port 1645

154

FE AF G0 D1 4D FD 3F 89 BA

Ext ensi onPoi nt: Supplier [Cisco Aironet] is disabled, ignoring...
CSAuth interface initialised
About to retreive user profiles from CSAuth
Profile 0, Subset for vendor 1 - RADIUS (Cisco | OS/ PlX)
[ 026] Vendor - Specific vsa id: 9
[ 103] cisco-h323-return-code value: 01
Profile 0, Subset for vendor 8 - RADI US (Cisco Aironet)
[ 026] Vendor - Specific vsa id: 9
[ 103] cisco-h323-return-code value: 01
Starting auth/acct worker threads
RADI US Proxy: Proxy Cache successfully initialized.
Hit any key to stop
Di spatch thread ready on Radius Auth Port [1645]
Di spatch thread ready on Radius Auth Port [1812]
Di spatch thread ready on Radius Acct Port [1646]
Di spatch thread ready on Radius Acct Port [1813]
Request from host 172.18.124.154: 1645 code=1, id=7, |ength=55 on
[001] User- Nane val ue: roy
[ 004] NAS- I P- Address val ue: 172.18.124.
[002] User-Password val ue:
AC 40 75 B3 3A BO AB
[ 005] NAS- Port value: 5
User:roy - Password supplied for user was not valid
Sendi ng response code 3, id 7 to 172.18.124.154 on port 1645
Request from host 172.18.124.154: 1645 code=1, id=8, |ength=55 on
[001] User- Nane val ue: roy
[ 004] NAS- I P- Address val ue: 172.18.124.
[002] User-Password val ue:
0A C7 75 66 DC 48 27
[ 005] NAS- Port value: 5

User:roy -

Password supplied for

user was not valid



Sendi ng response code 3, id 8 to 172.18.124.154 on port 1645

Request from host 172.18.124.154: 1645 code=1,
[001] User- Nane
[ 004] NAS- I P- Address
[002] User-Password
7D 09 D2 A5 8E 65 A5
[ 005] NAS- Port

i d=9,

val ue:
val ue:
val ue:

val ue:

User:roy - Password supplied for user was not valid
Sendi ng response code 3, id 9 to 172.18.124.154 on port 1645

Request from host 172.18.124.154: 1645 code=1,
[001] User- Nane
[ 004] NAS- I P- Address
[002] User-Password
87 8B 7F 8A 29 60 9E
[ 005] NAS- Port

i d=10,
val ue:
val ue:
val ue:

val ue:

User:roy - Password supplied for user was not valid
Sendi ng response code 3, id 10 to 172.18.124. 154 on port 1645

RADI US Proxy: Proxy Cache successfully cl osed.

Cal l'ing CMFini ()
CVFini () Conplete

Server stats:

Aut henti cati on packets : 4
Accept ed 0
Rejected : 4
Still in service 0

Accounti ng packets 0

Byt es sent : 128

Byt es received : 220

UDP send/recv errors 0

SERVI CE STOPPED

| engt h=55 on port 1645
r oy
172.18. 124. 154
79 1A 92 14 D6 5D A5 3E D6

| engt h=55 on port 1645

roy

172.18. 124. 154

90 4C 6D 39 66 D1 1C B4 F7

F:\Program Fi |l es\ G sco Secure ACS v2.6\CSRadi us>

TACACS+ ICRDIEEBR

EII_I‘

F:\Program Fi |l es\ Ci sco Secure ACS v2.6\CSTacacs>cstacacs -e -z
CSTacacs v2.6(2.4), Copyright 1997-1999, Cisco Systens Inc

CSTacacs server starting

Base directory is F:\Program Fil es\C sco Secure ACS v2.6\CSTacacs
Log directory is F:\Program Files\C sco Secure ACS v2.6\CSTacacs\ Logs

CSTacacs version is 2.6(2.4)
Runni ng as consol e application.
Doing Stats

***% Registry Setup ****
Si ngl e TCP connecti on operation enabl ed
Base Proxy enabl ed.

R S R I Rk S Sk O S o S

TACACS+ server started
Ht any key to stop

Created new session f3f130 (count 1)

Al'l sessions busy, waiting

Thread 0 waiting for work

Thread 0 al | ocated work

Waiting for packet Read AUTHEN START si ze=38

Packet from NAS***x*x®kx%x



CONNECTI ON: NAS 520b Socket 2d4

PACKET: version 192 (0xc0O), type 1, seq no 1, flags 1
session_id 1381473548 (0x52579d0c), Data length 26 (0xla)

End header

Packet body hex dunp:

01 01 01 01 03 01 Oe 00 72 6f 79 30 31 37 32 2e 31 38 2e 31 32 34 2e 31 35 34
t ype=AUTHEN START, priv_Ilvl =1

action = login

aut hen_t ype=asci

service=l ogin

user _len=3 port_len=1 (0x1), rem addr_I|en=14 (0xe)

data_l en=0

User: roy

port: O

remaddr: 172.18.124. 154End packet *******x%*x

Created new Single Connection session numO (count 1/1)

Al'l sessions busy, waiting

Al'l sessions busy, waiting

Li stening for packet.Single Connect thread O waiting for work
Si ngl e Connect thread O allocated work

thread 0 sock: 2d4 session_id 0x52579d0c seq no 1 AUTHEN: START | ogin ascii |ogin
roy 0 172.18.124. 154

Aut hen Start request

Aut hen Start request

Calling authentication function

Witing AUTHEN GETPASS size=28

Packet from CSTH****xxxx%%*

CONNECTI ON:  NAS 520b Socket 2d4

PACKET: version 192 (0xc0O), type 1, seq no 2, flags 1
session_id 1381473548 (0x52579d0c), Data length 16 (0x10)
End header

Packet body hex dunp:

05 01 00 Oa 00 00 50 61 73 73 77 6f 72 64 3a 20

t ype=AUTHEN st at us=5 ( AUTHEN GETPASS) fl ags=0x1

nmsg_| en=10, data_l en=0

nmsg: Password:

dat a:

End packet***********

Read AUTHEN CONT si ze=22

Packet from NASH****xxxx%x%

CONNECTI ON: NAS 520b Socket 2d4

PACKET: version 192 (0xc0O), type 1, seq no 3, flags 1
session_id 1381473548 (0x52579d0c), Data |l ength 10 (O0xa)
End header

Packet body hex dunp:

00 05 00 00 00 63 69 73 63 6f

t ype=AUTHEN CONT

user_msg_len 5 (0x5), user_data_len 0 (0x0) flags=0x0
User msg: cisco

User data: End packet ****x**xxkx

Listening for packet.login query for 'roy' 0 from 520b accepted
Witing AUTHEN SUCCEED size=18

Packet from CSTH****xxxx%%*

CONNECTI ON:  NAS 520b Socket 2d4

PACKET: version 192 (0xc0O), type 1, seq no 4, flags 1
session_id 1381473548 (0x52579d0c), Data length 6 (0x6)
End header

Packet body hex dunp:

01 00 00 00 00 0O

t ype=AUTHEN st at us=1 ( AUTHEN SUCCEED) fl ags=0x0

nsg_| en=0, data_l en=0



neg:
dat a:

End packet***********

Singl e Connect thread 0 waiting for work
520b: fd 724 eof (connection closed)
Thread 0 waiting for work

Rel ease Host Cache

Cl ose Proxy Cache

Cal l'ing CMFini ()

CVFini () Conplete

Cl osi ng Password Agi ng

Cl osi ng Fini shed

F:\Program Fi |l es\ G sco Secure ACS v2.6\CSTacacs>

TACACS+ IC LD RN XK (BN )

F:\Program Fil es\ G sco Secure ACS v2.6\CSTacacs>

F:\Program Fi |l es\ Ci sco Secure ACS v2.6\CSTacacs>cstacacs -e -z
CSTacacs v2.6(2.4), Copyright 1997-1999, Cisco Systens Inc
CSTacacs server starting
Base directory is F:\Program Fil es\ G sco Secure ACS v2.6\CSTacacs

Log directory is F:\Program Files\C sco Secure ACS v2.6\CSTacacs\ Logs
CSTacacs version is 2.6(2.4)

Runni ng as consol e application.

Doing Stats

***% Registry Setup ****
Si ngl e TCP connecti on operation enabl ed
Base Proxy enabl ed.

R S R R SRRk S Sk O S R R

TACACS+ server started
Ht any key to stop

Created new session f3f130 (count 1)

Al'l sessions busy, waiting

Thread 0 waiting for work

Thread 0 al | ocated work

Waiting for packet Read AUTHEN START si ze=38

Packet from NASH*****xxxx%x%

CONNECTI ON: NAS 520b Socket 2d4

PACKET: version 192 (0xc0Q), type 1, seq no 3, flags 1
session_id 714756899 (0x2a9a5323), Data length 11 (0xbh)
End header

Packet body hex dunp:

00 06 00 00 00 63 69 73 63 6f 31

t ype=AUTHEN CONT

user _nsg_len 6 (0x6), user_data_|len 0 (0x0) flags=0x0
User nsg: ciscol

User data: End packetx***x**xx%x*

Listening for packet.login query for 'roy' 0 from 520b rejected
Witing AUTHEN FAIL size=18

Rel ease Host Cache
Cl ose Proxy Cache
Calling CMFini ()



CVFini () Complete
Cl osi ng Password Agi ng
Cl osi ng Fini shed

F:\Program Fi |l es\ G sco Secure ACS v2.6\CSTacacs>

E1EHR
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