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RFIXDRNREOFME, RO TIZHANTAYTAOREE 2ZRLTEEL,

Cisco Secure UNIX X</ >A®D SDI 2 Z4AF > b (Secure ID) ®
12AN=)
3: Secure ID I&, &%, Cisco Secure UNIX (CSUnix ) Z4 VARN—=I)LTBHIICA VA R—ILE

NET, XOFJEK, CSUnix 24 ARN=)LLUIERIZSDI VZAT > NEA2AN=ILTBE
ECDOWTHBALET,

1. SDI Y —/\NT sdadmin 2E{TLE 9, CSUNXx XN IS4 TF > NTHBD &% SDI Y
—NICHSs 8, BED SDI 1—YH CSUnix 9T5A T RTTIOT14TTHBDEEEBEL
£9,

2. nslookup ##.#.# F /=& nslookup <hostname> N> R&EFERAL T, CSUnix 7547 > ~
RV SDIY—NHAPMEIC, BIASREFFIESRERITTED L EZBERLET,

3. SDI 4 —/X® /etc/sdace.txt 77 A )L, CSUnix 754 T > M® letc/sdace.txt 7 7 1 JLIC
dE—L £,

4. SDI H—/\X® sdconfrec 77 A4 )L%& CSUnix 95AT7 > MNMCAE—LET, <OT77A4)
&, CSUNX 9547 RDECICTEBRETEETT, L, CSUNXxI9FA4FT>RTD
BESBAA SDI H—NERUFALIVRNUBETHBHE S, sdace.txt ZEETHIHER
HYEBA,

5. letc/sdace.txt F = l& VAR_ACE (&, sdconfrec 77 A IAEBHIANTVWD/NAZRANT D
PBENFHVYVET, ChEMHRTBICIE, cat/etc/sdace.txt ZEITT DN, env DH O ZHER
LT, IL—FORBEIC VAR ACE/NIL—KOZ7O77AIITEEENTVS C &L ZHER
£9,

6.CSUnix ¥54T7> h® CSU.cfg #/V\Y 27 v 7 L. AUTHEN
config_external_authen_symbols 292 3 2 XROETTEELE T,

7. K80CiscoSecure & S80CiscoSecure Z%£1TL T CSUnix ZBEREL £7,

8.CSU.cfg 77 A ILOZEFERIIZ(E Cisco Secure AAA Y —/N 7OV AF T IOT AT TH 2o
EFRBETOT 4T TEVWI ENH $BASE/Utils/psg ICRRENT WD EHEIK, CSU.cfg 7
FTAILDEETIS—NAREELTVET, TDOCSUcfg 771 EERTL, ATYT 6D
HBAICH-DTHEZELETD,

Secure ID 8 KT CSUNIX O#HIT A B

Secure D BLRT CSUNIX ZTARNTDICIE., XOFIEZETLET,

1. 3k SDI 1—H(& Telnet TIL—RIZHEFL . CSUnix TRRAITED L EZMRELET, <D
KOICFRATEAVES, SDI FHELEE A,

2. )L—2TEANZ SDIFRIAZTANL, XAOOAXY REERTLET,
aaa new nodel aaa authentication |login default tacacs+ none EZ — < Cl&, tacacs-server
commands X RAI)N—BRETITILTITATTHIERELTVET,

3.CSUnix AN RSA A5 SDI 1—HzZzEML, XOOX RZAHDLET,
$BASE/ CLI / AddProfile -p 9900 -u sdi _user -pw sdi

4. 1—HELTHRIAZEHAETT, TOI—FHIHETZHHSE. SDIFeELTHY), 1—Y
TO774I)ICESICERERBMTEET,
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5. SDI 11—, CSUnix @ unknown_user 7O7 7 A )L TCTARNTEET, (I—HYHINX
TSDICEEITEY., TO7O077A4IINRELUTHBEHEEK. CSUnix ICBHREIIZ) A K
ThTVBRRERFHYEEA, ) ITICRAOI—HY 7OA77MIUNFHBEERK. XD
N RzFEAL THIBRLE T,

$BASE/ CLI / Del eteProfile -p 9900 -u unknown_user

6. RDIAXY RZFEALT, HORAOI—Y 7O77AIILZEBMLET,
$BASE/ CLI / AddProfile -p 9900 -u unknown_user -pw sdi <X~ |\_C\ ?«T@ﬂiﬁul—ﬂ'
A" SDI ICEEhFET,

Secure ID $ KT CSUNIX : TACACS+70O77A4)

1.SDI Z2FEAC T ICHHATANERTLEY, 01— 7O774)LH, OJ4 A
SDI /YA — R, Challenge Handshake Authentication Protocol ( CHAP ) ., & &K T'/NAT—

REBEEZ’ORII (PAP) L THEEL B WEE I, SDI/NNAT—RTHEELEEA. #
.IViewProfile -p 9900 -u cse
User Profile Information
user = cse{

password = chap "chappwd"
password pap "pappwd”
password cl ear, "cl ear pwd"
default service=permt

servi ce=shel |l {

}

servi ce=ppp {

protocol =l cp {

}

protocol =ip {

}

}

}

2. 7O77 AN HEEL =S, ROBICTRTESIZ, Tclears ORDYIZ Tsdiy 27077
AIICEBMUET, # ./ViewProfile -p 9900 -u cse

User Profile Information

user = cse{

password = chap "chappwd”

password = pap "pappwd”

password = sdi default service=pernit service=shell { } service=ppp { protocol=lcp { }
protocol=ip { } } }

ZO7 7 AN OH#E &

COZ7O77ALNTRE, ROBAELETI—HHFOJIVTEET,

- )L—2AD Telnet ##c& SDI OER ( < 2 Tlk, aaa authentication login default tacacs+
NURNIN—BRETETENECEEZRELTVET ),

CRAVYILT YT XY RND—F2T PPP EHii& LU PAP ( Z ZTl&. aaa authentication ppp
default if-needed tacacs & & U ppp authenpap N> R —ZF TCRITE L ZBEL
TWET ), FE: PCORAVILT YT XY RTJ—2T, TAccept any authentication
including clear texty A" A THBCEZBRALET, FAVILTBEICER—ZIFIL V1>
ROT, ROI—HYBENAT—ROEHEDLDEOVTNAZAILE T, usernane:

cse*code+card
password: pap (nust agree with profile)

usernane. cse



password: code+card

CBAVIWT YT ZY RD—F 24 PPP ##£H B KU CHAP ( Z ZTl&. aaa authentication
ppp default if-needed tacacs & & U ppp authenchap N> R —RTERITEhizl &%
BELTVWET ), EPCOFAAVILT YT XY ND—2T, TAccept any authentication
including clear texts F7=l& "Accept only encrypted authenticationy 74> THd  ENBE
TF, XAVILTBHICE—ZFI VA2 RIT, ROA—HFRENAT—RZAHLET

o username: cse*code+card
password: chap (nust agree with profile)

BEEL 3 L CSUnix TACACS+ NAD— RDiiaEbE

RDEHEDEICKY, RO CSUnix TNV T ITZ—HFHRELET,

.CHAP &, NAT—R 74—=I)LRO "JUTF7FTHFAMN) TRBEVWVNAD—R, I—%&F, T
DUTTHFANI NAT—RTE%EL, codetcard Z AN LET, RFC 1994 on CHAP Tl&
IOVTTFARNODNAD—ROREN BERENET,

usernane: cse password: code+card G scoSecure |INFO - User cse, No tokencard password
recei ved G scoSecure NOTICE - Authentication - |Incorrect password;

. CHAP ERIEX CHAP NATJ—R,
username: cse*code+card password: wong chap password ( 1—%A"SDICEL, SDI k11—
CELETHA, CHAP NATD—RAELLBEVES, CSUnix FI1I—HICIZ—%&2KRRLE

ER ) GiscoSecure INFO - The character * was found in username:

user nane=cse, passcode=1234755962
CiscoSecure INFO - sdi_challenge: rtn 1, state=GET_PASSCODE, user=cse
CiscoSecure INFO - sdi _verify: cse authenticated by ACE Srvr
CiscoSecure INFO - sdi: cse free external _data nenory, st at e=GET_PASSCODE
CiscoSecure INFO - sdi _verify: rtn 1
Ci scoSecure NOTICE - Authentication - Incorrect password;

- PAP EFRIE% PAP NAT— K,
username: cse*code+card password: wong pap password ( 1—H#A SDIIZEL., SDI E1—%
CELERTH, CHAP NATD—RAELLBEVES, CSUnix FI1—HICIZ—Z2KRRLE

E ) GiscoSecure INFO - 52 User Profiles and 8 Group Profiles |oaded into Cache.
CiscoSecure INFO - The character * was found in usernane:
user nane=cse, passcode=1234651500
CiscoSecure INFO - sdi_challenge: rtn 1, state=GET_PASSCODE, user=cse
CiscoSecure INFO - sdi _verify: cse authenticated by ACE Srvr
CiscoSecure INFO - sdi: cse free external _data nmenory, st at e=GET_PASSCODE
CiscoSecure INFO - sdi_verify: rtn 1
Ci scoSecure NOTICE - Authentication - Incorrect password;

CSUnix TACACS+ SDI Y >ZI ZOAZ7ZAINDOTFTINY T

- A—Yk, CHAP 8LV OTV A VFBEAZTOBEN B ET. PAPHFKRELET, #
.IViewProfile -p 9900 -u cse
User Profile Infornmation
user = cse{
password = chap "******xxt
password = sdi
default service=permt
servi ce=shel | {

}
servi ce=ppp {
protocol =l cp {

}

protocol =ip {
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}
}

I—E. PAP BEOOY A W BIEETS 2

.IViewProfile -p 9900 -u cse
User Profile Information
user = cse{

menber = admin

paSSV\DI'd = pap MTxxd,kkxdxkx"
password = sdi

default service=permt
servi ce=shel | {

}

servi ce=ppp {

protocol =l cp {

}

protocol =ip {

}

}

}

CSUnix RADIUS

BB ERT,

CHAP A" RBRL X T, #

DL 3> Tk, CSUNIXRADIUS OFEZHBAL £,

CSUnix & & TF RADIUS k- &2 0% 1 > 828

RDFIEZRTLUTRAZT ALK,
1.SDI ZFEAELFICHBATARNERITLET,

-p 9900 -u cse

User Profile Information
user = cse{

radi us=Ci sco {
check_itens= {

2="whatever" } reply_ attributes={ 6=6} } }

COI1—Y7O774IN 074 RH
SDI/NATD—REBL THEELBZVIBEE., SDINAT—RTHEELEBA. # ./viewrofile

2.C07O77AINHEELES, ROBIICRTLSIC Twhatevers & Tsdiy ICBEBRZE

T, # ./ViewProfile -p 9900 -u cse
User Profile Information

user = cse{

radi us=Ci sco {

check_itens= {

2=sdi } reply_attributes={ 6=6 } } }

CSUnix & & ¥ RADIUS |- &% PPP & & U PAP EBE

RDFIEZRTLUTRRAZTAMNLET,

3: CSUnix & RADIUS T® PPP CHAP FRERE 7 R—RhEhTVWEHA,

1.SDI ZFEAEFICHMBAT AN ERITLET,

COI1—Y7O774)ILY. PPP/PAP 5B

Al

SDI /NAD— RB KT Tasync mode dedicated; & L THEEL EWViEEE, SDI/NAT—R
THBELEB Ao, # ./Viewprofile -p 9900 -u cse

user = cse {
password = pap "pappass"



radi us=Ci sco {
check_items = {

}

reply_attributes= {
6=2

7=1

}

}

}

2. FRROZ7O77AINBEL 25, RIZRIKSIC. 7O7 7 1 JLIC password = sdi Z &
L. BM 200=1 ZEBMLET ( T, Cisco_Token_Immediate & yes ICEREENET

) o # ./ViewProfile -p 9900 -u cse
user = cse {

password = pap "pappass”
password = sdi

radi us=Ci sco {
check_itens = {

200=1

}

reply_attributes= {

6=2

7=1

3. TAdvanced GUI #—/\ 923>, T, TEnable Token Caching, N"EEEhTWB &
ZHRFELET, ChiE, ANV RIS A 2VBZ—TIAA(CLI) T, ROKXSIZHRTE

F 9, $BASE/CLI/ViewProfile -p 9900 -u SERVER #.#. #. #
1--- Where #. #.#.# is the | P address of the CSUni x server. TokenCachi ngEnabl ed="yes"

AALYIWTFT YT ZY ND—F>% PPP ##H:B LU PAP

< < Tl&. aaa authentication ppp default if-needed tacacs & & O* PPP authen PAP N> RA)L
—BTERTENLECEZBRELTVET, FAVILTBHICEZ—ZFI VA2 RIT, XO1—
HEENADT—RZAHDLET,

usernane: cse
password: code+card

EPCOAAYIT YT ZY NT—UT, TAccept any authentication including clear texty A7
OTHBDERBERLETD,

TNy TEREOED b

POt aviclk, FNYTERIEOEY RFEENRTVET,

Cisco Secure RADIUS, PPP & & T PAP

KIZRTDE, ELWFNY T0BITY,

Ci scoSecure DEBUG - RADIUS ; CQutgoing Accept Packet id=133 (10.31.1.6)
User - Servi ce- Type = Franed- User
Fr amed- Prot ocol = PPP

Ci scoSecure DEBUG - RADIUS ; Request from host alf0106 nas (10.31.1.6)
code=1 i d=134 | engt h=73

Ci scoSecure DEBUG - RADIUS ; |ncomi ng Packet id=134 (10.31.1.6)
Cient-1d = 10.31.1.6



Cient-Port-1d =1
NAS- Port - Type = Async
User - Nane = "cse"
Password = "?\ 235\ 306"
User - Servi ce- Type = Framed- User
Fr amed- Prot ocol = PPP
Ci scoSecure DEBUG - RADIUS ; Authenticate (10.31.1.6)
Ci scoSecure DEBUG - RADIUS ; checkList: ASCEND TOKEN_ | MVEDI ATE = 1
Ci scoSecure DEBUG - RADIUS ; User PASSWORD type is Special
Ci scoSecure DEBUG - RADIUS ; aut hPapPwd (10.31.1.6)
Ci scoSecure INFO - sdi_challenge: rtn 1, state=GET_PASSCODE, user=cse
Ci scoSecure DEBUG - profile_valid_tcaching FALSE endi ng.
Ci scoSecure DEBUG - Token Caching. | GNORE.
CiscoSecure INFO - sdi_verify: cse authenticated by ACE Srvr
CiscoSecure INFO - sdi: cse free external _data menory, st at e=GET_PASSCCODE
CiscoSecure INFO - sdi _verify: rtn 1
Ci scoSecure DEBUG - RADIUS ; Sending Ack of id 134 to alf0106 (10.31.1.6)

Secure ID $ & U CSUNIX

TN J&. local0.debug @ /etc/syslog.conf TIEEESNET7 7 A IICREENET,
SDI T&, TOMDAETEI—YZRETEE :

Secure ID ZBL =%, CSUClg 77 A DEERICIS—NBA 2 &2BRELET,
CSU.cfg 77 AN ZEETDH, NV IT Y70 CSUcfg 77 AILICRLET,

RIZRIORE, ELLWFNYT0FITT,

Dec 13 11:24:22 rtp-evergreen.rtp.cisco.com Ci scoSecure:

INFO - sdi_challenge: rtn 1, state=CET_PASSCODE, user=cse
Dec 13 11:24:22 rtp-evergreen.rtp.cisco.com Ci scoSecure:

INFO - sdi_challenge: rtn 1, state=CET_PASSCODE, user=cse
Dec 13 11:24:31 rtp-evergreen.rtp.cisco.com Ci scoSecure:

I NFO - sdi_verify: cse authenticated by ACE Srvr
Dec 13 11:24:31 rtp-evergreen.rtp.cisco.com Ci scoSecure:

I NFO - sdi_verify: cse authenticated by ACE Srvr
Dec 13 11:24:31 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi: cse free external _data menory, st at e=GET_PASSCODE
Dec 13 11:24:31 rtp-evergreen.rtp.cisco.com Ci scoSecure:

INFO - sdi: cse free external _data menory, st at e=GET_PASSCODE
Dec 13 11:24:31 rtp-evergreen.rtp.cisco.com Ci scoSecure:

INFO - sdi_verify: rtn 1
Dec 13 11:24:31 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi_verify: rtn 1

RIZRITORE, ELLKBEWFNY TDOHITT,

CSUnix *1—% Z7O774A4)NZRD2F, SDIH—NICEFLETAH, NAD—RAFAELLLEL
&, SDIH—NA1—HICIZ—Z2RRLET,

Dec 13 11:26:22 rtp-evergreen.rtp.cisco.com Ci scoSecure:
INFO - sdi_challenge: rtn 1, state=CET_PASSCODE, user=cse

Dec 13 11:26:22 rtp-evergreen.rtp.cisco.com C scoSecure:
INFO - sdi_challenge: rtn 1, state=CET_PASSCODE, user=cse

Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com G scoSecure:
WARNI NG - sdi _verify: cse denied access by ACE Srvr

Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com G scoSecure:
WARNI NG - sdi _verify: cse denied access by ACE Srvr

Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com G scoSecure:
INFO - sdi: cse free external _data nmenory, st at e=GET_PASSCODE

Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com G scoSecure:



INFO - sdi: cse free external _data menory, st at e=GET_PASSCODE
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi_verify: rtn O
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi_verify: rtn O
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:

NOTI CE - Authentication - Incorrect password,;
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:
NOTI CE - Authentication - Incorrect password,;

ROBIE, ACE H—NAF I LTVWBIEZRLTVET,

SDI #—/\T .Jaceserver stop Z AL ET, 1—HICIE "Enter PASSCODE) XY E—I &
TENEHAS

Dec 13 11:33:42 rtp-evergreen.rtp.cisco.com C scoSecure:

ERROR - sdi _challenge error: sd_init failed cli/srvr comminit (cse)
Dec 13 11:33:42 rtp-evergreen.rtp.cisco.com C scoSecure:

ERROR - sdi _challenge error: sd_init failed cli/srvr comminit (cse)
Dec 13 11:33:42 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi: cse free external _data menory, st at e=RESET
Dec 13 11:33:42 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi: cse free external _data menory, st at e=RESET
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