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CHDERTE. NASIE SDI DB A LNADT—REHIZPPP Y 3> ®iz&IC Challenge
Handshake Authentication Protocol ( CHAP ) Z AL &9, CHAP ZEAT3HE. COFEX
TNAD—READLTFELN:

. username — fadi*pin+code (*I1—H&END. . FELTTFEV)

- password — chappassword
ChofliroEeEHY) TF: I—HF =fadi, chap /NAT—R =cisco I&, E> =1234, &KV
N—O>2TRII—R 987654 TT, 2T, 1—HRFhZAHLET:

- username — fadi*1234987654

- password — cisco
3: CiscoSecure 8 XU NAS ' PAP O iz ICEREESNEHE, I—HEBRT =0 In
ELTANTBDCENTEET:

.- username — username*pin+code
. password —
FliE

- username username
- password — pin+code

CiscoSecure ACS Windows M g% E TokenCaching
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TokenCaching4 DDEMN &) £ T, config_token_cache_absolute_timeout (¥ T )7 KUE
1 — N (& Sinstall_directory/config/CSU.cfg 77 A L TERE ENE T, D 3 DDEH ( set
server token-caching, set server token-caching-expire-method & & U set server token-caching-
timeout ) F1—HYATIN—7"7O77AILTEREENET.,. cOERICEAL TE. global
attribute config_token_cache_absolute_timeout I& $install_directory/config/CSU.cfg 7 7 A )L T
NICEE cnET:

NUMBER confi g_t oken_cache_absol ute_ti meout = 300;
I—YERVTI—7 H%—/\ TokenCaching 7hUEI1—K Z7O77ALNEZOFICTTLSIC
REENET:

G oup Profile:

Goup Profile Information

group = sdi{

profile_id = 42

profile_cycle = 5

default service=permt

set server token-cachi ng=enabl e

set server token-cachi ng-expire-nethod=ti neout
set server token-caching-tineout =30

set server max-failed-1ogin-count=1000

}

User Profile:

user = fadi{

profile_id = 20

set server current-failed-logins = 0
profile_cycle = 168

menber = sdi

profile_status = enabl ed

password = chap "**x***x%t
password = sdi
password = pap "xxFrrEEx

CI ear Mhkxdxdxdxx"

password



default service=permt
set server max-fail ed-1ogin-count=1000

I--- The TACACS+ section of the profile. service=ppp { default protocol =pernit protocol=ip {
set addr=1.1.1.1 } protocol=lcp { } !--- This allows the user to use the ppp nultilink comrand.
protocol =nultilink { } } service=shell { default attribute=permt } !--- The RADIUS section of
the profile. radius=Cisco0l2.05 { check_items= { 200=0 } } }
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ORI ERLET:

Jun 14 13:44:29 chol era C scoSecure: DEBUG - AUTHENTI CATI ON START request

(e7079cae)
l--- Detects the * in the usernane. Jun 14 13:44:29 cholera G scoSecure: |INFO - The character *
was found in username: usernane=fadi, passcode=3435598216 !--- Initializes ACE nodules in

CiscoSecure. Jun 14 13:44:29 cholera CiscoSecure: DEBUG - sdi_chall enge response tinmeout 5 Jun
14 13:44:29 chol era CiscoSecure: DEBUG - Acelnit() Jun 14 13:44:29 chol era C scoSecure: DEBUG -
Acel nit(17477), ace rc=150, ed=1039800 Jun 14 13:44:29 chol era C scoSecure: DEBUG -

acsWai t For Si ngl eCbj ect (17477) begin Jun 14 13:44:29 cholera C scoSecure: DEBUG - aceCB(17477)
Jun 14 13:44:29 cholera C scoSecure: DEBUG - aceCB(17477) AceCet UserData, ace rc=1, ed=1039800
Jun 14 13:44:29 cholera C scoSecure: DEBUG - aceCB(17477): AceGet AuthenticationStatus, ace rc=1,
acmrc=0 Jun 14 13:44:29 cholera G scoSecure: DEBUG - aceCB(17477): return Jun 14 13:44:29

chol era Ci scoSecure: DEBUG - acsWit For Si ngl eObj ect (0) (17477) Jun 14 13:44:29 cholera

Ci scoSecure: DEBUG - acsWit For Si ngl eCbj ect (17477) end, rc=0 Jun 14 13:44:29 cholera

Ci scoSecure: DEBUG - Acelnit(17477), continue, acmrc=0 Jun 14 13:44:29 cholera C scoSecure:
DEBUG - AceSet Username(17477), usernanme=fadi Jun 14 13:44:29 cholera C scoSecure: DEBUG -
AceSet User name(17477), ace rc=1 Jun 14 13:44:29 chol era G scoSecure: |NFO -

sdi _chal | enge(17477): rtn 1, state=GET_PASSCODE, user=fadi Jun 14 13:44:29 chol era Ci scoSecure:
DEBUG - Token Caching. tineout_value is: 30 Jun 14 13:44:29 cholera CiscoSecure: DEBUG - Token
Caching. tinmeout enabled value: 30 Jun 14 13:44:29 chol era C scoSecure: DEBUG -
profile_valid_tcaching TRUE ending. Jun 14 13:44:29 cholera Ci scoSecure: DEBUG - Token Cachi ng.
M SS. Jun 14 13:44:29 cholera C scoSecure: DEBUG - AceSet Passcode(17477), passcode=3435598216
Jun 14 13:44:29 chol era C scoSecure: DEBUG - AceSet Passcode(17477), ace rc=1 !--- Checks
credentials with ACE server. Jun 14 13:44:29 cholera C scoSecure: DEBUG - AceCheck(17477) Jun 14
13:44: 29 chol era Ci scoSecure: DEBUG - AceCheck(17477), ace rc=150 Jun 14 13:44:29 cholera

Ci scoSecure: DEBUG - acsWit For Si ngl eCbj ect (17477) begin Jun 14 13:44:31 chol era Ci scoSecure:
DEBUG - aceCB(17477) Jun 14 13:44:31 chol era Ci scoSecure: DEBUG - aceCB(17477) AceGet User Dat a,
ace rc=1, ed=1039800 Jun 14 13:44:31 chol era C scoSecure: DEBUG - aceCB(17477):

AceCet Aut henti cationStatus, ace rc=1, acmrc=0 Jun 14 13:44:31 cholera C scoSecure: DEBUG -
aceCB(17477): return Jun 14 13:44:31 cholera C scoSecure: DEBUG - acsWiit For Si ngl eoj ect (0)
(17477) Jun 14 13:44:31 cholera C scoSecure: DEBUG - acsWait For Si ngl eCbj ect (17477) end, rc=0
Jun 14 13:44:31 cholera C scoSecure: DEBUG - AceCheck(17477), continue, acmrc=0 Jun 14 13:44:31
chol era Ci scoSecure: INFO - sdi_verify(17477): fadi authenticated by ACE Srvr Jun 14 13:44:31
chol era Ci scoSecure: DEBUG - AceC ose(17477) Jun 14 13:44:31 cholera Ci scoSecure: |NFO -

sdi (17477): fadi free external _data nmenory, state=CGET_PASSCODE !--- The TokenCaching tineout is
set to 30 seconds. Jun 14 13:44:31 cholera C scoSecure: DEBUG - Token Caching. timeout_value is:
30 Jun 14 13:44:31 cholera G scoSecure: DEBUG - Token Caching. tinmeout enabled value: 30 Jun 14
13:44: 31 chol era C scoSecure: DEBUG - profile_valid_tcaching TRUE ending. !--- The TokenCachi ng
takes place. Jun 14 13:44:31 cholera C scoSecure: DEBUG - cache_insert (key<4>,

val <10><3435598216>, port_type<3>) Jun 14 13:44:31 chol era G scoSecure: DEBUG - G sco Cached



Tokens : 1 Jun 14 13:44:31 cholera C scoSecure: INFO - sdi_verify(17477): rtn 1 Jun 14 13:44:31
chol era G scoSecure: DEBUG - Authentication - LOGd N successful; [NAS=lynch. ci sco.com

Port=BRI 0: 1, User=fadi, Priv=1l] !--- The authentication of the second BRI channel begins. Jun 14
13: 44: 31 chol era G scoSecure: DEBUG - AUTHENTI CATI ON START request (76f9l1la6c) Jun 14 13:44:31
chol era CiscoSecure: INFO - The character * was found in usernane:

user nane=f adi , passcode=3435598216 Jun 14 13:44: 31 chol era G scoSecure: DEBUG - sdi_chall enge
response timeout 5 Jun 14 13:44:31 cholera C scoSecure: DEBUG - Acelnit() Jun 14 13:44:31

chol era G scoSecure: DEBUG - Acelnit(29111), ace rc=150, ed=1039984 Jun 14 13:44:31 cholera

Ci scoSecure: DEBUG - acsWit For Si ngl eCbj ect (29111) begin Jun 14 13:44:31 chol era Ci scoSecure:
DEBUG - aceCB(29111) Jun 14 13:44:31 cholera G scoSecure: DEBUG - aceCB(29111) AceCet User Dat a,
ace rc=1, ed=1039984 Jun 14 13:44:31 chol era G scoSecure: DEBUG - aceCB(29111):

AceCet Aut henti cati onStatus, ace rc=1, acmrc=0 Jun 14 13:44: 31 chol era C scoSecure: DEBUG -
aceCB(29111): return Jun 14 13:44: 31 chol era G scoSecure: DEBUG - acsWiit For Si ngl eQbj ect (0)
(29111) Jun 14 13:44:31 chol era C scoSecure: DEBUG - acsWit For Si ngl eCbj ect (29111) end, rc=0
Jun 14 13:44:31 chol era C scoSecure: DEBUG - Acelnit(29111), continue, acmrc=0 Jun 14 13:44:31
chol era G scoSecure: DEBUG - AceSet Usernane(29111), usernane=fadi Jun 14 13:44:31 cholera

Ci scoSecure: DEBUG - AceSet User nanme(29111), ace rc=1 Jun 14 13:44:31 chol era G scoSecure: |NFO -
sdi _chal | enge(29111): rtn 1, state=GET_PASSCODE, user=fadi Jun 14 13:44:31 chol era G scoSecure:
DEBUG - Token Caching. tineout_value is: 30 Jun 14 13:44:31 chol era CiscoSecure: DEBUG - Token
Caching. timeout enabled value: 30 Jun 14 13:44: 31 chol era G scoSecure: DEBUG -
profile_valid_tcaching TRUE ending. !--- Checks with the cached token for the user "fadi". Jun
14 13:44:31 chol era G scoSecure: DEBUG - Token Caching. USER : fadi Jun 14 13:44:31 cholera

Ci scoSecure: DEBUG - PASSWORD : 3435598216 len: 10 Jun 14 13:44:31 cholera C scoSecure: DEBUG -
hashval _str: 3435598216 |len: 10 Jun 14 13:44:31 chol era G scoSecure: DEBUG - port_type : BRI
len: 3 Jun 14 13:44:31 chol era G scoSecure: DEBUG - Token Caching. HI T. Jun 14 13:44:31 cholera
Ci scoSecure: DEBUG - AceCd ose(29111) Jun 14 13:44:31 cholera C scoSecure: |INFO - sdi(29111):
fadi free external _data menory, state=GET_PASSCODE Jun 14 13:44:31 chol era G scoSecure: |NFO -
sdi _verify(29111): rtn 1 Jun 14 13:44:31 cholera C scoSecure: DEBUG - Authentication - LOG N
successful ; [ NAS=l ynch. ci sco. com Port=BRI0:2, User=fadi, Priv=1l] !--- After 30 seconds the
cached token expires. Jun 14 13:45:03 chol era Ci scoSecure: DEBUG - Expiring C sco Token Cache
Entry Jun 14 13:45:03 cholera C scoSecure: DEBUG - Cisco Cached Tokens : 0
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