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CORFIXYRNTR, Cisco V=R EFX1UTA TTSATAN=23 2 7Tx HUBO
Inside & Outside M1 > X —7 T A AT® Secure Shell (SSH; E+17 > Tl ) OFREHZLA
MLTVWET, VE—RNTIOANVRSAVEFERATZD O )—AOEF21)T4 TTS5AT>
ADHRETIE, Telnet £EF SSHOVWThAZEALEST, /NAT—REEE Telnet BEIE Y
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BEEtEndheh, NAD—REBEENREINV RZEZHNSHREITDINICKRIEET,

tX1VTA TTSATATR, EBENOLOICEFIVT A TT5AT 2 AND SSH ##
MEEATEERY, EF1VT 1 TTZA4T2ATR, MAAETHNE, £¥a2UT4 OV
THEARZEICHEART 5 DDEK SSH #EGHEATE, EFLEINTOIAYTFARIEL
TO7AO—NILTHEKX 100 EOERAERATERT,
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COREBTE, PXEFIVFA TTIAT VA SSHY—NTHBDERBENET, SSH
DFAT >N (1011224 BXT 172.16.1.1/16 ) S5 SSHH—NANDKRZ 7 1 v JFBS{LE
hEY, ‘fZ‘\"JUT'f F7TS5AFT AT, SSHN—23 2 1 BKRT 2 TiREEhTLWS SSH
JE—N T )L#EEN Y R—NEh, & 5I(C Data Encryption Standard ( DES; 7 — X B SR i&

) & 3DES St Y /'k RENTVWET, SSHN—23a1E2ERDH. HEEAM
FHVWEEA,

BIRSR M
B4

CORFAIXVNCHEIZDEROERGEHYFEA,

FRTAIR—F> b

CHORFIXMNDERIE. CiscoPIXFirewall V7 R JIF7 N—232 718KV 80ICEDL
£ENDTY,

CORFIXVNOEHRE. REDFARELCLHZITNARACETVWTERENEZENDTT,
DRFAIXKNTHEAIZINTOTFNAARR, JUTR(T7#ILDN ) RETERZHRHBEL T
WET, RYRID—IHFMBEFOFZEE. ANV RAIREIBENSREZ T ICERL THL
BEABHVNET,

AE:SSHvV2 [, PIXIASAN—232 7x ETHR—RELTHEY, 7x LY EFHON—T3
TRYR—PEhFELA,

RECE
REIXY NRBOBME, YR TN T Y TAQKRE 2BRL TS,

CDHETE, CORFIXNTHBATAHEDEREICHERBREZERMLET,

X BREFIETIE., OV RZ A > £ E Adaptive Security Device Manager ( ASDM ) % {5 F
TRIDICHEZBBERERLTVET,

F OO AVTHEATATVWS AN ROFMZFAXNSICIE, Command Lookup Tool ( &
FI1—HYER ) ZFEALTSEEL,

XY BMNDID—UK

CHORFIXVNTRE, RORY ND—UVBEEERALTVET,
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PIX Inside
172.16.5.10/16

S5H Server

I !
LS

Roular PIX Qutside

S5H Clisnt S5H Client
A1, . . 4

10.1.1 2124 10.1.1.1/24 192,168, 200.172 172164 1116

CORFIXVNTR, ROREZFEALETT,

X IAVTA TITSAT I AND SSHT VAR
.SSHIOZAT7 > NOERAEE
. PIX DEEE

tXI1VFA PTSAFTIANDSSHFPOEA

EFIVTA TTZATANDSSHT 7V EAZRETRICE., ROFIEZRITLET,

1.SSH v 2 a>TCREICFIAMAOI—HFBENADT—RIVETYT, COEHZELTIC
FXD2O2OFENHYVET, I—FRENAT—RZFZEL. AAAZFERALET, BX
I pi x(config)#usernanme usernanme password password pix(config)#aaa authentication {telnet |
ssh | http | serial} console {LOCAL | server_group [LOCAL]} J¥: TACACS+ RADIUS AAA
H—NTI—TBEEBEL T, TORICLOCAL £4TFET (LOCAL FANFENENKX
BlEnET ), EF1UTA FPTIATATAVT N TREATATVE AN RTRE
NEWied, O—HI F—ER—AATEF AAAG—NERUI—HFBENAT—REZFEA
?%;t&?&;éb‘tbi@“o ;i @J pi x(confi g)#aaa aut hentication ssh consol e TACACS+
LocaL 3 T, 7A—INY OB LORIEO XA FRELTA—NI F—ER—A%
FRATEXT, ChzT5CE. LOCAL EWTZEADLET, Bl : pix(config)#aaa
aut hentication ssh console LoOCAL RIERFTF 7 AN NOI—F B px BXRTEFT7AIL KD
Telnet /NAT— Rcisco Z2FALET, XOANV RZEFEHTHE, Telnet NAT—RZ2ZE
BETZEZET, pix(config)#passwd password 3E: — — T password AN REFEHTHEET
EEIT, MAOOANRREEAUZEZEITLET,

2.SSH ICAETH B PIX Firewall D RSA AR T ZHER L F T, pix(config)#crypto key
generate rsa nmodul us nodul us_si ze JE: modulus_size ( EY NEAL ) (& 512, 768, 1024, &
2E 2048 DWINAZIBELET, BEITIRBES1-ILOHAAHNKREVEFE, RSA
BRTOERICETHIREIRSBYNET, E1024 FHEREIhET, F: RSAEBRTOE
BICEATAINRE, 7XKVEROPIXYTIRNIDIT7 N—=23a 2 TRERYET,
HON—232 TR, BEERTDRICRXSM D BEZRETIHLEN BYVET, E:NILF
OAVTFF AN E—RTR., EAVTFANDRSAF—ZERTADIHENHYVET, i,
JATADAVTHFAN E=R Tl crypto AN REHYR—BMENTVEHE A,

B EFIVTA FTTSAT U ANDERAIFTFIENTVEIRANEZEEELE T, cOON >
KTk, SSH ZFEAL LEBAFTAIENTVDIRANDODRELT RLA, XY NYAY,
BLRPAM U EZ—TIAAZEELET, CcOIANYRE, BROKRAKN, XY ND—T,
FLEREAVE—T I/ AR U TAETEANTEERT, OBITE, Inside lCHD 1D
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DRANE Outside ICHBD 1 DORARNFAETNTVWET, pix(config)#ssh 172.16.1.1
255. 255. 255. 255 inside pix(config)#ssh 10.1.1.2 255.255. 255. 255 out si de

A F7>a> . F7FIINT, EF21UTA TTI3ATAEFIESSHN—=2a 1 %
AL, N=232 2BBEON—23IVAOEGZFHRIZDCOICCOIN REASD
L & 9 :pi x(config)# ssh version <version_nunber> J¥: version_number & 1 £i=l& 2 T9,

5.F7>ar: F7AINTR. 5 PEEEBICE 2B SSHEY I EFKRTENET,
CDRALTINE, 1 ~60 DEMETDEDICERETEE T, pix(config)#ssh timeout

m nut es

SSHY9ZAF> hOEREZE

SSHEY>a aRVTVWBEIZ, PIX500 2 U—X X1 UTA4 FTSATAOI—HE
EOY A NATD—REAALET, SSHEYSI I EBEKBTDE, SSHI—YRIF7yO0>7
RARRENDEIC, EF2VTA PTSATARAAVYVY=ITRERYN (L) FRRENET

o

host name(config)# .

RY RARRENTVWTE SSH OMEICEFELFTEA. RY ROV -ILIZRRIENZD
. I—9FWEEN1TThnBH]., SSHEBI|PICH—NBHAIERE DD, XV E—DHFUWERET
BESLEhIKRTT, CNSNDRATR, ERT2HBAUNLZETEIHEN B ET, RV
NEETRREDOA > ZT—8T, 2F1VT4 FTZATANES—RETHY/N\TLTY
BWCELZ2HTEIHENTT,

SSHN—23av1x 2B FE>HE<KERDTORIONTHBD -0, BEfitEHYEBA, Bt
MOBBDIVSATUOREAIO—RLET, FMlE., THEETEL © "SSHISA T RD
AF U923 ESBLTLIEEL,

PIX DEEE
CORFIXVNTRAODREZFEALTVWET,
PIX DFE

PI X Version 7.1(1)
!

host nane pi x
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes
|
interface EthernetO
narei f outside
security-level O
i p address 192. 168.200. 1 255. 255.255.0
|
interface Ethernetl
narei f inside
security-level 100
ip address 172.16.5.10 255.255.0.0
|
passwd 2KFQhbNI dI . 2KYQU encrypt ed
ftp node passive
pager lines 24
ntu outsi de 1500
nmu inside 1500
no fail over
icnp pernmit any outside
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no asdm hi story enabl e

arp timeout 14400

route outside 10.1.1.0 255.255.255.0 192.168.200.1 1
ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00

ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute

I--- AAA for the SSH configuration usernane ciscouser
password 3USUcOPFU MCO4Jk encrypted aaa authentication
ssh consol e LOCAL http server enable http 172.16.0.0
255.255. 0.0 inside no snnp-server |ocation no snnp-
server contact snnp-server enable traps snnp

aut hentication |inkup |inkdown coldstar telnet tineout 5
I--- Enter this command for each address or subnet !---
to identify the | P addresses fromwhich !--- the
security appliance accepts connections. !--- The
security appliance accepts SSH connections from al
interfaces. ssh 10.1.1.2 255.255. 255. 255 outside !---

Al ows the users on the host 172.161.1.1 !--- to access
the security appliance !--- on the inside interface. ssh
172.16. 1.1 255.255.255.255 inside !--- Sets the duration
from1l to 60 mnutes !--- (default 5 minutes) that the
SSH session can be idle, !--- before the security
appl i ance di sconnects the session. ssh tineout 60
console tinmeout O ! class-map inspection_default match
default-inspection-traffic ! ! policy-map gl obal _policy
cl ass inspection_default inspect dns nmaxi num|length 512
i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp i nspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy globa
Crypt ochecksum a6b05f d04f 9f bd0a39f 1ca7328de91f7 : end

E:SSH ZFEAL TASAPIX DEBA 2V EZ—TIAARLLTIVEATSICE, XAOOAX Y RERT
L& T, ssh 172.16.16. 160 255. 255. 255. 255 Managenent

ASDM5.x ZER U E8&E

ASDM Z2fEAL T SSH @IFICT/NA AZRETDICE. XOFIEZ2RTLET,

1.ASDM ZFEAL TI1—Y%ZET B2k, [Configuration] > [Properties] > [Device
Administration] > [User Accounts] O JEIZiZIRL £7,
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2. ASDM ZfEA L T SSH AM AAA

AL ZERE T B [CIF. [Configuration] > [Properties] >

[Device Access] > [AAA Access] > [Authentication] D JEIZEIRL £9,
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[Device Administration] > [Password] O JEIZiEIRL £9,
) = o Cisco Swstius
@ % L Q0 O Q & d 2?2 |

Homea Conigu atimm Kol oring Sasrch Retnazn ] Halp .
Confguraion = Propemies = Desice Adminigirafion = Pasaond
M, |[+2% @inimeBE S
[ - Btarup YWizard Al Pazzwon
- '
Jli:.l_:, EI IM‘:'EE‘I“ Charga the prvilegad rode and Telnge: gasswonds.
pokcy - fElantSpoafing
B @l ARP — Erahle Pagswond
ﬁg i B Ao Lpdale :
0 B Cereate [~ change ihe pridlaged mode password. Thisis alsoihe passwond to log inka ASTIM.
AT V
B g Desice Accass . I
H . Tl FEs sl
ﬁg = 38 Devica Adminishati &
WFH { " CliBenner WEIN P A BN I
| --SgBRoat imagancon
‘;g ! 'GC _— SanfTeT e Fassward: I
Rt i ;---HL ansnls
| tgPDavice
@a | :..ﬁrp o Telnel Password
] ]
Clobel Otjecta | EMCMP Rules [ Change iha password to access the Pl consala.
E_,-l D nanagement A
P @R Hd Passward:
propetos | | 1o RN ! )
i rOfSecurs Copy | P Passward: I H
LSNP
! ;"HEM'-‘F Canfirem Maw Passeard: I
r-.ﬂTFTP Sarvar
-Epdlzer Arcounts
B fF DHCF Sanicas
b DME Client
- g F wllover Apaly I Resal I
T —— J'
1 3

Crevica cordiguration lnaded succassiulky, clzcouser AL | {5 | Sr2 06 6:30:38 AW LT

4. ASDM ZEA L TRIL RSA 8% 4K ¥ 2 -1k, [Configuration] > [Properties] > [Certificate]
> [Key Pair] DJEIZIBIRL, [Add] 20UV OL T, RREnBTF7FIINNOFT> a2z E
ALEY,




Secirfy Folcy

G

AT

e

WFH

]
&

Gloked Dijeta

Ed

Properies

L

E:} ng :.Ej Cisto Srstens

Rednazh Save

K
Sesrch Help L

r-.a':':"ﬁ‘.arlup Wizard =
G B

- EdantSpoafing

F-m AR

i"-ll.ﬁuu Vodate

& El cenfeste

' - EBduthentication

i s-EaEnmliment
- irnpoet Carineat:
| e
=-Sgharane Carfifics
aE Trustanird

|:i:| o Deica Arcess

B B8 Dt Adrminislrati
=i DHCR Sarvicas

- RS ONS Cliert

o [

[k Fragmant

. =) Hiztory Medrics

0 I 1P Audit

- B Logaing
:"EF'IIZIII‘I'!'GJBUE

(T L5

- EPEUNRPE Serer

b BTGP Cofions

. I Timeouis

Kizy Palt

R

Devica carfiguration lnaded succassiulky.

Cormgure the Key pairs 1o be used In cedincaes.

Mote: Operadons on thils crean ane applied immadiately upon camplaton and are iImevarsibis.

gy Pair Mamsa

Dl

e |
Refresh |

14 (2] | g 5506 6458 FMUTS

Clscauser

5.ASDM ZfEA L T SSH IC &k EHKEZHFTITBRANEEEL, N—23ERAMLTIN
NA72 32 EEET S, [Configuration] > [Properties] > [Device Access] > [Secure
Shell] DIEIZEBRL =,

: : S Ciseo Srsrens
@ (% 0|0 ©(Q @ Jd 2
Hune Confgu ation Korioring Bk Foravard Search Retnazn Saiva Halp
confgurdion = Propeties = Disice Acce
O, |¢2F e maBES
(et r-.ﬁ""ﬁfarlup Wizard Secure Ghell
E’.’l Bl 84 Setue
= i+ EAnt Spoafing
S Foley @ ARF Allowied SSH Varsiongs) m Timenut fill Frilfubes
ﬁg i"-!l.ﬁuu Undate
T g EJCenteate Specitr the ardressas of all hostametwotks which ars allowed to aoress the P
rf] il.lr"':'"‘i“ Access using Sacure Shell (SEH).
gg | EEpasa Boress
PN | E-BAHTTPSASON Indarface IP Addrass hask dd
| - 255 956 795 756 ——49
1}5 bL-EETeIne aulEice 112 266 266,255,265 Edil
Frofireg L';«.I-.ﬁ-l_'la'nca Ardrministation
‘ [ ' DHCF Serdcas Deleta |
@& b JEOIME i
Cickel Chiscta | - EEFsilover
' W Fragrnent
E..l - E= History Melrics
Properiies By P il
h:tl-m Legaing
i+ (2 Prority Queue
- HMREEL
:--QSJNHF‘C Serer
I~ BATCF Optiong
- Timenuts
S HEMURL Fillering
Analy I Resal I
‘J [
Dievica corfiguration lnaded succassiuly, clzcouser  MALZ) [ @ S06 868 M UTE




6. File > Save Running Configuration to Flash ®JEIZ 2 Y LT, REZREFELE T,
ﬁ Cisco ASDM 5.2 for ASA - 172.16.33.1
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2. ASDM ZfEA L T SSH A M AAA FREEZ R E T % [C Ik, [Configuration] > [Device
Management] > [Users/AAA] > [AAA Access] > [Authentlcatlon] DIEICERLET,

_____

3. ASDM Z AL T Telnet /NAT— RZZEF S I(CIE. [Configuration] > [Device Setup] >
[Device Name/Password] D JEIZEIRL £,
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[Certificate Management] > [Identity Certificates] D JEIZEIRL ., [Add] 20V Yy IL T, &

RENBTIAINOATS a2 ZEALET,
ﬂm f-.ii;-}.-:ufq.rm La Meniterieg Id-jsm Gﬁﬁm|ﬁaﬂ £ Formmd ?Hu:

Device Hanasgement 7 £

I~ B Management ks face 2
b SHMP
- Ee Mansg=ment dcosss Huk
E 5:'4 Syebem Imaga)C ol gur dlian
| By Activatian Kay
I ol Auko Update
% Dot ImageCorfigurabo
- ﬂ High fovalshity
i3 E Lagyng
5} i Lsers A
EF BB Certificats Manzgament
i Bim OB Certificakes
B ey Certficates
SR “res
ffs! DR
Ui HCP Sereer
F OhS
- é Advancss
= AP
s ARP S atic Taske
1 Ve HTTPR Reciredt
I~ "Hin S5L Cartficabes
1~ ) ristory Metrics

4
s
gﬁF_i:-ml

Eé Fefrate Access W

gg;t: to-Ske WP

&Dﬁu Haraganent

= Devve st

il

Configuration > Device Managemenl > Carbificabe M ansgement > |denbty Cerificsles

cisco

Issued To | Issuss By | Cupry Date |

Lsage | A

[ A Tdentity Cortificate

© Import the iderity cerdficabe from = Al

Decryplion Passpheasa: |

Fika b Trepuoet From: |

5= Wikl A rem aderlity cerbfatss!

oy P |-1l.l-er.t+ elEy s

Cortfoste Subject D% [Chi-ciscoesa
[~ Gererabe saf-signes cartificake

[T Actesacal corticete authoronond lssus . Hcokes by TLE-Fraws

Ik

igwmn irberFace, Yo can go o 250 Seltngs o

Apply | Reset |

5. 772 NOBRTHAFEELEVEEIZCNZEMT SIZ(E. [Add a new Identity
certificate] D T [New] Z0 U Y O L&Y, XRIC. [Generate Now] Z0 Y JLET,



@m r%cu-ﬁu.rﬂim| L] Harkorng 'ujs"" 0 Refresh aﬂad". \_.]r:- ward

Diewice Mansgemsnt o' ) 2

E i‘ Managumen| Accsss
E Systan Treage (Configuration
F High Awailasl ks
kB oo
EH g Lsersfhai
o ARG Sereer GROUpS
I~ S Awthenticazion Frompz
i~ il AR ccmss
i Crenanie Access Policss
Lkear Aoounis
FH Bl Certficate Managemert
!P Ch Cerifrates
=

] Derwice List

i FEI-EF

Bt O%5
E Hihearead

Eﬁ] Dieyice Satup
a Frewal

E-g Ruarraise Azzass VPR

Ghe=n-She VPN

V&

e e Management

g

D v J csco
Configuration = Device Mansgement > Coabficate Managemenl * lderdily Ceslificabes
ool To | T [ Erpiry ks | Lseys | wid |
Shaw Detas |
6 A Ldentsy Certoate | P e
™ Treport the ldanthy certficote Fram 2 flz: Firy |
Decreption Pagsphrees: I Instzl

Fila 0 Teagedt 5 om: |

3 SFee. ., Bam. I
o T

¢

& Add a ram idenciy cart icaba:

Koty P [ el all-REA Ky

| I Erder rov key par rams:
T |1l:.'-"1- -

giwen irkarfazs, Tou csn g bo 5L Sebtrge ko

Ii

Usage: (¥ Genera purposs " Specal
Gemaabow | Camd | Hbe |

6. ASDM Z2fEAL T SSH IC kB &K ZFFAI TR RARNZIBEL., N—232ERALT TN
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8. 75 VY 1L THREERETINESHNERRTHTOVT M RRENES, [Apply] &
BRUTEREZREFELE T,

fice Lisk

Telnet DERE

dAYV—=)IZTelnet 7O EAZEBML, 74 RIL RALTONERETDICEE,. JO0—-/N)L 3
>74F1L—>32 F—RTtelnet INRZRITLET, F7AINTR, 50874 RIL
REICHEES N Telnet EY > a2 @, EF21VT1 TT7F5ATAICEKNETENET, N
BICERELEIPZRLADLS Telnet 7O AZHBIBRTAICIE, COON RO noeXZFERAL
£¥9,

tel net {{hostnane | |P_address mask interface_nane} | {IPv6_address interface_nane} | {timeout
nunmber}} no telnet {{hostname | |P_address nmask interface_nane} | {IPv6_address interface_nane}
| {timeout numnber}}

telnet N> RZFEATRE, Telnet ZEALTCEFIUT A FTTSATAAVY—LIET Y
TATERRARNEEETERT,

EIXTOAVEB—TIAALTEF2IUTA TTIATAND Telnet ZEMIC TR &N
TEET, L, EF2VFT4 TTSAFT ALK, Outside 1 2 Z—T I A ANDITANT
D Telnet N5 749V N IPSec TREENE T, Outside 1 ZFZ—T I A4 AND Telnet £Y >
AVEEMCITBICEK, EXF1VTA TFTITIAT ALK ERENDIPRNT T4y 0SS
&SIZ Outside 1 X —7 T4 ALT IPSec 5% EL ., Outside 1 > X—7 I 4 AL T Telnet &
BMCLET,

FBE. EXAUTA LRI O0OTHID, A R—TIA ALK ERVAR—T I A
ADFE., PIXIASATRRZDARA—T I A AAND Telnet ¥FAIEhEFH A,

ﬁ:Telnet‘Iz‘y:/El‘/’ElﬁU'Ct#lUT'f FITSATVALT OV RARATR L GFHEBEEL
ho WAD—REE, nEGDT‘_&)G)?I/?//'V)HEﬁCI7U} THFARNTEBEENET,
TeInet@‘U‘-/\‘/??*f} DRNEBERIVF7 TFANODKATITONET, SSHEFEAHAL T, &V)
TFIVFT A REEhETF—FBEETOICENHREAET,

IP7RLAZANTEDEHERE., RYNMNIRTVEANTIHBENHYET, T7FILMNORY NY
AIEBYEBA. ABZXY RIT—I0OHTZY RD—9 IRATREALBVTIEEV, X
YRYARAVEIPT7RLADEY N YXAVICTEEREA, TIOEAZ 120 IP 7 RLAICHIRE
BRI, BAUTY RNT255 #FEALET (255.255.255.255 %% & ) .

IPSec "'HFBL TLVBDEHES, X1V T A THRESNTVEREVSA O EZ—T I/ AR (BER
Outside 1 VX —T7 I AR ) ZEETEEXT, PA&<<EE, cryptomap AN REZFRET S &
telnet IN> REFERHLTA VEZ—T I/ ABREIBETEET,

OAV=IA®D Telnet 7O EAADNAD—RZERETSHICIE, password IV RZERITLE
T, T7#IKEciscoTF, EDIPFRLANBERITCEFIUTA FTSA4AT72AAVY
— )T OEALTVR A ZRRTSICE, who DNV RERITLET, TUT 1 7% Telnet

OV—IIEv>araRTIBICE, kil O RERITLET,



Inside 1 > Z—7 I AND Telnet EY > 3> a2BWICTBICE. XOHlESBLTLIEZTL,
&l 1

COHBITIEE, FABN10.1.1.1 Q&Y. TenetBEHTOEF1IVTA FT7SA4F7>AIYV—)
TOEARFAENTVET,

pi x(config)#tel net 10.1.1.1 255.255. 255. 255 insi de

#l 2

L_G){ﬁJ'CLi %Y NDJ—710.0.0.0/8 DHH, Telnet BHATOEF1UT 1 FT7ZA4T>2A O
DI=IANDT I EAZFAETNTVERT,

pi x(config)#telnet 10.0.0.0 255.0.0.0 inside

%l 3

COHITIEE, IXTORY RD—9H, TelnetBATOEFIUTA TTSATAIAY—
IANDTOEAZHFATENTVET,

pi x(config)#telnet 0.0.0.0 0.0.0.0 inside

II‘/‘J—)L=\= D—R&&tlZaaa ANV RZHEATRHE. WY —/NZ2ERAL T Telnet O
DIV=NTOCARERATILENF HWET,

X 1—HYH aaa ANV RZERELTEF VT« )7747‘/7\Telnet]‘/‘J—)L TOEA

DRFEZEERL, AV—=IL OTFAVERNF XA LTI 5 SUTILAVY=Ihst
F1VFTA TTIAT VAT IOEATEET, CTLE?T’BC:(EIR enable password 1N > RT
BREENEEFIVTA TTSATAOI—HYRBENAT—REAHDLET,

EFIUFA FTSAFTYACENOIATENBEI, D2 Y—) Telnet £y S IV KT A
RIVIREEZ #IZ T2 H AR ZRETSICIE. telnettimeout IX > REFHITLET. no telnet
N> R& telnettimeout X > REHAEDEBTHEATRI LR TEERE A,

ROBIZ, EREYSI2 TARIVEEOEELEZRLET,

host nane(confi g)#tel net tinmeout 10 hostname(config)#show runni ng-config telnet tineout tel net
timeout 10 mi nutes

ACS 4.x T® SSH/Telnet DY HR— b

RADIUS O#EEIZDW TR &, SSH #eEm (7 RADIUS A" EATEE T,

Telnet, SSH, HTTP, £ UT7II AV —-IIEGEEFEALTEXF 1T TTS3A4T A
L7 9EALEKSELT, RSTAYIAFRIAREC—BTRE, EFIUFA FTSATUR
ABSI—HEENAT—RABEREIET, HEVTEFIVTA TTSATUAR

RADIUS (ACS ) H—/NIChs0ILFU I v ILEREL, H—NASOBEICEIVT CLI
TOEAZHFAXREFEBLET,

Ak, TAAAY—NEO—HDI F—EX—ADFKEs ® "AAAY—NEO—H) F—EFX—
ADYR—b, ZFRLTEEL,

FEZE, ROKSIC, ASAEF21VTA FTTSATARTO0CE, EF2VFTA14 T7S547F
VANEREEZTAND IPTRLANBETT,
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host nanme(confi g) #ssh source_| P_address nask source_interface
FME. TAAAY—NEO—HAIN F—EXR—ADEEL O 'SSHT7 I ADFA, Z2ZRL T
<z,

Cisco ASA Z#/N\—2 3> 82 UEIEELUBRICTBHEEE. TPIX/ASA : TACACS+ B LT
RADIUS H—NZHERALERY ND—O FOEADAHY hARIL—Z7OF T OEEH. £S5 HEL
TLEEL,

j 2

cOtUa>TR, BRENERICHEL TVWAEZRALET,

Output Interpreter Tool (OIT ) (BEI—HYEHRH ) TR, BE®D show I RAFFR—KEh
TVWET, OITZEAL T, show AN REIOBEMZER R TEET,

SSH OFINY T

SSHOFNY T ZAICFSIC1E. debugssh ANV RZRITLET,

pi x(confi g)#debug ssh SSH debuggi ng on
ROEDE, RAB 10.1.1.2 ( PIX ® Outside ) #*S pix NDFRIAEERNIHKIILicceZzRmLTY
9,

pi x#
Devi ce ssh opened successful ly.
SSHO: SSH client: IP ="10.1.1.2" interface # =1
SSH: host key initialised
SSHO: starting SSH control process
SSHO: Exchangi ng versions - SSH 1.99-Cisco-1.25
SSHO: send SSH nessage: outdata is NULL
server version string: SSH 1. 99-Ci sco-1. 25SSHO: recei ve SSH nessage: 83 (83)
SSHO: client version is - SSH 1.99-3.2.0 SSH Secure Shell for W ndows
client version string: SSH 1.99-3.2.0 SSH Secure Shell for W ndowsSSHO:
begin ser ver key generation
SSHO: conpl ete server key generation, elapsed tine = 1760 ns
SSH2 0: SSH2_MSG KEXI NI T sent
SSH2 0: SSH2_MSG KEXINIT recei ved
SSH2: kex: client->server aesl128-cbc hmac-nmd5 none
SSH2: kex: server->client aes128-cbc hmac-nmd5 none
SSH2 0: expecting SSH2_MSG KEXDH I NI T
SSH2 0: SSH2_MSG KEXDH INI'T recei ved
SSH2 0: signature length 143
SSH2: kex_derive_keys conpl ete

SSH2 0: newkeys: node 1

SSH2 0: SSH2_MSG _NEWKEYS sent

SSH2 0: waiting for SSH2_ _MSG NEVKEYS

SSH2 0: newkeys: node 0

SSH2 0: SSH2_MSG _NEWKEYS recei vedSSH( pi x): user authen nethod is

‘no AAA', aaa server group ID=0

SSH(pi x): user authen nmethod is 'no AAA', aaa server group ID =10
SSH2 0: authentication successful for pix !--- Authentication for the Pl X was successful. SSH2
0: channel open request SSH2 0: pty-req request SSH2 0: requested tty: vt100, height 25, width
80 SSH2 0: shell request SSH2 0: shell nessage received

pix Tld < pix1 0)&'\9(:‘_\ I—HYHAELLBVI—FEZADLLEES, PIXFirewall TIFE
FEBENET, XROFNYITHIE., REULERIAZRLTVET,

pi x#
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Devi ce ssh opened successfully.

SSHO: SSH client: IP = "10.1.1.2" interface # =1

SSH: host key initialised

SSHO: starting SSH control process

SSHO: Exchangi ng versions - SSH-1.99-Ci sco-1.25

SSHO: send SSH nmessage: outdata is NULL

server version string: SSH 1. 99-C sco-1. 25SSHO: recei ve SSH nessage: 83 (83)

SSHO: client version is - SSH 1.99-3.2.0 SSH Secure Shell for Wndows client version
string: SSH 1.99-3.2.0 SSH Secure Shell for WndowsSSHO: begi n server key generation

SSHO: conpl ete server key generation, elapsed time = 1960 ns

SSH2 0: SSH2_MsSG KEXI NI T sent

SSH2 0: SSH2_MSG KEXINIT received

SSH2: kex: client->server aesl128-cbc hnmac-nd5 none

SSH2: kex: server->client aesl128-cbc hmac-nd5 none

SSH2 0: expecting SSH2_MSG KEXDH I NI T

SSH2 0: SSH2_MSG KEXDH INI'T recei ved

SSH2 0: signature length 143

SSH2: kex_derive_keys conplete

SSH2 0: newkeys: node 1

SSH2 0: SSH2_MSG _NEVKEYS sent

SSH2 0: waiting for SSH2_MSG _NEWKEYS
SSH2 0: newkeys: node 0O

SSH2 0: SSH2_MSG NEVKEYS recei vedSSH( pi x1): user authen nethod is

‘no AAA', aaa server group ID =20

SSH(pi x1): user authen nethod is 'no AAA', aaa server group ID =0

SSH2 0: authentication failed for pixl !--- Authentication for pixl was not successful due to
t he wrong usernane.

BRI, I—YHFELKBWNRAT—REZAHDLESRE, TNV THATRERFBREICKREKLIZC L
FRENEXT,

pi x#

Devi ce ssh opened successfully.

SSHO: SSH client: IP ="10.1.1.2" interface # =1

SSH: host key initialised

SSHO: starting SSH control process

SSHO: Exchangi ng versions - SSH1.99-Ci sco-1.25

SSHO: send SSH message: outdata is NULL server version string:
SSH- 1. 99- Ci sco- 1. 25SSHO: recei ve SSH nessage: 83 (83)
SSHO: client version is - SSH 1.99-3.2.0 SSH Secure Shell for
W ndows client version string:SSH 1.99-3.2.0

SSH Secure Shell for WndowsSSHO: begin server key generation
SSHO: conpl ete server key generation, elapsed tinme = 1920 ns
SSH2 0: SSH2_MSG KEXI NI T sent

SSH2 0: SSH2_MSG KEXINIT received

SSH2: kex: client->server aesl28-cbc hmac-nd5 none

SSH2: kex: server->client aesl28-cbc hmac-nd5 none

SSH2 0: expecting SSH2_MSG KEXDH INI'T

SSH2 0: SSH2_MSG KEXDH INI'T recei ved

SSH2 0: signature |ength 143

SSH2: kex_derive_keys conplete

SSH2 0: newkeys: node 1

SSH2 0: SSH2_MSG NEVKEYS sent

SSH2 0: waiting for SSH2_MSG NEVKEYS
SSH2 0: newkeys: node 0O

SSH2 0: SSH2_MSG _NEVKEYS recei vedSSH(pi x): user aut hen net hod
is 'no AAA', aaa server group ID=0
SSH(pi x): user authen nethod is 'no AAA', aaa server group ID =20
SSH2 0: authentication failed for pixSSH(pix): user authen method
is 'no AAA', aaa server group ID=0
SSH2 0: authentication failed for pix !--- Authentication for PIX was not successful due to the
wrong password.

FPOTA47HBSSHEYS I ORR




BHREhTVBESSHEYZ 3 o, BLTPIXICXNTIELREZEZITAICE. X0ON
Y RERTLET,

pi x#show ssh session SID Client I P Version Mde Encryption Hrac State Usernane 0 10.1.1.2 1.99
I N aes128-chc nd5 SessionStarted pix OUT aesl128-cbc nmd5 SessionStarted pix

ASDM ZfERAL Tt Y > 3> ZKRRTSICIE. [Monitoring] > [Properties] > [Device Access] >
[Secure Shell Sessions] M EIZEIRL £,

23F8 RSA @D &R

tF1UTA TT7SATALO RSABOLARABLZERTRIDICE., KONV RERITLE
EE

pi x#show crypto key nypubkey rsa Key pair was generated at: 19:36:28 UTC May 19 2006 Key nane:
<Def aul t - RSA- Key> Usage: General Purpose Key Mdulus Size (bits): 1024 Key Data: 30819f 30
0d06092a 864886f 7 00010101 05000381 8d003081 89028181 00c172f4 95f66c34 2c2ced37 aa3442d8
12158c93 131480dd 967985ab 1d7b92d9 5290f 695 8e9b5b0d d88c0439 6169184c d8f b951c 19023347
d6b3f 939 99ac2814 950f 4422 69b67328 f64916b1 82e15341 07590da2 390f befd 38758888 7319196¢C
de6laefl 165c4bab 03d081d5 ddaf 15cc c9ddb204 c2b451e0 f19ceO0f 3 485b1d69 8b020301 0001

Configuration > Properties > Certificate > Key Pair D JEIZiEIR L, ASDM ) RSA ¥—%XKR~T S
728 IZ TShow Detailsa 27U Y U LTT&E L\,

hSTAYI—F 42

TR, REDRS TN 1—F 4 JICRIOBERICOVTHBALET,

PIXA25S RSABREHIBRT D HE

PXVY7RIDITETYTYIL—RUEY, PXOSSHN—> 3> aZBETRHRSEE., KRR
&2 TIE RSA F—%HIBRL TBERTDCENVEIZEZBEN HYET, PIXHS RSABAXR
TZEIBRTDICIE, XOOX RERITLET,

pi x(config)#crypto key zeroize rsa
Configuration > Properties > Certificate > Key Pair ®JEIZiER L, ASDM & RSA ¥—ZHIBRT 3
=®HIZ TDeletes 27 Y 7 LTTEL,

SSH ##RICc kTS

PIXIASA TRODIZT— XY —IHFRTRENET,

%°| X| ASA- 3-315004: Fail to establish SSH session because RSA host key retrieval fail ed.
FThICHWLT, SSHIZAT NI UICRK, ROIT— XY E2—IHFRTENET,

Sel ect ed ci pher type <unknown> not supported by server.
CORBEZBRIDICIE,. RSABRZHIRRL, BEBLET. ASANS RSABNRTZHIBRT S IC
. RO RZRHTLET,

ASA(config)#crypto key zeroize rsa

MLLVEBZERTSICE, ROOXY RZRITLET,



ASA(config)# crypto key generate rsa nodul us 1024

SSH ZEAHLTASAICFZVEATERL

IZ—XvtE—2

ssh_exchange_i dentification: read: Connection reset by peer

COBEZBRRITDICE., XROFIEZETLET,
1.ASAZ)O—RTBDH, FLEEFESSHICHELLEINTORES LT RSABEZHIBRLET
2.SSHOY > RZE#ERL T, RSABEZEEERLET,

SSH ZEALTEAH) ASACT VAT HC ENTAEE

ASARR7I—)ILA—/N—TFT—RIZHBDEZE, VPN N ZRIICE2TAE /N4 ASA IZ SSH (C
AREMEOHZDTREBZEVTT, ChESSHOEODSERNT T4V INAZ/)NA ASA D
outside 1 > XA—T7 I/ AZRTEVSEBRHICKYET,

BYE1E ¥R

. CiscoPIX500 ) —A 2F*1 VT4 PTSAFUAR

. Cisco ASA 5500 > ) —XiBiBtEF*1VT1 PTFFATF A
. Cisco PIX Firewall YV 7Z RO I T

. CiscoSecure PIX 77 AF A=) AR UT7FLA

. SSH #RDERTE : Cisco L—RB R Cisco At ML —4&
- Requests for Comments ( RFC )

cTOZHAIYR—bE RFI XD B - Cisco Systems
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