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@& Edit Internal Group Policy: payroll
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ACLID: 110
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Configure ACLs.
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- NotApplied— x|

—

» »

pss.2s52550 7]

permit IF access from ANY source to the subnet used by all employees (10 827 0724)

10. ACE MEMAET LIS, [OK|Z2T7UYILET,



% ACL Manager

Add ACL
Time Range 4|

Configure ACLs.
2 Rule Action Source Dizstination Sanice Log Lewel
Enabled Hosthetsork Hostitebsork Intersal
30
| " W | a@any w108 28007 - Mot Applied -

W Al trafic

&3 Derytrafic

Ok QJ Cancel

Help |

-- Mot Applied --

M. IN—=T"RI—DT14INE2ELT, BINDFIETEEBIVOANLLE ACL ZBIRLET,
ETLES, [OK|Z20UYOLET,



g= Edit Internal Group Policy: payreoll
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% Preview CLI Commands E]

The fallawing CLI commands are generated based on the channes you made in ASDM. To
send the commands to the PL, click Send. To not send the commands and continue making
changes in ASDM, click Cancel.

access-list 10 line 1 remark permit IP access from ANY source to the payroll subnet (10.8.28.0/24 = |
access-list 10 line 2 extended permit ip any 10.8.28.0 255 255 2550
access-list 10 line 3 remark permit IP access from ANY source to the subnet used by all employe:
access-list 10 line 4 exended permitip amy 10.8.27.0 255.255.255.0
group-policy payroll attributes

wpn-filter walug 10

4| | LILI
Send [\J Cancel

]
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& Edit Tunnel Group x|

Mame:  |payroll Type: |ipsec-ra

General ] IFSec|

Configure general access atibutes from the fallowing sub-tabs.

Basic ] .l'.-l-.F-.l Client Address Assignmant | Advanced |

oroup Palicy: [N |

[T Strip the realm from username before passing it on to the A8 server

[~ Strip the group from usermame before passing It on 1o the AAA sorver

0] h | Cancel Help
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[ Edit Internal Group Policy: engineering
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B Edit Tunnel Group %]

Mame:  [engineering Type: |ipsec-ra
Eeneral ] IPSet |

Configure general access atlributes from the following sub-labs

Bagic | .ﬂ.ﬁ.ﬁ.] Client Address .ﬁ.ssignmentl .ﬁ.d?ancedl

Group Policy: anginearing H

[ Strip the realm from usamamea before passing it on to the A% samer

[ Strip the group from usemame before passing it on to the AAA semver

L] Cancel Heln
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<tfroot>

ASAWCSC-CLI(config)#



access-list 15 remark permt |P access from ANY
source to the payroll subnet (10.8.28.0/24)

ASAwWCSC-CLI(config)#

access-list 15 extended permt ip
any 10.8.28.0 255.255.255.0

ASAwWCSC-CLI(config)#

access-list 15 remark Permt | P access from ANY
source to the subnet used by all enployees (10.8.27.0)

ASAWCSC-CLI(config)#

access-list 15 extended permt ip
any 10.8.27.0 255.255.255.0

ASAwWCSC-CLI(config)#

access-list 20 remark Permt | P access from ANY
source to the Engi neering subnet (192.168.1.0/24)

ASAwWCSC-CLI(config)#

access-list 20 extended permt ip
any 192.168.1.0 255.255.255.0

ASAwWCSC-CLI(config)#

access-list 20 remark Permt | P access from ANY
source to the subnet used by all enployees (10.8.27.0/24)

ASAWCSC-CLI(config)#

access-list 20 extended permt ip
any 10.8.27.0 255.255.255.0

EBBBVPNTRLA7T—ILZ22EELET, 1 DIBEEHFOVE—NI-—HAH. £5 1
DEFEMEBOVE—~ I-HFHTT,

<#root>
ASAwWCSC-CLI(config)#

ip local pool Payroll-VPN
172.10. 1.100-172.10. 1. 200 mask 255. 255.255.0

ASAWCSC-CLI(config)#

ip local pool Engineer-VPN 172.16.2.1-172.16.2.199
mask 255. 255. 255.0



JBREHOI—FHFEHRL LSS BERAET DRI —2EHLET,

<#root>
ASAWCSC-CLI(config)#

group-policy Payroll internal

ASAWCSC-CLI(config)#

group-policy Payroll attributes

ASAWCSC-CLI(config-group-policy)#

dns-server value 10.8.27.10
ASAWCSC-CLI(config-group-policy)#

vpn-filter value 15

I--- Call the ACL created in step 1 for Payroll.

ASAWCSC-CLI(config-group-policy)#

vpn-tunnel - prot ocol | PSec

ASAWCSC-CLI(config-group-policy)#

def aul t - domai n val ue payrol|.corp.com

ASAWCSC-CLI(config-group-policy)#

addr ess-pool s val ue Payrol | - VPN

!I--- Call the Payroll address space that you created in step 2.

4. COFERF, BMEBIIN—T AT THAIEUNEFIEI EALUTT,

<#root>
ASAwWCSC-CLI(config)#

group- policy Engi neering interna

ASAwWCSC-CLI(config)#



group-policy Engineering attributes

ASAwWCSC-CLI(config-group-policy)#

dns-server value 10.8.27.10

ASAwWCSC-CLI(config-group-policy)#

vpn-filter value 20

I--- Call the ACL that you created in step 1 for Engineering.

ASAWCSC-CLI(config-group-policy)#

vpn-tunnel - protocol | PSec

ASAWCSC-CLI(config-group-policy)#

def aul t - domai n val ue Engi neer. corp.com

ASAWCSC-CLI(config-group-policy)#

addr ess- pool s val ue Engi neer- VPN

I--- Call the Engineering address space that you created in step 2.

A=A I—YZEHRL, VY—ANOT I AHRZERIZI—HFICXHLTEMEZE
WETERY,

<#root>
ASAWCSC-CLI(config)#

user nane engi neer password ciscol23

ASAWCSC-CLI(config)#

user nane engi neer attributes

ASAWCSC-CLI(config-username)#

vpn- gr oup- pol i cy Engi neering

ASAWCSC-CLI(config-username)#

vpn-filter value 20

ASAWCSC-CLI(config)#



usernane nmarty password ci sco456

ASAwWCSC-CLI(config)#

usernane nmarty attributes

ASAwWCSC-CLI(config-username)#

vpn- group- pol i cy Payr ol

ASAwWCSC-CLI(config-username)#

vpn-filter value 15

EERI-—TOBERI—Z228C RV ITN—TZERLET,

<#root>
ASAwWCSC-CLI(config)#

tunnel -group Payroll type ipsec-ra

ASAwWCSC-CLI(config)#

tunnel -group Payroll general -attributes

ASAWCSC-CLI(config-tunnel-general)#

addr ess- pool Payrol | - VPN

ASAWCSC-CLI(config-tunnel-general)#

def aul t - gr oup- pol i cy Payrol

ASAwWCSC-CLI(config)#

tunnel -group Payroll ipsec-attributes

ASAWCSC-CLI(config-tunnel-ipsec)#

pre-shared-key tinmel234

BB -—YORERV—ZBC NI TJIL—TZERLET,

<#root>
ASAwWCSC-CLI(config)#

tunnel - group Engi neering type ipsec-ra



ASAWCSC-CLI(config)#

tunnel - group Engi neering general -attributes

ASAWCSC-CLI(config-tunnel-general)#

addr ess- pool Engi neer- VPN

ASAWCSC-CLI(config-tunnel-general)#

def aul t - gr oup- pol i cy Engi neering

ASAWCSC-CLI(config)#

tunnel - group Engi neering ipsec-attributes

ASAWCSC-CLI(config-tunnel-ipsec)#

pre-shared-key Engi nel23

REDAANTTTDE, KFETDLSIBREICENET,

TINAAE

<#root>
ASA-AIP-CLI(config)#

show runni ng-config

ASA Version 7.2(2)

!

hostname ASAwCSC-ASDM

domain-name corp.com

enable password 9jNfZuG3TC5tCVHO encrypted
names

[

interface Ethernet0/0

nameif Intranet

security-level 0

ip address 10.8.27.2 255.255.255.0
!

interface Ethernet0/1

nameif Engineer

security-level 100

ip address 192.168.1.1 255.255.255.0
!

interface Ethernet0/2

nameif Payroll

security-level 100

ip address 10.8.28.0

!

interface Ethernet0/3

no nameif




no security-Tlevel

no ip address

|

interface Management0/0

no nameif

no security-Tlevel

no ip address

|

passwd 2KFQnbNIdI.2KYOU encrypted

ftp mode passive

dns server-group DefaultDNS

domain-name corp.com

access-1list Inside_natO_outbound extended permit ip any 172.10.1.0 255.255.255.0
access-1list Inside_natO_outbound extended permit ip any 172.16.2.0 255.255.255.0

access-list 15 remark permt |P access from ANY source to the
Payrol | subnet (10.8.28.0/24)

access-list 15 extended pernmit ip any 10.8.28.0 255.255.255.0

access-list 15 remark Permit |P access from ANY source to the subnet
used by all enpl oyees (10.8.27.0)

access-list 15 extended pernit ip any 10.8.27.0 255.255.255.0

access-list 20 remark Pernmit | P access from Any source to the Engineering
subnet (192.168. 1.0/ 24)

access-list 20 extended pernit ip any 192.168.1.0 255.255.255.0

access-list 20 remark Pernmit |P access from Any source to the subnet used
by all enployees (10.8.27.0/24)

access-list 20 extended pernit ip any 10.8.27.0 255.255.255.0

pager lines 24
mtu MAN 1500

mtu Outside 1500
mtu Inside 1500

ip local pool Payroll-VPN 172.10.1.100-172.10.1.200 mask 255.255.255.0
ip local pool Engineer-VPN 172.16.2.1-172.16.2.199 mask 255. 255.255.0

no failover

icmp unreachable rate-limit 1 burst-size 1

asdm image diskO:/asdm-522.bin

no asdm history enable

arp timeout 14400

global (Intranet) 1 interface

nat (Inside) 0 access-Tist Inside_natO_outbound

nat (Inside) 1 192.168.1.0 255.255.255.0

nat (Inside) 1 10.8.27.0 255.255.255.0

nat (Inside) 1 10.8.28.0 255.255.255.0

route Intranet 0.0.0.0 0.0.0.0 10.8.27.2

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute

group-policy Payroll internal
group-policy Payroll attributes
dns-server value 10.8.27.10
vpn-filter value 15
vpn-tunnel - prot ocol | PSec

def aul t - domai n val ue payroll.corp.com
addr ess- pool s val ue Payrol | - VPN
group-policy Engineering interna
group-policy Engineering attributes
dns-server value 10.8.27.10




vpn-filter value 20
vpn-tunnel - prot ocol | PSec

def aul t - domai n val ue Engi neer. corp.com
addr ess- pool s val ue Engi neer- VPN

user nane engi neer password LCaPXl . 4Xtvcl aca encrypted

user nane engi neer attributes

vpn- group- pol i cy Engi neering

vpn-filter value 20

usernane nmarty password 6XmywQOOti YnUDN encrypted privilege O
usernane narty attributes

vpn- gr oup- pol i cy Payrol

vpn-filter value 15

no snmp-server location

no snmp-server contact

crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac
crypto dynamic-map Outside_dyn_map 20 set pfs

crypto dynamic-map Outside_dyn_map 20 set transform-set ESP-3DES-SHA
crypto map Outside_map 65535 ipsec-isakmp dynamic Outside_dyn_map
crypto map Outside_map interface Outside

crypto isakmp enable Outside

crypto isakmp policy 10

authentication pre-share

encryption 3des

hash sha

group 2

Tifetime 86400

tunnel -group Payroll type ipsec-ra
tunnel -group Payrol |l general-attributes
addr ess- pool vpnpool
def aul t - gr oup-pol i cy Payroll
tunnel -group Payroll ipsec-attributes
pr e-shared-key *
tunnel -group Engi neering type ipsec-ra
tunnel - group Engi neering general -attributes
addr ess- pool Engi neer- VPN
def aul t - gr oup- pol i cy Engi neering
tunnel - group Engi neering ipsec-attributes
pr e-shared-key *

telnet timeout 5
ssh timeout 5
console timeout 0
|
class-map inspection_default
match default-inspection-traffic
|
!
policy-map type inspect dns migrated_dns_map_1
parameters
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns migrated_dns_map_1
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny




inspect esmtp

inspect sqlnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp
|
service-policy global_policy global
prompt hostname context
Cryptochecksum:0e579c85004dcfb4071c
: end
ASA-AIP-CLI(config)#
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