PIX/ASA : ASDM/CLI ZfrUE VPN OSA T
N 1—H(Cx 9% Kerberos 25E 8 & UF LDAP
SRt —/N\ TN —7 OREHI

>

HIX

BE

Bl 2 2% A4

B

FERYTDIR—F b

BER M

RECE

ES3H

ASDM (&% VPN 11— OFB3EE & UEF A DEYE
soal F—/NEFFAI Y —/\DERE

%’S\EE&SJ'\U‘E’FEJODT:&W) VPN b >R TN —T DFRE

CLIIC&% VPN I —HOFRESH L PFFAI DERTE
E2

hSTNA=F 4T

BIE SR

BE

D RFI1XKNTIE, Cisco Adaptive Security Device Manager ( ASDM ) ZfEfH L T, Cisco
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TEBRETDHZEICODVTHALET, OfITRE, VPN AL TIL—T DRI —ICK2

TH—NTIL=THEREh, BEI1-—UHIFRIASITHFITEIET,

k
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CORFIXRNTIEF., PIXHATEEICEHEL TVWT, Cisco ASDM TREZZEE TEDLDICER
EENTVWBHEEELTVWET,

HE:PIX Z ASDM TRETEDLSICTSICEF. "TASDM TO HTTPS 7V L ADFH 1 258
LTL<EZL,

FATRIR—Fb

CORFIXVRNOBERE. ROVIRIITEN—RIITON-IIVICEIKEDTT,


//www.cisco.com/en/US/docs/security/asa/asa71/configuration/guide/mgaccess.html#wp1047288

. Cisco PIX Security Appliance Y 7 R DT T7 N—2 32 7.x A&

. Cisco ASDM N—< 3> 5.x A&
CORFIXYNOERE. BEOTRARRICHDZTNAARACETVTHEREAEZEDNTY, C
DREFIXKNTERATDZINTOFNAARR, JUTB(T7FIN ) RETHEZZRHBLT
WET, XYRND—IFBBPOEEE. IV RIREITEENEEEZT2ICEREL THL
RENFHYNET,

BEEH M

()

%E k., Cisco Adaptive Security Appliance (ASA) N—2 3> 7x TEFEATEET,

2.
M

RFIXDRREOFHME., RO TIZANTAYTAOREE 2ZRLTEEL,

R

VPN 1—HIZRETBEEIE. PIXIASA7TXY 7 NI 7 CHERAABELSRIES ROCEFTARNT
NTHR—PENTVB LR EB A, ROERE, VPN I—HICHL TERTEERHROF
WERLET,

Loca||RADIU |[TACACS sDIINT Kerbero |LDA
I S + S P
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;"“ o o o o o o L
5 A3 B3
A o o L L L L o

¥ : CoBITIE., Kerberos AMREEICHERAE N, LDAP A" VPN 1—HOHFAIICHERAENET,
ASDM [C &% VPN 1—H DFRES KU FFA] DERTE
BRAL Y — /N —NNDORE

RDFIEZETL T, ASDMIZ&D VPN I—HORIABS RCEHFAH—NITIN—T2RELET

o

1. [Configuration] > [Properties] > [AAA Setup] > [AAA Server Groups] Zi#RL, [Add] Zo V)
YIOLERT,


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

BB Ciecn ASDM 5.0 for PTX

LA L2147

=

Ciseo Sverems

O v Q

Flle FHu =z Zearcy Qpboons Tools ‘Wizards Halp
Homea lm‘rl'hllﬂ'hrl Ao i Flacs

S

|
3
g

S i 55y IR

Buking Block=

S0

Cevice
Beoknistration

Properies

vazards < |

B Fidvancee
¢ EdAnikzacoing
=W Frasoment
= mATGE Oplions
LI Timenuls
-~ waARF Slalic Takle
e At Upate
B ' DHCE Senicas
= [ HCF Sarer
B DHCF Aaky
SADIKE Clisrd
i Fallcuer
-- &= History Walrics
FHIE P it
IR ALt Policy
LRGP Auet Sigraba
e+ Lagoing
=3 Lnggirg Selup
~- [ Bvent Lists
F iz Logaing Filzrs
= Svsiog Setup

- By Svzing Sevars |

i-c el

Forssand Saanch

Featuras Card]

—AAA Sareer QrouEs

Confguee S48 gervar aroups ancd e protacols tha devica sl use 1 communlcsta with
each group, Indiidual seraers mus! be confeured for el groups

Senvar Droup Frowegl | Accownting Mode | Rescovation Mode o i'"ﬁ_u'i"t!l
Edil
Jaleta I
| | 3|
HREDY | Reze] |
| zisEn HLa {1 5 2 [ | 1H 2506 10:22:03 PR LT

2. ULV —NJIIL—T7ogaizERL., ORI ZEIRLET, [Accounting Mode]
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@& Add AAA Server Group

Configure A8% server group. The Accounting Mode attribute is only
applicable for RADILIS and TACACS+ protocols.

Serer Group: fry_authent_grp

Protocal:
Accounting Mode: " Simultaneous {* Single
Reactivation Maode: + Depletion " Timed

Diead Time: |1 1] minutes

Max Failed Attempts: |3

ik [}I Cancel Help

BLAFYT 1 BT 2 ERELT, HLLWHTY—N IL—TEERLET.



@& Add AAA Server Group

Configure A8% server group. The Accounting Mode attribute is only
applicable for RADILIS and TACACS+ protocols.

Serer Group: fry_author_grp

Protocol: il

Accounting Mode: " Simultaneous {* Single
Reactivation Maode: + Depletion " Timed
minutes

Dead Time: |1n

Max Failed Attempts: |3

ik %l Cancel Help

4. [Apply] Z0 )Y OLTTFNAAICEEZEEFELET,
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§& Preview CLI Commands x|

The following CLI commands are generated based on the changes you made in ASDM. Ta
send the commands to the PE, click Send. To not send the commands and continue making
changes in ASDM, click Cancel.

I aaa-server my_authent_orp protocol kerbaros =]
aaa-serer my_authent_aorp protocol kerberos
reactivation-mode depletion deadtime 10
max-failed-atiempts 3
aaa-ganer my_author_orp protocol ldap
aaa-serer my_author_grp protocal ldap
reactivation-mode depletion deadtime 10
max-failed-attermpts 3

f o

Send % Cancal

FUKERLEH—NTIL—T1C, RIABRTHFTH—NEANTISENHYFET,
6. [Configuration] > [Properties] > [AAA Setup] > [AAA Servers] ZiZIRL ., [Add] Z0 )Yy IL
9,
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x|

Server Group: fry_authent_grp |
Interface Mame: inside I
senver IP Address: 172221100

Timeout: 10 seconds

Kerberos Parameters

Server Port: 88

Retry Interval: 10 seconds j

Kerberos Realm: |REALM.CISCO.CORM

Ik %l Cancel Help
Server

Group : AT Y7 2 TREU LAY —/N I —7%&BIRL £, Interface Name : H—/\
FEEHIZDAR—T I A AZERLET, Server IP Address : F2iET—/XD IP 7 RL A
ZERELE T, Timeout : H—/\HSORNBEZFRITIHAEE (WEMN) ZEEELET,
Kerberos /\'Z X—# : Server Port : 88 /", Kerberos DZE#R— N TT, Retry Interval : 44
ExBRITEREEIRIRL £9, Kerberos Realm : f£H 9 % Kerberos LILADOZRIZADL
£9, cnld, BE, IXTAXZFOD Windows RX (> X—ATTY,
8. FFAI—NZRBRELET, ETLES. [OK|ZOUYILET,




x|

Server Group: try_author_arp |
Interface Mame: inside I
senver IP Address: 172221101

Timeout: 10 seconds

LOAF Parameters

Server Port: a4

Base DM: ou=cisco

SCope: One level heneath the Base DN j
Maming Attributeds): uid

Login D

Login Password:

izanfirm Login Passward:

Ik %J Cancel Help
Server

Group : ATY 7 3 TRELVEFATH—/NTI—7%BIRL X, Interface Name : H+—/\
NEHEITDAIR—TIAAZERLUET, Server IP Address : FAJHH—/YD IP 7 RL A
ZEELET, Timeout: Y —N\HASOIEBEEFHIZ>2BAEE (RDEMN ) ZEELET,
LDAP /\Z X—2A : Server Port : 389 A", LDAP 77 # )L N R—NT9, Base DN : Hy—
NHFFAERZZELLESRRZHBIDHDENDH S, LDAPREERNOBZFHRZAILET,
Scope : T—/\HNHAERZZELLESKREITDIVLENHS LDAP KENEHHEZBIRLET
- Naming Attribute(s) : LDAP 5—/XO I NUZ—EI(CHAI T2 - OHICFERAT X5
BEEMEADLET, —BOBHEBME. —#B (cn) &1—4ID (uid ) T, Login
DN : Microsoft Active Directory ¥ — /N7 &, —&BD LDAP H—/N Tk, fttd LDAP ##ED
EREZTANDHIC, RBEEBFENAVTAVITBATTFNA AN N RO IA DV ZEILT
BPRENHVYET, [LoginDN] 7 1 =)L RiF, BEEFEZF ODI—TOR/FMEICHNLTS,
TINAADFRIABFHEZERLET, LEAE. cn=administrator E EXLET. BERT Y
EADBER., COTA—=ILRETSUDEFIZLET, Login Password : Login DN ®




NAD—RZAHLET, Confirm Login Password : Login DN ®/NAT — REZBERLET

9. IXNT ORI —NEFTT—NZEMLEES, [Apply] Z0 VY O ULTTFNAARICEEZE
BEELET, 7LEI—TFBLS5ICPIXZRELTVRHERK., RITHOREICEMNEND
ARV RAPIXTTLEI—EhET,

10.[Send] 2O VY U LTFNAARICOR > REZEELE T,

RS ITHADLEDHD VPN b XL TIL—T OERE

ROFIEZRITLT, VPN R RN TIN—=TICRELIEY—NTI—-TZEMLET,

1. [Configuration] > [VPN] > [Tunnel Group] Zi#RL ., [Add] Z2VU vy oL T, HILLW KX
IIN—T%ERTHH, Edit] 20V vIOL T, BEOIIN—TZZEELFT,
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£ Add Tunnel Group i

\dentity General | Client Address assignment| IPSec| Advanced|

Group Paolicy: [DﬂtGrn Palicy EI

[ Sirip the realm frorm username before passing it on fo the AAA server

[~ Strip the group from usemame before passing it on to the AAA server

To set authentication server group per interface, go fo the Advanced tab,

Authentication Server Group: |rmf_authent_grp 3
[ Usae LOCAL if Server Group fails

Authorization Sarver Group: |my_author_grp =

[~ Users must existin the authorization database to connect

Accounting Server Group: | Mone - ;J

Ok M Cancel Help

3. 247232 HLWARIL TI—T2EBMLEBERE. TOHORTDOEY DINTX—
REFRELET,

4. ZFTLES, [OK|ZV2VUYOLET,

5. N\ZRIL TIL—TDREETTLES., [Apply] Z2 VY IO LTTFNA AICEEZEELE
T 7LEI—FBLDICPIX EZRELTVRBEEK., RITFORXRECEMENZITUR
NMPIXTTLEI—EThET,

6.[Send] EV VYO LTFNAAICOI REFEELET,

CLI &% VPN 1—YH DORERESH & CFFAI DERTE

RICRTDEFE, VPN I—HORAES LCHFATH—NTIL—T0, BED CLIRETT,

tFX21VT4 FTZA4F>2AD CLI B&E

pi xfirewal | #show run : Saved : PI X Version 7.2(2) !

host nane pi xfirewal | domai n-nanme default.domain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypted nanes !




interface Ethernet0 shutdown no naneif no security-Ieve
no ip address ! interface Ethernetl naneif inside
security-level 100 ip address 172.22.1.105 255. 255. 255.0
I 1--- Qutput is suppressed. ! passwd 2KFnbNI dI . 2KYQU
encrypted ftp node passive dns server-group Defaul t DNS
donmai n-nane defaul t.dorain.invalid pager lines 24 ntu

i nside 1500 no failover icnp unreachable rate-linmt 1
burst-size 1 asdmimage flash:/asdm 522.bin !--- Cutput

i s suppressed. aaa-server my_authent_grp protocol
kerberos aaa-server ny_authent_grp host 172.22.1.100

ker ber os-real m REALM Cl SCO. COM aaa- server ny_author_grp
protocol |dap aaa-server my_author_grp host 172.22.1.101
| dap- base-dn ou=ci sco | dap-scope onel evel | dap-nan ng-
attribute uid http server enable http 0.0.0.0 0.0.0.0

i nsi de no snnp-server |ocation no snnp-server contact
snnp-server enable traps snnp authentication |inkup

I i nkdown col dstart tunnel -group Def aul t RAG oup general -
attributes authentication-server-group my_authent_grp
aut hori zati on-server-group ny_author_grp ! !--- CQutput

i s suppressed.

s

RDFIEZRERTLT, PIXIASA & AAA H—/NXOBEOI—HWLZEIFLET,

1. [Configuration] > [Properties] > [AAA Setup] > [AAA Servers] ZiZRL, —/N T I)L—7
( my_authent_grp ) Z38IRLE T, KIC, [Test] 2OV VYO LTI ILF o vI%E
FALET,
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'ﬁTest AAA Server -172.22.1.100

Ix

Totest the following 8828 zerver enter uzername and
password.

A48 Terver Group:  my_authent_grp (Kerberoz)
Host: 172.221.100

" tuthorizetion ¥ Authertication

Llzerriatme: Itest
Passwoard. Im
= Ok I Cancel
LTHRIELE T,
3.RANRIBL S ENBRENET,
@ Information >
@ Authentication test to host 172221 100 iz successful.
Ok |
NSTILa—F124

1. BRI —O—BHNEERRD 12k, BEAOTIhTT, PIXELEFEASAOIOY U EFREE
H—NAEHLTVWREZRRALET, AN EFBEOTIICR>TERHTS L,
ERROR Aut henti cation Rejected: Clock skew greater than 300 seconds..; EWS T T — XV
t—TEZBEITREENHYET, T, X0OT AV E—IHFRTENET, weix Asa

3-113020: Kerberos error : Cock skew with server ip_address greater than 300 seconds
ip_address — The IP address of the Kerberos server.c M XY —<7 &, Kerberos ¥ —/\#&
B ® IPSec Fzlk WebVPN 1—HOFREEN ., EFXF1VF14 P7SATF7>A0oOv 0 &Y
—NooOvo0ThA 59 (3008 ) ZBBATVWALEHICKBMULEBSICRRENET,
ChABELEEER., BHRELESELTEERENET, COBBEZHRITSDICEK., &F
1T 4 FTS5A4T AL Kerberos =X 00Oy VZEHLET,

2. Active Directory ( AD ) OEHIFRAEE., BMICTIHENHVET, T5L0VE, 1—H
WAL KM T B AIREMN B ET,

3. VPN Client 1—1%(&. Microsoft SEFAEH —/NICH U TR TR EWETEELEA, KDL
T— AV E—IDNRIRENET, ""Error processing payl oad" (Error 14) Cc DEEZFRT
B IlE, BRREY—/YD [do not require kerberose preauthentication] F T Y VRY 9 A% 77



ICLET,

BEE1E ]

-AAA H—=NNEeO—D) F—EX—ADOEE

. Cisco ASA 5500 > ) —RXEBB X1 VT A FPTSATFT O ABMBOYER—B
. Cisco PIX Firewall YV 7 RO I TF

. CiscoSecure PIX 7Z7ZAFIJ#—=)) AR R U7PL>A
cEFIVTABRICE TS Field Notice (PIX 288 )

- Requests for Comments ( RFC )

cTOZALNYR—=—bE RFI XD - Cisco Systems
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