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8 Add Tunnel Group.

Identty General | Client Address Assignment| IPSec | Advanced|

Group Policy.  [DAtGmPolicy

I~ Stipthe reaim from ussmame before passing it on to he A%A server

I~ Stipthe graup from ussrame before passing it on 1o the ARA server

‘To setauthentication server group per inferface, go to the Advanced tab

Authentcation Server Group: [rmy_auitner

I™ Uss LOCAL I Server Group falls

Authorization Senver Group:  [rmy_autnor_arp

I™ Users must existn the authorzation database to connect

Accounting Server Group: F-None - -

o | oo | e
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Interface Name: inside. -

Server [P Address: 172221101

Timeout 10 seconds

LDAP Parameters.

Senver Port 369
Base DN ou=cisco

Scope [One level beneath the Base DN »]
Narning Attribute(s) uid

Login DN

Login Password

Confirm Login Password:

oK %J cancel Help
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‘Add AAA Server Group:

Configure AAA server group. The Accounting Mode atiribute is only
applicable for RADIUS and TACACS protocals.

Server Graup: my_authent_arp

Protocol &
povourting Wode;  C@imulianeous @ @ingle
Reactivaion Made: Depletion © Timed

DeadTime:  [10 minutes
Max Failed Atterpts: |3

o o] cad |
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[ Test AAA Server -17:

00

Totestthe following A4 server erter usermame ant
password.

ABA Server Group:  my_authert_arp (Kerberos)
Host: 172224100

© ozt uthertication

Usermane: fest

Passworc:
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The following CLI commands are generated based on the changes you made in ASDM. To
‘send the commands 1o the PO ok Send. To not send the commands and continue making
changes in ASDM, cick Cancel.

aaa-senver my_auinent_orp profocol kerberos.
aaa-senver my_authent_orp protocol kerberos
reactivatlor- mode depletion deastime 10
maxfallec-attempts 3

aaa-server my_author_grp protocol dap
aas-senver my_author_gro profocol dap
reactivatior- mode depletion deastime 10
maxfallec-attempts 3

Send Cancel
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‘Add AAA Server Group:

Configure AAA server group. The Accounting Mode atiribute is only
applicable for RADIUS and TACACS protocals.

Server Graup: y_author_grn

Protocol &
povourting Wode;  C@imulianeous @ @ingle
Reactivaion Made: Depletion © Timed

DeadTime:  [10 minutes
Max Failed Atterpts: |3

o | cad |
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Server [P Address: 172221100

Timeout 10 seconds

Kerteras Parameters

Server Port 58

Rery Interval 10 secands

Ketberos Realm: [REALM.CISCO.COM

oK %| cancel Help






