PIX/ASA 7.x LA : PIX-to-PIXVPN N> ZXILD
2 TE Pl

FRIZIR—F b

XY RI—UK

REcE

=

ASDM QD E&E

PIX CLI %€
NYIOTIYTHARY—HALA KN X
X1V F4 FIST—>32 (SA) DEE
NSNS a—F42Y

P—FS

EBT7IOEA

debug Y2 R

B E B R

B=

—®RF 21X NTIE, Cisco Adaptive Security Device Manager ( ASDM ) Z#FHL T2 20
PIX Firewall F® VPN R R ZRETAHFIEICOVWTHHALET, ASDMIE, GUIICK2 T
PIX Firewall 2y N7V 7, RBRE. EZA TR LEHICHRFEhETTVIT—>3 0 R—ANK
EBY—I)LT9, PIXFirewall i, 2 2OEBZ YA NIEBEETNET,

R>ZI)IE IPsec 2 AL TERENET, IPSec &, IPSec ET7BTTF—X DR M, F—
ANTEM, BROTF—RXORETORIAZRMIDZDF—T 2 AXA—ROELEDETT,

E:PIX71BKRTTNLUBETIE, sysopt connection permit-ipsec 1< > Ri& sysopt #E#i8F T
VPN ICZEEEhET, COOANVRERNS 7498 VPN N ZRWICK>TEF2IVFTF1 TS
AT OAETFINZEANL, BHSLEhD, A VFZ—TIAATIOECAVANZENAINATS
ESICLET, JIL—"T RI—BRCI—HFENORATILA VAR, 5|EHRENTT
1Y OILERAEhET, COBBEZT 1 E—T7ILICTREHIC. ZOOXY RO no BREEA
LTTEV, COONRECLIRETRBICRATEA,

PIXAIL—FHLS5DREAFZY Y IPsec BHEZTAND T ) AOFM-OVWTIE, TACS
6.x : BIEPIX-to-PIXVPNK > ZJ)L BBEHI CiscoPIX EF 2 VFT A4 FTSAT A EFILNFY



//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a0080094761.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a0080094761.shtml

FRhOTT7 N=2326xZRTIBREFERALNUDFTVAZZS O,

B R4

%
CORFIAYNCETBEEOBMHEHY E A,
FRTRDIAR—F b

COXEBICRHETNTVSIEREEG TS OB EETZ2HR TR LEHICCOET AR DI
BORMEBRDDERE LET,

=23 Tx BRY Th BUEF VTV CiscoPIX500 X U—X £F¥1UF 4 775
A T2AETFIL
. ASDM N—> 3> 5.x LU
E:ASA % ASDM TRRETZEDLSICTBIZIE. TASDM AD HTTPS 7V ADEFAl. 258
LT<EEL,

FE:ASA5500 ) —AXN—232 7x8x @ PIX)IN—>232 7x8x TSERENBDELY I NDII
TZEITLET, CORFIAIXINTHERATIHRER, MAORRBSAVICEBATEES,

CHORFIXKNDERIE. BEOTSARBEBICLHZDTFNAAICEIVWVTERENEEDTT, <
DRFIXKNTEATIINTOTFNAAG, JUTBE (F7FIN ) RETEZEZHBLT

WET, XRYRD—IFBEBHOFERE. OV RAREITEENSHEZ D ICERL THS
VEFHYNET,

XY ND—UR

CHORFIXVRNTR, RORY ND—UVBKEERALTVERT,

172.22.1.% 1F216.1.x
pix515-704 PIX02
il T ——
B e Gy
172.22.1.163 10.10.10.1 /24 172.16.1.1
10.20.20.1 124
(a0

RFIXDRNREOFME, "TROATIZHANTAYTAORREE EZRLTEE,



//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/mgaccess.html#wp1047288
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

BRELHA

IPsec A I —23 @5 DDATYTREITHENTE 24 3—FXYNF—TITIUVAFT
VI (IKE) 7I—ANEBENTVET,

1. RRNT 714V DIC&2T IPsec RN BEBENE T, IPsecETOEZEEE NS M
S74V 0k, RN T4V IERBENETT,

2 IKE 7I—X 1T, IPsec EPEEHN. IKEEF1UF 4 PYST— 3> (SA) KU
=IOV TROYI—NLET, ET7HFFRIAE 15 &, Internet Security Association and
Key Management Protocol ( ISAKMP ) ZAL TEZEB MR ERENET,

3B.IKE7I—X2TlE, IPsec EVRENRIZFHANDZEB N RILZFEAL T, IPsec SA b
SUOART7FA—LERXII—KNLET, HERVD—OXO>I—232ICKk2 T, IPsec
NORINOBIULFENFRENET,

4.1Psec NRINERE N, IPsec RTUATA—AL Y MCEREE N IPsec /NTX—2
ICEJSWVWT, IPsec B CF—RNEEETNET,

5.IPsec SA NHIBRE DD, TOSAT7E2ALOBNHRNITINhD E., IPsec NORILIFKRT
LET, B ETRLTEESHA—FDIKE7I—AF—HLBVWEE, 2A0 PIXED
IPsec R I—> a2V EKBMUET,

BRIE

. ASDM DB E
.PIXCLIOA74Fa2L—>3>

ASDM DEETE

RDOFIEZRITLET,

1. 750 %&BE. PIXD ASDM IZF7 VAT % -8 (C https:// <Inside_IP_Address_of_PIX>
EAALTTFEV, SSLAIAENEREICEEL T/ UYL SHIThDINTOES
HBALET, F7ALNOI—HFRBENAD—RE, @HFEEZEHTT, PIX & ASDM 7
TUT—=23a A0 00— REAEICTIEDICCOTA 2 RIERLET., XOHIO
A, PFUS—23YRO—AL AVEI—RICO—R&EN, Java P7L Y NTREE
LEBA



S8 Uisco ASDN 50 e

Cisco AS0DM 5.0 provides an intuitive graphical user intarface that makes it sasy to set up,
configure and manage your Cisco Secunty Apphances,

Cigeo ASDM runs as aither & lozal applicabion or a Java Applet.

hen you run Crsco ASDHM &5 a local applicstion, it connacts to your Security Appliance from
your deskiop via S5L, Bunning Cisco ASDM af an application has thess sadvantages:

« Upgrades of the local application are parformed autormatically,
+ Tou can invoke ASDM fromn desktop shortcuts, Mo browser is required.
« One desktop shortout allows you to connect to muitinde Secunty Appliances.,

ol can run Cisco AS0DM as a Java applet that is dynamically downloaded fromn the device to
hich you conneck,

Download ASDM Launch(«and Start ASOM

Copyright & 2005 Cisco Systems, Inc. All Aights reserved.

2.ASDM 77T —>3>0kdDA> AN =522 O0— RT3 %I TDownload
ASDM Launcher and Start ASDMg
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BB PN Wiz ard
PN Wizard

WHH Tunnel Type (Step ¥ of .

Lise this wizand 1o configura new sie-to-Site VPN binngls ar new rémole access
WPH tunnels. A tunnel betaaen bwo devices ks called a site-to-gite lunmnel and |

bidiractional. & tunnel esiablished by calls from remaobe wsers such as
telecormanubers i called remole access unnal,

Thig wizard erealas bagic nnel corfiguraions halvou can edil Isler using the
ASDM.

WEM Tunnel Type:
thi Sl - Tl VPN

Ll

 Site-to-5ite %ﬂn%’ﬂ-ﬁ

WPN Flemate Acees
(L 'E' Rk

" Remobe ALcezs %”'mﬁﬂﬂz&

-

WPH Tunnel Intarface:  [outside =]

Eack | Newe | Finin | cancer]  Hew |
]

7TUE—NETONBIPFRLAZKELET, EATREHCRIEREAILTFEL
(ZOBOBHEF— ).

55 VPN Wizard

- |

. Femote Sie Pear (Step 2 of £}

Enber fhe IP address and the kinmal group of e paer device far fis sibe-to-5iba
wunnel. Then select the auhenbcation method: 8 password shared by both sies or
a ceificale issued by a Cerdificals Aulhority

Peer P Addiess: |1|:|.:-u.1u 1

Tunrel Group Mame: |1n.:—u.zu 1

Aufeenticabion

" Pra-ghaned Key

Pre-sharad Key: |ciscol 14

" Cenificats
Ciertificate Signing Algonshm: I - 540 *|

Trusipoint Mame: | |

<Back | Ne» | fioen | cancel|  Hew |
o

8.IKE, BlE "7 —X1"ORFEATHLHICEMEZRE LTTEV., ChsoEHE.
ERIOMBITRIVICTDIHLEN B ET,



BE PN Wiz ard : 3
VEN Wizard IKE Policy {Step 3 of 7}

Salact the encrption algarhm, auihentication algashm, and Difie-Hellman group
for the devicas 0 ugs to negoltiste an bntemed Key Exchange (IKE) secunty
associa®on betwean tham. Configueations on both sides of the connaclion must

rrabth exatiy,
Encryplion; |nEE-256 =]
AmhenSieation:  |SHA =]

OH Group: |_ "'I

-Bm:kl h[?n | Fir | L‘:m:elJ Harn_]

9.1Psec, Bl "7 —X2"DEFERATZHEHICEMEZEREE LTTEVY., ChsDOEMRE.
HAAITC—RITHIHENHYNET,

B wPN Wizard

- x|

Entact the encnption and authenticalion algosithms for this [PSec VPN e,
Configurations on both séles of the connecson must match exacthy.

Encryplion; |nEE-256 =]

Autheniication: IEH"- ﬂ

<Back | hpa> | foen | cancel | Hew |
]

10.VPN R R ZBIBTEDRSBRTTAYVIDKRARNEEBELES. COATY T TR
. pix515-704 ICO—HI)L RARNRFERE chET,




§& WPN Wizard
YEN Wizard

Local Hosts and Metworks - (Step 5 of 7

screan and for ibe ramote 582 on the next screen,

HosbiMetwork 10 Be Added
i+ 1P Address " Mame T~ Graup
Interface;  [mside ] |
IF address: I1 133310 e |
[ (= 1= |
Mask: jz55.255 2550 =]

An IPSac tunned prodects dala exchanged by selected hosts and nebeorks a the
lotal and remote sites. You identify hosts and netsorks for the local site on his

Betected HostaMedworks:

1722200024

«Back | Npat = | 71
W

| cancel| Hein |

M RRILDVE-—RNIDKFRANERY KO-V ZEELXT,

§5 WPN Wizard

= - ]
YEN Wizard Hemote Hosts and Networks [Step 6 af 7)
Enbgr fhe hosis and nebwakcs 3 fhe ramale sibe of the FPEec connéclion,
HostMetwork 1o Be Added Eetected Hostsietsorks:
™ IP Address " Mame T Group 172.16.1.0624
Interface;  [oulside ] | S
IF address I1?11E-1.D = |
Mask: jz55. 2552550 =]
< Back | Nefs | finien | cancer|  Hew |
12. VPN WizardiZ & 2 TERS N EEBEMEN . ROBHEEAEICKRRIENET, . REZBHER
CERENELWVWC &EERERE

el =5 [Finish| 22Uy L%,



§& WPN Wizard :
YEN Wizard Summary (Step ¥ of 7]

WP Tunnel Interface: outside
Fear P Address: 102002001
Tunned Group Name: 10020.20.1

clscol 23

Traffic e io b probacied By this tann el
(local 172221 0024
frameote) 172.06.1.0024

You have created @ Site-30-5ibe WP Runnél with B follceing aSributes:

S gumenbcation uges pre-ahaned Kiy

IRE Policy Encrmpian Fauthentication § DHGroup: AES- 256 1 SHA T Group 5
FEer ESF Encryption f EEF Authenticabion: AEE-256 1 SHA

Help |

«Back | 1ea- | fj&lg_huj cancel |

PIX CLI 5%

pix515-704

pi xfirewal | #show run : Saved PI X Version 7.1(1) !

host nane pi xfirewal | domai n-nanme defaul t.domain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypted nanes !
interface Ethernet0 nameif outside security-level 0 ip

address 10.10.10.1 255.255.255.0 !--- Configure the
outside interface. ! interface Ethernetl naneif inside
security-level 100 ip address 172.22.1.163 255.255.255.0
I--- Configure the inside interface. ! !-- Qutput

suppressed ! passwd 2KFhbNI dI . 2KYOU encrypted ftp node
passi ve dns server-group Defaul t DNS domai n- name
default.domain.invalid access-list inside_natO_outbound
extended permt ip 172.22.1.0 255.255.255.0 172 .16.1.0
255.255.255.0 !--- This access |ist
(inside_natO0_outbound) is used with the nat zero
conmand. !--- This prevents traffic which matches the
access |list fromundergoing !--- network address
translation (NAT). The traffic specified by this ACL is
l--- traffic that is to be encrypted and !--- sent
across the VPN tunnel. This ACL is intentionally !---
the sanme as (outside_cryptomap_20). !--- Two separate
access lists should always be used in this
configuration. access-list outside_cryptonmap_20 extended
permt ip 172.22.1.0 255.255.255.0 172 .16.1.0
255.255.255.0 !--- This access |ist
(outside_cryptomap_20) is used with the crypto map !---
outside_map to determ ne which traffic should be
encrypted and sent !--- across the tunnel. !--- This ACL
is intentionally the same as (inside_natO_outbound). !--
- Two separate access lists should always be used in




this configuration. pager lines 24 ntu inside 1500 ntu
out si de 1500 no failover asdmimage flash:/asdm 511. bin
I--- Enter this command to specify the |ocation of the
ASDM i mage. asdm history enable arp tinmeout 14400 nat
(inside) O access-list inside_natO_outbound !--- NAT O
prevents NAT for networks specified in the ACL

i nsi de_nat 0_out bound. route outside 0.0.0.0 0.0.0.0
10.10.10.2 1 timeout xlate 3:00:00 timeout conn 1:00: 00
hal f-cl osed 0: 10: 00 udp 0:02:00 icnp 0:00: 02 tinmeout
sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00
ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absolute http server enable !---
Enter this command in order to enable the HTTPS server
for ASDM http 172.22.1.1 255.255.255.255 inside !---
Identify the | P addresses from which the security

appliance !--- accepts HITPS connections. no snnp-server
| ocation no snnp-server contact !--- PHASE 2

CONFI GURATION ---! I--- The encryption types for Phase 2
are defined here. crypto ipsec transformset ESP-AES-
256- SHA esp- aes- 256 esp-sha-hmac !--- Define the
transformset for Phase 2. crypto map outside_map 20

mat ch address outside_cryptonap_20 !--- Define which
traffic should be sent to the I Psec peer. crypto map
outside_map 20 set peer 10.20.20.1 !--- Sets the |Psec
peer crypto map outside_nap 20 set transform set ESP-
AES- 256-SHA ! --- Sets the I Psec transformset "ESP-AES-
256-SHA" !--- to be used with the crypto map entry
"outside_nap". crypto map outside_nap interface outside
l--- Specifies the interface to be used with !--- the
settings defined in this configuration. !--- PHASE 1
CONFI GURATION ---! I--- This configuration uses isaknm
policy 10. !'--- Policy 65535 is included in the config
by default. !--- The configuration commands here define
the Phase !--- 1 policy paraneters that are used. isaknp

enabl e outside isaknp policy 10 authentication pre-share
i saknmp policy 10 encryption aes-256 isaknmp policy 10
hash sha isaknp policy 10 group 5 isaknmp policy 10
lifetine 86400 isaknp policy 65535 authentication pre-
share i saknp policy 65535 encryption 3des isaknp policy
65535 hash sha i saknp policy 65535 group 2 isaknp policy
65535 lifetine 86400 tunnel -group 10.20.20.1 type ipsec-

2 '--- In order to create and nanage the database of
connection-specific records !--- for ipsec-12l—+4Psec
(LAN-to-LAN) tunnels, use the tunnel-group !--- conmand
in global configuration node. !--- For L2L connections
the nanme of the tunnel group MJST be the IP !--- address
of the | Psec peer. tunnel-group 10.20.20.1 ipsec-
attributes pre-shared-key * !--- Enter the pre-shared-

key in order to configure the authentication method.
telnet tineout 5 ssh tineout 5 console timeout O !
class-map i nspection_default match defaul t-inspection-
traffic ! ! policy-map gl obal _policy class

i nspection_default inspect dns maxi num|ength 512

i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp i nspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy globa
Crypt ochecksum ecbh58c5d8ce805b3610b198c73a3d0cf : end

PIX-02

PI X Version 7.1(1)
]

host nane pi xfirewal
domai n- nane defaul t.donmain.invalid




enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
nanes

|

interface EthernetO

namei f outsi de

security-level O

i p address 10.20.20.1 255. 255.255.0
|

interface Ethernetl

namei f inside

security-level 100

i p address 172.16.1.1 255.255.255.0
|

passwd 2KFQnbNI dI . 2KYQU encrypt ed
ftp node passive
dns server-group Defaul t DNS

domai n-nane default. donmain.invalid

access-list inside_nat0O_outbound extended permit ip
172.16. 1.0 255.255.255.0 172

.22.1.0 255.255.255.0

I--- Note that this ACL is a nmirror of the

i nsi de_nat 0_out bound !--- ACL on pix515-704. access-|i st
out si de_cryptomap_20 extended permit ip 172.16.1.0
255.255.255.0 172 .22.1.0 255.255.255.0 !--- Note that

this ACL is a mirror of the outside_cryptomap 20 !---
ACL on pix515-704. pager lines 24 ntu inside 1500 mtu
out si de 1500 no failover asdmimage flash:/asdm 511. bin
no asdm history enable arp tinmeout 14400 nat (inside) O
access-1list inside_natO_outbound tinmeout xlate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00:02 tinmeout sunrpc 0:10:00 h323 0: 05: 00 h225
1: 00: 00 ngcp 0:05:00 timeout ngcp-pat 0:05:00 sip
0:30: 00 sip_nedia 0:02:00 timeout uauth 0:05:00 absol ute
http server enable http 0.0.0.0 0.0.0.0 inside no snnp-
server |ocation no snnp-server contact crypto ipsec
transform set ESP- AES- 256- SHA esp- aes- 256 esp-sha- hnac
crypto map outside_nmap 20 natch address

out si de_cryptomap_20 crypto map outside_map 20 set peer
10.10.10.1 crypto map outside_map 20 set transformset
ESP- AES- 256- SHA crypto map outside_nap interface outside
i saknp enabl e outside isaknmp policy 10 authentication
pre-share isaknp policy 10 encryption aes-256 isaknp
policy 10 hash sha isaknp policy 10 group 5 isaknp
policy 10 lifetime 86400 tunnel -group 10.10.10.1 type

i psec-121 tunnel-group 10.10.10.1 ipsec-attributes pre-
shared-key * telnet timeout 5 ssh timeout 5 consol e
timeout O ! class-map inspection_default match default-
i nspection-traffic ! ! policy-map global _policy class

i nspection_default inspect dns maxi num|ength 512

i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp i nspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy globa
Crypt ochecksum 6774691244870705f 858ad4e9b810874 : end
pi xfirewal | #

NRYOFPIYTHAL NI =YL bZI

COBBIYYTIVRNIVONYOTY T HA4 NEOBEICHTRDERRIATZHRE 2182,
JO-NI A 74F2L—>320 T—RTIOVVFINIVT—EBERR,A7 I REFERAL
TTFEVW, F7AINBREREICRDEHICCOOR RD no FEALTTEL,



B :

crypto map map-name seqg-num set connection-type {answer-only | originate-only | bidirectional}
GEERE—CRERETREOENEETEHUETALHICCOE TR OME O RIRO
BILZEIKEERICETRACKEITDCEHRE LET,
MEB—CNBFZOETHFZOBSIYIIVRNVICESVWTERZHFIL, BHRTES S
LRELET, ChREINTOY A NEBRICHTEF 7L NOBRRATTY,
BIEH—ChRERT A -OEYEETEURT RO ICCOETHBIOMEDOXIRE
BHBIERE LET,
DUTNIYT—BEHGRA7 I RIF/NY VT Y 7 LAN-to-LAN 75 BEEICH T D KR A
TEBELEENDTY, ThRREBONYITYT ETHERO—HRTHRE END L&A
ICLET, COMERINSOTIY NI A—LADOETETEELET:

.272®M CiscoASA5500 ) =X F1 VT4 TTSATAEFIL

. Cisco ASA 5500 =X F¥1UFT4 P75 AT A EFILS KT Cisco VPN 3000 I
> hNL—%&

. Cisco ASA5500 2 =X F*1UFT 4 FTTAT VA ETFIEKRY CiscoPIX 2F21UTF
A TTSATARAETFINVINIITN=23 2 70 FEETNUREERTITSD ¥
TATTSAT A EFTIL

INY DT Y 7 LAN-to-LANESZRET D LEHIC, Cisco R FRIF—T— ROFEHED —iF
ZEKRICERET D, BHRONYITY T ETTORCEZHEBLREF—J—REREL T, &
CEFTRT, BNOBEIENZEETEZLOHICIOUTN IV setpeer AN REFHALTTE
Woe WDANDBHIOETEROASI—NIBRBETEXFIVTA TTSATARAETEFILRAK
o EFHFRBZELEVEGE, EF21VT A4 TTSAT U ARRETHFRETIH, FEEUVARNIE
THBLKBBIETCTICANM>TUANZERELET,

CORSICREENZEE, BIEVETRHEACHBO N R ZBIUIL, ET7 XTI —
RIBELeHAhET, TOR, ES55PDODETRFEER LAN-to-LANERZH#IL, £5500
WASDT—REFN Y RIVERERKTETT,

EBEINJOEOOIYILFTIETIP7RLATVPN 2588ELEHE. VPNIENYOT
YT ETIPETTSAI ETFHFE D REBICBEAEEILIEhET, LAL, 754U ET
HFERLTE, VPNRTSAIVIPZRLAICTVIVFTYa>LECA, T75A4XVIPT
RLAICEYEZDE0NO VPN 203 T—3 3> 2#B0REKRTRICE. BHEO SA ZFHTHR
ITRIMLENHYET, FEW/INISOERRKIC, VPNpreempt A4 MY —H A4 KN N RILTHR
—RhEhFEBA

HR—RNEhENY VT YT LANto-LANEBEIZ V>3 247

)E— M R S Al
Oiginate-Only Answer - Onl y

Bi - Di recti onal Answer - Onl y

Bi - Di rectional Bi -Di recti onal
%

JO-N)L A2 74F1L—232 E—RTABZOHIEFEIVT N IY 7 mymap ZFREL .
BCEFHIEBREAATEZRE LEEDTT,

host nane(confi g) #crypto nmap outsi de_map 20 connection-type origi nate-only



tF*21)F4 FYSI—S3>2 (SA) DiEE

PIX Dt E—RTRE, RZ2IOVY REALTTFE L

. clear [crypto] ipsec sa : 77T 1 7 7% IPSec SA ZHIBRL £9, crypto F—D—REFFT>
3>7Td,

- clear [crypto] ipsecsa : 77T 1 77 IKE SA ZHIBRL £9, crypto F—D—RFA7> 3
VT,

i

CCTRR, RENERICEELTVS L ZHRBLET,

Output Interpreter Tool (OIT ) ( BRI—YEA ) Tk, FED show IX > R HR—KEh
TVWET, OITZEAL T, show AN REHOBHZXRRITEET,

BE NTZ 714V IONFETAHDEE. NI pix515-704 £ PIX-02 DETHEIENET,

1. NV RLOFRERRET D=5 ASDM DK—ADTT VPN AF—RZAERFLTFE L

o
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graphs (n the Available Graphs list To select Inese
graphs, click Add. To display the selecied graphs,
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click "Show Graphs.. "

Graph Win o o

I'CISn:CIASDHSI for PB(-172.22.1.163 - Graph _:
Selected Graph(s)

m IPSec Tumne|s, IPSec Aclive Tunngls
|

Ehow Graphs...

4. IKEB LU IPsec AT VT ATRBINIRINDODIT ST %2KRTBEHIZ TShow Graphsa

20UV T LTTREW,



& Cisco ASDM 5.1 for PIX - 172.22.1.163 - =10 %]

Cisco ASDE 5.1 for PIX - 172.22.1.163 - Graph

Graph | Table

IPSec Tunnels, IPSec Active Tunnels

Wiew: |F:|:-a Hlirme, data every 10 s8¢ j

Graph | Table

IPSec Tunhels, IKE Actiee Tunnels

5.>VPN > VPN #&H 1 > 7 0—/V)L & IKE/IPSec #iH1#E VPN N> I OFEEHEHRIC D
WTHESR TS =8IZ FMonitoringa #i#IR LTTE L\



Monitoring = VPN = VPN Statistics » Global IKENFSe: Statistcs

'Fr Connaction Graphs  — Glabal IKEAFPSe: Stabslics

ity
- IPS& I E il
- - TEhne ach row g FIFE'EEI'I'IS- ang yl:ltl al stafiskc

EJvPn Statistics

- B Crypto Statisbes
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In Qctets 33764
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In M ptifys 314
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In P2 Exchah (e RepEcts 1
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FECLZBEALTRMN VRILOERZERETEET, BSLEhB N RILOEREFIVIL
AT EIMEENDBRETS/NT Y MO % show crypto ipsec sa N> R&EH1TT % show

crypto isakmpsa V> RZERITLTTE L\,

pix515-704

pi xfirewal | (config)#show crypto i saknmp sa Active SA 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey
SA during rekey) Total IKE SA: 1 1 |IKE Peer: 10.20.20.1
Type : L2L Role : initiator Rekey : no State : MM ACTI VE

pix515-704

pi xfirewal | (config)#show crypto ipsec sa interface
outside Crypto map tag: outside_map, seq num 20, |oca
addr: 10.10.10.1 access-list outside_cryptomap_20 permt
ip 172.22.1.0 255.255.255.0 172.16.1.0 255. 255.255.0

| ocal ident (addr/mask/prot/port):
(172.22. 1.0/ 255. 255. 255. 0/ 0/ 0) renote ident
(addr/ mask/ prot/port): (172.16.1.0/255.255.255.0/0/0)
current _peer: 10.20.20.1 #pkts encaps: 20, #pkts
encrypt: 20, #pkts digest: 20 #pkts decaps: 20, #pkts
decrypt: 20, #pkts verify: 20 #pkts conmpressed: 0, #pkts
deconpressed: 0 #pkts not conpressed: 20, #pkts conp
failed: 0, #pkts deconp failed: O #send errors: 0, #recv
errors: O local crypto endpt.: 10.10.10.1, renote crypto
endpt.: 10.20.20.1 path nmtu 1500, ipsec overhead 76
media ntu 1500 current outbound spi: 44532974 inbound
esp sas: spi: OxA87AD6FA (2826622714) transform esp-
aes- 256 esp-sha-hmac in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 1, crypto-map: outside_nap sa timng
remai ning key lifetine (kB/sec): (3824998/28246) |V
size: 16 bytes replay detection support: Y outbound esp
sas: spi: 0x44532974 (1146300788) transform esp-aes-256
esp-sha-hmac in use settings ={L2L, Tunnel, } slot: O
conn_id: 1, crypto-map: outside_map sa timi ng: renmaining




key lifetime (kB/sec): (3824998/28245) |V size: 16 bytes
replay detection support: Y

ST aA—F142T

PFS

IPSec &> I —3 3> Tk, Perfect Forward Secrecy ( PFS; B2 EEME ) IC& 2T, Th
FThoFHmLVESEN UGOZEEMIILEEDTHI I CEN RIIEhET, MHO M RILE
TOAZR—TIAT4+E—7 ) PFS I& PIX/ASA T, 1Tk L2L IPSech > RIILBIEhEHA

o

PFSREF7FIRTTFAE—TINICB>TVET, PFSZASX—TIINILTBICE. FIL—T R
)— A0 74F21L—>32 E—KRT, enable ¥F—J— RZIBEL Tpfs DN RZEFEAL
£9, PFS ZEMICTBIC(E, disable F—T—REZRBELET,

host nane( confi g- group-pol i cy)#pfs {enable | disable}

ERITAVT74F1L—23 VNS PFSTRUEI—NZHIBRTSICE, COOX RO no X
ZBANLET, TI—T RU—TREPFS ICEITREZMEODIIL—T RUS—HSPETEE
T, EZREALBVRSICTRICE. COOAX RO no X ZEALET,

host nane(confi g- group-pol i cy)#no pfs

EETFOEA

SCTH, BEONSTAY I—F AT EBUBERCOVTHALET,

JO-=N)L3>714¥1L—>3> £— KT management-access AN RAEEEhTLELV
&, PXOABL 2 BZ—T ILATRE BRI ORHEAS S D ping ZZETEEEA,

Pl X- 02( confi g) #managenent - access i nsi de Pl X-02(confi g) #show managenent - access nanagenent - access
i nsi de

debug ¥ R

AE:debug INY RZEATBHEIIC, Tdebug AV ROEBEERZEF. 25RL TSLEEL,

debug crypto isakmp — 7 1 A7°L 1 I& IPSec#E#HEICODVTOEHRZF/NY I L., BRUICEHED
AEOFERBUEANRRATCEEENDRE TNDRLET,

debug crypto isakmp

pi xfirewal | (confi g)#debug crypto i saknp 7 Nov 27

12: 01: 59 [IKEvl DEBUG : Pitcher: received a key acquire
nmessage, spi Ox0 Nov 27 12:01:59 [IKEv1]: IP =
10.20.20.1, IKE Initiator: New Phase 1, Intf 2, |KE Peer
10. 20.20.1 local Proxy Address 172.22.1.0, renote Proxy
Address 172.16.1.0, Crypto nmap (outside_map) Nov 27

12: 01: 59 [IKEvl DEBUG: |IP = 10.20.20.1, constructing

| SAKMP SA payl oad Nov 27 12:01:59 [IKEvl DEBUG: IP =
10. 20. 20. 1, constructing Fragnentation VID + extended
capabilities payload Nov 27 12:01:59 [IKEv1]: IP =

10. 20. 20. 1, | KE_DECODE SENDI NG Message (nsgi d=0) with
payl oads : HDR + SA (1) + VENDOR (13) + NONE (0) tota
length : 148 Nov 27 12:01:59 [IKEv1l]: |IP = 10.20.20. 1,

| KE_DECODE RECEI VED Message (nsgi d=0) with payl oads :
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HDR + SA (1) + VENDOR (13) + NONE (O) total length : 112
Nov 27 12:01:59 [IKEvl DEBUG: |P = 10.20.20.1,

processi ng SA payload Nov 27 12:01:59 [IKEvl DEBUG: |IP
= 10.20.20.1, Qakley proposal is acceptable Nov 27

12: 01: 59 [IKEvl DEBUG: | P = 10.20.20.1, processing VID
payl oad Nov 27 12:01:59 [IKEvl DEBUGF: |IP = 10.20.20.1,
Recei ved Fragmentation VID Nov 27 12:01:59 [IKEvl

DEBUG : | P = 10.20.20.1, |IKE Peer included IKE
fragmentation capability flags : Main Mde: True
Aggressive Mode: True Nov 27 12:02:00 [I KEvl DEBUG : IP
= 10.20.20.1, constructing ke payl oad Nov 27 12:02: 00
[IKEvl DEBUG : | P = 10.20.20.1, constructing nonce

payl oad Nov 27 12:02:00 [IKEvl DEBUF: |P = 10.20.20.1,
constructing Cisco Unity VID payload Nov 27 12:02: 00
[IKEvl DEBUG : | P = 10.20.20.1, constructing xauth V6

VI D payl oad Nov 27 12:02:00 [IKEvl DEBUG: IP =
10.20.20.1, Send 10S VID Nov 27 12:02:00 [|KEvl DEBUQG :

I P = 10.20.20.1, Constructing ASA spoofing |IOS Vendor |ID
payl oad (version: 1.0.0, capabilities: 20000001) Nov 27
12:02: 00 [I1 KEvl DEBUG: | P = 10.20.20.1, constructing

VI D payl oad Nov 27 12:02:00 [IKEvl DEBUG: IP =
10.20.20.1, Send Altigal/ Ci sco VPN3000/Cisco ASA GWVID
Nov 27 12:02:00 [IKEv1l]: IP = 10.20.20.1, |KE_DECODE
SENDI NG Message (msgi d=0) with payloads : HDR + KE (4) +
NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NONE (0) total length : 320 Nov 27

12:02: 00 [IKEv1]: IP = 10.20.20.1, |KE_DECODE RECEI VED
Message (nsgi d=0) with payloads : HDR + KE (4) + NONCE
(10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + NONE (0) total length : 320 Nov 27 12:02: 00
[KEvl DEBUGE : | P = 10.20.20.1, processing ke payl oad
Nov 27 12:02:00 [IKEvl DEBUF: |P = 10.20.20.1,

processi ng | SA_KE payl oad Nov 27 12:02:00 [| KEvl DEBUG :
I P = 10.20.20.1, processing nonce payl oad Nov 27

12: 02: 00 [IKEvl DEBUG: | P = 10.20.20.1, processing VID
payl oad Nov 27 12:02:00 [IKEvl DEBUGF: |IP = 10.20.20.1,
Received Cisco Unity client VID Nov 27 12:02:00 [I|KEv1
DEBUG : | P = 10.20.20.1, processing VID payl oad Nov 27
12:02: 00 [I KEvl DEBUG: | P = 10.20.20.1, Received xauth
V6 VID Nov 27 12:02:00 [IKEvl DEBUG: IP = 10.20.20.1,
processi ng VID payl oad Nov 27 12:02:00 [IKEvl DEBUG: | P
= 10.20.20.1, Processing VPN3000/ ASA spoofing | OS Vendor
I D payl oad (version: 1.0.0, capabilities: 20000001) Nov
27 12:02:00 [IKEvl DEBUG : | P = 10.20.20.1, processing
VI D payl oad Nov 27 12:02:00 [IKEvl DEBUG: IP =

10. 20. 20. 1, Received Altigal/C sco VPN3000/C sco ASA GW
VID Nov 27 12:02:00 [IKEv1l]: IP = 10.20.20.1, Connection
| anded on tunnel _group 10.20.20.1 Nov 27 12:02:00 [|KEvl
DEBUG : Group = 10.20.20.1, IP = 10.20.20.1, Generating
keys for Initiator... Nov 27 12:02:00 [|KEvl DEBUQ :
Goup = 10.20.20.1, IP = 10.20.20.1, constructing ID
payl oad Nov 27 12:02:00 [|IKEvl DEBUG: G oup =
10.20.20.1, IP = 10.20.20.1, constructing hash payl oad
Nov 27 12:02:00 [IKEvl DEBUF: G oup = 10.20.20.1, IP =
10. 20. 20. 1, Conputing hash for | SAKMP Nov 27 12:02: 00
[IKEvl DEBUG : | P = 10.20.20.1, Constructing | CS keep

al i ve payl oad: proposal =32767/ 32767 sec. Nov 27 12:02: 00
[ KEvl DEBUG : G oup = 10.20.20.1, IP = 10.20.20.1,
constructing dpd vid payl oad Nov 27 12:02:00 [IKEv1]: IP
= 10. 20. 20. 1, | KE_DECODE SENDI NG Message (nsgid=0) with
payl oads : HDR + ID (5) + HASH (8) + |0S KEEPALI VE (14)
+ VENDOR (13) + NONE (0) total length : 119 Nov 27
12:02: 00 [I KEv1]: IP = 10.20.20.1, |KE_DECODE RECEI VED
Message (nsgi d=0) with payloads : HDR + ID (5) + HASH




(8) + 10S KEEPALI VE (14) + VENDOR (13) + NONE (0) total
length : 96 Nov 27 12:02:00 [I KEvl DEBUG : G oup =
10.20.20.1, IP = 10.20.20.1, processing | D payl oad Nov
27 12:02: 00 [I KEvl DEBUG : G oup = 10.20.20.1, IP =

10. 20. 20. 1, processing hash payl oad Nov 27 12:02: 00

[ KEvl DEBUG : G oup = 10.20.20.1, IP = 10.20.20.1,
Conputing hash for | SAKMP Nov 27 12:02: 00 [| KEvl DEBUQ :
I P = 10.20.20.1, Processing | CS keep alive payl oad:
proposal =32767/ 32767 sec. Nov 27 12:02: 00 [| KEvl DEBUQ :
Group = 10.20.20.1, IP = 10.20.20.1, processing VID

payl oad Nov 27 12:02:00 [|KEvl DEBUG: G oup =
10.20.20.1, 1P = 10.20.20.1, Received DPD VID Nov 27

12: 02: 00 [IKEv1l]: I P = 10.20.20.1, Connection |anded on
tunnel _group 10.20.20.1 Nov 27 12:02: 00 [| KEvl DEBUQG :
Goup = 10.20.20.1, IP = 10.20.20.1, Cakley begin quick
node Nov 27 12:02:00 [IKEvl]: Goup = 10.20.20.1, IP =
10.20.20.1, PHASE 1 COWPLETED Nov 27 12:02:00 [IKEv1]:
IP = 10.20.20.1, Keep-alive type for this connection:
DPD Nov 27 12:02:00 [IKEvl DEBUG: G oup = 10.20.20.1,
IP = 10.20.20.1, Starting phase 1 rekey timer: 73440000
(nms) Nov 27 12:02:00 [IKEvl DEBUGF: G oup = 10.20.20.1,
IP = 10.20.20.1, IKE got SPI from key engine: SPl =
0x44ae0956 Nov 27 12:02:00 [IKEvl DEBUG: G oup =
10.20.20.1, IP = 10.20.20.1, oakley constucting quick
node Nov 27 12:02:00 [IKEvl DEBUG : Group = 10.20.20.1,
I P = 10.20. 20.1, constructing bl ank hash payl oad Nov 27
12:02: 00 [I KEvl DEBUG: G oup = 10.20.20.1, IP =

10. 20. 20. 1, constructing | PSec SA payl oad Nov 27

12:02: 00 [I KEvl DEBUF: G oup = 10.20.20.1, IP =

10. 20. 20. 1, constructing | PSec nonce payl oad Nov 27
12:02: 00 [I KEvl DEBUGF: G oup = 10.20.20.1, IP =

10. 20. 20.1, constructing proxy |ID Nov 27 12:02:00 [IKEvl
DEBUF: G oup = 10.20.20.1, IP = 10.20.20.1,
Transmitting Proxy ld: Local subnet: 172.22.1.0 mask
255. 255.255. 0 Protocol O Port O Renpte subnet:
172.16.1.0 Mask 255.255.255.0 Protocol O Port O Nov 27
12:02: 00 [I KEvl DEBUF: G oup = 10.20.20.1, IP =

10. 20. 20. 1, constructing gm hash payl oad Nov 27 12:02: 00
[ KEv1]: I P = 10.20.20.1, |KE_DECODE SENDI NG Message
(nmsgi d=d723766b) with payloads : HDR + HASH (8) + SA (1)
+ NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0)
total length : 200 Nov 27 12:02:00 [IKEvl]: IP =

10. 20. 20. 1, | KE_DECODE RECEI VED Message (nmsgi d=d723766b)
with payloads : HDR + HASH (8) + SA (1) + NONCE (10) +
ID (5) + 1D (5) + NO\NE (0) total length : 172 Nov 27
12:02: 00 [I KEvl DEBUF: G oup = 10.20.20.1, IP =

10. 20. 20. 1, processing hash payl oad Nov 27 12:02: 00

[ KEvl DEBUG : G oup = 10.20.20.1, IP = 10.20.20.1,
processi ng SA payload Nov 27 12:02:00 [| KEvl DEBUQG :
Group = 10.20.20.1, IP = 10.20.20.1, processing nonce
payl oad Nov 27 12:02:00 [|IKEvl DEBUG: G oup =
10.20.20.1, IP = 10.20.20.1, processing | D payl oad Nov
27 12:02: 00 [I KEvl DEBUG : Group = 10.20.20.1, IP =

10. 20. 20. 1, processing I D payload Nov 27 12:02:00 [I|KEvl
DEBUG : G oup = 10.20.20.1, IP = 10.20.20.1, loading all
| PSEC SAs Nov 27 12:02:00 [IKEvl DEBUF: G oup =
10.20.20.1, IP = 10.20.20.1, Generating Quick Mde Key!
Nov 27 12:02:00 [IKEvl DEBUF: G oup = 10.20.20.1, IP =
10. 20.20.1, Cenerating Quick Mdde Key! Nov 27 12:02: 00
[KEvl]: Group = 10.20.20.1, IP = 10.20.20.1, Security
negoti ation conplete for LAN-to-LAN G oup (10.20.20.1)
Initiator, Inbound SPI = 0x44ae0956, Qutbound SPI =
0x4a6429ba Nov 27 12:02:00 [IKEvl DEBUG: G oup =
10.20.20.1, IP = 10.20.20.1, oakley constructing final




qui ck mbde Nov 27 12:02:00 [IKEv1]: |IP = 10.20. 20. 1,

| KE_DECODE SENDI NG Message (msgi d=d723766b) with

payl oads : HDR + HASH (8) + NONE (0) total length : 76
Nov 27 12:02:00 [IKEvl DEBUF: G oup = 10.20.20.1, IP =
10.20.20.1, IKE got a KEY_ADD msg for SA: SPI =
0x4a6429ba Nov 27 12:02:00 [IKEvl DEBUG: G oup =
10.20.20.1, IP = 10.20.20.1, Pitcher: received
KEY_UPDATE, spi 0x44ae0956 Nov 27 12:02:00 [IKEv1]:
Goup = 10.20.20.1, IP = 10.20.20.1, Starting P2 Rekey
timer to expire in 24480 seconds Nov 27 12:02: 00

[ KEvl]: Goup = 10.20.20.1, IP = 10.20.20.1, PHASE 2
COVPLETED (msgi d=d723766b)

debug crypto ipsec : IPsec #EHICBETHT/NY JIEHRERTLET,

debug crypto ipsec

pi x1(confi g) #debug crypto i psec 7 exec nobde

commands/ opti ons: <1-255> Specify an optional debug

| evel (default is 1) <cr> pix1l(config)# debug crypto

i psec 7 pix1l(config)# | PSEC. New enbryonic SA created @
0x024211B0, SCB: 0x0240AEBO, Direction: inbound SPI
O0x2A3E12BE Session I D: 0x00000001 VPIF num: 0x00000001
Tunnel type: 12l Protocol : esp Lifetime : 240 seconds

| PSEC. New emnbryonic SA created @ 0x0240B7A0, SCB:
0x0240B710, Direction: outbound SPI : 0xB283D32F Session
I D: 0x00000001 VPIF num: 0x00000001 Tunnel type: |2I
Protocol : esp Lifetine : 240 seconds | PSEC. Conpl et ed
host OBSA update, SPI 0xB283D32F | PSEC. Updati ng

out bound VPN cont ext 0x02422618, SPI 0xB283D32F Fl ags:
0x00000005 SA : 0x0240B7A0 SPI : 0xB283D32F Mru : 1500
bytes VCI D : 0x00000000 Peer : 0x00000000 SCB :
0x0240B710 Channel : 0x014A45B0 | PSEC. Conpl et ed out bound
VPN context, SPI 0xB283D32F VPN handl e: 0x02422618

| PSEC. Conpl et ed out bound inner rule, SPI 0xB283D32F
Rule I D: 0x01FA0290 | PSEC. New out bound pernmit rule, SPI
0xB283D32F Src addr: 10.10.10.1 Src mask:

255. 255. 255. 255 Dst addr: 10.20.20.1 Dst nask:

255. 255. 255. 255 Src ports Upper: O Lower: O Op : ignore
Dst ports Upper: O Lower: O Op : ignore Protocol: 50 Use
protocol: true SPl: OxB283D32F Use SPI: true |PSEC
Conpl et ed outbound permt rule, SPI 0xB283D32F Rule ID:
0x0240AF40 | PSEC. Conpl eted host |BSA update, SPI
Ox2A3E12BE | PSEC. Creating inbound VPN context, SPI
Ox2A3E12BE Fl ags: 0x00000006 SA : 0x024211B0 SPI
Ox2A3E12BE MIU : 0 bytes VCID : 0x00000000 Peer
0x02422618 SCB : 0x0240AEBO Channel : 0x014A45B0 | PSEC:
Conpl et ed i nbound VPN context, SPI O0x2A3E12BE VPN

handl e: 0x0240BF80 | PSEC:. Updating out bound VPN cont ext
0x02422618, SPI 0xB283D32F Fl ags: 0x00000005 SA :
0x0240B7A0 SPI : 0xB283D32F MIU : 1500 bytes VCID :
0x00000000 Peer : 0x0240BF80 SCB : 0x0240B710 Channel :
0x014A45B0 | PSEC: Conpl et ed out bound VPN context, SPI
0xB283D32F VPN handl e: 0x02422618 | PSEC. Conpl et ed

out bound i nner rule, SPI 0xB283D32F Rule |ID:. 0x01FA0290
| PSEC. Conpl et ed out bound outer SPD rule, SPI 0xB283D32F
Rul e I D: 0x0240AF40 | PSEC. New i nbound tunnel flow rul e,
SPI O0x2A3E12BE Src addr: 172.16.1.0 Src mask:
255.255.255. 0 Dst addr: 172.22.1.0 Dst nask:
255.255.255.0 Src ports Upper: O Lower: O Op : ignore
Dst ports Upper: O Lower: O Op : ignore Protocol: 0 Use
protocol: false SPI: 0x00000000 Use SPI: false | PSEC
Conpl eted i nbound tunnel flow rule, SPI 0x2A3E12BE Rul e




I D: 0x0240B108 | PSEC. New i nbound decrypt rule, SPI
Ox2A3E12BE Src addr: 10.20.20.1 Src mask:

255. 255. 255. 255 Dst addr: 10.10.10.1 Dst nask:

255. 255. 255. 255 Src ports Upper: O Lower: O Op : ignore
Dst ports Upper: O Lower: O Op : ignhore Protocol: 50 Use
protocol: true SPl: Ox2A3E12BE Use SPI: true | PSEC

Conpl et ed i nbound decrypt rule, SPI O0x2A3E12BE Rule |D:
0x02406E98 | PSEC. New i nbound pernit rule, SPI
Ox2A3E12BE Src addr: 10.20.20.1 Src mask:

255. 255. 255. 255 Dst addr: 10.10.10.1 Dst nask:

255. 255. 255. 255 Src ports Upper: O Lower: O Op : ignore
Dst ports Upper: O Lower: O Op : ignhore Protocol: 50 Use
protocol: true SPl: Ox2A3E12BE Use SPI: true | PSEC

Conpl eted i nbound permit rule, SPI Ox2A3E12BE Rule ID:
0x02422C78

P
ANT

HER

-PDM ZFRALETFAFTOA—)IMOTE D> ZIL DR

. Cisco PIX Firewall YV Z RO I 7
- Cisco Adaptive Security Device Manager

. Cisco ASA 5500 ¥ ) —RXiEBBEX1 )T 4 FPTS5AFUA

. CiscoSecure PIX 7 7ATFO#—)L AR R VUZ77L A

. E2F31UF WP BT S Field Notice (PIX Z&%5 )

- Requests for Comments ( RFC )
TOZAINYR—=BE RFI XD - Cisco Systems



//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008052d450.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/support/tsd_products_field_notice_summary.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	PIX/ASA 7.x 以降： PIX-to-PIX VPN トンネルの設定例
	目次
	概要
	前提条件
	要件
	使用するコンポーネント
	ネットワーク図
	表記法

	背景説明
	設定
	ASDM の設定
	PIX CLI 設定
	バックアップ サイトツーサイト トンネル

	セキュリティ アソシエーション（SA）の消去
	確認
	トラブルシューティング
	PFS
	管理アクセス
	debug コマンド

	関連情報


