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FEHAKIPPRLAR., TOTF7VT5—>3>074Y IATY THFEHTEVRY, 77
AL RNTREBRENEEA BHRAKIPT RLAR, P7VT—>32HFIPRTY ROT—ENR
AO—RBHICBET RLATT, XY NT—=UF RLAZEHNAT)E. IP/NT Y ~DOAZIPAY
F—DHEZELET, FEOT7VIT—23 > TIPEELALIENTEDTONTY NOTF
—BRAO—RRBEEEENEEA. CHICKY, ChE8OT77VT—23 A EL<S#EEL &L
BRABENHYET,

CORFIXVNTR, ROBREFEALET,

- PIXfirstDE&E
- PIXSE258 E

PIXfirstD §&7E

PIXfirst(config) #fwrite terminal

Building configuration...

: Saved

PIX Version 6.3(3)

interface ethernet0 auto

interface ethernetl auto

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

enable password 2KFQnbNIdI.2KYOU encrypted
passwd 2KFQnbNIdI.2KYOU encrypted

hostname PIXfirst

fixup protocol dns maximum-length 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol tftp 69

names

!--—- Define encryption domain (interesting traffic) !---
for the IPsec tunnel. access-list 110 permit ip host
192.168.1.2 host 192.168.100.2

!-—— Accept the private network traffic from the NAT
process. access-list 120 permit ip host 192.168.1.2 host
192.168.50.2

pager lines 24

mtu outside 1500

mtu inside 1500

ip address outside 10.1.1.1 255.255.255.0

ip address inside 192.168.1.1 255.255.255.0

ip audit info action alarm




ip audit attack action alarm
pdm history enable
arp timeout 14400

!--- Bypass translation for traffic that goes over the
IPsec tunnel. nat (inside) 0 access-1list 120

!--- Inbound translation for the host located on the
remote network. static (outside,inside) 192.168.50.2
192.168.100.2 netmask 255.255.255.255 0 0

route outside 0.0.0.0 0.0.0.0 10.1.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h225 1:00:00

timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media
0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server LOCAL protocol local

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

! --—- Accept traffic that comes over the IPsec tunnel
from !--- Adaptive Security Algorithm (ASA) rules and !-
-- access control lists (ACLs) configured on the outside
interface. sysopt connection permit-ipsec

!--- Create the Phase 2 policy for actual data

encryption. crypto ipsec transform-set chevelle esp-des

esp-md5-hmac

crypto map transam 1

crypto map transam 1 match address 110
1l set peer 10.2.1.1

ipsec-isakmp

crypto map transam
crypto map transam 1 set transform-set chevelle
crypto map transam interface outside

isakmp enable outside

!--- Pre-shared key for the IPsec peer. isakmp key
**kkkkk*k* gddress 10.2.1.1 netmask 255.255.255.255

!--- Create the Phase 1 policy. isakmp identity address
isakmp policy 1 authentication pre-share

isakmp policy 1 encryption des
isakmp policy 1 hash md5
isakmp policy 1 group 1

1

isakmp policy lifetime 1000
telnet timeout 5

ssh timeout 5

console timeout 0

terminal width 80

Cryptochecksum:778£934d42c037a978b8b5236a93b5£4

end

[OK]

PIXfirst (config) #




PIXSE25E

PIXsecond(config)#write terminal

Building configuration...

Saved

PIX Version 6.3(3)

interface ethernet0 auto

interface ethernetl auto

nameif ethernet0 outside security0
nameif ethernetl inside securityl100
enable password 2KFQnbNIdI.2KYOU encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname PIXsecond

fixup protocol dns maximum-length 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol tftp 69

names

!--- Accept the private network traffic from the NAT
process. access-list nonat permit ip host 192.168.100.2
host 192.168.1.2

!--- Define encryption domain (interesting traffic) for
the IPsec tunnel. access-list 110 permit ip host
192.168.100.2 host 192.168.1.2

pager lines 24

mtu outside 1500

mtu inside 1500

ip address outside 10.2.1.1 255.255.255.0

ip address inside 192.168.100.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

pdm history enable

arp timeout 14400

! --- Bypass translation for traffic that goes over the
IPsec tunnel. nat (inside) 0 access-list nonat

route outside 0.0.0.0 0.0.0.0 10.2.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h225 1:00:00

timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media
0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server LOCAL protocol local

no snmp-server location




no snmp-server contact
snmp-server community public
no snmp-server enable traps
floodguard enable

!--—- Accept traffic that comes over the IPsec tunnel
from ASA rules and !--- ACLs configured on the outside
interface. sysopt connection permit-ipsec

!--- Create the Phase 2 policy for actual data
encryption. crypto ipsec transform-set chevelle esp-des
esp-md5-hmac
crypto map transam
crypto map transam
crypto map transam
crypto map transam
crypto map transam interface outside

1 ipsec-isakmp

1 match address 110

1l set peer 10.1.1.1

1 set transform-set chevelle

isakmp enable outside

!--- Pre-shared key for the IPsec peer. isakmp key
**kkkkk*x* gddress 10.1.1.1 netmask 255.255.255.255

!--- Create the Phase 1 policy. isakmp identity address
isakmp policy 1 authentication pre-share

isakmp policy 1 encryption des
isakmp policy 1 hash md5
isakmp policy 1 group 1

isakmp policy 1 lifetime 1000

telnet timeout 5

ssh timeout 5

console timeout 0

terminal width 80
Cryptochecksum:a686£71a023d1cd7078728a38acf529%e

: end

[OK]

PIXsecond(config) #

RBEDAVE—TIAAIEROBESIYTIVN)ZERTRHEER. EINJOI—T>
ABSZERALTZVIORTIZBEN HERT, >— 7/1%?75‘4\6\,\%&:" BRIENA S
<BYET, BEYNYTHAREENTVWR A R—TIAATR, EF1VTATTZ4T72A
FETFVEEBELIYY T7OIVRNIJIIHLTRZ 74y U ZFELET,

BERBPETHERDT—RT7O0—2LEBITIHEE, FLREELEDZRATONZT714v 0 (RALE
TEERROET ) ICEBIPsectF 1T 1 Z2EHATREERE. BEDAEZ—TI(AAILE
BOBSYY7TIVKNUZERLET, LA, $2YT7ZXYNOEYNEORNST71v 0%
wunIEl/ BOHTZYROEY NEORS 74 Y UV &RIAEBESLOBRMAICTIEETT. D
BE. BBRBZATORNS T4V 0Z2OOHEOT IV EAVARNTERZL, EBEETIVEAVA
N U TEBIOESIYTIVNUEERLET,

t*a1)T4 PIYSI—3>2 (SA) DiEE

PIXORHEE—RTR, ROOYX RZEALET,

. clear [crypto] ipsec sa : 79T 1 77 IPSec SA ZHIBRL £, crypto F—D—RixF 7> 3
~7T9,



- clear [crypto] isakmp sa : VT 1 775 IKE SA ZHIBRLE T, crypto F—D—REA7> 3
~T9,

i

ST, RENERICHELTVINESHERELET,

TORTYINAVER=TVRY—) (BRI—YERH) (OIT) F, HED show I RZEYH
R—bhLETF, OIT ZFEAL T, show ANV ROHIDDMERRLET,

. showcryptoisakmpsa: 7I—X10OtF1)F1FIYSIT—2 32 (SAZRTLET,

. show cryptoipsecsa: 7T —X2SAZXRRLE T,

. ping- BERZY NT—YQEEEDHLET. —HOPIXH S5 OPIXADpingld, 220
PIXED#EZHZHIB L ET, PliXsecondDERICHDKRARND SPIXfirstDERICHDERANIC
pingZEITL T, IPsech R EFTHIEETEET,

- show local-host <IP_address>:IP7 RL ANEEENO—NIKAMOEBRAOY b & ER
AOY hZERTRLET,

- show xlate detail : ZHAOY ROABRZRRLET, chik, RANEREhI-Z L zk
RIBDLEHIFERAETIhET,

PIXfirst® 5%

pingdN> ROHHZRICRLET,

PIXfirst(config) #ping 10.2.1.1

! -—— PIX pings the outside interface of the peer. !--- This implies that connectivity between
peers 1is available. 10.2.1.1 response received -- Oms

10.2.1.1 response received -- Oms

10.2.1.1 response received -- Oms

PIXfirst (config) #

R\, show cryptoisakmp sa ¥ > ROHHERL E T,

PIXfirst (config) #show crypto isakmp sa
Total : 1
Embryonic : 0

!--- Phase 1 SA is authenticated and established. dst src state pending created 10.1.1.1
10.2.1.1 QM_IDLE 0 1

LA &, show cryptoipsecsa 1N ROHBHTT,

!--- Shows Phase 2 SAs. PIXfirst(config)#show crypto ipsec sa

interface: outside

Crypto map tag: transam, local addr. 10.1.1.1

!--- Shows addresses of hosts that !--- communicate over this tunnel. local ident
(addr/mask/prot/port): (192.168.1.2/255.255.255.255/0/0)

remote ident (addr/mask/prot/port): (192.168.100.2/255.255.255.255/0/0)
current_peer: 10.2.1.1:500
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PERMIT,
!--- Shows if traffic passes over the tunnel or not.

flags={origin_is_acl,}

packets that are sent.

encaps: 21, #pkts encrypt: 21, #pkts digest 21

#ipkts decaps: 21, #pkts decrypt: 21, #pkts verify 21
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0,
#send errors 0, #recv errors 0

local crypto endpt.: 10.1.1.1, remote crypto endpt.:
path mtu 1500, ipsec overhead 56, media mtu 1500
current outbound spi: 6ef53756

!--- If an inbound Encapsulating Security Payload (ESP)
a !--- security parameter index (SPI) !--- number,
established successfully. inbound esp sas:

spi: 0x1cf45b9f (485776287)

transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }

slot: O, crypto map:

conn id: 2, transam

! --- Encapsulated packets translate to
!--- Decapsulated packets translate to packets that are received. #pkts

#pkts decompress failed: 0

10.2.1.1

l--- SA and outbound ESP SA exists with
it implies that the Phase 2 SAs

I--- are

sa timing: remaining key lifetime (k/sec): (4607998/28756)
IV size: 8 bytes
replay detection support: Y
inbound ah sas:
inbound pcp sas:
outbound esp sas:
spi: 0x6ef53756(1861564246)
transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 1, crypto map: transam
sa timing: remaining key lifetime (k/sec): (4607998/28756)

IV size: 8 bytes

replay detection support: Y
outbound ah sas:

outbound pcp sas:

show local-host 1Y > ROH D ZIRICRLE T,

! -—— Shows translation for the host on a remote network.

192.168.100.2

Interface outside: 1 active, 1 maximum active, 0 denied

local host: <192.168.100.2>,

TCP connection count/limit = 0/unlimited
TCP embryonic count = 0

TCP intercept watermark = unlimited

UDP connection count/limit = 0/unlimited
AAA:

Xlate(s):

Global 192.168.50.2 Local 192.168.100.2
Conn(s) :

RIZ. showxlate detail Y > RO HZERLET,

PIXfirst(config) #show local-host



!--- Shows translation for the host on a remote network. PIXfirst (config) #show xlate detail
1 in use, 1 most used

Flags: D - DNS, d - dump, I - identity, i - inside, n - no random,

o - outside, r - portmap, s - static

NAT from outside:192.168.100.2 to inside:192.168.50.2 flags s

PIXfirst (config)#

PIXsecond D2

pingAN> ROHHZRICRLET,

PIXsecond(config) #ping 10.1.1.1

!--- PIX can ping the outside interface of the peer. !--- This implies that connectivity between
peers is available. 10.1.1.1 response received -- Oms

10.1.1.1 response received -- Oms

10.1.1.1 response received -- Oms

PIXsecond(config) #

RIZ. show cryptoisakmpsa ¥ > ROHHERL T,

PIXsecond(config) #show crypto isakmp sa

Total : 1

Embryonic : 0

!-—— Phase 1 SA is authenticated and established. dst src state pending created 10.1.1.1
10.2.1.1 QM_TIDLE 0 1

LA &, show cryptoipsecsa 1N ROEHTT,

! --- Shows Phase 2 SAs. PIXsecond(config)#show crypto ipsec sa

interface: outside

Crypto map tag: transam, local addr. 10.2.1.1

!--- Shows addresses of hosts that communicate !--- over this tunnel. local ident
(addr/mask/prot/port): (192.168.100.2/255.255.255.255/0/0)

remote ident (addr/mask/prot/port): (192.168.1.2/255.255.255.255/0/0)
current_peer: 10.1.1.1:500

PERMIT, flags={origin_is_acl,}

l--- Shows if traffic passes over the tunnel or not. !--- Encapsulated packets translate to
packets that are sent. !--- Decapsulated packets translate to packets that are received. #pkts
encaps: 21, #pkts encrypt: 21, #pkts digest 21

#ipkts decaps: 21, #pkts decrypt: 21, #pkts verify 21

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0

local crypto endpt.: 10.2.1.1, remote crypto endpt.: 10.1.1.1
path mtu 1500, ipsec overhead 56, media mtu 1500

current outbound spi: 1lcf45b9f

!-—— If an inbound ESP SA and outbound ESP SA exists with an SPI !--- number, it implies that
the Phase 2 SAs are established successfully. inbound esp sas:

spi: 0x6ef53756(1861564246)



transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2, crypto map: transam
sa timing: remaining key lifetime (k/sec): (4607990/28646)
IV size: 8 bytes
replay detection support: Y
inbound ah sas:

inbound pcp sas:
outbound esp sas:
spi: 0x1cf45b9f (485776287)
transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 1, crypto map: transam
sa timing: remaining key lifetime (k/sec): (4607993/28645)
IV size: 8 bytes
replay detection support: Y
outbound ah sas:

outbound pcp sas:

PIXsecond (config) #
Nl | 7 Rl

COtEY2aVTR, BEORNZ TN A—FT AT TS5 HOBRICOVTHALET,

NSTIUN21—F 42000 EHOIANV R

TIORTYIRNAEZ=TVEY=) (BEEI—HEH) (OIT) IF. BEND show IX> R&H
R—KLEFT, OIT ZFEHAL T, show AN ROBIOoHZERRLET,

X :debug ONV REFEATSHEIC, Tdebug AN ROEEZERHR. 25RBL T EEV,

- debug crypto ipsec - IPsec 1 X NMZBET2BEHRERRLET,

- debug cryptoisakmp : €1 VR —FXY N F— ITIOAFIVI (IKE) IRV NCHTEIAYE
—JERRLET,

- debug packet if_name [src source_ip [netmask mask]] [dst dest_ip [netmask mask mask]]
[[proto icmp] | [proto tcp [sport src_port] [dport dest_port]] | [proto udp [sport src_port] [dport
dest_port]] [rX] | tx | both] : EEL A B2 —T T4 AICEY NLENTY RERKRLET,
COAX Y RIE, PIXDInsidef VBZ—T7 IAADKRT 71V IODRATZHBADIZHBNTSHE
ZIZERTY, COONY RE, EBRTARAREL TVWBR CEZRRIBZLHICEFEAES
x£7,

- logging buffered level:show logging X > RTRRENDABE/NY 7 7 (CsyslogX v 2—D %
EELET, clearlogging N> RZEFAHAL T, XvE—NvT77%2Z0UFLET, NV 7
TORRICHLWXYE—IAEBMENET, cOOANY REE, ERENEEBRZRTTS
EHICERENET, Nv77A00F 7@, BEBEIZBUTHVICTIHEN BYET,
AFXF >IN T7LRILOBVNY 77AQOOF I EEEAT A BNY 77A0OF >
TJEFATICLET,

- debug icmp trace:PIX FirewallZ tH A V) 3% /N7 ¥ b Dinternet Control Message
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Protocol (ICMP ; 41 & —% Y NEHE XY £—27’O83)L ) Ny NMEHR, EETIPT R
LA, BETPRLAZRRLET, chiZlE, PXT7AT7IA4—=)L1_Y RBEOA > X—
7 IAANDpingNEENFET, nodebug icmp traceZ A L T, debug icmp tracez 7+ 7 I
LET,

RIZ. debug crypto isakmp—_~ > K &debug crypto ipsecAN > ROH D ZERL FT,

PIXfirst (config) #debug crypto isakmp
PIXfirst (config) #debug crypto ipsec

PIXfirst (config) #debug crypto engine
PIXfirst (config) #show debug

debug crypto ipsec 1

debug crypto isakmp 1

debug crypto engine

PIXfirst (config)#

PIXfirst (config)#

crypto_isakmp_process_block:src:10.2.1.1, dest:10.1.1.1 spt:500 dpt:500
OAK_QM exchange

oakley_process_qguick_mode:

OAK_QM_TIDLE

ISAKMP (0): processing SA payload. message ID = 137660894

ISAKMP : Checking IPSec proposal 1

ISAKMP: transform 1, ESP_DES

ISAKMP: attributes in transform:

ISAKMP: encaps is 1

ISAKMP: SA life type in seconds

ISAKMP: SA life duration (basic) of 28800

ISAKMP: SA life type in kilobytes

ISAKMP: SA life duration (VPI) of 0x0 0x46 0x50 0x0
ISAKMP: authenticator is HMAC-MD5

! --- Phase 1 policy accepted. ISAKMP (0): atts are acceptable. IPSEC(validate_proposal_request) :
proposal part #1,

(key eng. msg.) dest= 10.1.1.1, src= 10.2.1.1,

! -—— Encryption domain (interesting traffic) that invokes the tunnel. dest_proxy=
192.168.1.2/255.255.255.255/0/0 (type=1),

src_proxy= 192.168.100.2/255.255.255.255/0/0 (type=1),

protocol= ESP, transform= esp-des esp-md5-hmac ,

lifedur= 0s and Okb,

spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

ISAKMP (0): processing NONCE payload. message ID = 137660894

ISAKMP (0): processing ID payload. message ID = 137660894

ISAKMP (0): ID_IPV4_ADDR src 192.168.100.2 prot 0 port O

ISAKMP (0): processing ID payload. message ID = 137660894

ISAKMP (0): ID_IPV4_ADDR dst 192.168.1.2 prot 0 port O0IPSEC (key_engine) :

got a queue event...
IPSEC (spi_response) : getting spi 0x15ee92d9(367956697) for SA
from 10.2.1.1 to 10.1.1.1 for prot 3

return status is IKMP_NO_ERROR
crypto_isakmp_process_block:src:10.2.1.1, dest:10.1.1.1 spt:500 dpt:500
OAK_QM exchange

oakley_process_qguick_mode:

OAK_QM_AUTH_AWAITmap_alloc_entry: allocating entry 2

map_alloc_entry: allocating entry 1

ISAKMP (0): Creating IPSec SAs



inbound SA from 10.2.1.1 to 10.1.1.1 (proxy 192.168.100.2 to 192.168.1.2)
has spi 367956697 and conn_id 2 and flags 4

lifetime of 28800 seconds

lifetime of 4608000 kilobytes

outbound SA from 10.1.1.1 to 10.2.1.1 (proxy 192.168.1.2 to 192.168.100.2)
has spi 1056204195 and conn_id 1 and flags 4

lifetime of 28800 seconds

lifetime of 4608000 kilobytesIPSEC (key_ engine): got a queue event...
IPSEC (initialize_sas): ,

(key eng. msg.) dest= 10.1.1.1, src= 10.2.1.1,

dest_proxy= 192.168.1.2/0.0.0.0/0/0 (type=1),

src_proxy= 192.168.100.2/0.0.0.0/0/0 (type=1l),

protocol= ESP, transform= esp-des esp-md5-hmac ,

lifedur= 28800s and 4608000kb,

spi= 0x15ee92d9(367956697), conn_id= 2, keysize= 0, flags= 0x4
IPSEC(initialize_sas): ,

(key eng. msg.) src= 10.1.1.1, dest= 10.2.1.1,

src_proxy= 192.168.1.2/0.0.0.0/0/0 (type=1),

dest_proxy= 192.168.100.2/0.0.0.0/0/0 (type=1),

protocol= ESP, transform= esp-des esp-md5-hmac ,

lifedur= 28800s and 4608000kb,

spi= 0x3efd465a3(1056204195), conn_id= 1, keysize= 0, flags= 0x4

VPN Peer: IPSEC: Peer ip:10.2.1.1/500 Ref cnt incremented to:2 Total VPN Peers:1
VPN Peer: IPSEC: Peer ip:10.2.1.1/500 Ref cnt incremented to:3 Total VPN Peers:1

return status is IKMP_NO_ERROR

PIXfirst (config)#

JRIZ. debug packet inside src 1Y ROHBDZERLET,

I-—- Shows that the remote host packet is translated. PIXfirst (config)#debug packet inside src
192.168.50.2 dst 192.168.1.2

PIXfirst (config)# show debug

debug packet inside src 192.168.50.2 dst 192.168.1.2 both

!-—— Source IP is translated to 192.168.50.2. 192.168.50.2 ==> 192.168.1.2

ver = 0x4 hlen = 0x5 tos = 0x0 tlen = 0x3c

id = 0x82 flags = 0x0 frag off=0x0

ttl = 0x80 proto=0x1l chksum = 0x85ea

l--- ICMP echo packet, as expected. =-- ICMP =--

type = 0x8 code = 0x0 checksum=0x425c

identifier = 0x200 seqg = 0x900

-- DATA --

0000001c: 61 62 63 64 65 66 67 68 69 6a 6b 6¢c 64 6e 6f 70 | abcdefghijklmnop

0000002c: 71 72 73 74 75 76 77 61 62 63 64 65 66 67 68 69 | grstuvwabcdefghi



0000003c: 01 |

192.168.50.2 ==> 192.168.1.2

ver = 0x4 hlen = 0x5 tos = 0x0 tlen = 0x3c
id = 0x83 flags = 0x0 frag off=0x0

ttl = 0x80 proto=0xl chksum = 0x85e9

-- ICMP --

type = 0x8 code = 0x0 checksum=0x415c

identifier = 0x200 seqg = 0xa00

-—- DATA --

0000001c: 61 62 63 64 65 66 67 68 69 6a 6b 6¢c 64 6e 6f 70 | abcdefghijklmnop
0000002¢c: 71 72 73 74 75 76 77 61 62 63 64 65 66 67 68 69 | grstuvwabcdefghi

0000003c: 01 |

192.168.50.2 ==> 192.168.1.2

ver = 0x4 hlen = 0x5 tos = 0x0 tlen = 0x3c
id = 0x84 flags = 0x0 frag off=0x0

ttl = 0x80 proto=0xl chksum = 0x85e8

-- ICMP --

type = 0x8 code = 0x0 checksum=0x405c
identifier = 0x200 seqg = 0xb00

-- DATA --

0000001c: 61 62 63 64 65 66 67 68 69 6a 6b 6¢c 64 6e 6f 70 | abcdefghijklmnop



0000002¢c: 71 72 73 74 75 76 77 61 62 63 64 65 66 67 68 69 | grstuvwabcdefghi

0000003c: 01 |

192.168.50.2 ==> 192.168.1.2

ver = 0x4 hlen = 0x5 tos = 0x0 tlen = 0x3c
id = 0x85 flags = 0x0 frag off=0x0

ttl = 0x80 proto=0xl chksum = 0x85e7

-- ICMP --
type = 0x8 code = 0x0 checksum=0x3f5c
identifier = 0x200 seqg = 0xc00

-—- DATA --

0000001c: 61 62 63 64 65 66 67 68 69 6a 6b 6¢c 64 6e 6f 70 | abcdefghijklmnop

0000002¢c: 71 72 73 74 75 76 77 61 62 63 64 65 66 67 68 69 | grstuvwabcdefghi

0000003c: 01 |

PIXfirst (config)#

logging buffer Y > ROEHZRICRLET,

!--- Logs show translation is built. PIXfirst(config)#logging buffer 7

PIXfirst (config) #logging on
PIXfirst (config) #show logging

Syslog logging: enabled

Facility: 20

Timestamp logging: disabled

Standby logging: disabled

Console logging: disabled

Monitor logging: disabled

Buffer logging: level debugging, 53 messages logged
Trap logging: disabled

History logging: disabled

Device ID: disabled

111009: User 'enable_15' executed cmd: show logging
602301: sa created, (sa) sa_dest= 10.1.1.1, sa_prot= 50,

sa_spi= 0xbl274c19(2972142617), sa_trans= esp-des esp-md5-hmac

’

sa_conn_id=



602301: sa created, (sa) sa_dest= 10.2.1.1, sa_prot= 50,

sa_spi= 0x892deldf (2301485535), sa_trans= esp-des esp-md5-hmac , sa_conn_id= 1
!-—- Translation is built. 609001: Built local-host outside:192.168.100.2

305009: Built static translation from outside:192.168.100.2 to inside:192.168.50.2
PIXfirst (config)#

R\, debugicmptrace N> ROKNERLET,

!-—— Shows ICMP echo and echo-reply with translations !--- that take place.
PIXfirst (config) #debug icmp trace

ICMP trace on

Warning: this may cause problems on busy networks

PIXfirst (config)# 5: ICMP echo-request from outside:192.168.100.2 to 192.168.1.2

ID=1024 seqg=1280 length=40

ICMP echo-request: translating outside:192.168.100.2 to inside:192.168.50.2

ICMP echo-reply from inside:192.168.1.2 to 192.168.50.2 ID=1024 seq=1280 length=40

ICMP echo-reply: untranslating inside:192.168.50.2 to outside:192.168.100.2

9: ICMP echo-request from outside:192.168.100.2 to 192.168.1.2 ID=1024 seqg=1536 length=40
10: ICMP echo-request: translating outside:192.168.100.2 to inside:192.168.50.2

11: ICMP echo-reply from inside:192.168.1.2 to 192.168.50.2 ID=1024 seqg=1536 length=40

12: ICMP echo-reply: untranslating inside:192.168.50.2 to outside:192.168.100.2

13: ICMP echo-request from outside:192.168.100.2 to 192.168.1.2 ID=1024 seg=1792 length=40
14: ICMP echo-request: translating outside:192.168.100.2 to inside:192.168.50.2

15: ICMP echo-reply from inside:192.168.1.2 to 192.168.50.2 ID=1024 seqg=1792 length=40

16: ICMP echo-reply: untranslating inside:192.168.50.2 to outside:192.168.100.2

17: ICMP echo-request from outside:192.168.100.2 to 192.168.1.2 ID=1024 seqg=2048 length=40
18: ICMP echo-request: translating outside:192.168.100.2 to inside:192.168.50.2

19: ICMP echo-reply from inside:192.168.1.2 to 192.168.50.2 ID=1024 seqg=2048 length=40

20: ICMP echo-reply: untranslating inside:192.168.50.2 to outside:192.168.100.2

o J O

PIXfirst (config) #

BYE 15 $§

PIX500 V=X X1 VT4 PTFAFTARABR—K R=D
-PXAONZRVUZF7L2A

- Requests for Comments (RFCs)

-IPSec XA IT—>a>V/IKEZOMINLCBETEZIHR—K R—=T
cTOZAhAL BHR—bE RFI XD - Cisco Systems



//www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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