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debug. show, &K clear Y R
CiscoPIX Z7AT72#—=)L
Checkpoint :

NS7IILa—hk

ZY RNI—OKH

PIX A5 @ debug ® H H 4l

B E SR

B=

COREHIE, BRIHEF—%Z2FEHAITSIPSec ORIV ZE2DDTTAR—NZRYRND—DIC
BMITBDESICERTEDAEEERLTVET, COHFITSMTSDRY NJ—2F. Cisco Secure
Pix Firewall ( PIX ) RZ80 192.168.1.X 754 K— K ¥ KD —4 & Checkpoint HZED
10.3250X 7'TAR—N ZYRND—UTT, CCTl, CORELEHEODEIC., PX ALB KT
Checkpoint 4.1 Firewall AEHA S A 2V Z—FXY RADKNT T4V D ( Tk 172.18.124 X &V
RO—DERBLTVERT ) RATVBRERELTVERT,

Bl RAF
EH

CORFIXVNIHRBEOEHRBEH XL A

FATAIR—F>b

CORFIXVNOERE. ROVIRIITEN—RIITON-23VICETVTVET,



-PIXVY7KDITTF JI)—X531

. Checkpoint 4.1 Firewall
CORFIXYNOERE. BEDTRREICLHDTFNAAICETVTEREhELLE, COR
FAIXRNTERATIINTOTNAARG, FIA(F7 4D ) REVREL SEBLTVERT
o NRDEFXY NT—IONRBEBPTHRIHEICIE., EOLKSBIOANRICODVTE, TOHEEN

FEICODVTHREICERLU THKBENfHYVET,

b

REFIXDNREOFBICOVWTR, RO TININTAYTADOREFES Z2ZRUTE
=L

BE

COtEI3AVTR, CORFIXNTHATIMEBEREI S LOICLERFTRERMLT
WET,

X CONBTHEATATVWAIOYY ROFMAEFAXNSICEK, "Command Lookup ¥ —JL, &fE
ALTLKEZW (BRI —TF0DkA ),

XYBRD—IHK
CHORFIXYRTR., AORICRTRY ND—OBTEEFEALET,

172.18.124.35/28 172.18.124 154128 10.32.50.50i24
Lol Al T 172.18.124.34128 | 172.18.124.157128
3 [ e + '::'-:. .I,I—,-.
PIX Internet Checkpoint Firewall
- "cisco_endpoint” Router RTPCPVPN —
MNetwork Network

192.168.1.X124 10.32.50.X/24
“inside_cisco" "cpinside”
AR TE

CORFIXVRNTR, COEIZIVTRIRELZFEALTVET,

PIX OEE

Pl X Version 5.3(1)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
passwd 2KFQnbNI dI . 2KYQU encrypt ed

host nane ci sco_endpoi nt

fixup protocol ftp 21

fixup protocol http 80
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fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060

nanes

access-list 115 permit ip 192.168.1.0 255.255.255.0
10.32.50.0 255.255.255.0

access-list 115 deny ip 192.168.1.0 255.255.255.0 any
pager lines 24

| oggi ng on

no | oggi ng tinestanp

no | oggi ng standby

no | oggi ng consol e

| oggi ng noni tor debuggi ng

no | oggi ng buffered

| oggi ng trap debuggi ng

no | oggi ng history

l ogging facility 20

| oggi ng queue 512

interface ethernet0 auto

interface ethernetl auto

nmtu outside 1500

nmu inside 1500

i p address outside 172.18.124. 35 255. 255. 255. 240

i p address inside 192.168.1.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

no fail over

failover tineout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp timeout 14400

gl obal (outside) 1 172.18.124.36

nat (inside) 0 access-1list 115

nat (inside) 1 0.0.0.0 0.0.0.000

route outside 0.0.0.0 0.0.0.0 172.18.124.34 1
timeout xlate 3:00:00g SA 0x80bd6alO, conn_id = 0
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h323

0: 05: 00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

no snnp-server | ocation

no snnp-server contact

snnp-server conmmunity public

no snnp-server enable traps

fl oodguard enabl e

!--- IPSec configuration sysopt connection permit-ipsec
no sysopt route dnat

crypto ipsec transform-set myset esp-des esp-sha-hmac
crypto map rtpmap 10 ipsec-isakmp

crypto map rtpmap 10 match address 115

crypto map rtpmap 10 set peer 172.18.124.157
crypto map rtpmap 10 set transform-set myset
crypto map rtpmap 10 set security-association lifetime
seconds

3600 kilobytes 4608000

crypto map rtpmap interface outside

!--- IKE configuration isakmp enable outside
isakmp key ******** address 172.18.124.157 netmask
255.255.255.240




isakmp
isakmp
isakmp
isakmp
isakmp
isakmp

: end

[X]

identity address

policy
policy
policy
policy
policy

10
10
10
10
10

telnet timeout 5
ssh timeout 5
terminal w dth 80

Crypt ochecksum dc43c44e4513d3633a3f c7b1c3802¢c79

authentication pre-share
encryption des

hash sha

group 1

lifetime 86400

Checkpoint Firewall

1.IKE £ IPSec DF 7 AINDSA T EA LR A—ICK>TEBES %, Properties >
Encryption Z3#iR L T, Checkpoint D54 7 XA LZPIXDF7 AN NE—HTDKRSIC
LET. PIXDFT7 2L NDIKES A 7 X 4 LE86400% ( 1440% ) TE A, RO
RTEETEET, isakmp policy # lifetime 86400PIX IKEZ 1 7 Z 1 Ald60 ~ 86400 D
TEET, PXOT7AIBMDIPSecT A4 7 24 LAlF28800¥ TT A", XROIN R
TEETE XY, crypto ipsec security-association lifetime seconds #PIX IPSecZ 1 7 X 1 L

B

ax k&

BT

S

AX &

(£120 ~ 86400 DETRETE XTI,




Properties Setup

High&wailsbilty |  IPPoolMAT | Accesslists | Desktop Securty |
Securty Paolicy ] Tratfic Control ] Services ] Log and Alert ] Security Servers ]
Authentization ] S MDefender ] LDAF Encryption l ConnectControl ]

SKIP M arual IPSEC

[~ {Enable Expartable SKIR _

: 5P allocation range [hes):
Change SEIP Session Key :
Everny |1 n Seconds [0 for infinity) From |'I a0
ar

Every 10485760 Bytes (0 for infirity] To i

IE

Renegotiate [KE Security Azzociations every |'| 4410 minutes

Henegaotiate IPSEC Security Aszociations every |EEEEIEI gseconds

Ok, Cancel Help

2. [Manage] > [Network objects] > [New] ( & /=& [Edit] ) > [Network] D JEIZZEIRL .
Checkpoint DE#ZICHBDHEB ( "cpinsides ) XY RT—UDATPITUVRNZHRELET,
chlE, COPIXONY ROBEE (2BBD ) XY RNIT—DE—HBUTVRRXENf HYET,
access-list 115 permit ip 192.168.1.0 2565.255.255.0 10.32.50.0



Metwork Properties

General | MAT |

M ame:

|P Address: |10.32.50.0 Get address |

Met Mask: |255.250.2556.0

Commett: Colar: I ] -rl

|' Lacation: |' Broadcast:

@ |nternal ¢ External % Allowed T Dizallowed

O Cancel Help

255.255.255.0
. [Manage] > [Network objects] > [Edit] ZiZIRL . PIXA'COIAN RTRAMLTVBY
—RJI4( "RTPCPVPN, FIVIRAVN)IVRRAVNOAT DT UM ERTEL
£, crypto map name # set peer ip_addressLocation ® T T Internal ZiEIRL £9, Type
T Gateway Zi#IRL £, [Modules Installed] T, [VPN-1 & FireWall-1]F T Y J7RY VA%
BIRL . [Management Station]F T Y JRY JRAEF/ICLET,




Workstation Properties |

General | Interfaces | SNMP | NAT | Certiicates | wPN | authe 4| »]

Mame: RTPCPVFM
IP &ddress: |172.18.124.157 Get addrezs
Carnment: Firewalled gateway to internet
— Locatior: Type:
¥ |nternal © External ’7 " Host % Gateway
— Modules Inztalled
W WPM-1 & Firgiadall-1 Vergion: |41 ¥ Get
l_ Flood(z ate-1 Wersior | 4.1 [
I | Cormpression teramm 141 |~

¥ Management Station Color: I- vI

aFk. I Cancel Help

4. Manage > Network objects > New > Network D JEIZIZIRL, PIX DERICHDNE ( 7
inside_ciscos ) XY ND—ODATZIVRNERELET, ChiF., COPIXOY > RO
B (BP)XYRI—OE—HLTVBIHENH ' ET, access-list 115 permit ip
192.168.1.0 255.255.255.0 10.32.50.0



Metwork Properties

General | MAT |

M ame:

P Address: [192.168.1.0 Get address |

Met Mask: |255.250.2556.0

Commett: Colar: I ] -rl

|' Lacation: |' Broadcast:

i Internal & Esternal % Allowed T Dizallowed

O Cancel Help

255.255.255.0

5. Manage > Network objects > New > Workstation ® JEIZ3&IRL ., #&B ( Mcisco_endpoint,
JPXT—=KRIDIADATDIORNEEBMLET, COOAX Y RABAETINBPIXA > X—
7IA4AZRICARLUET, crypto map name interface outsideLocation ® T~ T External % i&
RUET, Type T Gateway ZBIRL £F, 3 : [VPN-1/FireWall-1]F T Y IRy U A&
RUBVWTLEEL,




Workstation Properties |

General | Interfaces | SNMP | NAT | WPN |

M ame:
IP &ddress: |172.18.124.55 Get addrezs
Cornrment;
— Locatior: Type:
™ |nternal ©* External ’7 " Host % Gateway
— Modules Inztalled
[ WPM-1 & Firgt/all-1 Version: |41 7 Get
l_ Flood(z ate-1 Werzir (4.1 [
I | Cormpression versmtn (4. |~

[T Management Station Color: I- vI

aFk. I Cancel Help

6. [Manage] > [Network objects] > [Edit] ®JEIZiEIRL . Checkpoint *— KT T A I RKRA >
N ( TRTPCPVPN) EWSHEHET) O [VPN] 7 #4REL £, [Domain] ® F T, [Other] %
BEIRL TH S, Checkpoint EY RT—U ORI ( "cpinsides £EVWSERT) ZROAYTHY
>~ JARNNDSERL FT, [Encryption schemes defined] ® T T, [IKE] ZREIRLTHS
[Edi 29 UY I LET,



Workstation Properties |
Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthEL|_'*|
— Domair: — Encmyption gchemes defined: ——
™ Walid Addresses(of Interfaces) ™ B=1 Manual IPSEC
& Other: r SKIP
I & Fevz
[T Esportable for SecuRemate Edit... |
= et ot Legang
I | it rafhe Eentel Legaig
aFk. I Cancel Help

7. DESEES{LOIKEZ’'ONT A1 ZXOIRX >V RIZ—BIT B LS ICEEL T, isakmp policy #
encryption des

8. XDIANVRIC—HITBHESIC, IKEZO/NT 1 ZSHAI/N\Y S 2 ICEEL F T, isakmp
policy # hash sha X DEREEZLE L £F, [Aggressive Mode] ZA 7ICLE T, [HTERY ~
ZHR—NFIYVIORYDAEFICLET, [Authentication Method] T, [Pre-Shared
Secretf] F LY VARY VDARAZAVICLET, chld, ROON RE—BULET, isakmp
policy # authentication pre-



Generall Interfacesl SHMP‘I MAT I Cerificates  ¥PN |.-i'-.uthE 4

k

General I
— Key Negatiation Encrpption Method(z): - — Hazh Method: —
[~ MDE

r CasT
r IDES IF SHaAT1

— Authentication Method:
W Pre-Shared Secret Edit Secrets. ..
[T Public Key Signatures [EGrfigure..,

[T Supports Aggresive Mode W Supports Subnets

KE Properties k >

ak. Cancel Help

share

9. [Edit Secrets] 27 )Y VLT, BRHEF—ZPIXOAN RE—HTH LD

isakmp key key address address netmask

- =n, =

— AX AE

LET,



Workstation Properties |

Generall Interface&l SHMF'I MAT I Certificates  WFM |.-'3-.uthE 1 | "I
I

IKE Properties h X
General |
Shared Secret
— Shared Secrets List:
Peer Mame Shared Secret

ciscoendpoint

mEEE

E di

Remove

Ok Cancel |

Ok, | Cancel | Help |

aF. | Cancel | Help |

netmask
10. [Manage] > [Network objects] > [Edit] D JE(Zi#IR L. Tcisco_endpointy @ [VPN] & 7 % #w
£LE9, Domain D T, Other ZBIRLTHASPIXZY RD—TUORMA ( 7
inside_ciscos £WSEAI ) ZiBIRL £T., [Encryption schemes defined] ® T, [IKE] Z
BIRLTAHS [Edi] 22U Y 2L ET,




Workstation Properties |

Eenerall Interface&l SHMF'I MaT PN |

— Domairn: — Encryption zchemes defined: ——
" Disabled I = Manual IPSEC
" Walid Addresses(of Interfaces) W [
& Other; r SKIP
I% inzide_cizco j
I | Ezpartabie far Secutemate Edi... |
= rattic Eantrel g g
I | Titrrar irafhic: Eental Legais

aF. Cancel Help

1. IKEZ’O/NT 1 DESEES{tZ RO AN RE—HTBLSICEEL ET, isakmp policy #
encryption des

12RO RIZ—HTBKSIC, IKEZONT 4 ZSHA1/\NY 2 2 ICEELE T, crypto
isakmp policy # hash sha X DFREZZEL £, [Aggressive Mode] ZF 7ICLET, [H
TZY RNEYR=—NFIVYIRYVDARZEFICLET, [Authentication Method] T, [Pre-
Shared Secret] F T Y VRY VARAEFVICLET, CORERK, XROOANRE—BLET
- isakmp policy # authentication pre-



General] Interfaces] SHMF‘] MAT ] Certificates  %FPM l.-'-‘-.uthE 11

KE Properties k by

General l
K.ey Megotiation Encrpption Method|z): Hazh Method:
[ MD5
F CAST
[ =) 30ES v SHAT
Authentication Method:
v Pre-Shared Secret Edit Secrets...

[ Public Eey Signatures

[ Supports Aggresive Mode W Supports Subnets

ak. Cancel Help

share
13. [Edit Secrets] 20 )Y VLT, BRIHAF—ZROPIXOAN RE—HITBDRSICEEL
£ 9, isakmp key key address address netmask
x|

General ]

Shared Secret b

Shared Secrets List:

FPeer Hame Shared Secret

BT PCEAPH

EEhT

Edit

Remowve

0] 4 Cancel |

aF. Cancel | Help |

netmask

14. [Policy Editor] 7 4 > R™J T, Source & Destination @M (C Tinside_ciscoy & T
cpinsides (MA@ ) ZRELEZIL—ILZHEALET, Service=Any, Action=Encrypt., &
& O Track=Long ZFREL £ 7,




3/ RTPCPYPN - Check Point Policy Editor

File Edit Yiew Manage FPolicy “Wndow Help
==Y & B BS0 0 B EE S = P BET &

5 Secuity Policy - Standaid |I§| Address Translation - Standard | FFF Bandwidth Palicy - Standard |

m Source |Deg’rina’[i0n Service Action

B inside_cisco | Bm cpinside E;_I |'E
= - = N Encrs R Lor
. % cpinzide % inzicle_cizco :) a g Froret | E
1| | o]

For Help, presz F1 RTPCPVEN Riead \writa

L = ]

15. [Action] REL DT T, &®D [Encrypt] A4 I &0 )Y U L. [Edit properties] ZiZIR L T

16.

EEL RS —ZRELE T,

frity Palicy - Standard | ££3 Addiess Translation - Standard | E§F Bandwidth Policy - Standard | _[o-
m~ Y1 Host ~ Ldep-Servers | £8) Idap [ﬂ accept |
P P Host "t L ogical-Servers " |oad_agent [ﬂ accept ]

== inzide_cisco Chinsicle [
% - %' . i . @ Ay 'lr |‘|g
%I CpinEshes %I Ingide CiSco )
i;ﬁ dest-unreach
S EChO-reply
S echo-request accept Bim &
e Icmp-proto
SF info-reply @ drop
KMp [Fifi-pm

il
&) Any ) any 56 mask-reply E @ roec g |
-
k I

EHE el vme smrd wl

IKE ZBIRLTAS EditZ0UYILET,

Enciyption Properties | x| |

General |

— Encryption gchemes defined: —

= o

T2 manual IPSEC

™[] SHIP
™ [ PWir

ak. Cancel Help




17. [IKE Properties]EE T, XNIN ROPIXIPSech TV AT7#—LAE—HTBDLSIC,
nso7ONT1EEZELET, crypto ipsec transform-set myset esp-des esp-sha-
hmac[Transform] @ [Encryption + Data Integrity (ESP)] Zi#RL &9, BEHLFTILIVX
ALEDES, F—XEEMIFESHAL, FFAEhEET S — NV I A RBAFPIXT—KV T A

( "cisco_endpointy EFIEND ) THRIMBENHYET, [OK|ZVVYILET,

IKE Properties |

General |

Tranztorm:
L\.\S ¥ Encryption + Data Integrity [ESF)
™ Data Integrity Only [4H]

E ncrophtion &lgarithm:

D ata [ntegrity

Allowed Peer ateway:

[T Uze Perfect Fonward Secrecy

aFk. Cancel Help

18. CheckpointZsREL =%, ZEZEMIC TS IZIE, CheckpointX — 1 —TPolicy > Install®
JEICZEIRLUET,

debug, show, 8 LT clear IV¥ > R

CCTR, BENELKHELTVWACLZRABIDLHICEATIERERLET,

—#0 show IXY KEZIRTY h (Y B—FUR Y= LEEITHR=—AEhTVET (B
B1-—YER ), COV—LERATH LI EOT, show IR KHNORTERERRT
EES

debug N> REFHITSEIC. Tdebug ANV ROBELRIFER 2SR TS EEL,

CiscoPIXZF7A T #—=)L

- debug crypto engine : BES{LEBBILERTITAWSHKI VD VICETAITFNY IXY £—
TEERTLETD,

. debug crypto isakmp:IKE/ X MNCBTB XY 22— 2R RLE T,

- debug crypto ipsec:IPSecA/ X NEXRRLET,

- show crypto isakmp sa : E7(Z& T % IR DIKE Security Association ( SA ; E¥1UFT 147
Yo I—232 ) ZINTERRLET,

. showcryptoipsecsa : REDEF 1 VT A 7Y I—>3a 0 THEAENTVSRIREZRTL
xY,

. clearcryptoisakmpsa: ( A7 A ¥1L—>3E—RHIS ) PO T 1 T BIKEELZ TN


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
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TO9IVTFLET,
- clearcryptoipsecsa: (A7 4 F¥1L—>32F—RHAS ) IXNTOIPSecz¥1 VT4 7
VI I—23a>zHIRLET,

Checkpoint :

AT Y 7142 R 9 [Policy Editor]7 4 > R T[Tracking] A [Long]lcEREE N TWB &, EEREh
ERZ74vORBOJEI—TIZHFETRRENET, KOKSICADTDE, KVFEMEETFTN
VIEMBTEET,

C:\ W NNT\ FWL\ 4. 1\ f wst op
C\WNNT\ FW\ 4. 1\ fw d -d

TSI, BIOTA RTUTROIONY REZRITLET,

C.\WNNT\FW\ 4. 1\ fwstart

3 : S hlEMicrosoft Windows NTO A > ARN—ILTT,

ROV RZFEALT, FIVYIRANEDSAZVUTTERT,

fw tab -t IKE_SA_ table -x
fw tab -t ISAKMP_ESP_table -x
fw tab -t inbound_SPI -x
fw tab -t ISAKMP_AH table -x

MEW, EBEATEEVHYEBADL, 7OV NTERRENBVEENFHYET,
RS7)L>a1—hk

CCTlR, REODRNZ TN 2 —F 4T IERATEZERERLET,

XY BND—O%EY

BHROBETIABRY RD—IONFFIVIRANOEBSIELRXAVIZEREESNTVSIHS,
FNAARFRRNZ 714V OICEALTEENICTNSZENTEE T, PIXOBBSACLY —HT S
ESIICERETNTVWAEVEE, P RILFEABMIDAEENI HYET, X, 10.0.0.0/24&

10.0.1.0 24OAFMERY RT—INF R RILICEFEFNRLSICRETNTVDHE, ThS %
10.0.0.0 /23N TEFT,

PIX A 5 @ debug @ H 45l

ci sco_endpoi nt# show debug
debug crypto ipsec 1

debug crypto isaknmp 1
debug crypto engi ne

debug fover status



tx O f

rx Of
open Of
cabl e Of
t xdnmp Of
rxdnp Of
ifc O f
rxip Of
txip Of
get Of
put Of
verify Of
switch Of
fail O f
fmsg Of

ci sco_endpoi nt# term mon

ci sco_endpoi nt #

| SAKMP (0): begi nning Quick Mdde exchange

M I D of 2112882468: 7df 007241 PSEC( key_engi ne):

got a queue event..

| PSEC(spi _response): getting spi 0x9d71f29c(2641490588) for SA
from 172.18.124.157 to 172.18.124.35 for prot 3

70

crypto_i saknp_process_bl ock: src 172.18.124.157, dest 172.18.124.35

QAK_QM exchange

oakl ey_process_qui ck_node

OAK_QM | DLE

| SAKMP (0): processing SA payload. nessage |ID = 2112882468

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES
| SAKMP: attributes in transform

| SAKMP: encaps is 1

| SAKMP: SAlife type in seconds

| SAKMP: SA life duration (basic) of 28800

| SAKMP: SA life type in kil obytes

| SAKMP: SAlife duration (VPI) of 0x0 0x46 0x50 O0xO0
| SAKMP: aut henticator i s HVAC SHA

| SAKMP (0): atts are acceptabl e. | PSEC(val i dat e_proposal _request):
proposal part #1
(key eng. msg.) dest= 172.18.124.157, src= 172.18.124. 35,
dest _proxy= 10. 32. 50. 0/ 255. 255. 255.0/ 0/ 0 (type=4),
src_proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-sha- hmac
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4

| SAKMP (0): processi ng NONCE payl oad. nmessage | D = 2112882468

2112882468
2112882468map_al |l oc_entry:

| SAKMP (0): processing | D payl oad. nessage ID
| SAKMP (0): processing | D payl oad. nessage ID
allocating entry 3

map_al loc_entry: allocating entry 4

| SAKMP (0): Creating | PSec SAs

i nbound SA from 172.18.124.157 to 172.18.124. 35 (proxy
10.32.50.0 to 192.168.1.0)

has spi 2641490588 and conn_id 3 and fl ags 4

lifetinme of 28800 seconds

lifetime of 4608000 kil obytes

out bound SA from 172.18.124.35 to 172.18.124.157 (proxy
192.168.1.0 to 10.32.50.0)

has spi 3955804195 and conn_id 4 and flags 4



lifetinme of 28800 seconds
lifetinme of 4608000 kil obytesl PSEC(key_engine): got a queue
IPSEC(initialize_sas): ,
(key eng. msg.) dest= 172.18.124.35, src= 172.18.124. 157,
dest _proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 10. 32. 50. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-sha- hmac
|'i fedur= 28800s and 4608000kb,
spi = 0x9d71f 29¢(2641490588), conn_id= 3, keysize= 0, flags= 0x4
I PSEC(initialize_sas): ,
(key eng. msg.) src= 172.18.124.35, dest= 172.18.124. 157,
src_proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
dest _proxy= 10. 32. 50. 0/ 255. 255. 255.0/0/ 0 (type=4),
protocol = ESP, transform esp-des esp-sha- hmac
|'i fedur= 28800s and 4608000kb,
spi = Oxebc8c823(3955804195), conn_id= 4, keysize= 0, flags= 0x4

return status is | KMP_NO ERROR2303: sa_request, (key eng. mnsg.)
src= 172.18.124. 35, dest= 172.18.124. 157,

src_proxy= 192.168. 1. 0/ 255. 255. 255.0/0/0 (type=4), dest_proxy=
10. 32. 50. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

prot ocol = ESP

transforne esp-des esp-sha-hmac , |ifedur= 28800s and 4608000kb
spi = 0x0(0), conn_id= 0, keysize= 0,

fl ags= 0x4004

602301: sa created, (sa) sa_dest= 172.18.124.35, sa_prot= 50, sa_spi
0x9d71f 29¢c(2641490588),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 3

event. ..

602301: sa created, (sa) sa_dest= 172.18.124. 157, sa_prot= 50, sa_spi=

Oxebc8c823(3955804195),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 4

ci sco_endpoi nt# sho cry ips sa

interface: outside
Crypto map tag: rtpmap, local addr. 172.18.124.35

| ocal ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)

renote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current _peer: 172.18.124. 157
PERM T, flags={origin_is_acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify O
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conmpressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: O #send errors 0, #recv errors O

| ocal crypto endpt.: 172.18.124.35

renote crypto endpt.: 172.18.124.157

path mu 1500, ipsec overhead 0, nmedia ntu 1500
current outbound spi: 0

i nbound esp sas:

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:

out bound ah sas:



out bound pcp sas:
| ocal ident (addr/mask/prot/port):
renote ident (addr/mask/prot/port):
current _peer: 172.18.124. 157

PERM T, flags={origin_is_acl,}
#pkts encaps: 4, #pkts encrypt:
#pkts decaps: 4, #pkts decrypt:
#pkt s
#pkt s
#send

not conpressed: 0, #pkts conpr.
errors 1, #recv errors O

| ocal crypto endpt.:
path nmtu 1500,
current outbound spi

172.18. 124. 35,
ebc8c823

i nbound esp sas:

spi: 0x9d71f29¢c(2641490588)
transform esp-des esp-sha-hmac
in use settings ={Tunnel, }

slot: 0, conn id: 3, crypto map
sa timng: remaining key lifetime (k/sec):
1V size: 8 bytes

repl ay detection support: Y
i nbound ah sas:
i nbound pcp sas:
out bound esp sas:
spi: Oxebc8c823(3955804195)

transform esp-des esp-sha-hmac
in use settings ={Tunnel, }

slot: 0, conn id: 4, crypto map:
sa timng: remaining key lifetime (k/sec):
1V size: 8 bytes

repl ay detection support: Y
out bound ah sas:
out bound pcp sas:
ci sco_endpoi nt# sho cry is sa

dst src
172.18. 124. 157 172.18.124. 35

915

state

Pl
1

-PX LB R HAR—KN R—D
PXOXRUUZF7L2A
- Requests for Comments (RFCs)

renote crypto endpt.
i psec overhead 56, media nmtu 1500

(192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0)
(10. 32. 50. 0/ 255. 255. 255. 0/ 0/ 0)

4, #pkts digest 4
4, #pkts verify 4
conpressed: 0, #pkts deconpressed: O

failed: 0, #pkts deconpress failed: O

172.18. 124. 157

rtpmap

(4607999/ 28777)

rtpmap

(4607999/ 28777)

pendi ng created

QW I DLE 0 2

.IPSec XY hI7—2 a2V T 1 DORE

- Internet Key Exchange ¥ 1 U7 4 ZZOMJI OFE

. PIX 5.2 : IPSec MEXE

. PIX 5.3 : IPSec DERTE
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