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. Cisco Secure PIX Firewall
. Cisco Secure VPN Client 1.1

Cisco Secure PIX Firewall

Pl X Version 6.3(3)
interface ethernet0 auto




interface ethernetl 100f ul

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane goss-515A

fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqglnet 1521

nanes

access-list 101 permit ip 10.99.99.0 255.255.255.0
192.168.1.0 255.255.255.0

pager lines 24

nmtu outside 1500

nmu inside 1500

i p address outside 172.18.124. 152 255. 255. 255. 0

i p address inside 10.99.99.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

ip local pool bigpool 192.168.1.1-192.168.1.254
pdm hi story enabl e

arp timeout 14400

nat (inside) 0 access-1list 101

ti meout x|l ate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h225 1:00: 00

ti meout h323 0:05:00 ngcp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

aaa-server LOCAL protocol |oca

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-ipsec

sysopt connection permit-pptp

crypto ipsec transform-set myset esp-des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset
crypto map mymap 10 ipsec-isakmp dynamic dynmap
crypto map mymap client configuration address initiate
crypto map mymap client configuration address respond
crypto map mymap interface outside

isakmp enable outside

!--- Cisco Secure VPNClient_key. isakmp key *******%*
address 0.0.0.0 netmask 0.0.0.0

isakmp identity address

isakmp client configuration address-pool local bigpool
outside

!--- ISAKMP Policy for Cisco VPN Client 2.5 or !---
Cisco Secure VPN Client 1.1. isakmp policy 10
authentication pre-share




vpdn
vpdn
vpdn
vpdn
vpdn
vpdn
vpdn
vpdn

| J—

vpngroup
vpngroup
vpngroup
vpngroup
vpngroup

term na

isakmp policy 10 encryption des
isakmp policy 10 hash md5

!--- The 1.1 and 2.5 VPN Clients use Diffie-Hellman (D-
H) !--- group 1 policy (PIX default). isakmp policy 10

group 1
isakmp policy 10 lifetime 86400

!-——- ISAKMP Policy for VPN Client 3.0 and 4.0. isakmp
policy 20 authentication pre-share

isakmp policy 20 encryption des

isakmp policy 20 hash md5

!--—— The 3.0/4.0 VPN Clients use D-H group 2 policy !---
and PIX 6.0 code. isakmp policy 20 group 2

isakmp policy 20 lifetime 86400

vpn3000-all address-pool bigpool

vpn3000-all dns-server 10.99.99.99

vpn3000-all wins-server 10.99.99.99

vpn3000-all default-domain password
vpn3000-all idle-time 1800

!-—- VPN 3000 group_name and group_password. vpngroup
vpn3000-all password *****%%*

telnet timeout 5

ssh timeout 5

consol e timeout O

group
group
group
group
group
group
group
group

PPTP username and password. vpdn username cisco
password *khkkhkkhkkkk

vpdn enable outside

wi dth 80

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e

: end
goss- 515A#

Cisco Secure VPN Client 1.1

accept dialin pptp

ppp authentication pap

ppp authentication chap

ppp authentication mschap

PPP encryption mppe auto

client configuration address local bigpool
pptp echo 60

client authentication local

RRRBRRRBRRRR

1- TACconn
My ldentity

Connect using secure tunnel

Pre-shared Key=Ci scoSecure_VPNC i ent _key

Aut henti cati on (Phase 1)
Proposal 1

Connection security: Secure
Renmote Party Identity and addressing
| D Type: | P subnet
10.99.99.0
255. 255. 255. 0
Port all Protocol all

I D Type: |P address
172.18. 124, 152




Aut henti cati on nethod: pre-shared key
Encryp Al g: DES

Hash Al g: M5

SA life: Unspecified

Key Goup: DH 1

Key exchange (Phase 2)
Proposal 1
Encapsul ati on ESP
Encrypt Al g: DES
Hash Al g: M5
Encap: tunne
SA life: Unspecified
no AH

2- Ot her Connections
Connection security: Non-secure
Local Network Interface
Name: Any
| P Addr: Any
Port: All

Cisco VPN 3000 Client 2.5.x £ %I Cisco VPN Client 3.0

Options > Properties > Authentication QO JBIZIEIRL £ T, KDKSIZ. group_name & KT
group_password A" PIX £ ® group_name & kT group_password E BREENE T,

vpngroup vpn3000-all password ******x*
Host - nane = 172.18. 124, 152

Windows 2000 £k Win 98 PPTP 2 S5A4F> O EY NTF YT

PPTPUSA T NEERTEIRIA—ICEERTEET, COREFEOFEMEE., TPPTPERFEH
F % = DCisco Secure PIX Firewall DERESZE1 #SBL TS TV,

j 2

B, CORECEATE RAIMESHY Ft A,
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CoTH. BEORSTAYI-F AT RATEBBBERLET,

NSV aA—F4290EHOOIR

TORTYINAVER=TVR Y= (BFRI—FERH) (OIT) F, HED show I RZEYH
R—BhLETF, OIT ZFEAL T, show ANV ROHIDDMERRLET,

X debug NV RZEATSHEIIC., Tdebug X ROEEZEH. 2FRLTSEEL,

PIX IPSec ®F /Sy J
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. debug cryptoipsec: 7T —X2 M IPsec I IT—a>#RRLET,

- debug crypto isakmp - 7 T—X 1 @ Internet Security Association and Key Management
Protocol (ISAKMP ) 2> I—>3a>#&RRLEXT,

. debug crypto engine - EB{bEhIERNS 71 VYV ERRLET,

PIXPPTP OF/N\Y T

- debug ppp i0:PPTP PPPIR*¥E A > Z—T7 T4 AONT Y MMgRZRRLET,

. debug ppp error:PPTP PPP{RE A >V Z—T7 I A AL — XV E—TJZKRTLET,

- debug vpdn error:PPTPZ7’O RN ITT— XY -2 ZRRLUE T,

. debug vpdn packets:PPTP S 7 1 v JICB8T BPPTP/NT v NMERZERRLET,

- debug vpdn events:PPTP > X)L AR NOEEFHRZRRLET,

- debug ppp uauth:PPTP PPP{R#E A > Z—7 T 4 AAAAL—HRRIEAETF/NY ITX Y E—D KRR
LET,
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c RXA DBREEB LT O BRI CETIEBEO LI LMHOSTS 77 AN EERTDE
E—TCP/IP XY ND—OTHRBIRRICETIEENFKEL., NetBIOS BOERDI-HI(C
LMHOSTS 77 ML 2 ERT2 CENVERBBENHYET. CORETE., BEIARE R
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