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- BRREE. BRI B TEBITY,
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HET

WAL/ AZAICUTHBLY SHAB (LB ZTOE ) ICBBLESETDE, ROLDICHYE
ERD

- Telnet : I—Y'BERHDI 7OV T M I1—HIERREhEER, NAD—REZEREIET
o FoRl ( BRTEFA ) A" PIXIFT—NTEEICITTDhD &, UBROEERARDYSI—HRE
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-FTP : A—YRBZRHITOVT MFRRENET, 1—HAEIC
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Cisco Secure UNIX TACACSH—/NDOERE

PXDIP7RLAFLERFEEEZEBH RX A BEF—NCSUClg 7Z7ANICEFhTVDRCLEE
WELET,

user = ddunlap {
password = clear "rtp"
default service = permt

}

user = can_only_do_telnet {
password = clear "tel netonly"
service = shell {

cmd = tel net {

permt .*

}

}

}

user = can_only_do _ftp {
password = clear "ftponly"
service = shell {

cmd = ftp {
permt .*

}

}

}

user = httponly {
password = clear "httponly"
service = shell {

cmd = http {
permt .*

}

}

}

Cisco Secure UNIX RADIUSH—/SDE&TE

JZ274ANWNI—HPA42R2—TITAAGUNEERAL T, PXIPEF—ZRXY ND—OTO1AY
—/X(NAS) U ARNIZEMLET,

user =adm nuser {
radi us=C sco {
check_itens= {
2="all"

}

reply_attributes= {
6=6

}

}

Cisco Secure Windows 2.x RADIUS

FIEGEATOEHYTY,



1. [User Setup GUNE I > a>TNADT—RZEEBLET,

2. [Group Setup GUIIEY > 3> T, E#6(Service-Type)Z[Login]E 7= I&[Administrative] lZ & E
LET,

3.NAS #p GUI TPIXIP ZIEBML X,

EasyACS TACACS+

EasyACS D RFAXU KT, Y RTYFICODVTHBAETNTLVERT,

1. TN —=7 '12'7"/3 >~ T, (exec #EIZE’Eﬁ'%@'% =% ) [Shellexec] 20U Y U LET,

2.PIX ICERAIZEBMTBICE, TI—TRED TET [Deny unmatched I0S commands] & &
)y bi@“o

3. FFAI ¥ 5V R(Telnet’® &) & IZ[Add/Edit new command]Z#IRL £ 9,

4. BEDT A MAD Telnet ZFFATBICIE., 5B EIS 32 IC "permit #HAH EVWSTERD
IPZAALET, IXNTOHAKMAD Telnet ZFF A5 I(ZIE. [Allow all unlisted
arguments] 22 JY O LET,

5. [Finish editing command] 22 JY VL& ¥,

6. ¥TE NV K (Telnet, HTTP, FTPZE ) &I, AF Y71 ~ 5EEFLET,

7. [NAS Configuration GUI] 923> TPIXIP Z ML £,

Cisco Secure 2.x TACACS+

J1—%(&, [Usersetup GUII O3> TNATD—RZERBLET,

1. 9IWV—=7 'IZ'7>EI > T, (exec 1&5&&1‘]’53’6 =8I ) [Shellexec] 20U Y UV LET,

2.PIX ICRAZEBMTSICE. JIL—TRED TET [Deny unmatched I0S commands] %& &
vy bi@“o

3. FFAI 95X R(Telnet’® &) & IZ[Add/Edit new command]Z#IRL £ 9,

4. BEOH A M DTelnetZFFAI 325 F. SIBOMAFIC "permit IP(s)y EADLET
(Fex@F, Tpermit1.2.3.4, ) IXNTDOH A MAD Telnet ZFFA T3 ICIE, [Allow all
unlisted arguments] 22 )Y VL&Y,

5. [Finish editing command] Z2 U Y 9 L&Y,

6. FTE NI K (Telnet, HTTP, FTPEE ) KRLTLRBOFIEERFLET,

7. [NAS Configuration GUI] 2223 > T PIXIP ZEMLE T,

Livingston RADIUS Y—/NDEEE

PIXIPE*—Z%clients7 7 A JLICEMULET,

adm nuser Password="al "
User - Servi ce- Type = Shel | - User

Merit RADIUS H—/SDERTE

PXIPEIOF—ZIVTATNT77A4ILNICEMLET,

adm nuser Password="al | "
Servi ce- Type = Shel | - User



key = "cisco"

user = adm nuser {
login = cleartext "all"
default service = permit

}

user = can_only_do_tel net {
login = cleartext "tel netonly"
cmd = tel net {

permt .*

}

}

user = httponly {
login = cleartext "httponly"

cmd = http {
permt .*

}

}

user = can_only_do _ftp {
login = cleartext "ftponly"”

cmd = ftp {
permt .*

}

}

TNV J DFIR
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£k logging AN RASOHH% syslog H—/SNICEFBL TRRBITDCENTEERT,
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Qutside:

192.1.1.1
[192.1.1.254
Inside: | 10.31.1.200
10.31.1.1 103115

1716581181

)

17165 118143

17168 118133

Tacacs Server

Fadius Server

PIX OEE

pi X- 5# write terminal

nanmei f ethernet0 outside securityO
nanmei f ethernetl inside securityl00
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
host nane pi xfirewal |

fixup protocol ftp 21

fixup protocol http 80

fixup protocol sntp 25

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sqlnet 1521

nanes

name 1.1.1.1 abcd

name 1.1.1.2 al23456789

name 1.1.1.3 al23456789123456

pager lines 24

| oggi ng tinestanp

no | oggi ng standby




| oggi ng consol e debuggi ng

no | oggi ng nonitor

| oggi ng buffered debuggi ng

no | ogging trap

logging facility 20

| oggi ng queue 512

interface ethernet0 auto

interface ethernetl auto

ntu outside 1500

ntu inside 1500

i p address outside 192.1.1.254 255.255.255.0

i p address inside 10.31.1.200 255.255.255.0

no fail over

failover tineout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp tineout 14400

gl obal (outside) 1 192.1.1.10-192.1.1.20 netnmask
255. 255. 255. 0

static (inside,outside) 192.1.1.25 171.68.118. 143
net mask 255.255.255.255 0 0

static (inside,outside) 192.1.1.30 10.31.1.5 netnask
255.255.255.255 0 0

conduit permit tcp any any

conduit permit icnp any any

conduit permit udp any any

no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

route inside 171.68.118.0 255.255.255.0 10.31.1.1 1
tinmeout xlate 3:00:00 conn 1:00: 00 hal f-closed 0:10: 00
udp 0: 02: 00

ti meout rpc 0:10: 00 h323 0:05: 00

ti neout uauth 0:00: 00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

aaa- server Aut hl nbound protocol tacacs+

aaa- server Authl nbound (inside) host 171.68.118. 143
cisco timeout 5

aaa- server Aut hQut bound protocol radius

aaa- server Aut hQutbound (inside) host 171.68.118. 133
cisco timeout 5

aaa authentication tel net outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthQutbound

aaa authentication telnet inbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 Authlnbound

aaa aut hentication http outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthQutbound

aaa aut hentication http inbound 0.0.0.0 0.0.0.0 0.0.0.0
0. 0. 0.0 Authl nbound

aaa aut hentication ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 Aut hQutbound

aaa authentication ftp inbound 0.0.0.0 0.0.0.0 0.0.0.0
0. 0. 0.0 Authl nbound

no snnp-server | ocation

no snnp-server contact

snnp-server comunity public

no snnp-server enable traps

tel net tineout 5

termnal wdth 80

Crypt ochecksum f ef 4bf c9801d7692dceOcf 227f e7859b

end




PIXA S ORREET /Y Y T HIPIXA S DFREET /S Y T i

LTROFTNY THITIE,

Outbound

10.31. 150 A I —FAAE19211ANDRNT T 1 v %KL, TACACS+%Z T L TERIEE 1
9., BRENT 714 v Uk, RADIUSH—/V171.68.118.133%2 L H—/NU AR T
AuthOutbounds ZFEHAL E 9,

Inbound

19211 1O A1 —H A KEB10.31.1.5(192.1.1.30)AD RS 7 1 v B L. TACACSEANL
TRIEENET, BENT 71 YUk, TACACSH—/¥171.68.118.143% L H—/N) AN T
Authlnbound, Z#ERAL £ 7).

PIX 7/VY ¥ - B# 3528 - TACACS+

ROBIE, BIEAEEBPIXTNY TZRLTVET,

pixfirewal | # 109001: Auth start for user "???" from 192.1.1.1/13155
to 10.31.1.5/23

109011: Authen Session Start: user 'pixuser', sid 6

109005: Authentication succeeded for user 'pixuser' from 10.31.1.5/23
to 192.1.1.1/13155

109012: Aut hen Session End: user 'pixuser', Sid 6, elapsed 1 seconds

302001: Built inbound TCP connection 6 for faddr 192.1.1.1/13155
gaddr 192.1.1.30/23 l|addr 10.31.1.5/23 (pixuser)

PX TNV T - RBMU LSRR (A—Y|FLEEF/NAD—RK ) - TACACS+

RXOBIE, PEBRRIE (AI—FRELEFE/NAD—R) ZEALEPXOFNY T ZRLTVWET
o A—HICH4DDI—HB/INATD—REYRNE TError: Fo

pi xfirewal | # 109001: Auth start for user '???" from 192.1.1.1/13157
to 10.31.1.5/23

109006: Authentication failed for user '' from 10.31.1.5/23
to 192.1.1.1/13157

PIXZ/N\Y J -3 —=/)SiCpingZR{ITTES, &N &\ - TACACS+

ROBIE, H—/NICpingZRITTESDH, PXEBELTLVEBVPIXOTNY TZ2RLTVET,
A—HERF—ERTENTIHN, PXENADT—ROADZEZRHBELA ( ZhiETelnetLICH V) F

El ) o rError:o

Auth start for user '???" from192.1.1.1/13159 to
10.31.1.5/23
pi xfirewal | # 109002: Auth from 10.31.1.5/23 to 192.1.1.1/13159
failed (server 171.68.118.143 fail ed)
109002: Auth from 10.31.1.5/23 to 192.1.1.1/13159 failed
(server 171.68.118.143 fail ed)
109002: Auth from 10.31.1.5/23 to 192.1.1.1/13159 failed



(server 171.68.118.143 fail ed)
109006: Authentication failed for user '' from 10.31.1.5/23
to 192.1.1.1/13159

PIXT/VY ¥ — #—/YCpingT & % L\ - TACACS+

COBITRE, —NICpingTEBVPIXOFNY T ZERLET, I—HICERI—HYEN —ERTRE
NETH, PXENAT—REERLELA (Zh@ETenetLIZHWET ) ROXYE—DH
RIRENET, "Timeout to TACACS+ server" & & U "Errorivax nunber of tries exceeded) ( EXiE
TROY—NERBLELE ),

109001: Auth start for user '???" from192.1.1.1/13158
to 10.31.1.5/23

109002: Auth from 10.31.1.5/23 to 192.1.1.1/13158 failed
(server 171.68.118.143 fail ed)

109002: Auth from 10.31.1.5/23 to 192.1.1.1/13158 failed
(server 171.68.118.143 fail ed)

109002: Auth from 10.31.1.5/23 to 192.1.1.1/13158 failed
(server 171.68.118.143 fail ed)

109006: Authentication failed for user '' from 10.31.1.5/23
to 192.1.1.1/13158

PIX /XYY J- BiF& 828 - RADIUS

ROBIE, BIEAEEBPIXTNY TZRLTVET,

109001: Auth start for user '???" from 10.31.1.5/11074
to 192.1.1.1/23

109011: Authen Session Start: user 'pixuser', Sid 7

109005: Aut hentication succeeded for user 'pixuser'
from10.31.1.5/11074 to 192.1.1.1/23

109012: Aut hen Session End: user 'pixuser', Sid 7,
el apsed 1 seconds

302001: Built outbound TCP connection 7 for faddr 192.1.1.1/23
gaddr 192.1.1.30/11074 | addr 10.31.1.5/11074 (pixuser)

PX TNy T - RBMU LSRR (A—YR|ELEEFE/NAD—R ) - RADIUS

ROBNE, FEBFEL (I—HEBRLEFNAT—R) ZHEALEPXOFNY TZRLTVWRT
o A—HWRBENAT—ROADERAI-—HICRFENET, I-HIC@, I—HFE/NAD—R
DABEEN TR LEODIDDEERNHYET,

- "Error: max nunber of tries exceeded
pi xfirewal | # 109001: Auth start for user '???" from
192.1.1.1/13157 to 10.31.1.5/23
109001: Auth start for user '???" from 10.31.1.5/11075
to 192.1.1.1/23
109002: Auth from 10.31.1.5/11075 to 192.1.1.1/23 failed
(server 171.68.118.133 failed)
109002: Auth from 10.31.1.5/11075 to 192.1.1.1/23 failed
(server 171.68.118.133 failed)
109002: Auth from 10.31.1.5/11075 to 192.1.1.1/23 failed
(server 171.68.118.133 failed)
109006: Authentication failed for user '' from 10.31.1.5/11075
to 192.1.1.1/23

PingT/\ ¥ ¥/ — Can Ping Server, Daemon Down - RADIUS




ROFIE., H—/NICpingATge=EA, F—EAFATI L., PXEBELAHWVWPIXFNYTZRLT
L\gfj'o l_ﬁ(r:u\ 1— "j'%\ /\7\'7_|<\ rI'—\’ADIUSserver failedd 3’53’\0 rError:o

pixfirewal | # 109001: Auth start for user '???

from10.31.1.5/11076 to 192.1.1.1/23

109002: Auth from 10.31.1.5/11076 to 192.1.1.1/23 failed
(server 171.68.118.133 failed)

109002: Auth from 10.31.1.5/11076 to 192.1.1.1/23 failed
(server 171.68.118.133 failed)

109002: Auth from 10.31.1.5/11076 to 192.1.1.1/23 failed
(server 171.68.118.133 failed)

109006: Authentication failed for user '' from 10.31.1.5/11076
to 192.1.1.1/23

PIXTNNY T -5 —)NiCpingTERV, ELEBF—/VFAT> bOF—H -
RADIUS

COPITE, PXOTFNYTICOVTHBALET, cOFNY I TR, H—NIlpingTERWVHE
X, F—/DFAT2RNOF—BHNRSNET, I—HE, NAT—R, KXY Mineout to

RADI US server J & &RTF TError: Max nunber of tries exceeded (%@"j’ NHBETADY T&EN
FLEk),

109001: Auth start for user '???" from 10.31.1.5/11077
to 192.1.1.1/23

109002: Auth from 10.31.1.5/11077 to 192.1.1.1/23 failed
(server 100.100. 100. 100 fail ed)

109002: Auth from 10.31.1.5/11077 to 192.1.1.1/23 failed
(server 100.100. 100. 100 fail ed)

109002: Auth from 10.31.1.5/11077 to 192.1.1.1/23 failed
(server 100.100. 100. 100 fail ed)

109006: Authentication failed for user '' from 10.31.1.5/11077
to 192.1.1.1/23

o A 3B bN

A ZEMIZHERE. ABUEETERENHRICKNTIRANVETY (RN BV ERTR
BHTRBEVES ),

aaa authorization telnet inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
aaa authorization HTTP inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
aaa authorization ftp inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

RENTT7 1Y VIERADIUSTIRELE N, RADIUSFEAINMEMTH D=8, "THREL (CFRAIXEMN
TRV EIERLTSEEL,

PIX A S OFERES RTCRBADT/VY T 6l

PXTF/NNY T - IEEBRAIE EEZEA — TACACS+

ROBIE, EESFRREEEZRAZEAL EPIXTNY T ZRLTVET,

109011: Authen Session Start: user 'pixuser', Sid 8



109007: Authorization permtted for user 'pixuser'
from192.1.1.1/13160 to 10.31.1.5/23

109012: Aut hen Session End: user 'pixuser', Sid 8,
el apsed 1 seconds

302001: Built inbound TCP connection 8 for faddr 192.1.1.1/13160
gaddr 192.1.1.30/23 | addr 10.31.1.5/23 (pixuser)

PX NNy T - B EBRE, BBAJlC KB - TACACS+

ROBlE, RBIFEETHDH, BAICKBLUEPIXFNY T EZRLTVET, £, TR
I —(Z "Error:aut hori zati on Deni ed |

109001: Auth start for user '???" from192.1.1.1/13162

to 10.31.1.5/23

109011: Authen Session Start: user 'userhttp', Sid 10

109005: Aut hentication succeeded for user 'userhttp’
from10.31.1.5/23 to 192.1.1.1/13162

109008: Aut hori zation denied for user 'userhttp'
from10.31.1.5/23 to 192.1.1.1/13162

109012: Aut hen Session End: user 'userhttp', Sid 10,
el apsed 1 seconds

302010: O in use, 2 nobst used

FHhHOT 1425 0EM

TACACS+

aaa accounting any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

THODTADINAUDL AT A HST, FNYITREALUKSICRRENET, =L,
FBuilty MEER T, Tstarty FHI T AV I LIA—RIREEENET, "TAT7XI B
&, "B, 7HOUFT42T0LA—RIEEENET,

TACACS+7H I T4 LA—REROEADRSIZBYET ( ZhSECisco Secure NTD
HAOTHY)., AOIXRPYERTT ),

04/ 26/ 2000, 01: 31: 22, pi xuser, Default G oup, 192.1.1.1,

start,,,,,,,0x2a,, Pl X, 10. 31. 1. 200, t el net, 6,
Login,1,,,1,,,,,,,,,,,,local _ip=10.31.1.5 foreign_ip=192.1.1.1,
4 -] U - A

04/ 26/ 2000, 01: 31: 26, pi xuser, Default Goup, 192.1. 1.1, stop, 4,
, 36, 82,,,0x2a,, Pl X 10. 31. 1. 200, t el net, 6,
Login,1,,,1,,,,,,,,,,,,local _ip=10.31.1.5 foreign_ip=192.1.1. 1,
aaaaaaaa s 2ekie,

RADIUS

aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound

THIOOTAITNAFREEATOEE., FNYIRBEUKSICRRENET, L, T
Builty OBER T, Tstarty 7HO T4 LO—RIEEFBEhES, 74702, BIC
. "L, 7THIOFTF4FJLOA—RFIEEENET,



RADIUST7 A>T 42T Ld—REROEIDRSIZ% ) EFF(Zn S dCisco Secure UNIXD
£ D TT, CiscoSecure NTTlE, KD YWICHVITCRYSNBBEENF HYET),

radrecv: Request from host alf01lc8 code=4, id=18, |ength=65
Acct - St atus- Type = Start

Cient-1d = 10.31.1.200

Logi n-Host = 10.31.1.5

Logi n- TCP- Port = 23

Acct - Session-1d = "0x0000002f "

User - Nane = "pi xuser"

Sendi ng Accounting Ack of id 18 to alf01c8 (10.31.1.200)
radrecv: Request from host alf01lc8 code=4, id=19, |ength=83
Acct - St at us- Type = St op

Cient-1d = 10.31.1.200

Logi n-Host = 10.31.1.5

Logi n- TCP- Port = 23

Acct - Session-1d = "0x0000002f "

Usernane = "pi xuser"

Acct-Session-Tine = 7

except AN~ RO EH

FYRD—=UTR, BEDEBRAERILFTWEICEL. A, THAVYT A T FBERLV EHIMT
LiBa. ROXSBHAZTIENTEERT,

aaa authentication except inbound 192.1.1.1 255.255.255.255
0.0.0.0 0.0.0.0 AuthInbound

AR SRY VA%Z "R, L, FBEZAVICLTVRIEEE, FEANSKRY JRAZRATIH
BENFHUERT,

BAtvSaei(4> A—YORR

—EB®D TACACS+ XV RADIUS H—NIClE., "&RXEYZar, &k "TOJ4> 1—H0
%ﬁJ%%#5U$?O%ktv>E>E¥ﬁLLUD74/1 HE2FIVvOLREY T8
&, PHAIOT42T LO—RICK2TEDYET, PHITA42T® Tstarty LA—RHFE
RENDH, Tstops LO—RABEVES. TACACS+E = IERADIUSH—/NIE, ZOI1—HHFE
EFOJA42LTVWBRERBLET (PXENLEREYZIAUNHD ),

Chid Telnet X FTP EE TR ELOME LS T<BEL T, HTTP TREHROME L, +5
CHEELEEA. COMDAITE, REBRY NT—VRENERSATUETY, BALREL
7,

l_ﬂsh\“ PIX EELT Telnet Egﬂéji-b\ EFTWL‘HIEE??\I‘*?

(pix) 109001: Auth start for user '???" from 171.68.118. 100/ 1200
to 9.9.9.25 /23

(pix) 109011: Authen Session Start: user 'cse', Sid 3

(pix) 109005: Authentication succeeded for user 'cse
from 171. 68.118.100/12 00 to 9.9.9.25/23

(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/23
gaddr 9.9.9.10/12 00 | addr 171.68.118.100/1200 (cse)



(server start account) Sun Nov 8 16:31:10 1998
rt p- pi necone. rtp.ci sco.comcse
Pl X 171.68.118. 100 start task_i d=0x3 foreign_i p=9.9.9.25
| ocal _i p=171. 68. 118. 100 cnd=t el net

H—/NE "B LO—RZFRREBLEY, (COBKTE ) FLELI—RZFEZEL TV EVEY
=N "Telnety 1—AO74>LTWVWBZEZRLET, I—FN (HBEFS<EIOPCH
S5O )RIAEMEETDHOEHZHAAK, COI—HF DY —/\Tmax-sessionsH"1"ICFREENT
WBBE ( H—/\H max-sessionsZEHR—KRLTWVWREE )., Y—NICk 2 TEFENIERENE
3-0

I—H@EE2—7Y NARANETTelnetE £ FFTPED XA Z&HITL, BTLET (1090 HYF
ERE

(pix) 302002: Teardown TCP connection 5 faddr
9.9.9.25/80 gaddr 9.9.9.10/128 1
| addr 171.68.118. 100/ 1281 duration 0:00: 00 bytes 1907 (cse)
(server stop account) Sun Nov 8 16:41:17 1998
rtp- pi necone. rtp.cisco.comcse
PI X 171.68.118. 100 stop task_i d=0x3 foreign_ip=9.9.9.25
| ocal _i p=171. 68. 118. 100 cnd=t el net el apsed_tine=5
byt es_i n=98 byt es_out =36

uauth 2" 0 ( BEIFREE ) DBEE. 0 KV REV (EREEZ 1 BTV vauth HiIEF I BETH L
) BETE, PTIEAREThEIXRTOBYANTTHI T4 0 LO—RIHIRENET,

HTTP &, TO7ORJIOMEICK>T, BENEBRYVET, RIZ, HTTPOH OB ZRLET

o

J—4H7#171.68.118.100 5 PIX Z282HAL T 99925 L7 T VALET :

(pix) 109001: Auth start for user '???" from 171.68.118.100/1281
to 9.9.9.25 /80

(pix) 109011: Authen Session Start: user 'cse', Sid 5

(pi x) 109005: Authentication succeeded for user 'cse'
from171.68.118.100/12 81 to 9.9.9.25/80

(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/80
gaddr 9.9.9.10/12 81 | addr 171.68.118.100/1281 (cse)

(server start account) Sun Nov 8 16:35:34 1998
rtp- pi necone. rtp.ci sco.comcse

PI X 171.68.118.100 start task_id=0x9 foreign_ip=9.9.9.25
I ocal _i p=171. 68. 118. 100 cnd=http

(pi x) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80
gaddr 9.9.9.10/128 1 | addr 171.68.118.100/ 1281 duration
0: 00: 00 bytes 1907 (cse)

(server stop account) Sun Nov 8 16:35.35 1998
rtp-pi necone.rtp.cisco .comcse PIX 171.68.118. 100
stop task_i d=0x9 foreign_ip =9.9.9.25

| ocal _i p=171. 68.118. 100 cnd=http el apsed_ti ne=0
bytes_ i n=1907 byt es_out =223

-, F7>0O0—RENIZ-Web R—DZFZHAE T,

16:35:34ICEMENEBABL I— RE16:35:35ICEBENFLELI—R, cOHXUO—RIC
FIRAPYERLE (2K, BHRLI-—REFLELI-ROBICIWRBETLE ), I—YH
Web R—J ZFHATVRDEE, I—HFRFE Web B A NIOJ A2 LEFEET, RS #ELTL
BTL&SA?VVR, CCTREAEYZIVELIOJTAI-—FOXRTRIEELETH, &
AREVWWR, T, HTTP OELKERE ( "Hia, & "7, OBOKRE ) fEIEd L, #EE
TEFRRA. "B KRV "FIL) LO-RE 1 WUTTY, LI-REEENICEALURR



TRETDLSH, FiEy LO—RoBW TEB) LO-REHY ELE A, vauth 2 0 ICRRESE
NTVTE, ThREEEREEATWVWTE, NFHO2 3L —NIEBEEND "B
12 BELY B, LO—RBEELEFELET, LEL, HTTPEGOMEIC KLY, max-
sessions & view logged-in usersid #8EL £ A,

PIX B TORIAS KTCEML

BIOHBATIE, PIXENL ETelnet ( BXTFHTTP, FTP) RS 7 1Y U DREEIC DV THBL F
Lo PIXANDTelnet N8R4 L TEHETD C L EZRBLET,

telnet 10.31.1.5 255.255.255.255 passwd ww

aaa authentication telnet console AuthInbound

I—APIXICTelnetdd &, Telnet/NAT— RWWDADZROSNET, RIC. PIXIEE
TACACS+ ( < D3F &I TAuthinboundy H—/NUARNFERAE B 8 ) £LEFRADIUSI—H
BENAD—REERLET, Y—AHFFXDLTVWREEE. I—HRBEL TpixEADL T,
T Ot ARICA Z—7)LINAT — R(enable password whatever) A 93 & TPIXICF VX
TEFET,

RO RZEFEALRT,

aaa authentication enable console AuthInbound

A—HICI—HBRENAD—ROANERDZTOV T M RRE N, TACACSICEFEENET
( TAuthlnboundy H—/NUARAFEREATVS o, EREFTACACSH—NICEFENET
) o enable ADRRIE/NT Y NEOT A AORIANTY NERUTHB 2, 1—HH
TACACSE 1z IFRADIUSZEA L TPIXICOY 4 > T&E %3/ E. TACACSEIFRADIUSZNL T
BAUI1—YEB/I/NADT—RTAZ—TINIZTEET, COREICE. CiscoBug ID
CSCAdmM47044(B I —HERNEI) B TShTVET,

DT A2V =) OREE

aaa authentication serial console Authinbound 1Y > Rk, PIXOZ U FPIILAYV=IVCTF IO A
THALEHICRIMRIAIZBEELET,

A—HYHFAVYV—IILSEREIN RZRITITD L, syslogX VY E—I0 DY RENET (PIXH
TINY T L X)L TsyslogZsyslogRANCEFTAILDICEECNTVD ERE ) . syslogt—
NCRRENDABROHZRIZRLET,

| ogmsg: pri 245, flags 0, from[10.31.1.200.2.2], nmsg Nov 01 1999
03:21: 14: 9%° X-5-111008: User 'pixuser' executed the 'logging' command.

A—YEXRRENDTOVTNOEE



//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdm47044

auth-prompt PIX_PIX_PIXOX > RZFRATDE, PXEBBITZI—HFICIRDS—T 2 AN KRR
ThET,

PI X _PI X PI X [at which point one would enter the usernane]
Password: [at whi ch point one would enter the password]

BEFEERY VAILEEZETDE, "Username:s BKRY "TPassword:y 7OV MAKRRENET
o COZ7OV7NE, PX2BBITZ1I—H—ICOAFEEZEZ, PXZBEB I 2I—HI_IFIEE
LEBA

F PIXCT7O9EATREOOTHI T4 L - REEIBREhERA.

BRI ABBCI—YHIRRTIAYE—FOHAEIAX

RKODIXY R HBIH5E .

auth-prompt accept "GOOD_AUTH"
auth-prompt reject "BAD_ AUTH"

-4, PXEZRALEOJAVORBELERYIT, RO—T 2 AZRETEET,

PI X_PI X_PI X
User nane: asj dkli
Passwor d:
"BAD_AUTH'
"PI X_PI X_PI X"
User nane: cse
Passwor d:
" GO0OD_AUTH"

A—HYZEDT A RILAERZA LTI B

uauth D7 A RIL RA LT IORNERTRA LTI NE, 11— &2 TACACS+ H—/\H 5EE
TEET, XY RNT—IROIXRTOI—HYHARFEL timeoutuauth, ZFERATHHEEE. Chz
EELBVTLEETVY, EEL, YT EICERBRDUAUTHA RERBESE. iAhilTET,

— D BT, timeout uauth 3:00:000X > RZFEAL I, —EFRZTS &, IRKEOBREE
FEILBYES, EEL, co7O07 74 2EALTI—H%ZEREL. PIXTTACACS AAASR
AEEMZLTVWREES, - 707 7A4NOTA RILEZALTINEETRA LT '7Mi
TOI—HYOPIXODRA LT D buauthe EEELET, chik, PXERBHTDTehnetty> 3>
B TARIWVMMENZALTIRNEICYHENZEEZBERTHDENDTREH Y ERA, BRIANE
TENBIHLESHEFHITBIEITTT,

COZ7O7 74L&, TACACS+7U—JIF7ASHMELEENDTT,

user = tineout {

default service = permt
login = cleartext "timeout”
service = exec {

ti meout 2

idletine =1



El‘-v—“—v—‘
o

if#%. PIXTshowuauthd V> REZETLET,

pi x- 5# show uauth

Current Most Seen
Aut henti cated Users 1 1
Aut hen I n Progress 0 1

user 'tinmeout' at 10.31.1.5, authorized to:
port 11.11.11.15/tel net
absol ute timeout: 0:02:00
inactivity tineout: 0:01:00

A=A 15874 RIVREBLCE212R, PXDTFNYTRROISIZE)ET,

109012: Authen Session End: user 'timeout', Sid 19, elapsed 91 seconds

-4k, BUE—TY I\ﬂ?ZI\iTC&iEJ DRANIRA2TZEEICHFERTILEN DY KT,

{R#8 HTTP

PIX BIRIZIA T PIX AZDOH A NTERENUERBZE., 7N EEREEEZRER L
AHYET, ChiFT7SIOYN 1I—HEBENAT—REZEFYYVS1F3EHTT,

ChEBFZEHICE., KOOIV REFAL T, PIXREICRFC1918 PRLA (A VB —% vV
NETIL—FTA2TRAETHDHN, PXREIBRY RD—TJICRLTEMT—ELRTRLA) &
BMNTRZET, REHTTPERETEET,

virtual http #.#.#.# [warn]

I—HYNPIXARICBEBLELS>ETDE, RANMDBEICEYYET, warn NFX—2HFHZ5HE
 A=HRUBEALIN XY E—2%ZELET, RBEEE. vauth OFOHIBICITPhET, K
FIAXNIRENTVSREDIC, REHTTPTlktimeout uauthd N> RO Z0MICEREL &
WTLEEW, HTTP A" D Web H—/NICEHRTERLS AR ET,

REHTTPZ U RSV RE



http://www.ietf.org/rfc/rfc1918.txt?number=1918

99920
(Dutside)

99491

PIX

‘ 171.68. 118115 (Mirtual IP 171.68.118.99)

el

Inside

TACACS+ Server 17168.118.143
171.68.118.101

{RFEHTTPF V b /N2 RDOPIXERTE

ip address outside 9.9.9.1 255.255.255.0

i p address inside 171.68.118. 115 255. 255. 255. 0

gl obal (outside) 1 9.9.9.5-9.9.9.9 netnmask 255.0.0.0

ti meout uauth 01: 00: 00

aaa- server TACACS+ protocol tacacs+

aaa- server Aut hQutbound protocol tacacs+

aaa- server Aut hQutbound (inside) host 171.68.118.101 cisco tinmeout 10

aaa aut hentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthQutbound
virtual http 171.68.118.99

aut h-pronpt THIS IS PI X 5

{R#8 Telnet

TR TCNBEEBRCRERNT 71V U ERRATDESICPIXERET D LIEFAIEETT N, BE

THDCERHERTETEFRA, ChiF, "mailb BEQ—FO7ORNIIAFREICRIAE AW
OTT, XA=INHF—=—NEVFAT RN, PXERBHTZDIXNTORNST 71y INRIAE DL

ZICPIXERZHAL TEEL XS &T5 &, PIX syslog for unauthenticatable protocolsiZ XM &k 5 7
XY tE—IHFRRENET,

109001: Auth start for user '???" from9.9.9.10/11094
to 171.68.118. 106/ 25

109009: Aut hori zation denied from 171. 68.118.106/49 to
9.9.9.10/11094 (not authenticated



X=IBED—TOY—EAL, RATEZIRFRETDICHFENTREHYEEA. 1 DOBARKRE
LT, RRE/BAAIC except AN RZBATERT (X=IL Y—=NNIVF14FT> NDEFBRIRE
RERS IXTZERBIALET ),

HEIBEODEEBY—ERAERIATILEN HDHEIE., virtual telnet A REFEALTITAET
o COOAX RIZKY), {R%E Telnet IP TOEREIN AREICK Y E T, CORIE, BEERT—EX
DR T4V IORFEH—-NICESKET,

COBITIE, TCPIR—KN49RT 7 14 v V% HNEBRAR9.9.9.10H0 S AERAN171.68.118.106
RUET, CORNT T4V ORERICIERIAABETEZVES, RETenetZsRELET., 1

N2 R{R#ETelnetDHE. BENFSNEAZT A Y INURETT, Tk, 9.99.20&
171.68.118. 20 A N RET7 RL AT,

{R#8Telnetf /XU RR

99910
[outside)
9991 (Mirtual IP 9.99.30)

PIX

‘1?1.68.’118.1’15

——

Inside

Tac+ Server 17168 118 106
17168118101

{f#8Telnet1 > )XV > ROPIXEEE

ip address outside 9.9.9.1 255.255.255.0

i p address inside 171.68.118. 115 255. 255. 255. 0

static (inside,outside) 9.9.9.20 171.68.118. 20 net mask 255. 255.255.255 0 0
static (inside,outside) 9.9.9.30 171.68.118. 106 net mask 255. 255.255.255 0 0
conduit permt tcp host 9.9.9.20 eq telnet any

conduit permt tcp host 9.9.9.30 eq tacacs any

aaa- server TACACS+ protocol tacacs+



aaa- server Aut hl nbound protocol tacacs+

aaa- server Authl nbound (inside) host 171.68.118.101 cisco tinmeout 5

AAA aut hentication any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Authl nbound
virtual telnet 9.9.9.20

TACACS+H—/N1—HEED{RMETelnet41 > /SV > K

user = pinecone {
default service = permit

login = cleartext "pinecone"
service = exec {

timeout = 10

idetine = 10

}

}
PIXTF/\Y F{E#ETelnetf > /YU R

99910 DI1—HIFE PIX £?M 9.9920 PRLAIZ Telnet 52 & T, FTMAET NI MLENHY)
S

pi xfirewal | # 109001: Auth start for user '???" from9.9.9.10/11099
to 171. 68.118. 20/ 23
109011: Authen Session Start: user 'pinecone', Sid 13
109005: Aut hentication succeeded for user 'pinecone'
from 171. 68.118.20/23 to 9.9.9.10/ 1470

FREEARRIIL 7=, showuauthd N> RZETTD &, I—HIC TEHRENMNX—F—ICRRENE
?J tﬁﬂ'\éﬂi?o

pi xfirewal | # show uauth

Current Most Seen
Aut henti cated Users 1 1
Aut hen I n Progress 0 1

user 'pinecone' at 9.9.9.10, authenticated

absol ute timeout: 0:10:00

inactivity tineout: 0:10:00
CCTlE, 9.9.9.100F /N1 AN171.68.118.106 D T /N A AICTCP/AORNT T 1 Y U BREFEL KD
ELTVET,

pixfirewal | # 109001: Auth start for user 'pinecone' from9.9.9.10/11104
to 171.68.118.20/23
109011: Authen Session Start: user 'pinecone', Sid 14
109005: Aut hentication succeeded for user 'pinecone' from 171.68.118.20/23
to 9.9.9.10/1470
302001: Built TCP connection 23 for faddr 9.9.9.10/11104 gaddr 9.9.9.30/49
| addr 171.68.118. 106/ 49 (pi hecone)
302002: Teardown TCP connection 23 faddr 9.9.9.10/11104 gaddr 9.9.9.30/49
| addr 171.68.118.106/49 duration 0:00: 10 bytes 179 (pi necone)

{R*8 Telnet (5

BRENTTAVINFTFTAIRNTHFITENATVD 0, RE Telnet EEDFERATRAZT AV Y
NP ETYT, cOPITIE, 171.68.118.1430 WZ 1 —H H"{R*89.9.9.30(_TelnetL ., FREEL £,
Telnet B AESICROYTENET, RS hdE, 171.68.118.143 A5 9.9.9.10 O H—/\
ANDTCP RZ 714V INEFTENET,




99910
[outside)
9991 (Mirtual IP 9.9.9.30)

PIX

17165 118114

—=

Inside

Tac+ Server 17168118 143
17168118101

{R#8TelnetE{E DPIXERE

ip address outside 9.9.9.1 255.255.255.0

ip address inside 171.68.118. 115 255. 255. 255. 0

gl obal (outside) 1 9.9.9.5-9.9.9.9 netmask 255.0.0.0

ti meout uauth 00: 05: 00

aaa- server TACACS+ protocol tacacs+

aaa- server Aut hQutbound protocol tacacs+

aaa- server Aut hQutbound (inside) host 171.68.118.101 cisco tinmeout 10

AAA aut hentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthCut bound
virtual telnet 9.9.9.30

{F#8TelnetREDPIXT/\Y I

109001: Auth start for user '???" from 171.68.118. 143/ 1536
to 9.9.9.30/23
109011: Authen Session Start: user 'tineout_143', Sid 25
109005: Authentication succeeded for user 'timeout_143" from
171.68.118. 143/ 1536 to 9. 9.9.30/23
302001: Built TCP connection 46 for faddr 9.9.9.10/80 gaddr
9.9.9.30/1537 | addr 171.68 .118.143/1537 (tineout_143)
304001: tinmeout_143@71.68.118. 143 Accessed URL 9.9.9.10:/
302001: Built TCP connection 47 for faddr 9.9.9.10/80 gaddr
9.9.9.30/1538 | addr 171.68 .118.143/1538 (tineout_143)
302002: Teardown TCP connection 46 faddr 9.9.9.10/80 gaddr
9.9.9.30/1537 | addr 171.68. 118.143/1537 duration 0:00: 03



bytes 625 (tineout_143)

304001: timeout_143@71.68.118. 143 Accessed URL 9.9.9.10:/

302002: Teardown TCP connection 47 faddr 9.9.9.10/80 gaddr
9.9.9.30/1538 | addr 171.68. 118.143/1538 duration 0:00:01
bytes 2281 (timeout_143)

302009: O in use, 1 nost used

{R#8 Telnet A FJ b

d—Y¥H{R4ETelnet IPICTelnetd % &, showuauthd Y > R TuauthA"RRENE T,

A—HA (vauthlZEFEAER > TWRIBEIC ) BV 3V R TLERICNS 74 Y O BIBTS
DZEFHILETBICE, I—F R Telnet IPICEETelnet§ 24BN SV EXT, ChickEY >
SVRERFATICHN)EDY XD,

R— b OFETH

R—REREICHULTRAZERIDCENTERT, COBITE., INTORBIENL TR
MBETLLEN, TCPR—B23 ~ 91/ L TRAFALEGFHFBETL L=,

PIX DERTE

AAA authentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound
AAA authorization tcp/23-49 outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthOutbound

171.68.118.143/H 59.9.9. 10\ DTelneth E1TE D &, Telnet’/R— 23423 ~ 49N EHHICH S
o, FRELERANfMThNEL =,

171.68.118.143/' 59.9.9.10\OHTTPEY >3V HFETL TE, FARLBLETI A, 80423 ~
AQEFEICEWIZ®, PIXIETACACS+H —/NICHTTPZFFAITA LS ICERLE B A,

TACACS+ Z)—xIF Y—)NDERTE

user = telnetrange {

login = cleartext "tel netrange”

cmd = tcp/ 23-49 {

permt 9.9.9.10

}

}
PIXlE Tcmi=tcp/23-491 & Termd-arg=9.9.9.1010 ZTACACS+H—/NIZEETDCEITFELTLKE
=L,

PIXQ TNy T

109001: Auth start for user '???" from 171.68.118. 143/1051
to 9.9.9.10/23

109011: Authen Session Start: user 'telnetrange', Sid 0

109005: Authentication succeeded for user 'tel netrange'
from171.68.118.143/1051 to 9. 9.9.10/23



109011: Authen Session Start: user 'telnetrange', Sid O
109007: Authorization pernmitted for user 'telnnetrange
from 171. 68.118. 143/ 1051 to 9.9 .9.10/23
302001: Built TCP connection 0 for faddr 9.9.9.10/23
gaddr 9.9.9.5/1051 | addr 171.68.1 18. 143/ 1051 (tel netrange)
109001: Auth start for user '???" from 171.68.118.143/1105
to 9.9.9.10/80
109001: Auth start for user '???" from 171.68.118.143/1110
to 9.9.9.10/80
109011: Authen Session Start: user 'telnetrange', Sid 1
109005: Aut hentication succeeded for user 'tel netrange'
from 171. 68.118. 143/ 1110 to 9. 9.9.10/80
302001: Built TCP connection 1 for faddr 9.9.9.10/80 gaddr 9.9.9.5/1110
| addr 171.68.1 18.143/1110 (tel netrange)
302001: Built TCP connection 2 for faddr 9.9.9.10/80 gaddr 9.9.9.5/1111
| addr 171.68.1 18.143/1111 (tel netrange)
302002: Teardown TCP connection 1 faddr 9.9.9.10/80 gaddr 9.9.9.5/1110
| addr 171.68.11 8.143/1110 duration 0:00: 08 bytes 338 (tel netrange)
304001: timeout_143@71.68.118. 143 Accessed URL 9.9.9.10:/
302002: Teardown TCP connection 2 faddr 9.9.9.10/80 gaddr 9.9.9.5/1111
| addr 171.68.11 8.143/1111 duration 0:00: 01 bytes 2329 (tel netrange)

HTTP, FTP, 8 kT Telnet MAD KRS 71 v O Dizh D AAA
FhooT14>T
PIXY7RJDIFTIN—=23>250Tlk,. NTZT7TAVITHIOT AV ITBENTEENTVET,

AL TE T TB &, HTTP, FTP, 8L UTenetAADNZ 71 Y IOTHI T4 JLI—R
ZHIFRTEERT,

192.1.1.1

192.1.1.254 (Outside)

PIX

10.37.1.200 {Inside)

103115

AL —2(19211.NNVD SAZFFIL—R(10.31A)ICT 7 A I ZTFTPIAE—T B ICIE, k&
TelnetZ BMLU TTFTPZ7 O ADO R ZRHITET,



virtual telnet 192.1.1.30

static (inside,outside) 192.1.1.30 10.31.1.5 netmask 255.255.255.255 0 0
conduit permit udp any any

AAA authentication udp/69 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
AAA authorization udp/69 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
AAA accounting udp/0 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

RIZ, 1921 110N ZIL—2 A S{RAEIP 192.1.1.30(CTelnetL . UDPAPIXZBIBTZESDLSIC
THRET RLAICRRIALE T, ROBITIE. copy titp flash7’ Ot AN outside A Sinsidel” Fza
ThTVWET,

302006: Teardown UDP connection for faddr 192.1.1.1/7680
gaddr 192.1.1.30/69 | addr 10.31.1.5/69

PIX_t®Dcopy tftp flash ( cDIOSOAE—HIZ3DH 2/ ) &, PHOTA42JLOA—RAA
Y RT7 2 REEEShET, Cisco Secure Windows THDTACACSL J— RDfl&RICRLET),

Dat e, Ti ne, User nane, Gr oup- Nane, Cal | er-1d, Acct - Fl ags, el apsed_ti ne,
service, bytes_in, bytes_out, paks_i n, paks_out,
task_i d, addr, NAS- Por t name, NAS- | P- Addr ess, cnd
04/ 28/ 2000, 03: 08: 26, pi xuser, Default G oup,192.1.1.1,start,,,,,,,
0x3c, , PI X, 10. 31. 1. 200, udp/ 69
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