PIX, TACACS+ $ & T RADIUS MOEREH :
4.2.X

=
BREEN
=
FHTRAR—F b
XY BRI—=TOK
?Eﬁﬂ}ii
Foal & FRA] ) EhER
AL/ ZEMICLEEZEILI—HICRTRENDIAR
3"\10)/1")7“._ BHATESH—/\ERE
Cisco Secure UNIX TACACS+ H—NA274F1 L —2 3>
Cisco Secure UNIXRADIUS H—N>74F21 L —>3 >
Cisco Secure NT 2.x RADIUS
EasyACS TACACS+
Cisco Secure NT 2.x TACACS+
Livingston RADIUS ¥ —/\DE&E
Merit RADIUS H—/ND & TE
TACACS+ 7)) —JI 7 H—/NDOF&KE
TNV T DFIE
PIX A 5 QFREET /N Y T 4
A DB N
PIX A5 QRS L VEAI DT /N Y T 5
THhHOT4>2TDEM
TACACS+
RADIUS
BEAtvSIaeEOddA4 1—YaERITDHE
except AN ROfEHA
PIX HEN\DERE
Z7OV7REFRICRRENDZ XY 2—3
B E B R

B=

RADIUS & & U* TACACS+ 585F(k. FTP, Telnet, B KV HTTP OELICTH L TRITTEET,
TACACS+ BREEINHAR—RENhTVWET, RADIUSFFAIIFHR—KhEhFEHA,
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&II

SOEED - DL PIX Software 4.22 THhIEAICEEEhELLE, COERHFY 7RI T N



—232 42201 ICBXEFEALET,

BIRSR M
B4

CORFIAIXVNCHEIZEROERGEHYFEEA,

FRTRDIAR—F b

CORFIXZVNE, BEDVYTZRIITRPN—RIITON—-23aVIIREENDEDOTED
WEEA

XY RDO—UR

CORFIXVRNTE, ROZXY ND—UBHREFEALTVEY,

PIX DEZE

pi x2# wite termnal Building configuration : Saved

PI X Version 4.2(2) naneif ethernet0 outside security0
nanei f ethernetl inside securityl00 enabl e password
8Ry2Yj | yt 7TRRXU24 encrypt ed passwd OnTr BUGLTpOednkr
encrypted hostname pix2 fixup protocol http 80 fixup
protocol snmtp 25 no fixup protocol ftp 21 no fixup
protocol h323 1720 no fixup protocol rsh 514 no fixup
protocol sqglnet 1521 no failover failover timeout

0: 00: 00 failover ip address outside 0.0.0.0 failover ip
address inside 0.0.0.0 failover ip address 0.0.0.0 nanes
pager lines 24 |ogging consol e debuggi ng no | oggi ng

noni tor | oggi ng buffered debuggi ng | ogging trap
debugging logging facility 20 interface ethernet0 auto
interface ethernetl auto interface ethernet2 auto ip
address outside 9.9.9.12 255.255.255.0 i p address inside
171.68.118. 103 255.255.255.0 ip address 0.0.0.0 0.0.0.0
arp timeout 14400 global (outside) 1 9.9.9.1-9.9.9.9

net mask 255.0.0.0 static (inside,outside) 9.9.9.10

171. 68.118. 100 net mask 255.255.255.255 0 O conduit
permt icnp any any conduit permt tcp host 9.9.9.10 eq
telnet any no rip outside passive no rip outside default
no rip inside passive no rip inside default timeout

xl ate 3:00: 00 conn 1:00: 00 udp 0:02:00 tineout rpc
0:10: 00 h323 0:05:00 timeout uauth 0:00:00 absolute ! !-
-- The next entry depends on whet her TACACS+ or RADI US
is used. ! tacacs-server (inside) host 171.68.118.101
cisco timeout 5 radius-server (inside) host

171.68.118.101 cisco timeout 10 ! !--- The focus of
concern is with hosts on the inside network !---
accessing a particular outside host. ! aaa

aut henti cati on any outbound 171.68.118.0 255. 255. 255.0
9.9.9.11 255. 255. 255. 255 tacacs+|/radius ! !--- It is
possible to be less granular and authenticate !--- all

out bound FTP, HTTP, Telnet traffic with: aaa

aut hentication ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 tacacs+| radi us aaa authentication http outbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 tacacs+|radi us aaa

aut hentication telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 tacacs+|radius ! !--- Accounting records are




sent for !--- successful authentications to the TACACS+
or RADI US server. ! aaa accounting any outbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 tacacs+|radius ! no snnp-server

| ocation no snnp-server contact snnp-server conmunity
public no snnmp-server enable traps telnet 171.68.118. 100
255. 255. 255. 255 ntu outside 1500 ntu inside 1500 ntu
1500 Snallest ntu: 1500 fl oodguard O tcpchecksum sil ent
Crypt ochecksum be28c9827el13baf 89a937c617cf e6dal : end

[ K]

RO&

KF1XY NEROBME. TYRAIFINL T4 Y TAOREE EBRLTI L,
BORL & A D

. 533 ( Authentication ) &l&, 1—YNMAEHN ZERIETDETT,
. 27 (Authorization ) &, I—HYHFMZTERH ZHFAITHETT,
-ihﬁfl:(i RUNBLTEENTT,

Fom wunEb‘Ub\tﬁ"‘}JT(a"a;)Uiﬁ/u

@'Jt l/_CJ'\DL AFEADI—HEBERVPZRY ND—OONED FTP, Telnet, £/ HTTP %
TN NSOI—TFD6ICELLTESSEEZEERELTTEVW, PIXEREE NT 714 Y
D%ZFRIAL, IXTO 6 ADI—HIC TACACS+RADIUS EF 21T H—/NXODIDZ25ZXD &
SICE>2TTEV, U7IIFEAEESE, CO6 ADI—HRFI—HFEBLVU /NAT—R%E
ESERATRENTEELEYZFLTHAFET, O M4 AQI—HEHAFRHEHNT
ZFEH A, PIX I username/password Db N I1—H=27 O RKRRLELEY, ZLT
TACACS+RADIUS X 1 UT A H—NICIA—HE SR NAD—REELET., £ ¥
IC&2T, ThREFEZEAD, FLEEFEEELEFT, <O 6 ADI—HE FTP, Telnet, £
HTTP Z 92 AlgEMN H V) T,

EEL. CO3AQOI—HD1AE, TFU—, . TEEVTIEBEESNDEERLTFEL
o Terry ICAEBFTPIEEZZFTLETAH, HTTP & Telnet FFTLBEVWZEICLET, ChiF
RALZEMTHAMEEZRLET, Thbs5, I—FHFEhOHZIHARIAICIHMATIDENTE
6-‘6-0)727?%’3\b¥3'o PIX ICERRIZEBINT D EE, PXFEEF2I VT H—=NICHKAIC "IV
Ry ATV —RBEATVWREOZT)—DI1—HE BLRT NAD—RZHEEFE LELEY, EF2
T4 H—NICTBDERBBRNTVIRAMEREZEEFE LET, EE5AEH—NEYRNTYT%2E
’Dt T)—IF "TFTP 1234, ICHFATBDCENTEEXRTA, THTTP, £ilE "Telnety N®
BBHZECTEREENET,

RI/RAZERELELELI—YYERTENDIAR

WALFF A ERBEA SHEAN (LRI ) T< e z2HADE:

-Telnet: 1—%EZRHB 7OV TN I —HICRFREhEER, NAT—RZEREIhET
o PIXIH—/NTEREE ( BRURA) ICKIITDE, ABOEERAMND S I—HBE/NAD
—ROAHDZERODSNET,

FTP: 1—HHEZRHB 7OV M I—HICRRENET, 1—FBIC
local_username@remote_usernamey &, /NAT—RIZ T
local_password@remote_passwordy ZANTE2HENHYET, PIXIE T
local_username. & Tlocal_passwordy ZA—AJ) EF¥1VF 14 H—/NIZHEFLET,
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PIX/—/NEITFERE (B RVFRA ) [CKITHE, Tremote_usernames & ©
remote_passwordy AAZDIEE FTP H—NIZEEhET,

CHTTP: D4V RIGEI—YHE BLRE NAT—REBERIDTSIVYTERRTSD, BE
(BLTRA) ICRUTRE, I—HEASBOTEE Web 4 NZEELET, TTOYEC
KOTCA—HEBENARD—RFFY Y2 1EhBDEITEELTLKEEV, PX KEEZE
PRENHDE HTTPERERDN LY TS LEWES, BRAN PIX ICT 50 T5HE
1 EEBRICF Y Y21 nNEd—TFEERONAD—REZDTLVSHAEMNIGVEVAE
o ThRFBEAH—NIZENASIIZEIELET, PIXsyslog ®H—/N FNYTREIO
BRERLET, Telnet BETFTP AEEICBS &S5 THB N HTTP ERENBE. Chid
RETY,

IXTOFVACEHATE D H—/\ERE
TACACS* ¥—/NTJ> 74 ¥1L—3 3 fiTh, BELTAYICE>TWNE, 1—HE ¥

NTy ., Ttelnetonlys . Thttponlyy . KU Tftponlyy INXNTHEEL TVWET, RADIUSH—
NEREHITRE., I—HEFE "TIXTL BELTVLET,

SBEEA TACACS+ SB5F H—/NAI—HE 8LT NAT— K%, PIXEEIT K ( Telnet,
HTTP. %73 TACACS+ ¥ — NAFTP)RE $HEICMATPIX IC, BiNE h3E,
TACACS+ H—NR@EZTNASTOI—HFHNFTOIN ROLEHICHFAE NI N ESHERELET

o

KVEBEWEI T, 171.68.118.100 D 1—HF Y K telnet 9.9.9.11 ZRTLET. hh PIX
TEITWMshEE, PXFREOLZOD TACACS+ H—NICI1—HHE, NADT—RHEKTIN

VRZEELERT,

P> CRREEICIMAEFAT &, 1—H(F TPIX IC& 2 T telnetonlys Telnet AR L —2 32 &1TS
ENTEEY, LEL, I—HE "TPIXIZ& 2 T httponlys KT Tftponlys Telnet AR L —
AETSENTEFEEAS

(BE., k7080 A OMHEICKS RADIUS THR—KREhEHA ),

Cisco Secure UNIX TACACS+ H—/N\> 74 ¥aL—>3>

Cisco Secure 2.x

A= AR TR ZICRTT D,
- CSUCfgICPIXIP 7 RLADNTLEMBERXA 2B LV F—ZEML TTFE L, user = all
{

password = clear "all"
default service = permt

}

user = telnetonly {

password = clear "tel netonly"
service = shell {

cmd = telnet {

permt .*

}

}

}



user = ftponly {

password = cl ear "ftponly"
service = shell {

cmd = ftp {

permt .*

}

}

}

user = httponly {

password = cl ear "httponly"
service = shell {

cnd = http {

permt .*

}

}

}

Cisco Secure UNIXRADIUS 4—N>74Fa1L—>3>

ZYRNDI=O TOEAH—=/V(NAS) URKNIZPIXIPBLRUTF—ZEBMITZDICEELRTT7
AAN I A2E—TIAA(GUI) ZEALTTEV, 1—H AR HREIIICRSNhS
KOICHEDNFET:

all Password="all"
User - Servi ce- Type = Shel | - User

Cisco Secure NT 2.x RADIUS

CiscoSecure 2.1 ® Sample Configurations 923> @A S4B LT Web RFI2IXU N &
YRTYTZRBRLEY, PRUELI—K6 (Y—ER A7) BAJAVFLREELTT,

GUI Z £ A L T NAS Configuration 223> O PIX® IP ZEBML TTFE L,

EasyACS TACACS+

EasyACSRF AIX > TF—23a> @&y N7y TEHRZERHELE T,

1.90NV—=T"109>3>7T, (execHERZNFETSHIC ) [Shellexec] 20U YILET,

2.PIX ICRAZEBMTSICE. JIL—TRED TET [Deny unmatched I0S commands] %& &
DYy OLET,

3. EWHTEVWERSEIOT Y ROEDHIC TAdd/Edita ZiBIR LTTEV (Telnet, =& XE
) o

4. BEDHA NI Telnet ZFFALEVERBSHEEIBBATIPZAILTTEY, IXTO
A4 RMA®D Telnet ZFF 0] 95 (C &, [Allow all unlisted arguments] 22 )Y 2 LE T,

5. TFinish editing commands Z2 1Y 2 LTT&EL,

6. FAIE NN R (Telnet, HTTP X FTP, £&XE ) DTNEFIhDLEODATY S
1through 5 ZE1TL TT & W,

7. GUI Zf£ A L T NAS Configuration €230 PIX O IP ZEML TTFE L,

Cisco Secure NT 2.x TACACS+

Cisco Secure 2.x RFIX NEEY NT7YTEBHRERHLET,



IN—=T 10232 T, (execHERZNFETS1-®HIC ) [Shellexec] 20U Y I LET,
PIXICRAZEMTSICE. TIL—FRED TET [Deny unmatched I0S commands] & &

Y OLERY,

.Command FIYOIRY VAZTHOTEIRL, FALEVWEBRSONRZAHDLTTE

W (Telnet, =&Ex2E ),

BEOHA NI Telnet ZF AL EVERSBESIBBATIPZAALTTEVY (LA

. TEYHET1234"), Telnet BIXNTOH A NZFEFRATHEHIC. TPermit unlisted

argumentsg ZOUY T LTTEL,
5.[Submitj 20Uy O LET,

6. FAENEOX T K (Telnet, FTP, BLP/ELE HTTP, REXRE ) DZTNTIDEDHD

AT Y 7 1through 5 ZRTL TT&E LY,

7. GUI Z A L T NAS Configuration 223> ®O PIX O IP ZEIL TTFE L,

Livingston RADIUS Y —/NDE&E

PIXIPZEML, 94T RNZT7 74 EF—ANLTTEL,

all Password="all"
User - Servi ce- Type = Shel | - User

Merit RADIUS H—/SDERTE

PXIPEIROF—ZIVTATN T77AILICEMLET,

all Password="all"
Servi ce- Type = Shel | - User

TACACS+ ZU—JIF HY—/SOKE

# Handshake with router--Pl X needs 'tacacs-server host #.#.#.# cisco'

key = "cisco"

user = all {
default service = permt
login = cleartext "all"

}

user = telnetonly {

login = cleartext "tel netonly"
cnmd = telnet {

permt .*

}

}

user = httponly {
login = cleartext "httponly"

cmd = http {
permt .*

}

}

user = ftponly {
login = cleartext "ftponly"

cmd = ftp {
permt .*
}

}



FINY T DOFIE

. REE, RBA, BROETAHIVTAUT (AAA) ZEBMTSHIC, PIXERENMEL TWDC
EERBRELTLKEETV, AN AZRTDEIICRN T 714V 0 ZBBTERVESTSTNDREQ
T A

LPIXOOF U TJZ2BMCLET : AFOSFV S AT AT logging console debugging 1Y >
REFALEVWTLSEE L, logging buffered debugging X > RIEERATEEX T, show
logging £/ logging Y KA SH L syslog H—/NICEFLTES T, RETHENT
2ET,

. TACACS+ #—/N&E=ld RADIUS H—NDOFNY TN A B >TVWBR EZ2BFELET,
COFATIAVFIRNTOY—NTENTT,

PIX 5 ORBIET/S Y T 6l

PIX 7*/\¥ - B# 73 528E - RADIUS

ChEREBRIEMAVNS PIX F/NY T OHITT:

109001: Auth start for user '???" from 171.68.118.100/1116 to 9.9.9.11/23
109011: Authen Session Start: user 'bill', sid 1
109005: Aut hentication succeeded for user "bill'
from 171.68.118.100/1116 to 9.9.9.11/23
109012: Aut hen Session End: user 'bill', sid 1, elapsed 1 seconds
302001: Built TCP connection 1 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1116
| addr 171.68.118.100/1116 (bill)

PIX 7NNV T - KU EREE (I—YEBEERF/NAT—R ) - RADIUS

ChEFREAFRZAVS PXFNY I OHITY (A—YEHLPNAT—R ). 4 D20I—HE/NA
T—REY M DA—HIERTENET, "I7— BREITCEL>THBEIND, XV E-—DEK
ARBRERTT D,

F AN FIPRATHDEE. 1 DORBAXANE)HTSsNET, HTTPICEBL T, ERD Y
RSAFHFATEhET,

109001: Auth start for user '???" from 171.68.118.100/1132 to 9.9.9.11/23
109006: Authentication failed for user '' from
171.68.118.100/ 1132 to 9.9.9.11/23

PIX 7°/Y¥ J-%—/- RADIUS

ChiFY—NOPIXFNYITOHTT, 1I—HICHLTI—HYENf —ERTENET, H—N
FELT TNAYILLs . NAD—R (3B ) DALERDET,

109001: Auth start for user '???" from 171.68.118.100/1151 to 9.9.9.11/23
109002: Auth from 171.68.118.100/1151 to 9.9.9.11/23 failed
(server 171.68.118.101 fail ed)
109002: Auth from 171.68.118.100/1151 to 9.9.9.11/23 failed
(server 171.68.118.101 fail ed)

PIX 7/N¥ & - R#F/5 585k - TACACS+

ChFRFRFEAZAVD PIX TFNYTOHITY:

109001: Auth start for user '???" from 171.68.118.100/1200 to 9.9.9.11/23
109011: Authen Session Start: user 'cse', sid 3



109005: Aut hentication succeeded for user 'cse'
from 171.68.118. 100/ 1200 to 9.9.9.11/23

109012: Aut hen Session End: user 'cse', sid 3, elapsed 1 seconds

302001: Built TCP connection 3 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1200
| addr 171.68.118.100/ 1200 (cse)

PX NNy T - kB U ERREE (1—Y_R|FEB/NAT—R ) - TACACS+

ChEFEFRZAVS PXTFNY I OHITY (A—YEHLPNAT—R ). 4 D20T—HE/NA
T—REY MDY IERTEINET, "I BREITICEL>THBEIND, XV E-—DDK
RBIEERTT D,

E NN FIPRATHZIEE. 1 DORKNE)HTESNET, HTTPIZEAL Tk, EED Y
NSAIFHFAEhETS,

109001: Auth start for user '???" from 171.68.118.100/1203 to 9.9.9.11/23
109006: Authentication failed for user '
from171.68.118.100/1203 to 9.9.9.11/23

PIX 7)Y J-%—/%- TACACS+

cNEY—NOPXFNYIOHTT, I—ICHLTI—HENf —ERRETIhET, T<IC
I RBACK>THBBENS XV E—DOBABIERRT S,

109001: Auth start for user '???" from 171.68.118.100/1212 to 9.9.9.11/23
109002: Auth from 171.68.118.100/1212 to 9.9.9.11/23 failed
(server 171.68.118.101 fail ed)
109002: Auth from 171.68.118.100/1212 to 9.9.9.11/23 failed
(server 171.68.118.101 fail ed)
109002: Auth from 171.68.118.100/1212 to 9.9.9.11/23 failed
(server 171.68.118.101 fail ed)
109006: Authentication failed for user '' from 171.68.118.100/1212 to 9.9.9.11/23

7o Al DB N

ATAARAEZE L TENTHEIDT, FARBALEGAELVRBENDLEDICKROSINET:

aaa aut horization any outbound 171.68.118.0 255.255.255.0 9.9.9.11 255. 255. 255. 255
tacacs+| radi us

TG, IXTO3IADTIINTY R G—EANRNICERIAE NEBEE

aaa aut horization http outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 tacacs+| radi us aaa authori zation
ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 tacacs+|radi us aaa authorization telnet outbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 tacacs+| radi us

PIXH S ORBEAS RTRBADT/NY T 6

PIX 7Ny J-BIF 1% FBREE & O'FFA- TACACS+

CNFEHFBFABSLOFAD PIXFNY TDHITT:

109001: Auth start for user '???" from 171.68.118.100/1218 to 9.9.9.11/23

109011: Authen Session Start: user 'telnetonly', sid 5

109005: Authentication succeeded for user 'telnetonly' from
171.68.118.100/1218 to 9.9.9.11/23

109011: Authen Session Start: user 'telnetonly', sid 5

109007: Authorization pernmitted for user 'telnetonly' from



171.68.118.100/1218 to 9.9.9.11/23
109012: Aut hen Session End: user 'telnetonly', sid 5, elapsed 1 seconds
302001: Built TCP connection 4 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1218
| addr 171.68.118. 100/ 1218 (tel netonly)

PIX /Ny J-BFA O BHERBEE, LA L KB- TACACS+
CNIEBRHFBFELELALFFADOREKRED PIX FNY TDOHITT:

109001: Auth start for user '???" from 171.68.118.100/1223 to 9.9.9.11/23
109011: Authen Session Start: user 'httponly', sid 6
109005: Aut hentication succeeded for user 'httponly
from 171. 68.118. 100/ 1223 to 9.9.9.11/23
109008: Aut hori zation denied for user 'httponly
from 171. 68.118. 100/ 1223 to 9.9.9.11/23

PIX /XY J-BBEFB., BA& SN VEFA- TACACS+

ChEFREE K FLT #HRZAWVSD PIX TNY T 0Fl, BEEFRAFAHAASNBA > LEREATSH
W (A—HEIMNAT—R) TREEV, 4 201—HF/NAD—R Y NFI1—HICRREh
Y, "IZ7— HBIZBATOEREL . XVE—JRFXRRITSD

E:CNDNFIPEHATHZBEE. 1 DORKNE)YHTSNET, HTTPIZEAL Tk, ERD Y
RSAFHFATEhET,

109001: Auth start for user '???" from 171.68.118.100/1228 to 9.9.9.11/23
109006: Authentication failed for user '' from 171.68.118. 100/ 1228
to 9.9.9.11/23

PIX Debug authentication/sF®, *—/X- TACACS+

CNEEFRIE BLV #ERZAVD PX FNYITOHITT, H—NEEOLTVWEY, 1—HEF
l_ﬂ%ﬁ_}gﬁi?o 3-<‘(v:\ rlﬁ—: Eﬁ?%gﬁ&wﬁkﬁ_l o ’.\3—%/_—]‘3—60

109001: Auth start for user '???" from 171.68.118.100/1237 to 9.9.9.11/23
109002: Auth from 171.68.118.100/1237 to 9.9.9.11/23 failed
(server 171.68.118. 101 fail ed)
109002: Auth from 171.68.118.100/1237 to 9.9.9.11/23 failed
(server 171.68.118. 101 fail ed)
109002: Auth from 171.68.118.100/1237 to 9.9.9.11/23 failed
(server 171.68.118. 101 fail ed)
109006: Authentication failed for user '' from 171.68.118.100/1237
to 9.9.9.11/23

FPhooF14>290EM

TACACS+

aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0: tacacs+

TNV TRBAN AV IATTHIHAESHEUZRAM LET, L, OB T, . a "B
CRN 7’77")‘/7_-4‘/'7 LO—REEEhFEIBELELE, ., "TTATHAIOEIC,
va "By ThHOUTa4 U LO-REEFE ThFET:

109011: Authen Session Start: user 'telnetonly', sid 13
109005: Aut hentication succeeded for user 'telnetonly
from171.68.118.100/1299 to 9.9.9.11/23
109011: Authen Session Start: user 'telnetonly', sid 13
109007: Authorization permtted for user 'telnetonly’
from171.68.118.100/1299 to 9.9.9.11/23



109012: Aut hen Session End: user 'telnetonly', sid 13, elapsed 1 seconds

302001: Built TCP connection 11 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1299
| addr 171.68.118.100/ 1299 (tel netonly)

302002: Teardown TCP connection 11 faddr 9.9.9.11/23 gaddr 9.9.9.10/1299
| addr 171.68.118. 100/ 1299 duration 0:00:02 bytes 112

COHIDEISIZ TACACS+ PHOT420 LOA—RREX ( Zh s CiscoSecure UNIX A 5
& ') E£T; Cisco Secure Windows DL A— REFERKVWICON TS hDHLELIELA )

Tue Sep 29 11:00: 18 1998 redclay cse PI X 171.68.118. 103
start task_i d=0x8 foreign_ip=9.9.9.11
| ocal _i p=171. 68. 118. 100 cnd=t el net
Tue Sep 29 11:00: 36 1998 redclay cse PI X 171.68.118. 103
stop task_i d=0x8 foreign_ip=9.9.9.11
| ocal _i p=171. 68. 118. 100 cnd=t el net el apsed_ti me=17
bytes_i n=1198 bytes_out =62
Tue Sep 29 11:02:08 1998 redclay telnetonly PI X 171.68.118. 103
start task_i d=0x9 foreign_ip=9.9.9.11
| ocal _i p=171. 68. 118. 100 cnd=t el net
Tue Sep 29 11:02:27 1998 redclay telnetonly PI X 171.68.118. 103
stop task_i d=0x9 foreign_ip=9.9.9.11
| ocal _i p=171. 68. 118. 100 cnd=t el net el apsed_ti me=19
byt es_i n=2223 byt es_out =64

71— )LRECCICESNBDLSICHELET:

DAY MO DATE TI ME YEAR NAME_OF_PI X USER SENDER PI X | P START/ STOP
UNI QUE_TASK | D DESTI NATI ON SOURCE
SERVI CE <TI Me> <BYTES | N> <BYTES QOUT>

RADIUS

aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 radius

TNV TRBEANF T /IFTTHBIHNESHRALZRA LET, LEL. ORIC T, . a "TEHR
$21F7HNITAVT LA REFBEhETBELELE, T, "TATEIORIC,
va "By ThOUTA4 T LO—RBEEBF EhET:

109001: Auth start for user '???" from 171.68.118.100/1316 to 9.9.9.11/23
109011: Authen Session Start: user 'bill', sid 16
109005: Authentication succeeded for user 'bill
from171.68.118.100/1316 to 9.9.9.11/23
109012: Authen Session End: user 'bill', sid 16, elapsed 1 seconds
302001: Built TCP connection 14 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1316
| addr 171.68.118.100/1316 (bill)
302002: Teardown TCP connection 14 faddr 9.9.9.11/23 gaddr 9.9.9.10/1316
| addr 171.68.118.100/ 1316 duration 0:00:03 bytes 112

COEIDESIZRADIUS THIOV T4 LO—REX ( 25 1F Cisco Secure UNIX A 5
& V) £9; Cisco Secure Windows D¥IF AN TIPS >T WET )

Mon Sep 28 10:47:01 1998

Acct - St at us- Type = Start
Client-1d = 171.68.118. 103
Logi n-Host = 171.68.118. 100
Logi n- TCP- Port = 23

Acct - Session-1d = "0x00000004"
User-Nane = "bill"

Mon Sep 28 10:47:07 1998
Acct - St at us- Type = St op
Client-1d = 171.68.118. 103
Logi n-Host = 171.68.118. 100
Logi n- TCP- Port = 23



Acct - Session-1d = "0x00000004"
User-Nanme = "bilI"
Acct-Session-Tine = 5

714—=)LRIEFCCICRSNDELSICBELET:

Acct - St at us- Type = START or STOP
Client-1D = IP_OF_PIX

Logi n_Host = SOURCE_OF_TRAFFI C
Logi n- TCP-Port = #

Acct - Session-1D = UNI QUE_| D_PER _RADI US_RFC
User - nane = <what ever>

<Acct - Session-Tine = #>

BAtvS 320421 Y% RRBIDHE

W< DA ® TACACS IC& & U RADIUSH —/YIZ" max-session "A* "view logged-in users. #&E
FHYVET, BREYIIVZERTLEYAOATAY A—F2FIv oL TIHEERL. THY
TAVYT LOA—RIEE2>TEDYET, EREhD 25 "HHEIS, LO—K TELE, LO—
RABWA, &€&, (HBDANEEOQT A ENB &% TACACS » RADIUSH—/NIF{REL
FT,PXICK2TEYZAVERE >TVERT ), hid Telnet X FTP EHi TCRREFOMHELS
FE<HELET, LEAFE. ROKSICHYET,

J—%%k 171.68.118.100 ICA' S 9.9.9.25 FETRIAZZ TS PIX ICK 2T Telnet TEFLL ET:

(pix) 109001: Auth start for user '???" from 171.68.118. 100/ 1200
to 9.9.9.25/23

(pix) 109011: Authen Session Start: user 'cse', sid 3

(pi x) 109005: Authentication succeeded for user 'cse' from 171.68.118. 100/ 12

00 to 9.9.9.25/23

(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/23 gaddr 9.9.9.10/12

00 | addr 171.68.118.100/1200 (cse)

(server start account) Sun Nov 8 16:31:10 1998 rtp-pinecone.rtp.cisco.com
cse PI X 171.68.118.100 start task_i d=0x3 foreign_ip=9.9.9.25
| ocal _i p=171. 68. 118. 100 crmd=t el net

"HBRTH, BRERTEHN, CEY—NHNFRELOT "FiE, LI-RE (ZORBRKRT), ¥—
X TTelnety A—H¥AOTFEnBD 2R LERA, RREYZIVEANAZOI—FEETOD
=0 """ CRE ENDRANFEEI—FHRAZXELE TR OELEZ (ZH5I0 PC Y
5), LT, RN >TEREIET,

A—YRBESZRAZ—T7Y MNRAN, TLTRTOFEEAYXT (10 52T ICEVERT ),

(pi x) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr 9.9.9.10/128 1
| addr 171.68.118.100/ 1281 duration 0:00:00 bytes 1907 (cse)

(server stop account) Sun Nov 8 16:41:17 1998

rtp- pi necone. rtp.cisco.comcse PIX

171.68.118. 100 stop task_i d=0x3 foreign_i p=9.9.9.25

| ocal _i p=171. 68. 118. 100

cnd=tel net el apsed_tinme=5 bytes_in=98 bytes_out =36
I—HREEE (HBD 0 THHIHLESH, REIATHER ) TS (1I—YRIAHBOBO—E
BRVBERMTD ). TIVELATNEZEHANOLEOOTHIT42T LO—RYVYEY A
HVET,

LALUHTTPRZORINOUENBRICEATREESPEET. RICHZRLET,

I—H1E 171.68.118.100 A S 9.9.925PIX IC& 2 TTSTUALET,



(pix) 109001: Auth start for user '???" from 171.68.118. 100/ 1281
to 9.9.9.25 /80 (pix) 109011: Authen Session Start: user 'cse', sid 5

(pix) 109005: Authentication succeeded for user 'cse'
from 171. 68.118.100/12 81 to 9.9.9.25/80

(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/80 gaddr 9.9.9.10/12 81
| addr 171.68.118. 100/ 1281 (cse)

(server start account) Sun Nov 8 16:35:34 1998 rtp-pinecone.rtp.cisco.com
cse PI X 171.68.118.100 start task_i d=0x9 foreign_ip=9.9.9.25
| ocal _i p=171. 68. 118. 100 cnmd=http

(pix) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr 9.9.9.10/128 1
| addr 171.68.118. 100/ 1281 duration 0:00:00 bytes 1907 (cse)

(server stop account) Sun Nov 8 16:35.35 1998 rtp-pinecone.rtp.cisco .com
cse Pl X 171.68.118.100 stop task_id=0x9 foreign_ip =9.9.9.25

| ocal _i p=171. 68.118. 100 cnd=http el apsed_ti ne=0
byt es_ i n=1907 byt es_out =223

A—HR@EAVVO—RENEVITR—DERHET,

REICEELTTEV, COFIJO0—RRE1BZER LELLE (HBRIBEEFELELI—REO
1KY PNEN2ETLE ) I—HREELEVE WebH A RBLERICELOT A ENFE
j-b\o \I\\I\io

BREYZavELROJAY I—FORTREHETDTL £SH? HTTP OEFBHEREARY IC
BUOOT, WOR, BRSNS T TF4T7RV, BORRBER ( "THHET ) 8LV TEFIE
J LO—R)FARTT, LO—RERENICAUBRTRETS O, FiE, LO—Rok
W B LO—REHYEHA, vauth A0 ICEREENTVTE, OLULEICERETATVWTE
NSO eI = NICEEENE THAL BRY TEFEIE, LO—REFELEFEELT
W&ET, & L. max-sessions and view logged-in users & HTTP EHEOHEEN RR TR 5 H
BEEA,

except AN~ RO EH

1TADRE 1I—HeE2ZY NT—UTR., RETHIE (171.68.118.100 ) R h 3 K EEH
WEBACNZTDENTEET:

aaa aut hentication any outbound 171.68.118.0 255.255.255.0 9.9.9.11 255. 255. 255. 255 tacacs+ aaa
aut hentication except outbound 171.68.118. 100 255. 255. 255. 255 9.9.9. 11 255. 255. 255. 255 tacacs+

PIX B & OFERE

BT DA (EEREE Telnet ( BRTHTTP, FTP) RS 74 YU PIXIZ&2TTT, 422I2K2T
. PIXA® TelnetiEftld E-BEET B ArELNEBA, STk, PIXIZ Telnet TiEFHT S
ENTEDRYIDADIPEZEELET:

telnet 171.68.118.100 255. 255, 255. 255
Thh S Telnet/NAT— RZMIEL TTE V: passwd ww,

PIX Z Telnet TEFEL TWAH I —HZRATHLHICHLVWIN RZEML TR L



aaa authentication tel net consol e tacacs+|radius
I—HAPIXAD Telnet £X1T79 2 &, Telnet NAT—R ( "Twwy ) ZROShET, PIXIE
%/ TACACS+ » RADIUSIA—HEB RV /NAT—RERLET,

Z7OV7 hEERICRRENIAY -

O% > k#BMT i auth-prompt YOU_ARE_AT_THE_PIX k. PIX ZBiBL TWA1—4
—TOARAERET:

YOU_ARE_AT_THE_PI X [at which point you enter the usernane] Password:[at which point you enter
t he password]

BRTFATAZ—23aV0REIC, "T1—HH: 1 B&KE [Password: 1 7OV 7T NERTRT S,
CO7OV7RMEPIXZRBATZI—HICOKXFEL, PXICEFEELERA,

EPXANOTIERATTHITA2T LOA—RANBIRED BB EEA,

BOE 1T ¥R

. Cisco PIX Firewall Y 7 NV T PHRYR—b

. Cisco Secure PIX ZPAFIO#—) AR V7F7L A
- Requests for Comments ( RFC )

cTOZHAINYR—bE RFI XD - Cisco Systems
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