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bi nd aut henticate root-dn CN=C sco Systens, Q=Servi ce Accounts, DC=chillsthrills,
DC=l ocal password 7 <renpved>

base-dn DC=chillsthrills, DC=l oca

.WebVPNHY —/NE L THEETDELDICIL—ZFZRELET, COHITIE., "memberOf) B

(& Tuser-vpn-groups BHICIYYE>TEhdiceh, BE—OWebVPNITFANE, T
NOACCESS, KUY —%ECEBORUS—J ) —TTREENET, CORUI—T )
— 7. — 9% "memberOf,; EEFLEBZVI—HEFRRELTVWET,

ip local pool vpnpool 192.168.200.200 192.168. 200. 250

1
webvpn gat eway gateway_1

host nane vpn

i p address 173.11.196. 220 port 443

http-redirect port 80

ssl trustpoint TP-self-signed-2564112419

| oggi ng enabl e
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!
webvpn install svc flash:/webvpn/anyconnect-w n-2.5.2019-k9. pkg sequence 1
!
webvpn install csd flash:/webvpn/sdesktop. pkg
!
webvpn cont ext VPNACCESS
secondary-col or white
title-col or #669999
text-col or bl ack
ssl authenticate verify all
!
policy group NOACCESS
banner "Access denied per user group restrictions in Active Directory.
Pl ease contact your system administrator or manager to request access.”
hi de-ur | - bar
timeout idle 60
ti meout session 1
!
!
policy group CN=T,OU=MyBusiness,DC=chillsthrills,DC=1local
functions svc-enabl ed
banner "special access-granted”
svc address-pool "vpnpool"
svc defaul t-domain "cisco.cont
svc keep-client-installed
svc rekey met hod new tunnel
svc split dns "cisco.conf
svce split include 192.168.0.0 255.255.255.0
svce split include 10.10.10.0 255.255.255.0
svce split include 172.16.254.0 255.255.255.0
svc dns-server primary 192.168.0.136
default-group-policy NOACCESS
aaa authentication list AD
gateway gateway_1
i nservice
!
end
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webvpn cont ext VPNACCESS
secondary-col or white
title-col or #669999
text-col or bl ack
ssl authenticate verify al
!
pol i cy group NOACCESS
banner "Access denied per user group restrictions in Active Directory.
Pl ease contact your system administrator or manager to request access.”
!
policy group VPNACCESS
functions svc-enabl ed
banner "access-granted"
svc address-pool "vpnpool "
svc defaul t-domain "cisco.cont
svc keep-client-installed
svc rekey met hod newtunnel
svc split dns "cisco.conf
svc split include 192.168.0.0 255.255.255.0
svc split include 10.10.10.0 255.255.255.0
svc split include 172.16.254.0 255. 255. 255.0
svc dns-server primary 192.168.0.136
def aul t - gr oup- pol i cy NOACCESS
aaa aut hentication list AD
gateway gateway_1
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svc keep-client-installed
svc rekey met hod newtunnel
svc split dns "cisco.conf
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gateway gateway_1
i nservice
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end
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