IPS> T ZF v R4 XD S5XADBLT

A&

BE

[0k Saa

=4

FHTRAR—F b

FREE

JN\— 3> 4x SDF 77 A LADBITEIR

Cisco I0S IPS B1TAV VT N DET

Cisco10S Y7 R T T 1) IJ—R 12.4(11)T ® Cisco 10S IPS AD, BIFL LYY ZF+ OO~
R

S5

=

Cisco I0S® 1 1J—R 12.4(11)T LAF&. Cisco I0S R A AT L (IPS) Tlk, Cisco IPS V7
RIIT7 N—=23205xIT_FyERXNYR—REhET, 5xTZ_F ¥ ERXE, Cisco 77
FGATVAR—ADEOMD IPSERTEFEAETATVWD, N—2D32 R—ADITZFvE
EXMLFERTT, CiscolPSNN—2 3 4x DI T ZFA+ BRI ZFYEZT7AI)

(SDF ) Ik, BED U —RALUBED CiscoIOST LA Y7 RDIF7 VI—ATREYR—KNE
hix<<izV)E9,

N—2324x T ZF ¥ D SDF T Cisco IOS IPS ZEZTL TV B EEIE. BRIERZH
M Cisco T ZF v A7 THS Basic BKR Advanced T ZF+¥ v N, £/ (& Cisco
IOSIPS B{TA—T 14 )T14%2FERAL T, LRBIO/N—>32 4xSDF 77 A4 )L % Cisco IPS /N\—
2aAVEXEROITZF¥ Y NIBITTESDLDIZ, CiscolOSIPS #BERETEET,

CORFIXNTIE, CiscolPS4xFERD SDF A 5BITIT2HE,. BLRUOBITLES T ZF
¥ £Y h%& CiscolOS U —ZA 12411)T AR TEMIC TR FEICODVWTHBEAL E T, Cisco
10S 1) U —2 12.4(11)T LD Cisco I0S IPS DREFHEQSME. TIPS5x YT —F v HRXD
HR—BPBICI—HEVT AR ZSBL T EE,

3 : Cisco IOSU ) =124 NTHRBOA X = IZT7 v 7JL—RTBHEIZ, Cisco I0S IPSHH
TERITITDE=ZHRBLET,

Bl RAF
EH

CORFIXVNIHRBEOEHRBEH XL A

FRTRIR—F> b
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ZORFIXYNOERIE. CiscolOS UU—R 124(11)T UEICEI<KEDTT,

CORFIXVNOERE. FEOZRARELHZTNAARACETVWTEREhELEZ, DR

FAXVRNTEATEZINTOTNARR, B (F7F)N ) REOREASEBELTVET
o WRODRY RD—IUNRBBHTHIBEICE. EOLRSBARVRICDOVTE, ZTOEEN

&%J%L_Ob\fﬁitliﬂﬁbfﬁ<%Eb‘"&U?'d'o

ic

RFIXDNREOFME, RO TIANTAVTADORERE) ZZRLTLLEE L,

IN—232 4xXSDF 774 IAQEBITFIR

BOTAIVUZTRMIWE, CiscolOS U —Z 124N T KW BEIOU ) —ANBEL TVWBIL—XT
fEfE 1 Cisco I0S IPS REEHZET Cisco IPS 4x ERD SDF 77 ()&, (AT a>
T)CLIRE77FAINNRBETT,

BITAOVTRREIL—2ORETZ 7A4)LAT, Tipips signature <sigid> [<sigsubid>] disabled .
ZECIRVRERRLET, REZ7ALLCOCLIOAXNY RASENTVEVES, BITA
DVTRTCLRET7TAINZEHRIDMBIBERFHYELA, TZF v OE#HIF. SDF DHKICE
DVWTITHhhadZEllRYET,

Cisco 10S IPS % Cisco 10S U —R 124INT LBIZT Y 7IL—RIBHICBITARAIUT N
ZRTIT 5 MCisco IOS IPS BITAV V7 hOET, LB ERBICH > T EE
(A

Cisco IOS IPS % Cisco I0S U —RA 12 4INT BAEBICT Y 7L —RULEBTBITAVZUT N
ZERITITHHEE. ROFIEZERITLET,

1. 8RO K S(Z, CLI Y R ip ips signature <sigid> [<sigsubid>] disabled Z £t 9 5 % E
FREWHHEFELETD,

2. N > R copy running-config flash:ipscfg.cfg Z#EAL T, L—X DO CLIREZ 7 71 I)LIC
RELET, COOANV RE. BEOI—ZREE., ipscfg.cflg EVSTT7AIIDT TV
ANV IOTYTLET, BITS EI'IZ7\L1¢_0)774)L€{§FH LT, 9°ZF v %Z 4.x
NS EXICEEICEBRLET,

3. "CiscolOSIPS BITRAOV T RDET, ICHEAET,

Cisco I0S IPS B1TAZ V7 M DELT

BITAIUZTRME, RO URL ® Cisco.com " S AFTEET : http://www.cisco.com/cgi-
bin/tablebuild.pl/ios-v5sigupB T AV 7R EIIL—FDT75v 21, EEBFIL—FAS5TIEAT
BEZX 3B P ( Trivial File Transfer Protocol ( TFTP; NUETIL 77 4)L$£i£7°l:l N3 ) =N
) LBELET,

BIAIUTKNESDF &, CiscolPS/N—>a4x XA /N—2arsxERICEBRLET
o BITAVUTRNE, ROVIZF ¥ NSX—BDHEHR—RLTVET,

- severity
. action
. enabled
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T, BTRAVUTNFI0SIPSERET 7 A4 &EFHKE2 T, CiscolOS U 1)—2R 12.4(11)T &
V) BEI?D 1) 1) — AT CLI @ ip ips signature <sigid> <sigsubid> disabled 1Y > R CEEEE N /= XD
CENLED T ZF v E2BITITBRDEETEERT,

FEAHAARAZLACAOUAD)D TZFviF, CORTIVTRTREBRELEE A,

ROBIE, IPS4xTFERDT 7 A4 )L sdmips.sdf &, Cisco IOSIPS5x I ZF v R &2 HR—bK
9% CiscolOS U 1)—RA 12.4(11)T @ Cisco IOS IPS ICB1TT 2 HZEZRLTVET,

C2821#tclsh flash:ios-ips-migrate.tbc
This migration script will migrate Signature Definition Files
from4.x format to 5.x format.
The migration script will migrate only the follow ng signature
paraneters - severity, action, enabled - for C sco (non-custon) signatures.
Do you want to continue? [y/n] y
Pl ease choose an I10S config file fromwhich to mgrate 10S | PS configuration.
Config File: [startup-config]
The following SDF | ocations were found configured in startup-config:
flash://sdm ps. sdf
Pl ease provide SDF to nmigrate fromthe above list or of your own
choice: flash:// sdm ps. sdf
Mgrating following SDF file (this will a take few m nutes):
flash://sdm ps. sdf
Ti me El apsed: 0:02:23
M gration conpleted successfully. The migrated file is
C2821- si gdef -del ta. xm
C2821#

RO, BITAVVT MR, TOBRRCHIDIMELTFARNERRLET, RIS, BE (BT
Bl ) @ Cisco IOS IPS O EZFZAMBDEMZRIRT B AT a fREMEehEdT, F77FI)L K
Tk, AZ—KNT7Y 70 714F2L—>3arhs M&thi?onE&EETﬁPﬂ—ﬂ
RN=B2DT7ZVIIICHRZELESESE. OV NTCEOEMEEELET,

BRI, W22 0HFZRLET,

TFTP 4 —/V 192.168.1.5 "5 CLIRREZO—RITBDKSICRIV VT NCBHTZ5EE, thp:/
192.168.1.5/<router CLI configuration> Z#HAL £ ¥,

72921 LICREENLET7AMIIDSEHEAEDHEE. flash:/<saved-configuration> Z A L
£7.

CiscolOS Y7 RIITF U—A124(11)T @ Cisco IOS IPS AND, BITL Y
—FroO—FRK

SHZFROBAAETLES, £ET>TUAVSAR. L—R0A X—I % Cisco 10S 1)
L2 124NTEFY 79 L—KLEF, L—REUO—KLES, ROFIBERTLET,

1. Cisco IOS IPS ZHBRMICLE T, RO D, Cisco 2821 JL—X T Cisco I0S IPS ZHRIC
I2HEZRLTVWET, Cisco lOS IPS DEREFEDFMIE, TIPS5x T _FF¥EAD

HR—BBLTI—HEDTAHER) 2SRBLTEEV,
C2821#mkdir ips

Create directory filenane [ips]?

Created dir flash:ips

C2821#conf t

Enter configuration commands, one per line. End with CNTL/Z.
C2821(confi g) #ip ips name MYIPS
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C2821(confi g)#ip ips config location ips
C2821(confi g)#ip ips signature-category
C2821(config-i ps-cat egory) #category all
C2821(config-ips-category-action)#retired true
C2821(config-i ps-category-action)#exit
C2821(config-i ps-category) #exit
Do you want to accept these changes? [confirmy
C2821(config)#
2 ROF—Z)N—RIZIAE— T2 RAR=ANLT, BEIITZFYORRF—ZRELET
o
crypto key pubkey-chain rsa
naned- key real mci sco. pub signature
key-string
30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
00C19E93 A8AF124A D6CC7A24 5097A975 206BE3A2 06FBA13F 6F12CB5B 4E441F16
17E630D5 CO02AC252 912BE27F 37FDDIC8 11FC7AF7 DCDD81D9 43CDABC3 6007D128
B199ABCB D34EDOF9 085FADC1 359C189E F30AF10A COEFB624 7E0764BF 3E53053E
5B2146A9 D7A5EDE3 0298AF03 DED7A5B8 9479039D 20F30663 9AC64B93 C0112A35
FE3FOC87 89BCB7BB 994AE74C FA9E481D F65875D6 85EAF974 6DI9CCBE3 FOBO8B85
50437722 FFBE85B9 5E4189FF CC189CB9 69CA6F9C A84DFBA5 7AQ0AF99E AD768C36
006CF498 079F88F8 A3B3FB1F 9FB7B3CB 5539E1D1 9693CCBB 551F78D2 892356AE
2F56D826 8918EF3C 80CA4F4AD 87BFCA3B BFF668E9 689782A5 CF31CB6E B4B094D3
F3020301 0001
qui t
exit
exit
BROBICERTELIIC, 1 2—TITAALD CiscolOS IPS ZBEMICLET :
C2821(config)#
C2821(confi g) #interface gigabitEthernet 0/0
C2821(config-if)#ip ips MYIPS in
C2821(config-if)#ip ips MYIPS out
C2821(config-if)#exit

4.copy NV REFALT, BFOIZ_F+ Nv5—2%#0—RUET,

C2821#copy tftp://192.168.1.5/I0S-S253-CLI.pkg idconf

SOOI RE, ST=F v )Ny — 10S-S253-CLIpkg H* S Cisco 10S IPS 235 = F
YEO—RLET, F: TXTOIITIZF v %1 RALF TS ios-ips signature category all
. FIE1TRELELE. Y9ZF ¥ Nvy—IAHAELLKO—RENTE, VT9°F+
FBREAFIONAMILEhFELEA,

5. RO REFALT, BITLEXML 77 14 J)L% Cisco IOSIPS ICA—RULET,
<router-hostname>-sigdef-deltaxmliA T IZ, W< DA DHlZRLET,

copy flash:C2821-sigdef-delta.xml idconf

IW=BHN=23a2 5xEROITZFv¥ 774N 2@, BTEET T,

6. show ip ips signature count AN¥ > RZ2FEAL TV ZF Y OENAT—RAZFIVIL
. show ip ips signature details IX > RZFEAL T, IXTOITZF v OFHEHRERT
LET,

HER

P
ANT
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