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Client Web Server
abc test com: 80
192.168.10.1 192.168.20.1
FQDN ACL In ZBFW
192.168.10.253 192.168.20.253
P "~ P -~
- S e ol e _u‘/ ‘o Router 2
102.168.1.253 192.168.1.1 192 168.99.1 192.168.99.10
MNAT : inside NAT : outside 8889
Router 1 C8300-
2N2S-6T
8888
IS A
DNS Server
XY RNIT—UR

AV 74F1L—>3>
chlE, 94T MDY SWebF—NANDOBEFEZFTITIHRETT,
ATV T (AT 32 ) VRFORE

VRF(Virtual Routing and Forwarding) g2 fEAT2 &, BE—DIL—2RNICEBOMIL Z)L—T
12077 N EERLUTEBTEEXT, COHITIEF. WebVRFEWVWS BRTOVRFZER L, B
EITRBEOIN—T1TEEFTLET,

vrf definition WebVRF

rd 65010:10

I

address-family ipv4
route-target export 65010:10
route-target import 65010:10
exit-address-family

I

address-family 1ipv6
route-target export 65010:10
route-target import 65010:10
exit-address-family

ip route vrf WebVRF 8.8.8.8 255.255.255.255 GigabitEthernet0/0/3 192.168.99.10
ip route vrf WebVRF 192.168.10.0 255.255.255.0 Port-channel1.2001 192.168.1.253
ip route vrf WebVRF 192.168.20.0 255.255.255.0 GigabitEthernet0/0/3 192.168.99.10
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V—> X )N—. VRF, NAT. Inside® &T'Outsideq X —7 I A ADIP7 RL ALK EDERE
WMEFRELET,

interface GigabitEthernet0/0/1
no ip address

negotiation auto

Tlacp rate fast

channel-group 1 mode active

interface GigabitEthernet0/0/2
no ip address

negotiation auto

Tlacp rate fast

channel-group 1 mode active

interface Port-channell
no ip address
no negotiation auto

interface Port-channell.2001
encapsulation dotlQ 2001

vrf forwarding WebVRF

ip address 192.168.1.1 255.255.255.0
ip broadcast-address 192.168.1.255
no ip redirects

no ip proxy-arp

ip nat inside

zone-member security zone_client

interface GigabitEthernet0/0/3

vrf forwarding WebVRF

ip address 192.168.99.1 255.255.255.0
ip nat outside

zone-member security zone_internet
speed 1000

no negotiation auto

ATY T3 (A7 )NATORE

Inside® & U'Outsideq > ZF—T7 I A ARICNATZRELET. COHITIE, 954T7 D50
REETIPT KL Z(192.168.10.1)4°192.168.99.100C TR&E h = T,

ip access-Tist standard nat_source
10 permit 192.168.10.0 0.0.0.255

ip nat pool natpool 192.168.99.100 192.168.99.100 prefix-length 24
ip nat inside source list nat_source pool natpool vrf WebVRF overload
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B—TYRNRNRSTAVIIC—HTBDELSICFQDNACLEZRELE T, cDHITIE. FRDNAT>
IORNITN—=—"TONR—2IVFITTIAINRA—R*"ZFEHL T, BEFQDNIC—HEHEF
9,

object-group network src_net
192.168.10.0 255.255.255.0

object-group fqdn dst_test_fqdn
pattern .*\.test\.com

object-group network dst_dns
host 8.8.8.8

ip access-list extended Client-WebServer
1 permit ip object-group src_net object-group dst_dns
5 permit ip object-group src_net fgdn-group dst_test_fqdn

ATV 5: ZBFWDRE

ZBFWDY —>, D9T5AXI YT, RUI—IX VT EZRELET., COHITREH, NFX—2IV S
BEALT, NST7A4YINZBFWIC K> THAEhiZEEICOTNFERENET,

zone security zone_client
zone security zone_internet

parameter-map type inspect inspect_log
audit-trail on

class-map type inspect match-any Client-WebServer-Class
match access-group name Client-WebServer

policy-map type inspect Client-WebServer-Policy
class type inspect Client-WebServer-Class
inspect inspect_log

class class-default

drop Tlog

zone-pair security Client-WebServer-Pair source zone_client destination zone_internet
service-policy type inspect Client-WebServer-Policy

=3
= 1 \A
ATYT1: 94T NDSOHTTPESG DB

DTAT 2 NP SWEBH—/NNOHTTPEENIEETHD L 2BRBLET,



@ IS Windows ® + w - 3 X

« C QO & abctestcom i @ 5 =

I' Windows

Internet Information Services

HTTP#E#t
ATY T2 IPFY YD 1NOHER
show platform hardware gfp active feature dns-snoop-agent datapath ip-cacheal| 1¥ > RZR{TL T, X—%' Y NFQDNICH T BIPF + v

2 1 A'CB300-2N2S6TTERE N TW D L ZRIBLE T,

<tfroot>
02A7382#

show pl atform hardware qf p active feature dns-snoop-agent datapath ip-cache all

IP Address Client(s) Expire RegexId Dirty VRF ID Match

192.168.20.1 Ox1 117 Oxdbccd400 0x00 Ox0 .*\.test\.com

A7 Y7 3:ZBFWO Y D&

IP7 KL A(192.168.20.1)A"FQDN(*\.test\.com)&E —HL TV B £ 2R L. AT Y T1OHTTPEEAZBFWIC &K 2 THAE N T
WBEERRELET,

*Mar 7 11:08:23.018: %l OSXE-6-PLATFORM: R0/O: cpp_cp: QFP:0.0 Thread:003 TS:00000551336606461468 %FW-6-SESS AUDIT_TRAIL_START

*Mar 7 11:08:24.566: %I OSXE-6-PLATFORM: R0/O: cpp_cp: QFP:0.0 Thread:002 TS:00000551338150591101 %FW-6-SESS AUDIT_TRAIL: (target:

ATYT 4 NTY NFYTF ¥ O
R—%"Y NFQODNODNSEERE, V54T NEWEBY —/NEOHTTPEHRA R L AL #BRELE T,

ABTONTY NF YT F v .

M. Tin Iaritfcatisn Source Skt Deitiastion L Tinets Uve  Protscol Leagth TCP.Seq Nest sequenck TCRA Bl
15 2024-83-87 11:58:36.775045 w8511 (1297) 192.168.19.1 64073 E.B.B.8 53 127 DS 76 Standard query @xa583 A abc.test.com
18 2024-93-87 11:50:36. 78209 ued36 (ST739E) 8.68.8.8 53 192.168.18.1 G878 126 DS 92 Standard query response @xa5@5 A abc,.test.com A 192.168.20.1

REBODNS/NT Y ~



o, Time Mdennficaton Souree S.Pert Desmnation Dfore Timato lve Protocol Lesgth TOR.Seq N sequence TOPACk Info

22(2024-83-07 11:50:36.798954 | 8x4575 {17781} 192.168.16.1 51715 192.168.20.1 8 127 1CP 8
23 2024-093-07 11:50:36,798054  @xd2fb (37627) 192.168.28.1 B 192.168.18.1 51715 126 TCP mn
24 2024-03-07 11:50;36,798954  0x4576 (17782) 192.168.10.1 51715 192.168.20.1 B 127 TCP 58
26 7024-93-87 11:50:36 883044  @xd577 (17783) 192.168.18.1 51715 192.168.28.1 B 127 WTTP 49z
2T Jo24-83-07 11:50: 36606549 @xi2fc (37628) 192.168.20.1 B0 192.168.10.1 51715 126 HITR 979

REBOHTTP/NT Y K

(]
@
1
1
1

< 8 51715 + B8 [SYN] Seqed WineG4248 Lens8 MSS-1460 WS=256 SACK PERM
1 180 + 51715 [SYN, ACK] Seq=0 Ack=1 Win=55535 Len=0 MSS=1450 WS=25¢
1 151715 + 89 [MK] Seqesl Acks1 Win=2102272 Lens=@

435 1 GET / WTTR/1.1

912 435 HTTRS1.1 208 0K (text/himl)

FoH A RTONTY NF+7°F +(192.168.10.11% 192.168.19.100l= % L TNAT T 9):

Mo Time dentficaton Source §.Pert Demnabon O Port TmetoLve Protoool Lengh  TCPRSeq Mt mequente TCRAG Info
3 2024-93-87 11:50:36.775045 @x@511 (1297) 192.168.99.180 64078 8.8.8.8 53 126 DNS 72 Standard guéry Bxa505 A abe test.com
6 2024-03-07 11:50:36. 782949  dxe3b (37398) 8.8.8.8 53 192, 168, 9%, 104 G487 127 DHS &8 Standard query response @xa385 A abc.test.com A 192,568, 20,1
N .

AEODNS/NT ¥

Ko, Time Merahcation Source 5.Port Destination DFort Time to Lve  Frofoced Length  TCP.Seq Hed sequence TCRAD Info
109{2024-93-87 11:50:36.798954 @xd575 (17781) 192.168. 99,188 51715 192.168. 20.1 Be 126 TCP 66 a o 8 51715 + 80 [SYN] Seq=8 Win=564240 Len=0 M55=1460 WS=256 SACK
11 2024-83-07 11:50:36.798954 Ox92fb (37627) 192.168.28.1 80 192_168.99_18@ 51715 127 TCP 66 a 1 180 » 51715 [SYN, ACK] Seqe® Ackel Wine65535 LensB MSS#1460
12 2024-03-87 11:50:36. 708954 O=4576 (17782) 192.168. 99,188 51715 192.168. 2.1 B2 126 TCP 54 1 1 151715 + 8@ [NZK! Seg=1 Ack=1 Win=2102272 Len=0
14 2024-83-07 11:50; 36803544 Owds?7 (17783) 192,168, 9%, 100 51715 192.168.19.1 80 126 HTTP 428 1 435 1 GET J HTTR/1.1
15 2024-83-87 11:50: 36806949 @xo2fc (37628) 192.168.26.1 80 192.168.99.180 51715 127 HTTP 975 1 azz 435 HTTP/1.1 200 OK (text/html}

AZOHTTP/NT ¥V ~

RZ7LZa—k

FODNACLNZ—2 R Y F I %2 ERAL LZBRWICEES 2 BEOBBEORN S T 1 —FT 40027510k, BERICOT 2
£L 7T, CiscoTACICEMTEET, NSTNY1—F1427007F,. BEOMEICKR > TERDCEIEELTLSEEL,

IRETHOT 06 :

1111 before reproduction
Il Confirm the IP cache
show platform hardware gfp active feature dns-snoop-agent datapath ip-cache all

I Enable packet-trace

debug platform packet-trace packet 8192 fia-trace

debug platform packet-trace copy packet both

debug platform condition ipv4 access-list Client-WebServer both

debug platform condition feature fw dataplane submode all level verbose

1l Enable debug-level system logs and ZBFW debug logs
debug platform packet-trace drop

debug acl ccaevent

debug acl ccaerror

debug ip domain detail

11 Start to debug

debug platform condition start

1 Enable packet capture on the target interface (both sides) and start the capture
monitor capture CAPIN interface Port-channel 1.2001 both

monitor capture CAPIN match ipv4 any any

monitor capture CAPIN buffer size 32

monitor capture CAPIN start

monitor capture CAPOUT interface g0/0/3 both
monitor capture CAPOUT match ipv4 any any
monitor capture CAPOUT buffer size 32
monitor capture CAPOUT start



11 (Optional) Clear the DNS cache on the client
ipconfig/flushdns
ipconfig /displaydns

11 Run the show command before reproduction

show platform hardware gfp active feature firewall drop all

show policy-map type inspect zone-pair Client-WebServer-Pair sessions

show platform packet-trace statistics

show platform packet-trace summary

show logging process cpp_cp internal start last boot

show platform hardware gfp active feature dns-snoop-agent client hw-pattern-list
show platform hardware gfp active feature dns-snoop-agent client info

show platform hardware qfp active feature dns-snoop-agent datapath stats

show ip dns-snoop all

show platform hardware gfp active feature dns-snoop-agent datapath ip-cache all
show platform software access-list FO summary

1111 Reproduce the issue - start

11 During the reproductionof the issue, run show commands at every 10 seconds

11 Skip show ip dns-snoop all command if it is not supported on the specific router
show ip dns-snoop all

show platform hardware gfp active feature dns-snoop-agent datapath ip-cache all

111 After reproduction

11 Stop the debugging logs and packet capture
debug platform condition stop

monitor capture CAPIN stop

monitor capture CAPOUT stop

! Run the show commands

show platform hardware qgfp active feature firewall drop all

show policy-map type inspect zone-pair Client-WebServer-Pair sessions

show platform packet-trace statistics

show platform packet-trace summary

show logging process cpp_cp internal start last boot

show platform hardware gfp active feature dns-snoop-agent client hw-pattern-list
show platform hardware gfp active feature dns-snoop-agent client info

show platform hardware gfp active feature dns-snoop-agent datapath stats

show ip dns-snoop all

show platform hardware gfp active feature dns-snoop-agent datapath ip-cache all
show platform software access-list FO summary

show platform packet-trace packet all decode
show running-config
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vl Domain MName System (response)
Transaction ID: @xab@b
> Flags: @x8580 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
> Queries
v Answers
v abc.test.com: type A, class IN, addr 192.168.20.1
Name: abc.test.com
Type: A (Host Address) (1)

Address: 192.168.20.1

DNSEERD/NT Y N D EE4

Q:DNSH—NHNALO— RTRERE<SCNAMEL O—RZRIFEICEHBRZIHEEAD,

ARV, BEHYFEETA. DNSH—/AHSCNAMEL J— RAREND &, DNSEREHTTPEERBELELSThhET, NTV
N+ 7FroftlizRICRLET,

ha, Time entfication Souree S.Port  Destination Pt TimeboLve Protocel Length  TCP.Seq Ned sequence TCPACk Info
350 2024-82-07 12:09:55.625950  OxBbcS (2013) 192.168.18.1 62777 2.8.8.8 53 127 DS 76 Standard query @xGbdf A abe_test.com
352 2024-03-97 12:09:55.620957  Owedfe (58622) B.8.8.8 53 192.168.18.1 63717 126 DHS 114 Standard query response Bxbbdl A abc.test.com CNAME def.test.

REBODNS/NT Y ~



vIDDmain Mame System (response) I
Transaction ID: @x6bad
> Flags: 9x8580 Standard query response, No error
Questions: 1
Answer RRs: 2
Authority RRs: ©
Additional RRs: @
> Queries
v Answers
abc.test.com: type CHNAME, class IN, cname def.test.com
Name: abc.test.com
Type: CNAME (Canonical MAME for an alias) (5)
Class: IN (0x@001)
Time to live: 120 (2 minutes)
Data length: 6
CNAME : def.test.com
videf.test.com: t addr 192.168.20.1

Name: def.test.com

Type: A (Host Address) (1)
Class: IN (0x@001)

Time to live: 120 (2 minutes)
Data length: 4

Address: 192.168.28.1

DNSERD N Y N O EE4H

Ha. Time dentification Saurce SPort  Demination D.Pert Timelve Frotocel  Length TERS Nest: TOPS lefo
356 2024-03-97 12:09:55.644955 @xd5809 (17801) 192.168.18.1 51801 192.168.29.1 ) 127 TCP |8 1 851801 + 88 [SYN] Seq=0 Win=64248 Len=0 MS5=1468 WS=i
357 2024-83-97 12:09:55, 644955  @x9349 (37705) 192.168.20.1 &8 192.168.18.1 51381 126 TCP 8 a 1 189 » 51881 [S¥N, ACK] Seqe® Ackel Wine65535 Len«8 ME
358 2024-83-97 12:09:55.644055 @xd5Ea (178082) 192.168.18.1 51801 192.168.28.1 B2 127 TCP 58 1 1 151881 + 88 [ACK] Seq=1 Ack=1 Win=2182272 Len=
359 MW24-03-97 12:09:55, 645962  OwaSsh (17803) 152.168.16.1 51801 192,168, 29.1 L) 127 WTTP 492 1 435 1 GET J HTTR/1.1
362 2024-03-97 12:009:55.646054  Bx034a (37796) 192.168.20.1 B2 192.168.18.1 51391 126 WTTP 979 1 923 435 WTTPF1.1 200 OK  (text/html)

REOHTTP/NT ¥ kN

Q:C800L—RTREENENT Y RF+ T F vy ZFTPH—NICEZETZ IV RIIATTH,

A:monitor capture <capture name> export bootflash:<capture name>.pcapd & U copy bootflash:<capture name>.pcap
ftp://<user>:<password>@<FTP IP Address> AN > REFAL T, NTY RF YT Fy ZFTPH—NICEELE T, RIC. CAPIN%E
FTPH—NICEET2HZRLET,

<#root>

nmoni tor capture CAPI N export bootfl ash: CAPI N. pcap

copy bootflash: CAPI N. pcap ftp://<user>: <passwor d>@FTP | P Address>
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https://www.cisco.com/c/ja_jp/support/docs/security/ios-firewall/98628-zone-design-guide.html
https://www.cisco.com/c/ja_jp/support/docs/security/ios-firewall/98628-zone-design-guide.html
https://www.cisco.com/c/ja_jp/support/docs/security/ios-firewall/98628-zone-design-guide.html
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