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Cisco Secure UNIX(TACACS+)

# ./ViewProfile -p 9900 -u proxyonly
User Profile Information

user = proxyonl y{

profile_id = 57

set server current-failed-logins = 1
profile_cycle = 2

password = cl ear "**x*Fxxxn

servi ce=aut h- proxy {

set priv-Ilvl=15

set proxyacl #1="permt icnp any any"
set proxyacl #2="permt tcp any any"
set proxyacl #3="perm t udp any any"
}

}

Cisco Secure Windows(TACACS+)
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o TACACSS {Cisco)
+ Advanced Conficuration Options

TACACS+ {Cisco)

Select the check box for either User andor
Group for each TACACES zervice that you want
b appear a8 A configurable option in the User
Setup and'or Group Sefup window, accordingly,
For comect eperation, each protocol/senvice must
be supparted by the MAS, When yvou have
finizhed selecting opticns, click Submmnit,

It iz unlikely that vou will uze every service and
protocel avallable for TACACS+. Displaying
each wauld make sefling up a UseT oF group
curnbersome. To sirplifi setup, this section
enables vou o customize the services and
protecels that are displayed.

This list has two sections:

&« TACACSS Services. Thiz section mcledes the most
commenly used services and protocols for
TAC AR+ =l
ﬂ-.l‘-l:hl'-et

4. Advanced - EH—ERICHTD T 1> I\‘"“Jb‘i%a_?éﬂ Eﬁ%ﬁl'}??’(lbﬂiﬂ'o

5. [Group Settings] T,

priv-1lvl=15

proxyacl#l=permit icmp any any
proxyacl#2=permit tcp any any
proxyacl#3=permit udp any any

Cisco Secure UNIX(RADIUS)

# ./ViewProfile -p 9900 -u proxy
User Profile Information
user = proxy{

profile_id = 58
profile_cycle = 1

radi us=Ci sco {
check_itens= {

2="pr oxy"

}

reply_attributes= {

9, 1="aut h-proxy: priv-lvl =

[auth-proxylz ZF>/CL. V1>

9, 1="aut h- pr oxy: proxyacl #l=perm t

icnp any any”

ROICRDBEHREANLET,

9, 1="aut h- pr oxy: proxyacl #2=permt tcp any any"
9, 1="aut h- pr oxy: proxyacl #3=permt udp any any"
}
}

}



Cisco Secure Windows(RADIUS)

ROFIBECRHWVWET,

. Network Configuration ZB§& £9 . NAS I& Cisco radius THd - ENUETT,
. [Interface Configuration RADIUSIA" A AIgE 535Sk, [VSAIRY VAZBF/ICLET,
. User Settings T, Username/password Z AN L ET,

A OWODN -

FARKRY DAL, RDRSICABLET,

auth-proxy:priv-1vl=15

auth-proxy:proxyacl#l=permit icmp any any
auth-proxy:proxyacl#2=permit tcp any any
auth-proxy:proxyacl#3=permit udp any any
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Ci sco <host nane> Firewal |
Aut henti cati on Proxy



User nane:
Passwor d:

A—HBENAD—RECEBEIBTNE, ROLSICRRENET,

Ci sco Systens
Aut henti cation Successful!

WALIC KT R E, ROXY E—IHARRENET,

Ci sco Systens
Aut henti cati on Fail ed!
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