o4 N EEEFELTVWSESD, Cisco IOS
Firewall Z6EF L 7=, BEAIOY AL "D S D Java
FP7LY NORTHER

A&

BE

HIIR R

4

FATDAAR—F b

FRELE

AB—ZXY RN SED Java P77 LY NDER
EXE

ZYRI—=UK
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nX}E

2

I\77)L:/-‘L— b
NSNS I=—TFT4A2TDEHOIIV R
BYE B

BE

DEREHITR, BELEAEZ—ZXYNYA RSN Java 77 LY NEFAL, TOM/IAN
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Gk, T—HAT 77ANEEREHB7 7AINICEHAERTV AW Java P7LY RADT Y
T AEEEHELET, CiscolOS Firewall I&, CiscolOSY 7RI 7 UJ)—ZA11.33.TBKT
1205T CEBAETNELE, BED 741 —F v Y RNEBALLEBSICOKIERENET,

2

Software Advisor ( B 1—HYER ) 2FHATdE, D CiscolOS 714 —F+ Y R 10S
Firewall 24 R—hF2H EZHEIT D ENTEET,

E— 3
s

CORFIXVNIHRBEOEHRBEH XL A

FATAIR—F>b

CORFIXVNOERE., ROVTIRIVITEN—RIITON-2IVICETVTVET,
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. Cisco 1751 )L—2&

. CiscolOS V7 b x7 1) —XA c1700-k903sy7-mz.123-8.T.bin
CORFIXNDERIE, BEOSRREICHDTNAAICESIVTHERENELE, COR
FAIXRNTERATIINTOTNAARG, FIA(F7 4D ) REVREL SEBLTVERT
o NRDEFXY NT—IONRBEBPTHRIHEICIE., EOLKSBIOANRICODVTE, TOHEEN

HECODVTHEICERLU THEBENfBVET,

#RE0%
REFEIXRNREOFEME., "SROATI9ZANTAVTAOREZE Z25BLTLISEEL,
AB—ZFY RSO JavaF7L Y NOER

ROFIECHVET,

1. 72X 1>8O—=J)L VAN (ACL) ZERLE T,

2. 5%EI\C, ipinspect httpjava OV REBMLE T,

3. 9\EA B2 —7 T4 AIZ ipinspect H KT access-list IV R ZBMLET, X : CDHl
TlE. ACL3IE 7L > RU—HA K(10.66.79.236)A 5 DJavaZ 7L Y NEHFTLETH,
YA RDSDIava7 7L Y hZBENICERLET., COBIRZRATRESITTA
henizicd, I—Z20HAAMICRENTVBT7RLARK, 1 F—XYNTI—TFT1207
BETEBYERA, FE :CiscolOSYTZRIITUY—R1234TUREZFERTHEEE. 4
WA VER—TIAAT VLAV ARNZHRATRIXEGFBELSBEYET, chld, 7747
JA—JL ACL / NANAMEE | TXEILENTVWET,

BRIE

COEUYAVTE, CORFIAY M THATHMEORECEATILH OERERBAL T
VWET,

E:CORFIXNTEATSZIOANY ROFMIZ DOV T, Command Lookup Tool(E#1—
HEA)ZZRL T EEV,

XY BND—OK

CORFIXRNTR, XOXYRND—U Y NTYT2EALET,


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gt_aclby.html
//www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gt_aclby.html
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

Metwork 192.168.10.x

Inside
EthernetD

192.168.10.1 /Rnuter with Firewall

Outside
FastEthernetD

10.66.79.39

)

£

@ Web Server 1

10.66.79.236

BRIE
CORFIXNTE, ROREZFEALTVET,
IL—2DERE

Current configuration : 1224 bytes
1

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname Australia

!

boot-start-marker

boot-end-marker
|

Web Server 2
Mot Trusted



memory-size iomem 15
mmi polling-interval 60
no mmi auto-configure
no mmi pvc

mmi snmp-timeout 180

no aaa new-model

ip subnet-zero

1

ip cef

H-

p inspect name firewall tcp

H-

p inspect name firewall udp

!--- ACL used for Java. ip inspect name firewall http
java-list 3 audit-trail on
ip ips po max-events 100
no ftp-server write-enable
!
interface FastEthernet0/0
ip address 10.66.79.39 255.255.255.224

!--- ACL used to block inbound traffic !--- except that
permitted by inspects. !--- This 1is no longer required
on Cisco IOS Software !--- Release 12.3.4T or later. ip

access-group 100 in
ip nat outside
ip inspect firewall out
ip virtual-reassembly
speed auto
!
interface Serial0/0
no ip address
shutdown
no fair-queue
!
interface Ethernetl/0
ip address 192.168.10.1 255.255.255.0
ip nat inside
ip virtual-reassembly
half-duplex
!
ip classless
ip route 0.0.0.0 0.0.0.0 10.66.79.33
no ip http server
no ip http secure-server

!-—-- ACL used for Network Address Translation (NAT). ip
nat inside source list 1 interface FastEthernet0/0

overload
1

!--- ACL used for NAT. access-list 1 permit 192.168.10.0
0.0.0.255

!--- ACL used for Java. access-list 3 permit
10.66.79.236

!--- ACL used to block inbound traffic !--- except that
permitted by inspects. !--- This 1is no longer required
on Cisco IOS !--- Software Release 12.3.4T or later.

access-list 100 deny ip any any
1

!

control-plane

1




1

line con 0
exec-timeout 0 0

line aux 0

line vty 0 4
login

1

end

R

cnto2a Tk, RENELKBELTVR L ZRABITDLOICEATEIRRERHEL
TVERT,

—#D show XY KRZIRTY b (VBT YR YL LI THR—PENTOET (¥
B1—YEA ). COY—LEEMTHEL LT, show AN KENOSERERRT
EES

. show ip inspect sessions [detail] : B#. Cisco IOS Firewall FBHS LTFBREL TV HEF
NDEY>aAVERLES, #7232 0F—"J— K detail ZHBEITHDE, chsntv 3
VICRTIEBINEBIRRENET,

N | R Rl

TR, BREORS TN 1—F 42T ICERATERBRERLETS,

NSTZIW2a—=F14290kEHOOAIVR

—#® show IRV KEZURTY N AV B=TUR Y =JLILE>THR—PERTVET (B
BI1-—YEA), COY—LEFEMATHCE k2T, show IXY KN OAHBERERTT
EE7,

X 1 debugdY > RZERTIBEIC. Tdebug ANV ROEBEELER. 2SBLTLEEV,

- no ip inspect alert-off : Cisco I0OS Firewall TP S —h XY =2 BMICLET, HTTP O
EBRNRESNEZERK. AV —IHISHERIDENTEET,

. debug ip inspect : Cisco I0S Firewall DA X MNCBTBIAYE—DZRRUET,
BLTRICRT DK, 10.66.79.236 D Web H—/\, 8LV Java77’L Y RZEFHE >TVBDZTDMOE
FTERBRVWHAN (ACL EICEZENTVD ) ICEHELKIS ELEED, debug ip inspect detail
ARV RASOFNYTHABITT,

Java OEEFOYT

*Jan 12 21:43:42.919: SFW-6-SESS_AUDIT_TRAIL_START:

Start http session: initiator (192.168.10.2:2673)

-- responder (128.138.223.2:80)

*Jan 12 21:43:43.571: $FW-3-HTTP_JAVA_BLOCK:

JAVA applet is blocked from (128.138.223.2:80) to (192.168.10.2:2673).
*Jan 12 21:43:43.575: $FW-6-SESS_AUDIT_TRAIL:

Stop http session: initiator (192.168.10.2:2673) sent 276 bytes

-- responder (128.138.223.2:80) sent 0 bytes
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*Jan 12 21:43:43.575:
Start http session:

$FW-6-SESS_AUDIT TRAIL_START:
initiator (192.168.10.2:2674)

-- responder (128.138.223.2:80)

*Jan 12 21:43:43.823:

Stop http session: initiator (192.168.10.2:2672) sent 486 bytes

-- responder (10.66.
*Jan 12 21:43:44.007:

$FW-6-SESS_AUDIT TRATIL:

79.236:80) sent 974 bytes
SFW-3-HTTP_JAVA_BLOCK:

JAVA applet is blocked from (128.138.223.2:80) to

*Jan 12 21:43:44.011:

Stop http session: initiator (192.168.10.2:2674) sent 276 bytes

$FW-6-SESS_AUDIT TRATIL:

-- responder (128.138.223.2:80) sent 1260 bytes

*Jan 12 21:43:44.011:
Start http session:

SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2675)

-- responder (128.138.223.2:80)

*Jan 12 21:43:44.439:

SFW-3-HTTP_JAVA_BLOCK:

JAVA applet is blocked from (128.138.223.2:80) to

*Jan 12 21:43:44.443:

Stop http session: initiator (192.168.10.2:2675) sent 233 bytes

$FW-6-SESS_AUDIT TRATIL:

-- responder (128.138.223.2:80) sent 1260 bytes

*Jan 12 21:43:44.443:
Start http session:

SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2676)

-- responder (128.138.223.2:80)

*Jan 12 21:43:44.879:

SFW-3-HTTP_JAVA_BLOCK:

JAVA applet is blocked from (128.138.223.2:80) to

*Jan 12 21:43:44.879:

Stop http session: initiator (192.168.10.2:2676) sent 233 bytes

$FW-6-SESS_AUDIT TRATIL:

-- responder (128.138.223.2:80) sent 1260 bytes

*Jan 12 21:43:44.899:
Start http session:

$FW-6-SESS_AUDIT TRAIL_START:
initiator (192.168.10.2:2677)

-- responder (128.138.223.2:80)

Java OFFRIOY

Jan 12 21:44:12.143:
Start http session:
-- responder (10.66.

*Jan 12 21:44:12.343:
Start http session:
-- responder (10.66.

*Jan 12 21:44:17.343:

Stop http session: initiator (192.168.10.2:2685) sent 626 bytes

-- responder (10.66.
*Jan 12 21:44:17.351:

Stop http session: initiator (192.168.10.2:2686) sent 314 bytes

-- responder (10.66.
*Jan 12 21:44:23.803:
Start http session:
-- responder (10.66.
*Jan 12 21:44:27.683:
Start http session:
-- responder (10.66.
*Jan 12 21:44:28.411:
Start http session:
-- responder (10.66.
*Jan 12 21:44:28.451:
Start http session:
-- responder (10.66.
*Jan 12 21:44:28.463:
Start http session:
-- responder (10.66.
*Jan 12 21:44:28.475:
Start http session:
-- responder (10.66.

$FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2685)
79.236:80)

$FW-6-SESS_AUDIT TRAIL_START:
initiator (192.168.10.2:2686)
79.236:80)
$FW-6-SESS_AUDIT_TRAIL:

79.236:80) sent 533 bytes
$FW-6-SESS_AUDIT TRAIL:

79.236:80) sent 126 bytes

%FW-6-SESS_AUDIT TRAIL_START:
initiator (192.168.10.2:2687)
79.236:80)

%FW-6-SESS_AUDIT TRAIL_START:
initiator (192.168.10.2:2691)
79.236:80)

%FW-6-SESS_AUDIT TRAIL_START:
initiator (192.168.10.2:2692)
79.236:80)

%FW-6-SESS_AUDIT TRAIL_START:
initiator (192.168.10.2:2693)
79.236:80)

%FW-6-SESS_AUDIT TRAIL_START:
initiator (192.168.10.2:2694)
79.236:80)

%FW-6-SESS_AUDIT TRAIL_START:
initiator (192.168.10.2:2695)
79.236:80)

(192.168.10.2

(192.168.10.2

(192.168.10.2

:2674) .

:2675) .

:2676) .



*Jan 12 21:44:28.487:

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

(10.66.
*Jan 12 21:44:28.499:

(10.66.
*Jan 12 21:44:28.515:

(10.66.
*Jan 12 21:44:28.527:

(10.66.
*Jan 12 21:44:28.543:

(10.66.
*Jan 12 21:44:28.551:

(10.66.
*Jan 12 21:44:29.075:

(10.66.
*Jan 12 21:44:29.135:

(10.66.
*Jan 12 21:44:29.155:

(10.66.
*Jan 12 21:44:29.159:

(10.66.
*Jan 12 21:44:29.215:

(10.66.
*Jan 12 21:44:29.231:

(10.66.
*Jan 12 21:44:29.251:

(10.66.
*Jan 12 21:44:29.395:

(10.66.
*Jan 12 21:44:29.403:

(10.66.
*Jan 12 21:44:29.423:

(10.66.
*Jan 12 21:44:30.091:

(10.66.
*Jan 12 21:44:30.095:

(10.66.
*Jan 12 21:44:30.115:

(10.66.
*Jan 12 21:44:30.119:

(10.66.
*Jan 12 21:44:30.123:

(10.66.
*Jan 12 21:44:30.191:

¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2696)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2697)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2698)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2699)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2700)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2701)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2734)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2735)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2736)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2737)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2739)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2740)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2742)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2747)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2748)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2749)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2798)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2799)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2800)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2801)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2802)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:



Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:

(10.66.
*Jan 12 21:44:30.219:

(10.66.
*Jan 12 21:44:30.399:

(10.66.
*Jan 12 21:44:30.411:

(10.66.
*Jan 12 21:44:30.423:

(10.66.
*Jan 12 21:44:31.103:

(10.66.
*Jan 12 21:44:31.115:

(10.66.
*Jan 12 21:44:31.127:

(10.66.
*Jan 12 21:44:31.139:

(10.66.
*Jan 12 21:44:31.147:

(10.66.
*Jan 12 21:44:31.159:

(10.66.
*Jan 12 21:44:31.171:

(10.66.
*Jan 12 21:44:31.183:

(10.66.
*Jan 12 21:44:31.195:

(10.66.
*Jan 12 21:44:31.203:

(10.66.
*Jan 12 21:44:32.107:

(10.66.
*Jan 12 21:44:32.123:

(10.66.
*Jan 12 21:44:32.143:

(10.66.
*Jan 12 21:44:32.163:

(10.66.
*Jan 12 21:44:32.175:

(10.66.
*Jan 12 21:44:32.187:

(10.66.
*Jan 12 21:44:32.199:

initiator

79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:

(192.168.10.2:2804)

(192.168.10.2:2803)

initiator
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2805)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2806)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2807)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2843)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2844)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2845)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2846)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2847)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2848)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2849)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2850)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2851)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2852)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2908)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2909)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2910)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2911)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2912)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2913)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:

initiator (192.168.10.2:2914)



-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

BOE TR

P
ANT

(10.66.
*Jan 12 21:44:32.211:

(10.66.
*Jan 12 21:44:32.223:

(10.66.
*Jan 12 21:44:32.235:

(10.66.
*Jan 12 21:44:33.151:

(10.66.
*Jan 12 21:44:33.163:

(10.66.
*Jan 12 21:44:33.175:

(10.66.
*Jan 12 21:44:33.187:

(10.66.
*Jan 12 21:44:33.199:

(10.66.
*Jan 12 21:44:33.211:

(10.66.
*Jan 12 21:44:33.223:

(10.66.
*Jan 12 21:44:33.235:

(10.66.
*Jan 12 21:44:33.251:

(10.66.
*Jan 12 21:44:33.259:

(10.66.

79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2915)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2916)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2917)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2982)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2983)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2984)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2985)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2986)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2987)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2988)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2989)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2990)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2991)
79.236:80)
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