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%W 6- DROP_PKT: Droppi ng udp session 0.0.0.0: 68 255. 255. 255. 255: 67 on zone-pair
sel f-out class dhcp with ip ident O
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zone security outside
zone security inside

interface Ethernet0/1
zone- nenber security outside
interface Ethernet0/2
zone- nenber security inside

class-map type inspect match-all dhcp
mat ch protocol udp

policy-map type inspect out-to-self
cl ass type inspect dhcp

pass

class cl ass-default

dr op

policy-map type inspect self-to-out
cl ass type inspect dhcp

pass

class cl ass-default

dr op

zone-pair security out-to-self source outside destination self
service-policy type inspect out-to-self
zone-pair security self-to-out source self destination outside
service-policy type inspect self-to-out
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YOHCP- 6- ADDRESS_ASSI GN: I nterface Ethernet1/0 assi gned DHCP address 192.168. 1.5,
mask 255.255.255.0
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YOHCP- 6- ADDRESS_ASSI GN: I nterface Ethernet1l/0 assi gned DHCP address 192.168. 1. 6,
mask 255. 255.255.0
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access-1list extended 111
10 permit udp any any eq 67

access-1list extended 112
10 permit udp any any eq 68

cl ass-nap type inspect nmatch-any sel f-to-out
mat ch access-group 111
cl ass-nap type inspect nmatch-any out-to-self
nmat ch access-group 112

zone security outside
zone security inside

interface Ethernet0/1
zone- nenber security outside
interface Ethernet0/2
zone- nenber security inside

policy-map type inspect out-to-self
cl ass type inspect out-to-self

pass

cl ass cl ass-defaul t

dr op

policy-map type inspect self-to-out
cl ass type inspect self-to-out

pass

cl ass cl ass-defaul t

dr op

zone-pair security out-to-self source outside destination self
service-policy type inspect out-to-self
zone-pair security self-to-out source self destination outside
service-policy type inspect self-to-out
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rout er #show pol i cy-map type inspect zone-pair sessions

policy exists on zp out-to-self
Zone-pair: out-to-self
Service-policy inspect : out-to-self
Cl ass-nmap: out-to-self (nmatch-any)
Mat ch: access-group 112

3 packets, 924 bytes

30 second rate 0 bps



Pass
6 packets, 1848 bytes

Cl ass-map: cl ass-default (match-any)
Mat ch: any

Drop

0 packets, 0 bytes

policy exists on zp self-to-out
Zone-pair: self-to-out
Service-policy inspect : self-to-out
Cl ass-map: sel f-to-out (nmatch-any)
Mat ch: access-group 111

6 packets, 3504 bytes

30 second rate 0 bps

Pass

6 packets, 3504 bytes

Cl ass-map: cl ass-default (match-any)
Mat ch: any

Drop

0 packets, 0 bytes
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zone security outside
zone security inside

interface Ethernet0/1
zone- nenber security outside

interface Ethernet0/2
zone- nenber security inside

class-map type inspect match-all dhcp
mat ch protocol udp

policy-map type inspect out-to-self
cl ass type inspect dhcp

i nspect

cl ass cl ass-default

dr op

policy-map type inspect self-to-out
cl ass type inspect dhcp

i nspect

cl ass cl ass-defaul t

dr op

zone-pair securiy out-to-self source outside destination self
service-policy type inspect out-to-self

zone-pair security self-to-out source self destination outside
service-policy type inspect self-to-out
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%W 6- DROP_PKT: Droppi ng udp session 0.0.0.0: 68 255. 255. 255. 255: 67 on zone-pair
sel f-out class dhcp with ip ident O
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sel f-out class dhcp with ip ident O
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%W 6- DROP_PKT: Droppi ng udp session 192.168.1.1:67 255. 255. 255. 255: 68 on zone-pair
out-self class dhcp with ip ident O
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