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paraneter-map type inspect gl obal

redundancy

| og dropped- packets enabl e

1

redundancy

application redundancy

group 1

name ZBFW_HA

preempt

priority 200

control Ethernet0/2 protocol 1

data Ethernet0/2

1

cl ass-map type inspect match-any PROTOCOLS
mat ch protocol tcp

mat ch protocol udp

mat ch protocol icnp

class-map type inspect match-all | NSIDE_TO OUTSI DE_CVAP
mat ch cl ass-map PROTOCOLS

mat ch access-group nane | NSI DE_TO OUTSI DE_ACL
1

policy-map type inspect |NSIDE TO OUTSI DE_PNMAP
cl ass type inspect |NSIDE TO COUTSI DE_CVAP

i nspect

class cl ass-default

dr op

!

ip access-list extended |INSIDE_TO QUTSI DE_ACL
pernmit ip any any

1

zone security | NSIDE

zone security OUTSI DE

zone-pair security INSIDE TO OUTSI DE source | NSIDE destination OQUTSI DE
service-policy type inspect |NSIDE_TO OUTSI DE_PVAP
1

interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0

ip nat inside

ip virtual -reassenbly in

zone- nenber security | NSIDE

redundancy rii 100

redundancy group 1 ip 10.1.1.3 exclusive

1

interface Ethernet0O/1

i p address 203.0.113.1 255.255.255.0

ip nat outside

ip virtual -reassenbly in

zone- nenber security OUTSI DE

redundancy rii 200

Bl2: L—BR20DBEDAZARY N (FRANKZBFW2)

paraneter-map type i nspect gl obal
r edundancy



| og dropped- packets enabl e

1

redundancy

application redundancy

group 1

name ZBFW_HA

preempt

priority 200

control Ethernet0/2 protocol 1

data Ethernet0/2

1

cl ass-map type inspect match-any PROTOCOLS
mat ch protocol tcp

mat ch protocol udp

mat ch protocol icnp

class-map type inspect match-all | NSIDE_TO OUTSI DE_CVAP
mat ch cl ass-map PROTOCOLS

mat ch access-group nane | NSI DE_TO OUTSI DE_ACL
1

policy-map type inspect |NSIDE TO OUTSI DE_PNMAP
cl ass type inspect |NSIDE TO COUTSI DE_CVAP

i nspect

class cl ass-default

dr op

!

ip access-list extended |INSIDE _TO QUTSI DE_ACL
pernmit ip any any

1

zone security | NSIDE

zone security OUTSI DE

zone-pair security INSIDE TO OUTSI DE source | NSIDE destination OQUTSI DE
service-policy type inspect |NSIDE _TO OUTSI DE_PVAP
1

interface Ethernet0/0

ip address 10.1.1.2 255.255.255.0

ip nat inside

ip virtual -reassenbly in

zone- nenber security | NSIDE

redundancy rii 100

redundancy group 1 ip 10.1.1.3 exclusive

1

interface Ethernet0O/1

i p address 203.0.113.2 255.255.255.0

ip nat outside

ip virtual -reassenbly in

zone- nenber security OUTSI DE

redundancy rii 200
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Z/BFWL# show redundancy application group 1
Goup ID 1
G oup Nane: ZBFW HA

Adm nistrative State: No Shutdown
Aggregate operational state : Up
My Rol e: ACTIVE

Peer Rol e: STANDBY

Peer Presence: Yes

Peer Conm Yes

Peer Progression Started: Yes

RF Donmi n: bt ob-one

RF state: ACTIVE

Peer RF state: STANDBY COLD- BULK

|

Z/BFW# show redundancy application group 1
Goup ID 1

G oup Nane: ZBFW HA

Adm nistrative State: No Shutdown
Aggregate operational state : Up
My Rol e: STANDBY

Peer Role: ACTIVE

Peer Presence: Yes

Peer Conm Yes

Peer Progression Started: Yes

RF Donmi n: bt ob-one
RF state: STANDBY COLD BULK
Peer RF state: ACTIVE

BlanEhlE, 28D —2OFHEA > RX—T I/ AICETH L FHEHEIZRLTVWET, H
A&, NS 71V OICERENDIYBA O R—TIA A%ZEREL, E7DIP7 RL AERHER
LE9,

Bla: DD EHD

ZBFWL# show redundancy application control-interface group 1

The control interface for rg[l] is Ethernet0/2

Interface is Control interface associated with the follow ng protocols: 1
BFD Enabl ed

Interface Nei ghbors:

Peer: 10.60.1.2 Standby RGs: 1 BFD handle: 0

ZBFWL# show redundancy application data-interface group 1

The data interface for rg[1l] is Ethernet0/2

|

ZBFVW2# show redundancy application control-interface group 1

The control interface for rg[l] is Ethernet0/2

Interface is Control interface associated with the follow ng protocols: 1
BFD Enabl ed

Interface Nei ghbors:

Peer: 10.60.1.1 Active RGs: 1 BFD handle: 0



ZBFVW2# show redundancy application data-interface group 1
The data interface for rg[1l] is Ethernet0/2

BENMEILIENDE, 50N RE, ETNAADNFENREZR-ITERZEHR T IDICEK
Y5FF, ZBFWIlE, E7 &V EBVTSAF VT 1 2EDESD, PUOT47 T, ZBFWI1D
BEEF200, ZBFW2DEXEF150TT, COHARAFEZTEARRZIENATVET,

Bl5: O—ILAT—RALBERE

/BFWL# show redundancy application protocol group 1

RG Protocol RG 1

Rol e: Active

Negoti ati on: Enabl ed

Priority: 200

Protocol state: Active

Ctrl Intf(s) state: Up

Active Peer: Local

St andby Peer: address 10.60.1.2, priority 150, intf Et0/2
Log counters:

role change to active: 1

rol e change to standby: O

di sabl e events: rg down state O, rg shut O
ctrl intf events: up 1, down O, adm n_down O
rel oad events: |ocal request 0, peer request 0

RG Medi a Context for RG 1

Cx State: Active

Protocol 1D 1

Medi a type: Default

Control Interface: Ethernet0/2

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000

Peer Hello tinmer: 3000, Peer Hold tiner: 10000

Stats:

Pkts 249, Bytes 15438, HA Seq 0, Seq Nunber 249, Pkt Loss O
Aut henti cati on not confi gured

Aut hentication Failure: 0O

Rel oad Peer: TX 0, RX O

Resign: TX 0, RX O

St andby Peer: Present. Hold Tinmer: 10000

Pkts 237, Bytes 8058, HA Seq 0, Seq Number 252, Pkt Loss O

!
/BFW# show redundancy application protocol group 1

RG Protocol RG 1

Rol e: standby

Negoti ati on: Enabl ed

Priority: 150

Protocol state: Standby-cold

Crl Intf(s) state: Up

Active Peer: address 10.60.1.1, priority 200, intf Et0/2
St andby Peer: Local

Log counters:

role change to active: 0

rol e change to standby: 1

di sabl e events: rg down state O, rg shut O



ctrl intf events: up 1, down O, admi n_down O
rel oad events: |ocal request 0, peer request 0

RG Medi a Context for RG 1

Ctx State: Standby

Protocol 1D 1

Medi a type: Default

Control Interface: Ethernet0/2

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000

Peer Hello tiner: 3000, Peer Hold tiner: 10000

Stats:

Pkts 232, Bytes 14384, HA Seq 0, Seq Nunber 232, Pkt Loss O
Aut henti cati on not confi gured

Aut hentication Failure: 0O

Rel oad Peer: TX 0, RX O

Resign: TX 0, RX O

Active Peer: Present. Hold Tinmer: 10000

Pkts 220, Bytes 7480, HA Seq 0, Seq Number 229, Pkt Loss O

REIZ, RIJIL—TIDNEGA U R—TIAAICE)HTSsNTWABERBRLET, mMANJL
—RXTZNOIAX READLEBE, FNAABORBLYTZY NEDA T RZR—T I A ARTIC
BLURIIDAE) ETShTVWR L ERBETHLEHIC, ZEFT v I TbhEd, AL—=0
RIDTHREENTLVEVEE, 2200F/NA ABTERGIERchEL A, 6, 25HBL TL
EEW,

Fl6:RIFI—TIDFBINXETShTVWDLEER

/BFWL# show redundancy rii
No. of RIls in database: 2

Interface Rl |Id decrenent
Et hernet0/1 : 200 0
Et hernet0/0 : 100 0

!
/BFW# show redundancy rii
No. of RIls in database: 2

Interface Rl |Id decrenent
Et hernet0/1 : 200 0
Et hernet0/0 : 100 0

EFIL—ZA\0EGFENEnD L EZHMETS

BI7TTE, ZBFWIRERO RS 7 1Y U7 0T 147 ICBELET ., BRIEAZNATNAR
ZBFW2ILEBICERENET, V2T F7AT 04— )ICE>TREBEN - ERZRTTDICE
. show policy-firewall sessionY > RZFEHAL £7,

Bl 7 : BB E - ER

ZBFWL#show policy-firewall session

Sessi on B2704178 (10.1.1.100: 52980) =>( 203. 0. 113. 100: 23) tcp
SI'S_OPEN TCP_ESTAB

Created 00:00: 31, Last heard 00:00: 30

Bytes sent (initiator:responder) [37:79]

HA State: acTive, RGID 1



Est abl i shed Sessions = 1

ZBFVW2#show policy-firewall session

Sessi on B2601288 (10.1.1.100:52980)=>(203.0.113.100:23) tcp
SI' S_OPEN TCP_ESTAB

Created 00:00:51, Last heard never

Bytes sent (initiator:responder) [0:0]

HA State: STANDBY, RGID: 1

Est abl i shed Sessions = 1

BHREEREINETHN, BEEhENANEEFENELA. BHRRE (TCPEHR ) k. 7—X
AB—T7IAAZBUTEHNICEHRFEN, 7I—LA—N—ARIRIIBELTERNT T4
VIONEEEZTEVLSIZLET,

K V)M h &85, show policy-firewall session zone-pair <ZP>haZl<¥ > REA DL £
T, PI7TERABEOENZRELETH. I—HFRIEEENLEYV—RTEFICHOEZFIRTEET

o

TINY T D DI

cDEI>aAVTR, COBEDRNS TN 1—FT1VJICHEETDIHENZEERT Bdebug1~N
v RERLET,

ES—REOIN—ZFTTFNVITZENCITRERIRFICRETT, LA T, BRCTSHE
REEEBUTEBENBHYET,

- debug redundancy application group rii event

COOXYRIEE, BEANELKERENDELVRIFIN—TE—HRTBDEEZRRETDEH
ICERAENhET. RSTAYINZBFWICEIET D L, EERA VR —T I A AETWEA >
R—TIAATRIZIL—=TIDNFFIVIEIhET, COBH/E. F—F2UVIZNLTET
ICEEENET, AZNAETORITFIN—=THFTOT47I1_v he—HTD L, flsn
syslogh"EfEh, EREZERIZLHICERAETNBRITIL—TIDIBREENET,

#l 8 : Syslog

debug redundancy application group rii event

debug redundancy application group rii error
1

*Feb 1 21:13:01.378: [RGRII-EVENT]: get idb: rii:100
*Feb 1 21:13:01.378: [RGRII-EVENT]: get idb: rii:200

- debug redundancy application group protocol all
COOXNVRIEE, 220OETHHEICREBTED L ZRAIDLHICEAEThET, ET7D

IP7 RLAGFNY I THEBENET, HIOICTTESIC, ZBFW1EIPP KL A10.60.1.2%
BOAZNAMREBOETERBRALET, FIFZBFW2ICHTIEEY ET,

Blo: FNYTODETIPORER



debug redundancy application group protocol all
|

ZBFWL#

*Feb 1 21:35:58.213: RG PRTCL- MEDI A: RG Media event, rg_id=1, role=Standby,
addr=10. 60. 1. 2, present=exist, reload=0, intf=Et0/2, priority=150.

*Feb 1 21:35:58.213: RG PRTCL-MEDI A: [RG 1] [Active/Active] set peer_status O.
*Feb 1 21:35:58.213: RG PRTCL-MEDI A: [RG 1] [Active/Active] priority_event
"media: low priority fromstandby', role_event 'no event'.

*Feb 1 21:35:58.213: RG PRTCL-EVENT: [RG 1] [Active/Active] select fsmevent,
priority_event=nedia: low priority from standby, role_event=no event.

*Feb 1 21:35:58.213: RG PRTCL-EVENT: [RG 1] [Activel/Active] process FSM event
"media: low priority from standby'.

*Feb 1 21:35:58.213: RG PRTCL-EVENT: [RG 1] [Active/Active] no FSMtransition

ZBF\V2#

*Feb 1 21:36:02.283: RG PRTCL- MEDI A: RG Media event, rg_id=1, role=Active,
addr=10.60. 1.1, present=exist, reload=0, intf=Et0/2, priority=200.

*Feb 1 21:36:02.283: RG PRTCL-MEDI A: [RG 1] [ Standby/ St andby- hot]

set peer_status O.

*Feb 1 21:36:02.283: RG PRTCL-MEDI A: [RG 1] [ Standby/ Standby-hot] priority_event
"media: high priority fromactive', role_event 'no event'.

*Feb 1 21:36:02.283: RG PRTCL-EVENT: [RG 1] [ Standby/ St andby-hot] sel ect
fsmevent, priority_event=media: high priority fromactive, role_event=no event.
*Feb 1 21:36:02.283: RG PRTCL-EVENT: [RG 1] [ Standby/ Standby-hot] process

FSM event 'nedia: high priority fromactive'.

*Feb 1 21:36:02.283: RG PRTCL-EVENT: [RG 1] [ Standby/ Standby-hot] no FSM
transition

— i 7 B R

COtEI3aTVTR, REIZ BN BEBBEICOVTHLIHALET,

B L T—21 2 2—T7 14 ADER
¥ MA—JLVLANE F—RVLANDE > RERICRLE T,

CZBFWREIC I MO—NA 2V E—TIAARETF—BA 2V E—T I/ RAZBHBVWTLEE
Vo ChERBMEEICBEIZLOICOAERAETIAET, LEAN2T, Chsn/>E8—T71
A AZRETDLERFHVELR A,

CAVNA=NAVR=TIAARETF—EA 2V R=TIAAR, ABULA 2 EZ—T A AXRERE
VLIANEIZEBRETEER T, chilkl, L—ROR—KMFRETNET,

FERITIL—T

RIVI—7F. LANf VR —TIAAEWANI VBZ—T7IAAOEAICEATHIREN HYVET
o LANM 2V Z—T7 I ARBRALYTRY NEIZHDRBEHFHYYETH, WANAI 2 Z—T I (A
AeDHTZY NEICBRBETEERT., 1 F—7 IA4AICRITIL—THFEVES. debug
redundancy application group rii eventd# & T¥Fdebug redundancy application group rii error® H 17 (C
RDsyslogF ‘/RRENET,

000515: Dec 20 14:35:07.753 EST: FIREWALL*: RG not found for IDO
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BE7I—IA—N—%2REITDICEF. T—EALRILZHSLAAFTZ TV NZEHFL, <
SLAAR NCESTOVTEHWICEBEIENZ TIF2KDICZBFWHAZRET D HLENH VY ET, Hi
10Tk, ZBFW HAIlZGigabitEthernet0{ > X — 7147\0)')/'77\7' RAZEBHLET, <D
AVR—TIAANRITDE, T2AFIVTAHNTHFY, EPFNAANFK)ERICHEYE
3-0

%l 10 : ZBFWHAB® 7 T — )L A —/N\—8&FE

redundancy

appl i cati on redundancy
group 1

name ZBFW HA

pr eenpt

priority 230

control W an801 protocol 1
data VI an801

track 1 decrement 200

1

track 1 interface GigabitEthernet0 line-protocol

redundancy

appl i cati on redundancy
group 1

name ZBFW HA

pr eenpt

priority 180

control W an801 protocol 1
data VI an801

ZBFW HAlR, BEIBNABRTLEARY NFH>TE, BENIC7 T —ILFA—-—N—LELWZ &N
HYWET, k., preempt¥F—T— RAHEDOT/NA ATHREENTVWEVLEDHTT,
preempt¥f—J—R(E, RY NAZNAIIN—RF7ORIHSRP)EX G ERSEEFI VT AT
TSATUAMBSA)D 7 I—)LA—N—E G BEDMEERITVET, ZBFWHATE,
preempt¥—J— RZFEATDIE., FNA ADBEENBEEENEBEICT7TI—I)LFA—-—N—a4X
VRERESBDBENTEET, COBEICOVWTIE., TSecurity Configuration Guide:Y —2/
RK—ARYS =T F7AFTI#4—)L, CiscolOSUJ—A15.2M&T. "Y—R—ARN—T 74
ToOA—=)ONATRASEDT 1, OEHSOEBEERIZTLET,

THEORRTIE., AZXNATFNAANDAAY FA—N—HDNRETHDAREENI HYVET, AA
‘y%#—/\‘—féél‘é@:?—l EENBDESI1DOEREK, BF/NA ATREAER T SA AT
BRETY, REEGVS 74#')7-4{5721%’37-/\47\75‘7’77477-/\47\L._7:;U$3“° T
7-47$U?.*7\9//\47-/\47\'< ENfNRETEIE, TNAADELIENUNBREAELE (E
K )EFTHFSNET, TITATTFNAADBERIBNN AR INATINA ADOEBEIEMNZ T
B, RAAVYFA=—N—DREL, ABNATFNAARDNFTIOTATFINAARIZBENEST, 2D
F7A2ILNOEERFK, TRIN—TOTVIV T avEREEMCTRIETLEEETEET
o T, AVE—TIAADLAVIRENZT I LELEELCLTSAA)TAEBETHRDELSICEA
/'5! TIAABRREITDCEETEET, RESNETTZAAVT4E, ARTIN—TDF7
AINRNDTSAF)TARYEBEETIET,

ROHEDEF, BUSREZRLTVERT,

ZBFW)1#show redundancy application group 1
Goup ID 1


//www.cisco.com/en/US/docs/ios-xml/ios/sec_data_zbf/configuration/15-2mt/sec-data-zbf-ha.html#GUID-A450304A-DC96-4E40-854F-7D9B219113EA
//www.cisco.com/en/US/docs/ios-xml/ios/sec_data_zbf/configuration/15-2mt/sec-data-zbf-ha.html#GUID-A450304A-DC96-4E40-854F-7D9B219113EA
//www.cisco.com/en/US/docs/ios-xml/ios/sec_data_zbf/configuration/15-2mt/sec-data-zbf-ha.html#GUID-A450304A-DC96-4E40-854F-7D9B219113EA

G oup Nane: ZBFW HA

Admi ni strative State: No Shutdown
Aggregate operational state : Up
M/ Rol e: ACTIVE

Peer Rol e: STANDBY

Peer Presence: Yes

Peer Comm Yes

Peer Progression Started: Yes

RF Dommi n: bt ob-one
RF state: ACTIVE
Peer RF state: STANDBY HOT

ZBFW)1#show redundancy application faults group 1
Faults states Group 1 info:

Runtime priority: [230]

RG Faults RG State: Up.

Total # of switchovers due to faults: O

Total # of down/up state changes due to faults: O

chsoOdk. FNYITZ2EBMCBTICZBFWTERENET, FINA AT IOT1TI2k?
E.ROOTHFRRENET,

*Feb 1 21:47:00.579: %G _PROTOCOL-5- ROLECHANGE: RG id 1 role change from

Init to Standby

*Feb 1 21:47:09.309: %G PROTOCOL-5- ROLECHANGE: RG id 1 role change from Standby
to Active

*Feb 1 21:47:19.451: %G _VP- 6- BULK_SYNC DONE: RG group 1 BULK SYNC to standby
conpl et e.

*Feb 1 21:47:19.456: 9%RG_VP-6- STANDBY_READY: RG group 1 Standby router is in
SSO state

ROATE, FNAAFAZNAREILBEDRA I TZ2RLTVERT,

*Feb 1 21:47:07.696: 9RG _VP- 6- BULK_SYNC DONE: RG group 1 BULK SYNC to standby
conpl et e.

*Feb 1 21:47:07.701: 9%RG VP-6- STANDBY_READY: RG group 1 Standby router is in
SSO state

*Feb 1 21:47:09.310: 9%RG PROTOCOL- 5- ROLECHANGE: RG id 1 role change from Active
to Init

*Feb 1 21:47:19.313: %RG PROTOCOL- 5- ROLECHANGE: RG id 1 role change from

Init to Standby

FERBIL—T 12T

FXMIN—FT A TOHFR-—RIOVTR, TIENMIN—FT A THR-—bHA Ry ZZRLT
<EZW,

ERHIN—T AT ZRETDICE. TRT7Z7VT5—>23a> I )N—7o070-NIEEEA R
—JIAAYTREOHAICHEEZEBMLET, ERHIL—FT 1 T ERGREYR—REhTVE
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redundancy asymmetric-routing enable
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