FIYIKRA2 MNGEIL—REDIPSech >/ %
I DORE
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BE

BIE&R MY
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FRIZ I R—F B

XY RNIT—=UK

Tk

Cisco 1751 VPN IL—Z D F&TE

Checkpoint NG D F&E
B

Cisco JL—Z D #&REE

Checkpoint NG @ #&EiF

hS7I)La1—hk

Cisco JL—%&

B E B R

B=

CORFIAXVRNTRE, 2D0TFAR—NIXYRNT—=DIZSMTB-00D, BaiBEX—%F
AU IPSec R ZRIILZBRTBDFEICOVTHALET,

C=BRBOTZAR—K XY ND—7 172.16.15.X
. Checkpoint™ Next Generation (NG ) RDTZAR—K XY RJ—% 192.168.10.x

I+ dun

EH

CORFIXNTHALTLWAFIER., ROBFRFHCEIVTVET,
. CheckpointTM NG OERKR S —AREETh TV D,
cIRTOTI7RA, XY RNT—=T TRLAZEE (NAT), L—FT A2 TOERENFTHATV
. io—ﬂlﬂﬁﬁt CheckpointTM NG AEBA S A4 2 X—Y RAD KT 714V I HRNATVWD,

FATAIR—F>b




CORFIXVRNOBRE. ROVIKRIITEN—RIITON-II3IVICETVTVET,

. Cisco 1751 JL—2&
. Cisco IOS®Y 7 kU T F7(C1700-K90O3SY7-M), /N\—>32/12.2(8)T4, VIJ—AV T ~NTI
7 (fc1)
. CheckpointTM NG EJL R 50027

CORFIXNOEBERE, BEOTRREICHDITFNAAILETVTERENELE, COR
FAXNTERATEDZINTOFNA AR, DB (F72)N ) REORELSEBLTVET
o NRDRY ND—IONEBBAPTHIBEICE., EOKXDIBIAIRICOVTE, TOEEN

FECODVTHEICEREL THKBENfHYVET,

XY RDO—OR

CHORFIXIRNTR, ROXYRND—=U vy N7y 7T 2ERALET,

200.165,202.226/27 192.168.10.1/24
172.16.15.1/24 o 2“9.1&5.1[!1-1%9.-‘2? L
| R\
Cisco VPN Router Checkpoint NG o
172.16.15.0/24 192.168.10.0/24
Cisco Network CP Network

RECE

KFIXD NORTEOFME. "YRATINL FAYTAOERE, #BBRLT LT

o

Cisco 1751 VPN JL— X D ERTE

Cisco VPN 1751 )l —#&

version 12.2
service tinmestanps debug uptine
service tinmestanps | og uptine
no service password-encryption
host nane sv1-6
menory-si ze i onem 15
mm pol ling-interval 60
no nm auto-configure
no nm pvc
mm  snnp-ti meout 180
i p subnet-zero
no i p domai n-1ookup
ip audit notify |og
ip audit po nmex-events 100
!--—- Internet Key Exchange (IKE) configuration. crypto
isakmp policy 1
encr 3des
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hash md5
authentication pre-share
group 2
lifetime 1800
!--- IPSec configuration. crypto isakmp key aptrules
address 209.165.202.129
!
crypto ipsec transform-set aptset esp-3des esp-md5-hmac
!
crypto map aptmap 1 ipsec-isakmp
set peer 209.165.202.129
set transform-set aptset
match address 110
!
interface Ethernet0/0
i p address 209.165. 202. 226 255. 255. 255. 224
ip nat outside
hal f - dupl ex
crypto map aptmap
1
interface FastEthernet0/0
i p address 172.16.15.1 255. 255.255.0
ip nat inside
speed auto
!--- NAT configuration. ip nat inside source route-map
nonat interface Ethernet0/0 overload
ip classless
ip route 0.0.0.0 0.0.0.0 209. 165. 202. 225
no ip http server
ip pimbidir-enable
!--- Encryption match address access list. access-list
110 permit ip 172.16.15.0 0.0.0.255 192.168.10.0
0.0.0.255
!-—- NAT access list. access-list 120 deny ip
172.16.15.0 0.0.0.255 192.168.10.0 0.0.0.255
access-list 120 permit ip 172.16.15.0 0.0.0.255 any
route-map nonat permit 10
match ip address 120
line con O
exec-timeout 0 O
line aux O
line vty 0 4
password ci sco
l ogin
end

Checkpoint NG D EXE

The CheckpointTM NG A7 IOV NEBDERETT, XY RND—0 AT O NEL—IL%E
EELT, BEIAS VPN I 74F21L—>23ICBIBRRI)—ZERLET, TORER,
CheckpointTM NG Policy Editor ZFERAL T DRIV —%Z A4 2 AN—)L T % &, CheckpointTM
NGEIO VPN 74F2L—>a 2 @FETLERT,

1. AAOZRY RTO—ODOH T XY &, CheckpointTM NG llOXRY KD—00H T XYy
N, RYRD—=D ATPIORNELTERLET, chFBESILEenET, 7T
N%Z/ERR T B 21k, [Manage] > [Network Objects] M JIEIZEIR L, #:L) T [New] > [Network]
ZBERLUET, BUAXRYND—UOFHREAADLT, OK|ZIVYILET, chsnfl
(&, CP_Network & & T Cisco_Network E VWS BRID AT IV MDEREZRLTVWET,



CP_Metworl,
192.168.10.0

255.255.255.0




Network Properties - Cis |

General | MAT |

M arme: Cizco_Mebwork,

IF Address: |172.16.15.0

Met Mask: |255.256.256.0

Camment;

Calar: I - |

|' Broadcaszt address:

* |ncluded i Mot included

aF. | Cancel Help

2. Cisco_Router 772 T4 N & Checkpoint NG A7 IOV RNED—URT—a>y A7
IRNELTERLET, NS5 VPN TFNAATT, TSIV N EERTDICE.
[Manage] > [Network Objects] M JEIZ:#EIR L, #tL) T [New] > [Workstation] Z#RL £9,
CheckpointTM NG OHERREDBRIC/ER L 7= CheckpointTM NG D— U AF—>a> A1V NaEATE
¥V D—H2F—3 3% [Gateway] & & T [Interoperable VPN Device] &L TERET 5 F
72avEBRLET, ChsDBlik, chef KU Cisco_Router E VWS EBBIDA TS T
RDOEREZRLTVWET,



Waorkstation Properties - chef

203165202123

b* | [ anaged By s Management Server [Internal)

| i anaged By anather Management Serven [Erternal]

Lommumeation.. | UMD lcn=cp_mg




| i anaged By b Management Server [Intern )

| i anaged By anather Management Serven [Extermnal]

3.[VPN] 27 T [IKE] Z5&EL. [Editl 2O UY I LET,



- Authentication
- M anagement
+|- Advanced

L] = =
SHETEYE!

4, F—M|RD > —=ZFREL T, [Edit Secrets] 20U Y I LET,



IKE Properties X

General |
— Support key exchange encryption with: 5 — Support data integrity with; —
L1 = oes 2l | & wps
O & cast
B2 3DES ™ SHa
— Suppart authentication methods:
I¥ Pre-Shared Secret Edit Secrets. .
™ Public Key Signatures Specify..
[T WPH- & Fire'wall-1 authentication for Secul emate (Hobrid Made]

Advanced ... |

aF. Cancel Help |

5 FATHERHAEF—%2REL., A 74F1L—2320 T4V RINEKRRENELLLZED
i'C[OK]EﬂJ"'ZJ‘ Dy OULET,

X
— Shared Secrets Lizt:
Feer Mame Shared Secret
i Edi
Rerove
Enter secret: |aptrules aet
OF, Cancel Help

6. [Rules] > [Add Rules] > [Top] Z2RL T, RUS—DEESIL—LERELET, £HCH
BIL=)EF. BSLENANATHAEEN HBMOIL—ILIVETIIC, —BRDICETESh
BPIL—ILTT, RICRFTKDIZ, Source & Destination Z5&EL T, CP_Network &
Cisco_Network ZE® F 9, JL—IL® [Encrypt Action] o> a>zEMML =5, [Action] &
£21)v LT, [EditProperties] Z:#RL £,



B Securky - APTRoicy Iﬁﬂdﬂhﬁtru‘ddin-m | BE3 Deskton Secusity - Standard |

m SOURCE DESTINATION SERVICE |  ACTION

TRACE INSTALL ON -

ek CF_Nebwitnk ek TP _Hebwork
Al Cisco_pletwork | gk Cica_Mstwerk

B

|*m |*m @ oo

| Mame

D) | Comment

[ chef
[O] o _Reoute

205,165, 202,129 P _Server
209,165, 202,226 Cmoo_VPH_Router

* Ay &) Ercryp ]|§|Lc-:.

Edit propertiag. .
Edd Cncrypbion
[ I B WO oy

Ceabaways

| ® A

(] Giotewoys

|-.l~.l.|1-

ﬂ-mq:l

@) chop

@ reect

B User auth
=) Cieni 2uth
B Session suth
© Encrypt

D Ciont Encrypt

]|

Croery Cobamrn,, .
Clear Query

General |

o

— Encryption schemes defined: —

L

[IKE] 78R h. BBRTE WIORET, [Edi| £2U Y I LET.

Encryption Properties

[Firz] Pz

Edt.. |

aF. | Cancel Help

8. IKE MERE

ZHELET,




IKE Properties Xl

General

Transfarm
% Encryption + Data Integrity [ESF)
™ Data Integrity Only [&H)

E ncryption Algarithm: JDES |

Drata [ntegriby Elnla |

Compression method: Mane -

Allmved Peer [ateway: |E| Cisco_Router -
[ Uze Perfect Fonward Secrecy

Usze DH Group: Group 1 (763 bit] j

[~ Perform [P Poal MAT

ak. Cancel Help

9. Cisco 7*/NM R&MD IPSec FNA AEDET VPN ZERTI2HEENEHBED 1 DIk,
F—RXB|OBXRII—>32TT, Cisco L—F TN IKE RBEDOEREN. CheckpointTM
NG TOREELEERIC—HTEDIRSICLET, F: CONTFX—XOEROER., HFEDLE
EtF1UTARID—IZK2>TEBYET, COHITR., L—FTO IKE DFRFEI,
lifetime 1800 X > RICK 2T 30 B ICEREBENhTWET, CheckpointTM NG TERUEZR
RETIHENHYET, <DfE%ZE CheckpointTM NG IZFRE T B ICI&. [Manage Network
Object] Z3&IRL . RIZ CheckpointTM NG A7 TV RN EBEIRLT[Edi| 2OV Y ILET
o RIZ[VPN] Zi8IRL T IKE Z#mEL £ 9. [Advance] Zi&3RL T, Rekeying Parameters
ZRELET, CheckpointTMNG XY RD—9 A7 DI O RNOF—|EREL L&,
Cisco_Router XY RD—0 A7 DIV NOF—RBOBXII—>3a> I/ UL TERFLU
REZTVET, F: =R THREET TV BDiffie-HelmanF I —7&E—HT B LS,
IE LU L\Diffie-HellmanZ )L —7"FBIRENTVD & ZRBL TS EE L,




Advanced IKE properties x|

™ Use UDP encapsulation

UDP PR PSEC encaps. j

Support Diffie-Hellman groups

[ Group 1 (768 bit]

[w|Group 2 [1024 hit)
[ Group 5 (1536 bit)
Rekeying Farameters
Renegotiate |KE secunty aszociations a0 =1 Minutes

Fenegotiate IPSEC Security azzociations every | 3600 ::I Seconds
I Benegotiate IPSEC Security associations every | 50000 ::I F.Butes

Misc

[ Support IP compression for SecureClient

[~ Support aggresive mode
v Support key exchange for subnets

ak. I Cancel Help

10. Ch TRV —BRERFTTTT, RUZ—%REFEL T, [Policy] > [Install] Zi#IRL T h
ZEBEMCLUET,

'?L’t chef - Check Point Policy Editor - APTPolicy

Fle Edt View Manage Rules | policy Topology Search Window Help
i Werify. .. — ! + 40
K | ey = [T B 2|
J Intg:@ g::|;}' oyl |J Uninstall... = ‘
Wiew, .
T IQ |@ ]{é} | E i.Q. |E‘3l | Accese Lists, .. \ddress Translation - APTPlicy | 3 Desked
= B Network Objects Install Users Database. .. e —, e —
:I. igrkﬁt:ﬁm ianagement High Syailabilite: . --
|E| Cisco_Router Global Properties. ... * Any
=l Matwork : - »
: Ll Cisco_Mebwork % Any * Any

ROS—=HFAVNANENBEELCRE, 1VANL—232 D142 RUICEBREN KRR
ThET,



APTPaolicps: Secunty Policy Scrnpt generated into &P T Paolicy. pf :I
APTPalicy:
Compiled OF.

f Ny

Abort

1A
RL—232 4RI, RUD—ODAVAR—IANETLEZENFRTENES,
[Close] 20 )Y OLTCDMBEKTLET,

Install Policy x|
APTPaolicy s Securnity Policy Scrpt generated into AP T Paolicy. pf ;I
APTPalicy:

Compiled OF.

Inztalling YPM-1/Firetwfall-1 policy On: chef ...
WPM-1/Firetwfall-1 paolicy installed successfully on chef...

WPM-1/Firetall-1 policy installation complete

f Ny

Cloze I

i

CCTR, BENELKHELTVWARCELZRABITDLHICEATIERERLET,

Cisco JL—Z QAL

—ZB0 show ARV RETZIRT IR AV B—FT YR Y—)LICk2THR—REThTVET (&
BI1-—YER), COY—LEFBTHEICEDT, show AXY RE DO HRERERRT
XTI,
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. show cryptoisakmp sa : E7 LORE®D IKE 2F¥1UFT4 PYSI—232 (SA) 2FN
TRARLET,
- show crypto ipsecsa : IRED SA THEAETIAhTVRREEZRRLET,

Checkpoint NG D5

OJ %#&XRT DIk, [Window] > [Log Viewer] D JEIZIZIRL £7,

3y chef - Check Point Log Viewer - [fwdog] - e =10 x|

Flie Mode Bt Selecton e locls, Wndow  Help

¥ & B [Log & T SERB E=EESBMOA 00

Mo. II]ah: I'I'Ime IPrnr:h:l IIm:r. Drigin [Type Iﬂnlnn |ﬂ=ﬂ|n= |Enum: |D|=a1lnnﬂ|m |Prntn

, 47002 128112 B VPN & Frewet [3s dse  cnet (] log Ow ke insta s LA !
1 8. 002 24193 gy YRR 2 FedWalt [& dos. . chet E og O koy incta clrant Cimco_Route

B 1 BJulZ002 1241:13 E52 VPN B Firedall-1 [== EL9.. chef IE log g=m encrypl telned GARRIEON Cisco_Rouer  fop

SATLADAT—RAERRTBDICIE, [Window] > [System Status] DJEIZEIRL £,

i chef - Check Point System Status R ! =10 x|
F Modukes Products Took  Window Help

= [ =

A Ry =S ESS L?
—_ — — == —
Modhde: IIF"Add-au WPN-1 Datails |
=] '=*:=' Status: oK
[;;:r:f 20916520212 pacyets

5 Frewal 1 Encrypted: 38

& Managenent Dacrypled: 37

&, SYN Foundation

Errors
P, VPN

Encryplion errars:
Decryplion ermors
|KE evenis errors 0

Hardware
Hvd Yandor Mame.  none
HWY Stalus rin &

NN | 2 Rl

Cisco JL—&

CCTR, REODRS TN 1—F A T IERTEZBRERLET,

COEAORNSTIN2—F420TI220WTIE, TIPSecurity DRSNS a—F425 -
debug N ROEBMEFEH ) 2B LTLEEL,

X 1 debug N REHKTITBEIC, Fdebug IV ROBEHXEHR. 2SR T EEL,

- debug crypto engine : FB{LEBBILETSEBLIV DV CHATRITNY T XvtE—D%
R®RRLET,
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- debug cryptoisakmp : IKE F1 X NICEETR XY E—D&ZKRLULET,
- debug crypto ipsec : IPsec 1 X R ERRLE T,
- clear crypto isakmp : ¥XTDF VT 17X IKEEHKREIVFLET,
. clearcryptosa: IXTD IPSecSAZIVFLZET,

IE¥ 7 debug OJ O b

18: 05:32: | SAKMP (0:0): received packet from
209. 165. 202. 129 (N) NEW SA
18: 05: 32: | SAKMP: | ocal port 500, renote port 500
18:05:32: | SAKMP (0:1): Input = | KE_MESG FROM PEER,
| KE_MM EXCH
Od State = | KE_ READY New State = | KE_ R MML
18: 05:32: | SAKMP (0:1): processing SA payl oad. nessage ID =0
18: 05: 32: | SAKMP (0:1): processing vendor id payl oad
18: 05:32: I SAKMP (0:1): vendor |ID seens Unity/DPD
but bad mmj or
18: 05:32: | SAKMP (0:1): found peer pre-shared key
mat chi ng 209. 165. 202. 129
18: 05:32: | SAKMP (0:1): Checking | SAKMP transform 1
against priority 1 policy
18: 05: 32: | SAKMP: encrypti on 3DES- CBC
18: 05: 32: | SAKMP: hash MD5
18: 05: 32: | SAKMP: auth pre-share
18: 05: 32: | SAKMP: default group 2
18:05:32: I SAKMP: life type in seconds
18:05:32: ISAKMP: |ife duration (VPI) of OxO OxO Ox7 0x8
18:05:32: I SAKMP (0:1): atts are acceptable. Next payload is 0O
18: 05:33: | SAKMP (0:1): processing vendor id payl oad
18: 05:33: I SAKMP (0:1): vendor ID seens Unity/DPD but bad major
18:05:33: | SAKMP (0:1): Input = | KE_MESG | NTERNAL,
| KE_PROCESS MAI N_MODE
Od State = IKE R MML New State = | KE_ R MML
18: 05: 33: | SAKMP (0:1): sending packet to 209.165.202.129 (R
MM SA SETUP
18: 05:33: | SAKMP (0:1): Input = | KE_MESG | NTERNAL,
| KE_PROCESS COVPLETE
Od State = IKE R MML New State = | KE_ R M2
18: 05:33: | SAKMP (0:1): received packet from 209. 165.202.129 (R
MM SA SETUP
18:05:33: I SAKMP (0:1): Input = | KE_MESG FROM PEER,
| KE_MM_EXCH
Od State = IKE R M\2 New State = | KE_ R M\B
18: 05: 33: | SAKMP (0:1): processing KE payl oad.
message ID =0
18: 05: 33: | SAKMP (0:1): processing NONCE payl oad.
message ID =0
18: 05:33: | SAKMP (0:1): found peer pre-shared key
mat chi ng 209. 165. 202. 129
18: 05:33: I SAKMP (0:1): SKEYID state generated
18: 05:33: | SAKMP (0:1): Input = | KE_MESG | NTERNAL,
| KE_PROCESS MAI N_MODE
Od State = IKE R MMB New State = | KE_ R M\B
18: 05: 33: | SAKMP (0:1): sending packet to 209.165.202.129 (R
MM KEY_EXCH
18:05:33: | SAKMP (0:1): Input = | KE_MESG | NTERNAL,
| KE_PROCESS COVPLETE
Od State = IKE R MMB New State = | KE R M4
18: 05:33: | SAKMP (0:1): received packet from 209. 165.202.129 (R
MM KEY_EXCH
18:05:33: I SAKMP (0:1): Input = | KE_MESG FROM PEER,
| KE_MM_EXCH



ad State = IKE_R_ MW New State = | KE_R_Mb
18: 05: 33: | SAKWMP (0:1): processing |ID payl oad.
message ID =0
18: 05: 33: | SAKWMP (0:1): processing HASH payl oad.
message ID =0
18: 05: 33: | SAKMP (0:1): SA has been authenticated
with 209. 165. 202. 129
18: 05:33: | SAKMP (0:1): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_MAI N_MODE
ad State = IKE_R_Mwb New State = | KE_R_Mvb
18: 05:33: I SAKWMP (0:1): SA is doing pre-shared key authentication
using id type |ID_| PV4_ADDR
18: 05: 33: | SAKWMP (1): | D payl oad
next - payl oad : 8
type : 1
protocol : 17
port : 500
length : 8
18: 05: 33: | SAKMP (1): Total payload Iength: 12
18: 05: 33: | SAKMP (0:1): sending packet to 209.165.202. 129
(R} QWVLIDLE
18: 05:33: | SAKMP (0:1): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_COWPLETE
ad State = IKE_R_ MWb New State = | KE_P1_COVPLETE
18: 05:33: | SAKMP (0:1): Input = | KE_MESG | NTERNAL,
| KE_PHASE1_COWPLETE
0l1d State = IKE_P1l_COMPLETE
New State = IKE_Pl_ COMPLETE
18: 05:33: | SAKMP (0:1): received packet from 209. 165.202.129 (R
QM I DLE
18: 05: 33: | SAKWP (0:1): processing HASH payl oad.
message | D = -1335371103
18: 05: 33: | SAKMP (0:1): processing SA payl oad.
message | D = -1335371103
18: 05: 33: | SAKMP (0:1): Checking |IPSec proposal 1
18: 05: 33: | SAKMP: transform 1, ESP_3DES
18: 05:33: | SAKMP: attributes in transform
18: 05:33: I SAKMP: SA |ife type in seconds
18: 05:33: | SAKMP: SA |life duration (VPI) of 0xO 0xO OxE 0x10
18: 05: 33: | SAKMP: aut henticator is HVAC MD5
18: 05: 33: | SAKWP: encaps is 1
18: 05:33: I SAKMWP (0:1): atts are acceptable.
18: 05: 33: | PSEC(val i dat e_proposal _request): proposal part #1,
(key eng. nmsg.) I NBOUND | ocal = 209. 165. 202. 226, renpte= 209. 165. 202. 129,
| ocal _proxy= 172.16. 15. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renot e_proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornm= esp-3des esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4
18: 05: 33: | SAKMP (0:1): processi ng NONCE payl oad.
message | D = -1335371103
18: 05: 33: | SAKWMP (0:1): processing |ID payl oad.
message | D = -1335371103
18: 05: 33: | SAKWMP (0:1): processing |ID payl oad.
message | D = -1335371103
18: 05:33: | SAKWP (0:1): asking for 1 spis fromipsec
18: 05:33: | SAKMP (0:1): Node -1335371103,
I nput = | KE_MESG _FROM PEER, | KE_QM EXCH
ad State = | KE_QV READY New State = | KE_QV SPI _STARVE
18: 05: 33: | PSEC(key_engi ne): got a queue event. ..
18: 05: 33: | PSEC(spi _response): getting spi 2147492563 for SA
from 209. 165. 202. 226 to 209. 165. 202. 129 for prot 3
18: 05: 33: | SAKMP: received ke nessage (2/1)
18: 05: 33: | SAKWP (0:1): sending packet to



18:

209. 165. 202. 129 (R) QM IDLE
05:33: | SAKMP (0:1): Node -1335371103,
Input = | KE_MESG FROM | PSEC, |KE_SPI _REPLY

Od State = |KE_ QM SPI _STARVE New State = | KE_ QW

18:

18:
18:

18:
18:
18:

18:
18:
18:

18:

05:33: | SAKMP (0:1): received packet

from 209. 165. 202. 129 (R) QV.IDLE

05:33: I SAKMP (0:1): Creating |PSec SAs

05:33: inbound SA from 209. 165. 202. 129 to 209.
(proxy 192.168.10.0 to 172.16.15.0)

05:33: has spi 0x800022D3 and conn_id 200 and

05:33: lifetime of 3600 seconds

05: 33: outbound SA from 209. 165. 202. 226 to 209
(proxy 172.16.15.0 to 192.168.10.0 )

05:33: has spi -2006413528 and conn_id 201 and
05:33: lifetime of 3600 seconds

05:33: | SAKMP (0:1): deleting node -1335371103
FALSE reason "qui ck node done (await()"

05:33: | SAKMP (0:1): Node -1335371103, Input =
| KE_QM _EXCH

0ld state = IKE QM R QM2 New State = IKE_QM PHASE

18:
18:

05:33: | PSEC(key_engi ne): got a queue event...
05:33: IPSEC(initialize_sas): ,

(key eng. nsg.) | NBOUND | ocal = 209. 165. 202. 226,

renot e=209. 165. 202. 129,

R QW2

165. 202. 226
flags 4
. 165. 202. 129
flags C
error
| KE_MESG_FROM PEER,

2_COMPLETE

| ocal _proxy= 172.16. 15. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renot e_proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornm= esp-3des esp-nd5-hmac ,

|'i fedur= 3600s and Okb,

spi = 0x800022D3(2147492563), conn_id= 200, keysiz

18:

flags= Ox4
05:33: IPSEC(initialize_sas): ,

(key eng. nmsg.) OUTBOUND | ocal = 209. 165. 202. 226,

renot e=209. 165. 202. 129,

e= 0,

| ocal _proxy= 172.16. 15. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renot e_proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornm= esp-3des esp-nd5-hmac ,

|'i fedur= 3600s and Okb,

spi = 0x88688F28(2288553768), conn_id= 201, keysiz

18:

flags= OxC
05:33: | PSEC(create_sa): sa created,

(sa) sa_dest= 209.165. 202. 226, sa_prot= 50,

sa_
sa_
18:

spi = 0x800022D3(2147492563),
trans= esp-3des esp-nmd5-hmac , sa_conn_i d= 200
05:33: | PSEC(create_sa): sa created,

(sa) sa_dest= 209.165.202. 129, sa_prot= 50,

sa_
sa_
18:
18:

18:
18:

18:

18:

18:
18:

spi = 0x88688F28(2288553768),

trans= esp-3des esp-nmd5-hmac , sa_conn_id= 201
05:34: | SAKMP (0:1): received packet

from 209. 165. 202. 129 (R) QV.IDLE

05:34: | SAKMP (0:1): phase 2 packet is a dupli
of a previous packet.

05:34: | SAKMP (0:1): retransmitting due to ret
05:34: | SAKMP (0:1): ignoring retransm ssion,
node narked dead -1335371103

05:34: | SAKMP (0:1): received packet

from 209. 165. 202. 129 (R) QV.IDLE

05:34: | SAKMP (0:1): phase 2 packet is a dupli
of a previous packet.

05:34: | SAKMP (0:1): retransmitting due to ret
05:34: | SAKMP (0:1): ignoring retransm ssion,
node narked dead -1335371103

e= 0,

cate

ransmt phase 2
because phase2

cate

ransmt phase 2
because phase2



sv1- 6#show crypto isakmp sa
dst src state conn-id slot
209. 165. 202. 226 209. 165.202.129 QM IDLE 1 0

Sv1- 6#show crypto ipsec sa

interface: Ethernet0/0

Crypto map tag: aptmap, |ocal addr. 209.165.202.226

| ocal ident (addr/mask/prot/port): (172.16.15.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (192.168.10.0/255.255. 255. 0/0/0)
current _peer: 209.165.202.129

PERM T, flags={origin_is_acl,}

#pkts encaps: 21, #pkts encrypt: 21, #pkts digest 21

#pkts decaps: 24, #pkts decrypt: 24, #pkts verify 24

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: 0O
#send errors 0, #recv errors O

l ocal crypto endpt.: 209.165.202.226, renote crypto endpt.: 209.165.202.129
path mu 1500, media ntu 1500

current outbound spi: 88688F28

i nbound esp sas:

spi: 0x800022D3(2147492563)

transform esp-3des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 200, flow.id: 1, crypto map: aptmap

sa timng: remaining key lifetime (k/sec): (4607997/3559)

1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:

spi: 0x88688F28(2288553768)

transform esp-3des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 201, flow.id: 2, crypto map: aptmap

sa timng: remaining key lifetime (k/sec): (4607997/3550)

1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

sv1- 6#show crypto engine conn act

ID Interface IP- Address State Algorithm Encrypt Decrypt
1 Ethernet0/0 209. 165. 202. 226 set HMAC MD5+3DES 56 _C 0 0
200 Ethernet0/0 209.165.202.226 set HVAC MD5+3DES 56_C 0 24
201 Ethernet0/0 209.165.202.226 set HVAC MD5+3DES 56_C 21 0
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