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—® RF¥ 121X NTI, Identity Services Engine(ISE)% 71 L TCisco Secure Client Network
Access Manager(NAM)Z7’O7 7 A )L EZBATHHEICODVTHALET,

1 5L

EAP-FASTERRE2DOD 7 I —XATITHNET, JZRID 7 T —A Tk, EAP-FASTRETLS/\> RS
IAO%FERAL T, Type-Length-Value(TLV)ZA 7SIV N ZFEAL EFXF—RREIRMB XK URE

L., REEhERN O RLEZBILET, CchSOTLVAT DT IORNE, 94T REH—=ID
B CRIABENT—REGEETILEHICERATNET, NORIFBIThDE, 2BBEODT7 T —
ANRBEN, I9FATRNEISE/—RAFESICHFEL T, DELBFRIASLCRBIRIS —%

BMILET,

NAMEREZ7O7 7 A, RELARE U TEAP-FASTZERATALDICHEESHh, EBLESS
NiExY ND—OTHERATEEY,

ESIC, NI ED—YOMANEGRREA T ZNAMERE7O7 74 I)IHNTRETEET,
TEOWindowsT /N1 Ak, RAF¥FIY INFEODNAMZFERAL THLEDT7ILT VA ZEE
LEY,

IN—Y F ) WindowsT /N1 Alx. BUNAMBREZFEAL T, #IREhEZY ND—JICT7 €A
LET,

CORFIXDNTIE, WebBBIZ%Z L fIdentity Services Engine(ISE)7RAF ¥ ;R— R LIRH
T M Cisco Secure Client Network Access Manager(NAMYZ’O7 7 A )LORBEAFIEE ., RAF ¥ ]
DT TATVAFIY ZICOVWTEHBALET,

Al R SR
BH

ROEBICEIZHEN HDENHEREIAET,

* |dentity Services Engine ( ISE )

« AnyConnect NAMB KT 7’O7 7AIINI T4 R
« RAF ¥ R —

+ 802.1x%—E AA M Cisco Catalysti& iE

ERATRIAVR—FT N
CORFIXVNOBEHRE, ROVYTRIITEN—RIITON—IIVICETVTVET,

« Cisco ISE U —X 3.3 LAf&

- Cisco Secure Mobility Client 5.1.4. 74 A& 4 > A M — )L & 1 fzWindows 10

« Y7 NI TFCiscolOS® XE 17.6.5 A& 1" #%{& 9 % Cisco Catalyst 9200 R 1 ¥ F
 Active Directory 2016

CORFIXNOERE. BEDSARREBICHZDT/NAAICEIVWTERENhELE, COR
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P Switch ISE Active [irectory

T—270—

PCHAZY ND—DIZBE5ETDE., ISERRAFYR—ZILAOUAAL Y NAOERAR)S —%
BELET,

PCEDOhttpR T 7 1Y Uk, ISENASNSAT U —2a R I O0—RENDISEVSAT >
NZ7OEDa_Z_IR=DICUAALIRNENET,

FTNE, NSARPCICEF 1T I9SAT O RNI—2I N ED 2 —=I)LEAVAR=ILLET,
I—-SIRNDAVARN=—IARTITRE, I—CI 2V MNRISETHREESNERAF Y7 O77
AILENAMZO7 74N A O0—RLET,

NAMEZ 1—=)LZA > ARN=)LTDE, PCOBREINANI—EnET,

BREHE., NAMEZ 2 —)LENAMZO7 74 I)LICE DV TEAP-FASTRAZETLET,
TOHE, RAFYAF YNNI H—Eh, ISERAFYRIVI—ICESVWTAVTSATURA
AFIVIEhET,

AA Y FDORE

dotIXFRAEB LV VR AL VAV AT I EARA Y FERELET,

aaa new-model

aaa authentication dot1x default group radius

aaa authorization network default group radius

aaa accounting dot1x default start-stop group radius (aaaZ7 h o> 7 1 > Jdot1xT 7 # )L N DB
WBHE LT )L— T radius )

aaa—/\radius dynamic-author

94T > ~10.127.197.53 — /N F —Qwerty123

FRRE R 1A 7 any

aaa session-idit i@




ip radiusiZfE 7t 4 > 2 — 7 T 4 AVIan1000

radius-server attribute 6 on-for-login-auth

radius-server/& 148 include-in-access-req

radius-server attribute 25 access-requestic EIXDEDHF HV) £
radius-server attribute 31 mac format ietf X X =

radius ¥ —/YRAD1

address ipv4 <ISE server IP> auth-port 1812 acct-port 1813 ( 7>, 3a > )
key <WZHE+—>

dot1x system-auth-control

A—FHNISEOTZATRN7OEDIZVIR—ZNICIVEALIRNENDZLSICVAAL IS
ACLZRRELF T,

ip7 O AVANEERD A AL 2 hacl

10 deny udp any any eq domain ( udp®EHFEeqR X 12 )

20 deny tcp any any eq domain ( tcpMEFanyDeqR X 12 )

30 deny udp any eq bootpc any eq bootps (udp®WIFnh DeqD 7 — K7 Y T %EE)
40 deny ip any host <ISEt—/\IP>

50 permit tcp any any eq www

60 permit tcp any any eq 443

AAYTFTTFNAARNZYF T Entp IR AL I3 2BHIILET,

device-tracking policy <7F/N1 ARNSYF TRV —F>
NSy *2TDEME
interface <interface name>
device-tracking attach-policy <7*/N1 AR Y F TR —F>

ip http server
ip http secure-server (¥ 175 —/\)

Secure Client Package® & > > O— R

A7 F7ANITFAR, EF AT I9SATORI4V R, BRCAVTSATAED21-)
webdeploy 7 7 1 )L & software.cisco.comh S FETHAIO—RLET, _

RALZNODHBE/N—T, SecureClient5; EAHLET,

Downloads Home > Security > Endpoint Security > Secure Client ( AnyConnectZ &% ) >
Secure Client 5 > AnyConnect VPN Client Software

« cisco-secure-client-win-5.1.4.74-webdeploy-k9.pkg ( AF AJ&E )
« cisco-secure-client-win-4.3.4164.8192-isecompliance-webdeploy-k9.pkg ( AF A &E )


https://software.cisco.com/download/home/286330811/type/282364313/release/5.1.4.74
https://software.cisco.com/download/home/286330811/type/282364313/release/5.1.4.74

« Y —)L : cisco-secure-client-win-5.1.4.74-profileeditor-k9.msi

ISE 5% 7E

ATFY T 1 ISECONYT—>0OTFY 7TO—R

ISECEF 1T IOZATRESRCAVTSAT AT 21— I)ILWebEBBENY T—> 27y 7’0
—RIBICE. O—HIF 1 AT D SWorkcenter > Posture > Client Provisioning > Resources >
Add > Agent ResourcesD JEICBEIL £9,

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Agent Resources From Local Disk

Agent Resources From Local Disk

Category Cisco Provided Packages

Choose File) cisco-secure-.. deploy-k9.pkg

“ Agent Uploaded Resources

Name Type Version Description

CiscoSecureClientDesktopWindows 5.1... CiscoSecureClientDesktopWindows 5.1.4.74 Cisco Secure Client for ...

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Resources

Verslon Last Update Description
Mot Appl e 202407126 17:23:41
Not Applicable 2024/07/26 16:00:48

2024/07/26 16:00:00

CiscoSecureClientDeaskto .. 5.1.4.74 2024/07/2 :27  Cisco Secure Client for ...

Cisco-1SE-NSP Native Supplicant Pro Not Applicable 2023/07/04 05:25:16  Pre-configured Native S,

CiscodAgentlessOSX 5.0.030617 5.0.3061.0 2023/07/04 04:24:14 With CM: 4.3.3045.640(

ATV72:7A77ANITF14R2Y—=ILASONAMZOT7 7 AL DIER

NAMZ O7 ZAIILNDEREFELCODVWTERE., COHARD T2X21T7B8954F7>NAMZO7 7



https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html

AIDBE, 2SBLTLIEE,
ATY 7 3 ISETCONAMZ’O77A4INOTF7 Y 7O0—R

NAMZ'O7 7 4 )L "Configuration.xmly 2IT— T R7O77A4)ELTISEICT Y 7’O—R
9 B I(Z(&, Client Provisioning > Resources > Agent Resources From Local Disk®D JEICBE L £ 9

o

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Client Provisioning Policy
Agent Ressurces From Local Disk

Agent Resources From Local Disk

Customer Created Packs

Agent Profile

New Profile

ATV T4 RAFY7O077A4IDOER


https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Se

Client Provisioning Policy
Resources Resources

Client Provisioning Portal
{] Duplicate il Delete

~ : Version
Agent resources from Cisco site

Agent resources from local disk asecureClientCo... 4.3.4164...
Native Supplicant Profile 1itConfig Mot Applic...
'e Supplicant Pro... Not Applic...

e JAgentlessWind... 5.0.3061.0

AMP Enabler Profile
JsXSPWizard 2.7.0.1

NAM Profile AgentProfile Mot Applic...

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets

Client Provisioning Policy

Resources

. A Agent Posture Profile
Client Provisioning Portal

Name
Posture Profile

Description:

Agent Behavior

Parametear

Enable debug log
Operate on non-802.1X wireless

Enable signature check

[Posture Protocoll €923 Tk, T—2 I RMFIXNTOH—NICERTEDLSICTRED
2, *ZENnTICEBMLTSEZL,

ATYT 5 I—2 T2 MBI OEK




Overview Metwork Devices Client Provisioning Policy Elements Posture Policy

Client Provisioning Policy

Resources ReS O U I’CG S

Client Provisioning Portal

{] Duplicate i Delete

Agent resources from local disk oSecureClientCo... 4.3
Mative Supplicant Profile 1tConfig Mot
Agent Configuration e Supplicant Pro...

Agent Posture Profile

AMP Enabler Profile

MAKM Profile AnentProfile

TY7O—RENizF 1T IOTATORNEAV T AT AR 1 -IINY T—T &ERL,
EI1-I)LBIRTISERAF ¥, NAM, 8 LUPDARTED 1 —)LZBRLET



Engine Work Centers / Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets

Client Provisic . :
New Agent Configuration
Resources

Client Provisioning Porta

ct Agent Package: CiscoSecureClientDesktopWindows 5.1 w
>onfiguration Name: Agent Configuration

Description:

Description Value Notes

Compliance Module CiscoSecureClientComplianceModuleW

Cisco Secure Client Module Selection
ISE Posture

VPN

Zero Trust Ac

Network Access Manzger

Secure Fi Posture

Network Visibility

Profile selectT., Posture8 KU'NAMZ7'O7 7 A4 )L %Z3&IRL ., Submitz UYL ET,



Overview Network Devices Client Provisioning Policy Elements Posture Policy

Umbrella
Client Provisioning Policy Start Before

Logon
Resources g

Diagnostic
and Reporting &8
Tool

Client Provisioning Porta

Profile Selection

* |SE Posture Paosture Profile

VPN

Network
Access NAM Profile
Manager

Network
Visibility

Umbrella

Customer
Feedback

FIE6: VZ4T7> 7O ZV TR —

WindowsZA XL —FT 4 VIS AT LRI ZAT N7OED 3 ZV RS —24EKL., BID
FIETERLIEI—C T MREZBRLET,
Overview Network Devices Gllent Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Cilgnt Provisloning Pollcy . - . .
Client Provisioning Policy

Rule Namo Identity Groups Operating Systems Othor Conditions Rosults




FIET7 : RAF¥ RUZ—

RAF PRV —ERBDOERTECODVWTR, COHA RO FISERAF v RERWBEAFH A R
1 ZZRLTLKEE,

ATYT8: XY ND—=D FINAADIEM

AA4YFDIP7 RLAERADIUSHEWMZEF—%ZEBINT S I(CIE. Administration > Network
ResourcesD EICEBEL FT,

Engine Administration / Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server S¢

Network Devices
aaa

(]
Network Devices

Name

Description

IP Address *IP: 10.197.213.22

Device Profile 2% Cisco

Model Name



https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273

Engine Administration / Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

Device Type All Device Types b
Network Devices

Default Device

Device Security Settings

RADIUS Authentication Settings
RADIUS UDP Settings
Protocol RADIUS
Shared Secret
Use Second Shared Secret

Second Shared Secret

CoA Port

ATV 9 Fu7yO774)

RAFYVRALOKNTOT7 74N EERTSIZIE. Policy > Policy Elements > Results® JEIZ %
BLEI,

Engine Policy / Policy Elements

Dictionaries Conditions Results

Authentication

Standard Authorization Profiles

Authorization
For Policy Export go to
Authorization Profilas
LUOWNoaadone ALLs
/7 Edit D Duplicate

Profiling Profile

% Cisco
Posture =

&% Cisco
Client Provisioning

d Cisco

ARV REAIT, UEALIBNACLEZERTIRIVTATN7OED a2V IR—2)L&ER
LEXT,




Dictionaries Conditions Results

Authentication % Redirection

Authorization Profile

Authorization

Authorization Profiles * Name
il Redirection

Downloadable ACLs
Description
Profiling

* Access Type
Posture 1 ACCESS_ACCEPT

Cliant Provisloning » Metwork Device Profile #2kCisco ~@
Service Template
Track Movement
Agentless Posture

Passive Identity Tracking

v Common Tasks
Web Redirection (CWA, MDM, NSP, CPP)
Client Provisioning (Posture)  w ACL redirect-acl ~  Value Client Provisioning Portal (defi ~

Static IP/Host name/FODN

Suppress Profiler CoA for endpoints in Logical Profile

ATY 710 Fasn70O0R3L

Policy > Policy elements > Results > Authentication > Allowed ProtocolsDJEIC#E L, EAP
Chainings¥ EZEIRL £ 7,

Dictionaries Conditions Results

Authantication Default Network Access

Allowed Protocols Allowed Protocols

MName )
Authorization Default Network Access

. Description | pefault Allowed Protocol Service
Profiling

Postura




Dictionaries Conditions Results

Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy
Authentication Require cryptobinding TLV

Allowed Protocols Allow PEAPv0 onlv for legacy clients

v @ Allow EAP-FAST

Authorization

EAP-FAST Inner Methods

= Allow EAP-MS-CHAPv2

Proflling -

Allow Password Change Retries 3 (Valid Range 0 to 3)

Bastiie ¥ Allow EAP-GTC
Allow Password Change Retries 3 (Valid Range 0 to 3)
Cliant Provisioning
= Allow EAP-TLS

Allow Authentication of expired cenificates to allow cenificate renewal in Authorization Policy

Use PACs Don't Use PACs
Tunnel PAC Time To Live
90

Proactive PAC update will occur after 90 % of PAC Time To Live has expired

Allow Anonymous In-Band PAC Provisioning

Allow Authenticated In-Band PAC Provisioning

~ Server Returns Access Accept After Authenticated Provisioning

Accept Client Certificate For Provisioning

Allow Machine Authentication
Machine PAC Time To Live

Enable Stateless Session Resume

Authorization PAC Time To Live
® Enable EAP Chaining

v & Allow EAP-TTLS

AT Y 7 11Active Directory

ISE#"Active Directory RXA 2SS ML TWVWR L, BREHFURBTHERBERE R
IL=THFBIREhTVER L ZHREBLET,

(BEBP(TATTATAERBPANRTAT>T 14T 14 Y —RA]>[Active Directory]
Engine Administration / Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

External Identity Sources Connection Allowed Domains PassivelD Groups Attributes Advanced Settings
S

Join Point Name

Certificate Authenticat...

Active Directory Active Directory
Domain

< PRAD
AP
o + Join 4+ Leave

ODBC
ISE Node ISE Nede R... Status Domain Controller Site
RADIUS Token

o pk3-3.a8a.prad.com PRIMARY E Operational CXLabs-WIN2022.aaa.pr... Default-First-Site-Ma...

RSA SecurlD
SAML Id Providers

Social Login




ATY 7 12R) =ty b

dotIXBERZRIET DO DRI —tY NZISETHERL F£9, Policy > Policy setsDBICEE)
LET,

Policy / Policy Sets

WAERV) S —OT AT T 474+ J—A& L TActive DirectoryZiZIRL £ 7,

FRABRAF ¥ AT—RA, FEH, BLPERDRAF YT AT —RALEITVWT, BB 2R
W= ZHRELEXT,

COERABITE,

c BT IOER: EF21TIZAFRI-—2JI 2 NENAMTZ O 7AIINEAVAR—ILT
BIEHDISEVTATR7AOEDIZVIR=ZILANOIVZAL I K

s FRABT VLA UAALIMR—ADRAFYREDLEOOIZA4T7OEZ3ZY
TR=BILNOTItA
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i3

ATY T ISErSOEFITIOTAT RN ARAFYINAMED 2—=)LOA D> O
—REAARN=I

oy
51

CInitial Accessy AL —ILZFERAL T, dotIXxTRIAENETIY RRA M EBRLET,
Operations > Radius > Live LogsDJEIZBE L £9,

AAYTFT, TVRERAVNIEREND VA AL I NURLEACLZEEL XY,

Switch#show authentication session interface te1/0/24 @ 5 4H
1> 2—7 I4X : TenGigabitEthernet1/0/24

[IF-ID: 0x19262768

MACT RL A : X4X6.XXXX.XXXX

IPv6 7 RL A : =~EH

IPv47 RL A : <client-IP>

11— : host/DESKTOP-xxxxxx.aaa.prad.com
AT—BZ A EFBEHK

RXA > : DATA

Oper’RARE—R : BE—FKRA K

Oper control dir:both ( AR L —>3>> MA=)LFa4L IR EH)
'Y aoEALALTIN  ZIBL

HEt Y 3>ID:16D5C50A0000002CF067366B

FThHo MY 3>ID: 0x0000001f




J\> RJL : 0x7a000017
BEDORY S — : POLICY_Te1/0/24

A—AIKR)>—

H—E A7 7L —hK : DEFAULT_LINKSEC_POLICY_SHOULD_SECURE ( E%E150)
FIVFA4R)D— X2V T A REINE

EXFIVFAORE: VDIORREBEEATVEREEA

H—NKR)>—:
URLY A 4 L 2 NACL:redirect-acl
URLUS ALY~
. https://ise33.aaa.prad.com:8443/portal/gateway?sessionld=16D5C50A0000002CF067366A&portal=ee
7180-4995-8aa2-9fb282645a8f&action=cpp&token=518f857900a37f9afc6d2da8b6fe3bc2
ACS ACL:xACSACLXx-IP-PERMIT_ALL_IPV4_TRAFFIC-57f6b0d3

XYY RAT—RAVAKN:

XYY ROIRAE

dot 1 xEREE AL 2D

Switch#sh device-tracking database interface te1/0/24

FYRND—UBTRLAVZIBT RLAA2Z—7 T4 Avlan privi@BRE AT — ~&V) KE
ARP X.X.X.X b496.91f9.568b Te1/0/24 1000 0005 4mn REACHABLE 39 s try 0

TIVRRABNT, ISERAFYICUAANLIORNENLENT 714 Y OZHEREL, Startz Vv o
LTI RAKRA > NDONetwork Setup AssistantZ X 7 O—RLULET,

Google Chrome isn't your default browser Set as default

cISCO Client Provisioning Portal

Device Security Check
Your computer reguires security software to be installed before you can connect to the network.

Start



https://pk3-3.aaa.prad.com:8443/portal/gateway?sessionId=16D5C50A0000002CF067366B&portal=ee39fd08-7180-4995-8aa2-9fb282645a8f&action=cpp&token=518f857900a37f9afc6d2da8b6fe3bc2
https://pk3-3.aaa.prad.com:8443/portal/gateway?sessionId=16D5C50A0000002CF067366B&portal=ee39fd08-7180-4995-8aa2-9fb282645a8f&action=cpp&token=518f857900a37f9afc6d2da8b6fe3bc2

Recent download history ®

Client Provisioning Portal : —
@ cisco-secure-client-ise-network-
assistant-
win-5.1.4.74_pk3-3.aaa.prad.com_8443_
Device Security Check WPTsDtDOROSunsnMYBIglg.exe
Your computer requires security software to be installed before you can connect to the network. 3.0 M8 = Done
Unable to detéct Posture Agent Full download history 2

+ This is my first time here

You must install Agent
accessing the network
Agent

fter instaliation, Agent will sutomatically scan your device
before allowing you access 1o the network
You have 4 minutes to install and for the system scan to
complate

Click here 1o download and inst

[P ¥

Tip: Leave Agent running so it will automatically scan your
device and connect you faster next time you access this
nebwork

3-"": You have 4 minutes to install and for the complance
check to complete

+ Remind me what to do next

Runz22J)Y LT, NSA77UT—232 AV ARN=ILET,

o Client Provisioning P

SmartScreen can't be reached right now

Device Security Check
Your computer requires security software to

nartScreen is

unreachable and can't help you decide if this :

Publisher
stant-win-5.1.4.74_pk3-

ZhT. NSARISEASEF1T795AF Y RI—TJ IV NCSAX ™YY O—REREL, RAF



¥, NAMEZ 1—J)L, BXTNAMZ'O7 7 A JLconfiguration.xmlz 4 > AN—JLLE T,

FOViSiDning ® Cisco Secure Client - Downloader

[ The Cisco Secure Client - Downloader is installing Cisco Secure
Client - Network Access Manager 5. 1.4.74. Please wait...

etwork Setup Assistant

Running Cisco Secure Client - Downloader...

() 2022-2024 Cisco Systems, Inc. Csco, Cisco Systems and Cisco Systems
kogo are registered trademarks of Cisco Systems, Inc and/or its affiliates in the
U.S. and certain other countries,

NAMD A VAR —=)LEZICBREB7OV 7T MRREND, [Yes] 27UV ILET,



I ) . Lo
o Client Provisioning ownloadi

The Cisco Secure Client - Downloader update checks have
\ been completed. [
evice Security Check

yur computer requires security software tg

B " Cisco Secure Client

o You must restart the system for the configuration changes to take effect
for:

Cisco Secure Client - Network Access Manager 5.1.4.74

Do you want to restart your computer now?

Yes No

AT Y7 2 EAP-FAST

PCABEBL. I1—JAOJ/1>FBE. NAMREAP-FASTZERAL TI1—HEXI U NOEA%E
FRAELF T

IVRERARIHFELLKBEIAE D E, NAMBERENATWAZEZRTRL, RAFYED 21—
WHERAFYAF Yy ZRNVH—-LET,



"% Cisco Secure Client = >

AnyConnect VPN:
Ready to connect.

& M
EILED

ISEZA4707T. IV RRARHFFABTIVEAL—ILNICEE TR RS ICHYEL L,

chT, FEZ7ORNINLNENAMZO7 7 A ILBREICE I VWTEAP-FASTICAY) , EAPFI—20
#HRIE "Successy ICBEVWET,



pk3-3/511201330/230
user
host/DESKTOP-OSCE4APT
PRAD
MuthentcationPaksed

Dt sl

Unknoean Access

Issued PAC type=Machine Aanhorization with axpiration timas:
=i Gl 2 07006 024

1 'I||I|'|.‘l_: |‘I oL

hauining Farsash Usar ard mascking both succesded

Dot1x Policy -

Charf sy

usar 1 @asn pred com

usar 1 @aaa prad com

DESKTOR-QSCEAPIS@ana. prad com

DESKTOR-SCEA F-'f'-|-$ﬁl-:|:|.=| prad oom

ATYT 3 RAFYAF ¥

EFIATIOZATURNRAFYED1-I)E, RAFYAF Y ZRNJA—L., ISERATF ¥R
VO—ICETVTERELTY—TENET,




AnyConnect VPh:
n Use a browser to gain access.
@ T
Web Authentication Requred
Networlk:
ﬁ# Connected { p
Sl /) |
wired - R —
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C:\ProgramData\Cisco\Ciscotz% 1 7 2 Z 1 7 > h\Network Access Manager\system

» ThisPC » Local Disk (C:) » ProgramData » Cisco » Cisco Secure Client » Network Access Manager » system

,

Name Date modified Type Size

2 configuration 7/26/2024 4:53 PM {ML Document TKB

/=] internalConfiguration 7/27/2024 12:27 AM XML Document KB
7/27/2024 12:27T AM XML Document 1 KB

|2 userConfiguration
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AnyConnect VPN:
Ready to connect.
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Status Overview Network Access Manager
Configuration | Log Settings | Statistics Message History
AnyConnect VPN
Use extended logging to collect additional information about product operations.
Network
[*]Enable Extended Logging

ISE Posture IHv: | off v|

Filter Driver: l off v ‘

[J credential Provider

B Packet Capture

Maximum Packet Capture File Size (MB):

Collect diagnostic information for all
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Diagnostics
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debug ip http all ( IOSD )
debug ip http transactions ( http M Z ¥ o> a>onF/NvJ)
debug ip http url

set platform software trace smd switch active RO aaa debug

set platform software trace smd switch active RO dot1x-all debug
set platform software trace smd switch active RO radius debug

set platform software trace smd switch active RO auth-mgr-all debug
set platform software trace smd switch active RO eap-all debug

set platform software trace smd switch active RO epm-all7*/\ ¥ &

set platform software trace smd switch active RO epm-redirect7/\ ¥ &
set platform software trace smd switch active RO webauth-aaa debug

set platform software trace smd switch active RO webauth-httpd debug
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show logging

show logging process smd internal
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https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
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https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
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