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Integration options

Integrated Product
e Cisco ISE

Cisco ISE PIC (Passive Identity Connector)

Adaptive Network Control
Static 3GT Classifications
Sessions
Track sessions derived from maching authentications
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https://github.com/cisco-pxgrid/pxgrid-rest-ws/wiki

BRULEFIVIORYIVRAIZEDWVWT, SMCRUTZERTEET,

Service (—ERXR)
Service (H—ERXR)
Service (—ERXR)
Service (H—ERXR)

: com.cisco.ise.config.anc
: com.cisco.ise.trustsec
: COM.Cisco.ise.session

: com.cisco.ise.pubsub

ChsOH—ERIZWLT, SMCRISE/—REBELTH—EREYTRAITSATLET,
SMCHAH—EAZISE/—RICERTZEICE. TORNEY IFELERZRY—ERZEHTESISE/
—REREBITDIUREN HVYET,

BENZEEO KRR

MConnection Status: Failed Service com.cisco.ise.pubsub cannot be found on this ISE

Cluster

F'Connection Status: Failed Service com.cisco.ise.anc cannot be found on this ISE cluster.
M Connection Status: Failed Service com.cisco.ise.session cannot be found on this ISE

cluster. |

F'Connection Status: Failed Service com.cisco.ise.trustsec cannot be found on this ISE

cluster. |
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[Administration] > [PxGrid Services] > [Diagnostics] > [Tests] lcBEL., ALAETZZUITA
RY—J)L (ISE3.05AF ) ZRTLET
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ISE 2.4, 2.6, BLU2.7NHBE :
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TARDERE, R—=ZNDT7YRZ—ICRENTVWBPXGrid/—R®OCLICEXRREh, ©
Connected via XMPP <hostname>_ &EE8BEhTVET,

X > R Tshow logging application pxgrid/pxgrid-test.logy Z21TL &9,
BEieh, RBWLEBEOHEIFROKRSICBYET,

asc-ise24p12-347/admin# show logging application pxgrid/pxgrid-test.log

2021-10-29 01:46:32 INFO TestGridConnection:55 - pxgrid7T A N E#HZBRBL TVET ...
2021-10-29 01:46:33 INFO TestGridConnectionHelper:307 - SUMMARY>
Subscribe=CONNECTING,session-cnt=0;BulkDownload=NOT STARTED,bd-session-cnt=0
2021-10-29 01:46:33 INFO Configuration:313 - Connecting to host asc-ise24p12-347.rtpaaa.net
2021-10-29 01:46:33 INFO Configuration:318 - Connected OK to host asc-ise24p12-

347 .rtpaaa.net

2021-10-29 01:46:33 INFO Configuration:343 - Client Login to host asc-ise24p12-347.rtpaaa.net
2021-10-29 01:46:34 INFO Configuration:345 - Client Login OK to host asc-ise24p12-

347 .rtpaaa.net

2021-10-29 01:46:35 INFO NotificationHandlerSmack:70 — #EZ#REDEFHF ZE T LEL =,
2021-10-29 01:46:35 INFO TestGridConnectionHelper:312 - SUMMARY>
Subscribe=CONNECTED,session-cnt=0;BulkDownload=NOT STARTED,bd-session-cnt=0
2021-10-29 01:50:36 INFO TestGridConnection:164 - SUMMARY>
Subscribe=CONNECTED,session-cnt=0;BulkDownload=SUCCESS,bd-session-cnt=0
2021-10-29 01:50:36 INFO NotificationHandlerSmack:81 — #E#tIRREZ O U 7 ...

2021-10-29 01:50:36 INFO TestGridConnectionHelper:322 - 254 7> SR {Ific hE L &=
2021-10-29 01:50:36 INFO TestGridConnection:75 - SUMMARY>
Subscribe=DISCONNECTED,session-cnt=0;BulkDownload=DISCONNECTED,bd-session-cnt=0

SMCZISECERIZEOIERIDTHI NFAMLP ESH EMRBLET,
D7AT 2 MFERENTVWR L 2L, REPOBERFITA T NEERELET
ISE 3.05AF% :

Administration > PxGrid Services > Client Management > Clients:
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ISE 2.4, 2.68KV2.7:

Administration > PxGrid Services > All Clients
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SMC PxGrid7 Z AT > NOERAT —RALEREDISE/ — REEFETBICIE,
[Administration] > [PxGrid Services] > [Diagnostics] > [WebSocket] ICBEIL £ T

BAO KA

c PXGHdRILY FHAEMICHE2TWVWSD /—RANISEEARNOL 7V —>3a > OBREBEICERL T
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- PxGridiEFA EE 8 D B8
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BOWABRMEAHY KT,
J=RALTVT—2 a2 BETZ7—ALARERBEEL 7V T—>3a22®ELTVWRIEE .

[ | Replication Failed
T
[ | Slow Replication Error

4:1’1(31\ 1 Lé@%ﬂ&@ﬁ@t&%ﬂﬁgﬁh\“ab)ijo
FHREZBLD LD -

ISE/— REDIPEHKZERL ., SSHEATOJ AL, XAOOAIX 2 RERTLTH—EANE
FEhTVWBRLEERIELET,

# show application status ise
i
asc-ise30p2-353/admin# show application status ise

ISEZ’ Ot ARABREZ' O AID

Database Listener running 24872

1140 7O RZRITTEDT—EIR—R H—N
Application Server running 40137

Profiler Database running 35916

ISEA TV VATV A EM

AD Connector running 40746

M&TEY 23 F—ER—ANEM

M&TOJ 7Oty YA ENTT

Certificate Authority Service running 40609
ESTH—E AE{TH77903
SXPTUDUH—EANEM

Docker Daemon running 28517

TC-NACH—E ANE&EXM
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pxGridd> NOA—Z A" ;JJ

PassivelD WMIH —E AN BIICHZ > TVWET
PassivelD Syslogt — |:7\7§‘ &=

PassivelD APIY —E AN BIICHZ>TVWET
PassivelD Agent Serviceh" ﬂ)dJ

PassivelD Endpoint Service " BMICE > TWET
PassivelD SPANH—E A A" ﬂ,};

DHCPH —/\—(dhcpd) A" EMICZ > TVWET
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ISE Messaging Service running 29277

ISE API Gateway Database Service running 32173
ISE API Gateway Service running 38161
EIXT—23 2RI —H—E AN ERD
RESTRRGAL Y —EANFEMICBZ>TVWET
SSEOXRYU XA &SN

[Administration] > [System] > [Deployment] T, Z&%Z% 1% /—ROFEBEHEZERITLET,

FEZHELTVWSD /—RZZFRL, [Syncup] 20UV ILET
Deployment Nodes

<7 Edit ) Syncup 1. Deregister

A

[] Hostname ~ Personas

E:ChiLkl, AREATVS /—REOY—EXBEBL, /—RIF05HY—EIZEFE
WIBAEMS B ET. COFITIET 1, HHEhEEET 12 RTUTETIDCLE
BWHLET,

ISE PxGridiEEA #F T —> DR
ISE GUIT[Administration] > [System] > [Certificates] ICBE L £

PxGrid PersonaA"B3IICZ > TWA &/ — RICIE, PxGridO— /LA BEER TS hIZAAEN H V)
-

NS DIAAERK, Y— RN—FT A CAFERKISERNZPCAICKL >TEBETEET, IHENOHEOD
FIVIORYDREAFAIZL, view]|Z22 DY ILET, Chicky), SIHEOFMEHAEFT
— N —EBRRENET, MHEOFHMAICK., SIPENBEFTHIH, FI—HNTELTHD
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AEBAENISERNEPCAIC K > TERETNTVSRHS !



Certificate Hierarchy

Cartificaln Sorvices Foot CA - asc-lse30p2-249
Carificaly Sanaoes Node CA - asc-ispd0p?-240
Coemficale Senioes Endpoirt Sub CA - asc-isa30pa2-249
sc-i8a30n2-248 ripana it

nSsc-iHed0n2 - 249, ripaad net
Issuad By - Cortificase Servicas Endpoint Sulb CA - ase-ise30pE-240
Expires - Sun, 14 Jun 20286 16:44:4T7 UTC

Corificate stahes s good

ERSBEBADDOLARILFBHY)ET,

1.ISEJL—RCA : ChIECASIAETH '), BEAIZRKTSANVER / —RTHD1DNDISEIL
—KRCALDAY DY EB A

2.I1SE/—RCA : Chid, SIAENISEL—KRCAICL>THITEh, 7SAIIUEE / —KTE
HDHEBCATT
3.ISEL> RRA > MY 7 CAPxGrid IDEEFAEN3IBH DL ARILTEITETT., BERHOZ/—R
K. ISE/—=RCA(7ZARVUERE/—K) CLITRITENEBADISELY KRS b
HJCANHYET

4. PxGrid IDAEBAE : ChiF, MEBRVBFEHRICISE/ — RAPXGrid7 Z 4 7> M(SMC)ICHRR
THAABTY

ISEXH— RN—FT 1 OBRAOCAL BV L EEBOCAIC L > TERENEAAEN 258 .
[Administration] > [System] > [Certificates] > [Certificate Management] > [Trusted Certificates] T,
PxGridilBAZICERB L I )L— FCAB KU HBECANISENEHETES EF 1T AGHABEANTIC
AVARN=LENTVWB L ZHRABLET

EE55NBAEE, AAEZERTTHMEICIE, UZ MCertificate Status is goods £ RRE NDHE
FHYWET,

TS5—iREE .
& Cerificate trust chain is incomplete

PxGrid&EEA 558 O BE

ISERNZPCAN EARICIEREEEF I — N TELBEEE. ISE)L—NCAZBERTHIHEN
HYET, ChiZkY), 7OAND—FE L TISE PxGridiEAZNBERENET.,. 774XV
EEEHNSHULSERETNIEISE—NCAEISE/ — RCA%R, &PxGrid/— RASISETY RiR
A NS TCASIRAEZFERAL T, SMCOEHEARNTZEHFLET,



ISE)Ll—RCAFI—ZEBEZHASICIE. [Administration] > [System] > [Certificates] > [Certificate
Management] > [Certificate Signing Requests] [CBEIL . X DUI% R~ 9 %[Generate Certificate
Signing Request] Z#IRL £ 7,

[ERTE T

B IR Ry, LR

ROy 7A 0> T[ISE Root CA] Zi#iR L. [Replace ISE Root CA Certificate Chain] Zi#iR L £
-

AEHCANFERENTVB EZICARAEGEET I — U FTELAESEE. [Administration] >
[System] > [Certificates] > [Certificate Management] > [Trusted Certificates] THE L TV S EEAE
ZISESFEARNTIZEML., ISE CLIT Mapplication stop ises M # (- Tapplication start ise; % %
TLT, /—ROY—ERAZBHBEHLET., CAFHHERF. 7S/ IXVEE/ —ROISEEAD
GUIWCT7 AL TEMLERTHN, SEHZBOAT—RALIT—NRRENLEZ/—ROCLINASH—
EAZHEBHTISLENHVYET,

E:Y—EREBEHTIE, /—KRHF15 ~ 20808 F 75121081 &Y

ChSDBEFIEZETLTEBMBENMRLEVGEERE., TR-BNICEBLTXEBZZTTLE
=V,


https://www.cisco.com/c/ja_jp/support/index.html
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