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Azure AD& OSAML SSO#FEE DIERX
ATFY 71 ISETHOSAML IDZ7ONA A —DEE
1. Azure ADZ S EBSAML IDY — A& L THER

ISETT. Administration > Identity Management > External Identity Sources > SAML Id Providers®
JECEIL., AddRR>ZDO )Y JLET,

Id Provider NameZ A L. SubmitZ 7Y L THRELET, dZ7ONAEF—FBF. RHICRT
EDICISEICH L THOAEREZFEET,

Identities Groups External Identity Sources

SAML Identity Provider

Drescrigtion

2. ISERRRES A DERTE

Administration >System > Admin Access > Authentication > Authentication Method D JEIZFBE L |
Password Based 47’2 3> REVEBRLE T,

HIZRT&KSIC, Identity Source ROY Z7H IV ARD S, HICERL E4ERIAZ7ONSAE —
BEEBRLUET,



= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Authentication
Authentication Method Passwaord Policy Account Disable Policy Lock/Suspend Settings
———

Authentication Type

Authorization

Administrators

Settings O Password Based

() Client Certificate Based

B.H—ERTONAA—FBROIYV AR—h

Administration > Identity Management > External Identity Sources > SAML Id Providers > [Your
SAML Provider|® JEIZ#E L £ T,

& 7 % Service Provider InfolC 1V & X, RIZRT LD ICExport’ RZE I UY O LET,

Identity Provider List > Azure_SAML

SAML Identity Provider

General Identity Provider Config. Service Provider Info.

Service Provider Information

(] Load balancer O]

Export Service Provider Info. Export @

Includes the following portals:

Sponsor Portal {default)

xm7F7ANEA D O0—RLUTRELET, Location URLE entityDDEZXELET,

<?xml version="1.0" encoding="UTF-8"7>

<md:EntityDescriptor entityID="http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd" xmIns:md="urn:oasi
<md:SPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol" WantAssertionsSig
<md:KeyDescriptor use="signing'">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>

MIIFTjCCAzagAwIBAgINAg2amSTL6NAE8FY+tzANBgkghkiGOwOBAQwFADATMSMwIQYDVQQDEXpT
QUIMX21zZTMtMS0x0S5ja3VtYXIyLmNvbTAeFwOyMTA3MTkwMzI4MDBaFwOyNjA3MTgwMzI4MDBa



MCUxIzAhBgNVBAMTGTNBTUXxfaXNTMyOxLTE5LmNrdwWlhcjIuY29tMIICIjANBgkghkiGOwOBAQEF
AAOCAg8AMIICCgKCAgEAVi1a4+S0uP3j037yCOXnHAZzADupfgcgwep1IQnFxhVfnDdO1ixGRT817aQ
1zdKhpwf/BsJeSznXyaPVxFcmMFHbmyt469Q/jQQEyt7YhyohGOt1lop01gDGwtOnWZGQ+ccvgXSL
GelHYdTDtE1LMEcGg1mCd56GfrDcIdX0cZImiDzizyjGKDdPf+1VM5JHCo6UNLFTIFYyPmGvcCXnt
NVQgsYvxSzF038ciQqImOsqrVrrYZuIUAXDWUNUg9pSGzHOFkSsZRPxrQh+3N5DEFF1MzybvmlFYu
9h83gL4WIWMizETO6Vs/DOp6BST2MPXxKe790R5TFxFqIDIDnYgCnHmGooVmnSSnDsAgWebvF1luhZ
nGGkH5R0gT7v3CDrdFtRoONYAT+Yv0941KzFCSEOsshykGSjgVn31XQ5vgDH1PvgNaYs/PWiCvmI/
wYKSTn9/hn7JIM1DqOR1PGEkVjg5WbxcViejMrrIzNrIciFNz1FuggaE8tC7uyuQZa2rcmTrXGWC]
sDU4uOvFpFvrcC/Tavr9Fnx7LPwXa0asvld19SPbD+qYgshz9AI/nIXaZdioHzEQwa8pkoNRBwjZ
ef+WFC9dWIy+ctbBTO+EMO6Xj1aTI1bV80mN/6LhiS8g7KpFz4RN+agliubpgZ5058Zot9ggkpFw
kVS9vT4EO0zwWNGo7pQI8CAWEAAaNIMHswWIAYDVRORBBkwF4IVaXNTMyOxLTESLmNrdwWlhcjIuY29t
MAWGA1UdEwQFMAMBAf8wCwYDVROPBAQDAgL sMBOGA1UdDgQWBBRIKkY2z/9H9PpwSnOPGARC]51aZ
oDAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWDQYJKoZIhvcNAQEMBQADggIBAIE6GmMNBL
206Dkb6fHdgKd9goN8N2bj+34ybwxqvDSwGtn4NAG6HY1q7N61JzAD/7s0ZfHgOT2UTgZpRFIFsHN
CGchSHgDt3bQ7g+GW1vcgreC7R46genaonXVr1tRwllvVIdCf8IQFFMxya/rIC4mxVeoo0j1F19d
rvDBH+XVEt67DnQWkulLp8zPJUuqfad4HOvdm6oF3uBteO/pdUtEi6f0bqrOowCyWdoTjq7KXfd2ITW
hMxaFsv8wWcVuOMDPkPIxUwwt6gfHObE5TuT4EYVuuHiwMNGbZgggb+a4uSkX/EfiDVoLSL6KI31
nf/341cuRTIUmDh9g2mppbBwOcxzoUxDm+HReSe+0JhRCyIJcOvUpdNmYC8cfAZuiV/e3wk0OBLZM
TgV8FTVQSnra9LwHP/PgeNAPUcRPXSwaKE4rvjvMc0aS/iYdwZhZiJ8zBdIBanMv5mGulnvTEt9IK
EEwj9ysT1IHmdgoH3EmOFOgnzRORVSMPbIxAOTFjfoITTMdQXNHhg+w1POKXS2GCZ29vAM52d8ZCq
UrzOVXNHKWKwWER /gq1GgaWvh3X/G+z1shUQDrJcBdLcZI1WKUMa6XVDj18byhBM7 pFGwg4z9YIZGF
/ncHcoxFY759LA+m7Brp7FFPiGCrPW8EOV7bUMSDmmg/53NoktfJ1CckaWE87myhimj0
</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>

</md:KeyDescriptor>

<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:WindowsDomainQualifiedName</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos</md:NameIDFormat>

<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName</md:NameIDFormat>
<md:AssertionConsumerService index="0" Location="https://10.201.232.19:8443/portal/SSOLoginResponse.act
<md:AssertionConsumerService index="1" Location="https://ise3-1-19.onmicrosoft.com:8443/portal/SSOLogin

</md:SPSSODescriptor>
</md:EntityDescriptor>

XML7 7AILORRDEH

entitylD="http://CiscolSE/100d02da-9457-41e8-87d7-0965b0714db2"

AssertionConsumerService
Location="https://10.201.232.19:844 3/portal/SSOLoqginResponse.action"

AssertionConsumerService Location="https://ise3-1-
19.onmicrosoft.com:8443/portal/SSOLoginResponse.action”

AT Y7 2 : Azure AD IdPERE D #E X
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http://CiscoISE/bd48c1a1-9477-4746-8e40-e43d20c9f429
https://10.201.232.19:8443/portal/SSOLoginResponse.action
https://ise3-1-19.example.com:8443/portal/SSOLoginResponse.action
https://ise3-1-19.example.com:8443/portal/SSOLoginResponse.action
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Azure Active Directory admin center

Dashboard > Default Directory

B! Dashboard
= All services
+ FAVORITES
& Users

B Enterprise applications.

w Default Directory | Overview

Azure Active Directory

O ovenview

#
X

" Getting started

Preview hub

Diagnose and solve problems

Manage

&
F

Users.
Groups

External Identities

. Roles and administrators

Administrative units (Preview)
Enterprise applications

Devices

5 App registrations

(&) Identity Governance

Application proxy
Licenses

Azure AD Connect

- Custom domain names

1 Mability (MDM and MAM)

Password reset

“& Switch tenant

E[ Delete tenant

+ Create atenant [ What's new [l Preview features 7 Got feedback?

ﬂ Azure Active Directory can help you enable remote work for your employees and partners. Leam more

Default Directory

| &2 Search your tenant

2 Tenant information

Your role

Global administrator More info
License
Azure AD Premium P2

Tenant ID

64ace648-115d-4ad9-a3bf-7660...

Primary domain

ekomeyccisco.onmicrosoft.com

Sign-ins

@ Azure AD Connect

Status
Mot enabled

Last sync
Sync has never run

Aug 23

UsersZiZIRL TNew Userz 7 Uy I L., HEIZELU TUser name, Name & Initial Password %
BELET, RICRTRDIC, CreateZ V)Y ILET,



Identity

User name * (D)

MName * (i)
First name

Last name

Password

Initial password

2. Azure ADT )L — 7" D 4ER

GroupsZi&IRL £9, New GroupZ VUYL ET,

Dashboard > Default Directory > Groups

& Groups | All groups

Default Directory - Azure Active Directory

&2 All groups
&4 Deleted groups

# Diagnose and solve problems

«

| mck \/|@| gdplab2021.onmicrosoft... |E
The domain name | nead isn't shown here
| mck \/|
@ Auto-generate password
O Let me create the password
|:| Show Password
+ New group i Download groups [l Delete O Refresh == Columns

6 This page includes previews available for your evaluation. View previews —

‘ £ Search groups

|+ Add filters

IIN—=T"3247FSecurityDEFICLTHBEEFET, RICRTESIC, FIL—TE2ERELET,



Azure Active Directory admin center

© Dashboard > TAC > Groups >

Edl pashboard
New Group
i= all services
* FAVORITES
Group type * @
B Azure Active Directory | Security v |
& HEEE Group name * (i)
) Enterprise applications | ISE Admin Group \/|

Group description (D

| Enter a description for the group |

Azure AD roles can be assigned to the group @
N - )
Membership type * @

| Assigned %

Owners

Mo owners selected

Members

Mo members selected

3. Azure ADI—H—%JI)—7ICEIV) LTS

No members selectedz 2 !)Y VL& T, 1—H%ZEIRL T, SelectZ2 V)Y UL ET, Create®
o)y oL, I—Y¥HrENHETsnkIdIINL—T2ERLET,



Add members X

Search (0

L mck d

mck
mck@gdplab2021.onmicrosoft.com

Selected items

Mo items selected

RORIZRT LS, ISEEBIN—TOIIN—TFTI LTI NDGPO)EXELET, COEME
Tlk. 576c60ec-c0b6-4044-a8ec-d395b1475d6eT T,



Dashboard >

&3 Groups | All groups
TAC - Azure Active Directory
i + Newgroup ¥ Download groups [1] Delete () Refresh ZZ Columns Preview features 87 Got feedback?
& Al groups

This page includes previews available for your evaluation. View préviews —
&2 Deleted groups o 2 v

A Diagnose and solve problems

|/'-‘ Search groups | * Add filters
Settings Name Object Id Group Type Membership Type
@ General ] . ISE Admin Group l 575:50ec-c0b6-4044-a8ec-dsgsb‘wsdsel Security Assigned
3 Expiration

8 Naming pelicy

4. Azure ADI>VB—TZARXT7VTr—>3 > O
AD TEnterprise ApplicationsZiZIR L . New applicationZ2 )Y L% T,

Azure Active Directory admin center

“ Dashboard > Default Directory > Enterprise applications

Ell Dashboard z z L E :
Enterprise applications | All applications
= All services Default Directory - Azure Active Directory
% FAVORITES “ -+ New application == Columns [&] Preview features 7 Got feedback?
B Azure Active Directory Overview
. O Try out the new Enterprise Apps search preview! Click to enable the preview. =
6 Users 0 overview
£ Enterprise applications # Diagnose and solve prablems Application type Applications status Application visibility
| Enterprise Applications | | Any v | | Ay v
Manage
B Al applications | First 50 shown, to search all of your applications, enter a display name or the application ID.

Create your own applicationZ &R L £ 7,



Azure Active Directory admin center

Dashboard Enterprise applications
[l pashboard

= &l services

#* FAVORITES

B Azure Active Directory
:. Users

L Enterprise applications [,"-‘ search application

Browse Azure AD Gallery

| + Create your own application I () Request new gallery app

Cloud platforms

Amazon Web Services (AWS)

dWs

On-premises applications

Add an on-premises application

pplication Pr

—3 Federated 550 gJ Provisioning

Featured applications

' ‘ Adobe Creative Cloud

Adobe ?

Single Sign-on : All

Google Cloud Platform

a

Google Cloud

NS

A Got feedback?

Uger Account Management : All

ement

Adobe 2=

0 You're in the new and improved app gallery experience, Click here to switch back to the legacy app gallery experience, =%

Categories : All

V A

Oracle

Manage Application Proy

ADP GlobalView
({Deprecated)

3

T77U—23a>0&a1% AN L T, Integrate any other application you do not find in the gallery
(Non-gallery) #7223 > RE ZBRL, RICRT KRS (CCreate’ REZ IV Y I LET,



Create your own application X

What's the name of your app?
| 1SE_3_1_Admin_SSO o

What are you looking to do with your application?
II:) Configure Application Proxy for secure remote access to an on-premises application

(:) Register an application to integrate with Azure AD {App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery)

5. 77°)r—>3arAnd)L—70Em
Assign users and groupsZ &R L £ 7,

Azure Active Directory admin center

* Dashboard » Enterprise applications >

B . .
Al C=shiboard g2 ISE_3_1_Admin_SSO | Overview
= All services Entarprise Application
*  FAVORITES &
B Azure Active Diractory i oveniew Properties
& users [ peployment Plan H Name
ISE_3_1_Admin_S50
& enterprise spplications Manage | £3.1 = D |
" . Application 1D @
ill Propertias
| T6b82bcb-a918-4016-aad?-... [ |
& Owners : =
Object I @
&, Roles and administrators (Preview) l 22aedf32-82¢T-47f2-ab34-1... E’j]
& users and groups .
Getting Started
D Single sign-on
@ Provisioning
B} application proxy & 1. Assign users and groups —3 2. Set up single sign on
G Self-senvice Provide specific users and groups access Enable users to sign into their application
to the applications using their Azure AD credentials
Security Assign users and groups Get started

& Conditional Access



Add user/groupz 7)Y JLET,

Azure Active Directory admin center

Enterpe ations > 1SE_3_1_Admin_S50
Il pashbgect min_SSO | Users and groups
= Al pervices
& TAVORITES d uter/group Columrs | &7 Got feedback?

B Azure Active Directory B cvenien

Fr———— e - atthis, =+
a Users D ceployment Fan
B8 crterprise applications Manage
It Propenies Display Mame ‘Object Type Role assiged

Users and groupsZz 2 Y VL&Y,

Azure Active Directory admin center

® Dashboard > Default Directory > Enterprise applications > Add an application > ISE30 >

Add Assignment

= All services Default Directory

1l Dashboard

% FAVORITES

Users and groups

b Azure Active Directory >
Nene Selected
a Users
EEE Enterprise applications 2

User

LARICERE L 1=GroupZiBIR L, Selectz V)Y I LET,

N YNV TR TR CERRENT VA I—FE T L—THISECT I EATE S
. BEBYICT I ATE B ENAI—FERE T —TE#BRLET.

Users and groups

L2 Search

ISE Admin Group

@

mck@gdplab2021.onmicrosoft.com

TJIN—T%BIRLES, AssignZ2o )Y I3 %,



Azure Active Directory admin center

1l Dashboard
= All services
+ FAVORITES

b Azure Active Directory

a Users

22 Enterprise applications

«

Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30 >

Add Assignment

Default Directory

A\ When you assign a group to an application, only users directly in the group will have access. The assignment

does not cascade to nested groups.

Users and groups

1 group selected.

User

TOHER, RESNET TV —>3 > MOUsers and groups X Z1—I2, BREhiTI—TH

RIRENKT,

Azure Active Directory admin center

@

Ell pashboard
= Al services
J FAVORITES
B Azure Active Directory
[ ]

& Users

u Enterprise applications

Dashboard

ISE_3_1_Admin_550

® ISE_3_1_Admin_SSO | Users and groups

Enterprise Application

B ovenview

m Deployment Plan

Manage

il Properties

& Owners

+ Add userigroup o t [8 Remove J°

A First 200 shown, to search all users & groups, enter a display name.

== Columne | A Got feedback?

o The application will appear for assigned users within My Apps. Set “visible to users?” to no in properties to prevent this. =

Display Name

D . ISE Admin Group

i Roles and administrators (Preview)

&% Users and groups

6. AzZure ADI >V R—TSAAXT7UTr—>3a > 0B

F7OTr—>3a>iCR Y., 200842 F20

REZIVVYILETY,

Object Type

Group



Azure Active Directory admin c T

* Dashboard > Enterprise applications >

ISE_3_1_Admin_SSO | Overview -

Eil pashboard

All services Enterprise Application
*  FAVORITES o
% Azure Active Directory i Overview Properties

& users M peployment Plan Name @
[ 15E.3_1_admin_sso o]

& enterprise applications Manage

Application 1D (D
[ 76b82bcb-2918-4016-3ad7-... [ |

i Froperties

& Owners ; -~
Object I @

Roles and administrators (Preview) l 223edf32-82¢7-4712-ab34-1... [y ]

B

& Users and groups .
Getting Started
D single sign-on

® Provisioning

Bl Application proxy & 1. Assign users and groups —3 2. Set up single sign on

C seli-zanvice Provide specific users and groups access Enable users to sign inte their application
to the applications using their Azure AD credentials
Assign users and groups Get started

Security

& conditional Access

IXOEE TSAMLZEZERLET,

Azure Active ctory admin center

Dashboard > Enterprise 3 < » ISE_3_1_Admin_S50
ED! Dashiboand . ; :

_:,,) ISE_3_1_Admin_550 | Single sign-on
= all serdices Entengwice 100

w FAVORITES ) .
B o Select a single sign-on method  +elp me gecide
B Arure Active Directory Overiew

Depleyment
& vsers I cepioyment Flan
2 . Frose ® Disabled {:3 SAML ﬁ Password.based
B8 enterprise applications nag Rich and secure authentication o Password storage and replay using a
0 able 10 Lur applications using the SAML (Security wel beowser extersion or mobile apg.

I Properties

Assartion Markup Language) profoccl.
& Ownars

4. Roles and administrators [Preview)

& Users and groups

D single sign-on

aning C~  Linked
’ o Lirik 10 30 applcation

B Apphcation peoay andor Cffice 365 3

ApRE
on launcher,

C self-semice
Securify

% Conditicnal Access
& Pemissicns

O Token enc

Ativity
D sigreins
nd Usage & insights
E Aue logs
& Provisioning logs

Agoess révibws

Basic SAML ConfigurationD#(Z&H B Edit2 V)Y YV LET,



Set up Single Sign-On with SAML

Read the configuration guide & for help integrating ISE30.

o Basic 3AML Configuration

£ Edit

Identifier (Entity 10) Required

Reply URL (Assertion Consurner Service URL) Required

Sign on URL Optional

Relay State Optional

Logout Urd Optional

9 User Attributes & Claims s

& Edit

givenname USEr.givenname

Lurnama user.surmame

ermailaddress user.mail

name user.userprincipalname

Unigue User Identifier user.userprincipalname

"H—EZA7ANM A —BHROIIAR—r1 OFIETEEL EXMLT 7 1)L Dentity DD fEZ
Identifier ( T>F5T 147 41D ) ICAHULET, Reply URL(Assertion Consumer Service URL)IZ
AssertionConsumerServiceMLocationsDIEZ AN L E T, [Save] 2V Y ILET,

N BEURLESAUARRNE LTHEEL . IPR—TJICUS ALY RENEEE ICBED
URLAEETE L THETEDESICLET.



Basic SAML Configuration X

E| Save

Identifier (Entity ID) * @
The default identifier will be the qudience of the SAML response for IDP-initiated 550

Default
http://CiscolSE/0049a2fd-7047-4d1d-8907-5305a94ff5fd 0] f
http://adapplicationregistry.onmicrosoft.com/customappsso/primary \:\ @ 0]
|
Reply URL (Assertion Consumer Service URL) * @
The default reply URL will be the destination in the SAML response for IDP-initiated 550
Default

hitps://10.201.232.19:8443/portal/S5CLoginResponse.action (@

Signon URL @

Enter a sign on URL

Relay State @

Enter a relay state

Logout Url @

Enter a logout url

7. Active Directory7 )L — 7 B D RE

DEICRELETIIN—7BHERRTICIE. User Attributes & ClaimsD#&(C & 2 EditE 2 v &
LET,



User Attributes & Claims

givenname

sUrname
emailaddress

name

Unigue User |dentifier

user.givenname
USer.surname

user.mail
user.userprincipalname
user.userprincipalname

Add agroup clamz 2 Y JLET,

Azure Active Directory admin center

®

Dashboard > Enterprise applications > ISE30 » SAML-based Sign-on >

Edl Dashboard User Attributes & Claims
= All services
% FAVORITES -+ Add new claim | + Add a group claim |== Columns

2 Azure Active Directory

& Users Required claim

& Enterprise applications Claim name

Unigue User Identifier (Name ID)

Additional claims

Claim name

http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress

http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/givenname

http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/name

http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/surname

£ Edit

Value

user.userprincipalname [nameid-for... ***

Value

user.mail
user.givenname
user.userprincipalname

user.surname

Security groupsZi®R L T, SaveZ YUY UL FET, Source attribute ROY A X _1—T
Group IDZEIRLET. FIVIRYIREFVICLTIN—TEROBRZHDAZIAAXL,

BHI%ZGroupsE ANLE T,



Group Claims

Manage the group claims used by Azure AD to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?

(:) Mone

All groups

@ Secunty groups
O Directory roles

O Groups assigned to the application

Source attribute *

| Group 1D

Advanced options

Customize the name of the group claim

Mame (required)

| Groups

Mamespace (optional)

|:| Emit groups as role claims (O

IN—=TDOOL—LBEXELET, COBEEIEGroupsTT,



Azure Active Directory admin center

&

Dashboard * Enterprise applications * |SE_3_1_Admin_550 > SAML-based Sign-on >

EN 1 i

£l Dashboard User Attributes & Claims

= All services

% FAVORITES + Add new claim Add a group claim == Columns

B Azure Active Directory

Users Required claim

Enterprise applications Claim name Value

.l

Unigue User Identifier (Wame ID) user.userprincipainame [nameid-for... ***

Additional claims

Claim name Value

Groups user.groups
http://schemas.xmlsoap.org,/ws/2005/05/identity/claims/emailaddress user.mail
http://schemas.xmlsoap.org,/ws/2005/05/identity/claims/givenname user.givenname
http://schemas.xmlsoap.org,/ws/2005/05/identity/claims/name user.userprincipalname
http://schemas.xmlsoap.org,/ws/2005/05/identity/claims/sumame usersurname

8.Azure7 IFL— 3V XRF—EXML7 7 AIILOX D> O—R
SAMLEZAET7IFL—23 XA RZF—EXMLIZRLTHA D O—-REJUYILET,

SAML Signing Certificate

£ Edit

Status Active
Thumbprint B2AF4BEATB350CO93DEZDSSECATEEACE15CE24462
Expiration 71972024, 12:16:24 PM
Motification Email chandandemo@outlook.com
App Federation Metadata Url https://login.microsoftonline.com,/182900ec-e960... [
Certificate (Basegd) Download
Certificate (Raw) Download
|Feceration Metadata ML Lownload |

AT Y 7 3 : Azure Active Directoryh* SISEAD X X F—ZDOTF Y 70— K

Administration > Identity Management > External Identity Sources > SAML Id Providers > [Your
SAML Provider] e BEIL £9,

& 7 % |dentity Provider Config.\_£1+) # X, BrowseZ Y1) ¥ 2 L &9, Azure Federation
Metadata XMLOAX V> O—ROFIET, 7IFL—23 U XARF—EXML7 7ML ZEIRL, R
BeOVYILETD,



= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Azure
External ldentity Sources
= SAML Identity Provider
Certificate Authentication F General Identity Provider Config. Service Provider Info Groups Attributes Advanced Settings

£ Active Directory " + - 5
Identity Provider Configuration
LDAP Impo Identity Provider Config File | Choose File
Prowider Id
ODBC
RADIUS Tok Single Sign On URL hitps:{flogin. microsoftonline.com/182900ec-e960- 4340-bd20-e4522197aci8/saml2
e oKken
Single Sign Cut URL (Redirect) hitps.{flogin microsoftonline. com/182900ec-e960-4340-bd20-e4522197aclf8fsaml2
1 RSA SecurlD P =
Sianina Certificates

SAML Id Providers
IEISETRES Subject Issuer Valid From Valid To (Expira.. Serial Number

Social Login
CN=Microsoft Azure Federated S50 Certificate  CM=Microsoft Azur.  Mon Jul 19 1211622 FriJul 19 12:16:24 .. 2528 CB 30 EB AL 80 B

ATY 7 4 ISECOSAMLY IL—7 DFRTE

2 7 GroupslZ V) &% . Configure Active Directory Group attribute @ Claim name @ {& %& Group
Membership AttributelZ B V) {F 17 E 95

= Cisco |S] Administration - Identity Management

ldentities Groups External ldentity Sources Identity Source Sequences Settings

Azure
External identity Sources

SAML Identity Provider

M Certificate Authentication F General Identity Provider Config Service Provider Info Groups Anributes Advanced Settings
—
1 Active Directory
Groups
I LDAP
Group Membership Attribute | groups
ODBC
RADIUS Token
1 RSA SecurlD
B9 SAML Id Providers O Mame in Assertion Name in ISE

[Add] 20y U LE T, Name in AssertionlZ, Assign Azure Active Directory User to the
GroupTF ¥ 7"F ¥ L #=ISE Admin Group® Group Object IDDEZ A DL £,

ISEQ&EIZ ROY FAITEREL, ISECEYATI—TZBRLET, CcOBITHEATDT
JL—7"I&Super AdminTd, [OK]| 2V YU LET, [Save] 20U Y I LET,

ChIZ&Y, AzureD T I =T EISEQTIL—TEBOBICIYEV THNERENET,




Add Group

*Name in Assertion 576c60ec-c0b6-4044-a8ec-d3

*MName in ISE Customization Admin N

Customization Admin
ERS Admin

ERS Operator
Elevated System Admin
Helpdesk Admin
|dentity Admin

MnT Admin

Metwork Device Admin
FPolicy Admin

REAC Admin

SPOG Admin

Super Admin

System Admin
TACACS+ Admin

—

(73> ) AT Y T5RBACKRI S —DRE
HOATYTHS, ISECRETER1I—HTIEALARILICREELERRITHIBYET,

O—IAX—=AF72+AD> " O—=)LKR)>—(RBAC)Z#wmET B (ZIE. Administration > System >
Admin Access > Authorization > Permissions > RBAC PoliciesD JEIZBEL . REIZSUTEEL
x£9,

RO, REHOVTIT7LVATT,



~ RBAC Policies

Rule Name

Admin Groups

Permissions

Customization Admin Customization Admin Menu ... Act
Elevated System Admin System Admin Menu Access... Aot
ERS Admin Super Admin Data Access Ac
lERS Operator lSuper Admin Data Access Ac
ERS Trustsec Super Admin Data Access Act
Helpdesk Admin Helpdesk Admin Menu Access Actions
Identity Admin !denliw Admin Menu Access... Act
MnT Admin MnT Admin Menu Access Actions
Network Device Admin !‘ﬁetwork Device Menu Acce... Act
Policy Admin Policy Admin Menu Access ... Act
RBAC Admin RBAC Admin Menu Access ... Actions
Read QOnly Admin super Admin Menu Access ... Act
SPOG Admin Super Admin Data Access Ao
Super Admin Super Admin Menu Access ... Actior
Super Admin_Azure Super Admin Super Admin Menu Access ... Act
System Admin T System Admin Menu Access... T Actions
TACACS« Admin TACACS- Admin Menu Acc... T Actions

RENELBELTVR CEZHIELET,

~ S AzureT A NKBEEED S DSAML SSOOT A4 T AN E#EEL £/ A, Azure SAML
SSONEULLKEETBICIE. ISENSAMLEREZRBTHIHEN HVY)ET,

ISEGUIOJA>7OY7NEEHZREET, SAMLTOTA > I2HLVWATZavARREL
x9,

1.ISEGUIOYT 4 Y R—ZIZT 2+t AL, Log Inwith SAMLZEZ U Y I LET,



TN
CISCO

l[dentity Services Engine

Intuitive network security

Log In With SAML

[ Log In With ISE ]

English | BFE

Froblems logging in?

2. MicrosoftQ 7 4 BEICVXALIRENET, RICRITKDIC, ISEICIXYETEni=d
W= OTFHIRODI—HFEILFovIZANL, RHICRTEDICNextZ2 U Y O LET

o



Be Microsoft
Sign In

mck@gdplab2021.onmicrosoft.com

Can't access your account?

B.A—HDONAT—RZAHL, SignnZP)YIL&KY,



B Microsoft

<« mck@gdplab2021.onmicrosoft.com

Enter password

Forgot my password

4. RICRTEDIC, BICEBELULISEYIL—TICE SV TEYBIERFABREENLISEZ Uy —
23 AYIIAR—RIZUAALIRNENET,
= QCisco ISE Dashboard
Total Endpaints Active Endpoints Rejected Endpoints 0 Anomalous Behawior ) Autl henticat ed Guosts YOD Endpoi Compliance
\ 0 0] 0 0 0 0 0 g

NZ7)LZ1—hk

COtEI2AVTR, REORNZ TN 1—FT 4T IRIDBREBNLET,



— iR Ry 73 R

SAMLEREEE. 7 Z JH &Azure Active Directory DB TMEBEND L Z BB IDENEET
o LENDT, ISELVT =X M ERERBEATOWAWDZ O/NA X —(Azure)h SFRE
BENIZ—ZEENETEET,

BEE1: VLF>vI)ILZAHBL RIS "TYour account or password is incorrecty TS —A"RRE
hd, TR, I—"YF—RRBELEISETEFEINTH ST, CORBRTOTOLARGEE
IdP(Azure) THtFFE h TLWE T,

REAREOEVERGE, 7THVY MEBBAIELLBZWASA, NAD—RAFAELLBZVWZETT,
BEFTBICE : NAT—RZUEY hT2H, RICRIELSIC, TOTATYRMDELWNARD
—RZABLERT,

=" Microsoft

<« mck@gdplab2021.onmicrosoft.com

Enter password

Your account or password is incorrect. If you don't
remember your password, reset it now.

-
—

1J

I55WOrd

~

Forgot my password

B 2: 1—%E. SAMLSSOND T VAN HAEThBITIL—TICBLTVWEEA, BIOT—
AERRIC, I—FTF—RRBFELISETEREIATH ST, CORKOT7OERARSEHKE
IdP(Azure) TMLEBEENE T,

ChEBETDICE., XRORIZRTLSIC, Add group to the ApplicationsX EFIEAE L < KT



nNTLVB e Z2BFELETD,

% Microsoft
Sign in

Sorry, but we're having trouble signing you in.

AADST550105: The signed in user
‘'userwithoutgroup@gdplab2021.onmicrosoft.com’ is not assigned to a role for the
application "76b82bcb-a%918-4016-aad7-b43bc4326254(ISE_3_1_Admin_550).

Troubleshooting details X
If you contact your administrator, send this info to them.
Copy info to clipboard

Request |d: 1215cea0-c349-4bee-922d-262995223101

Correlation Id: 71052620-45¢1-4fad-baas-ff75842cfo10

Timestamp: 2021-08-04T22:48:02Z

Message: AADSTS50105: The signed in user 'userwithoutgroup@gdplab2021.onmicrosoft.com’
Is not assigned to a role for the application "76b&2bcb-a918-4016-3ad7-
b43bc4326254°(1SE_3_1_Admin_S50).

Flag sign-in errors for review: Enable flagging
If you plan on getting help for this problem, enable flagging and try to reproduce the error
within 20 minutes. Flagged events make diagnostics available and are raised to admin attention.

B3 ISE7P7US—2a> Y= \NSAMLOYV AV EREZMNBTEELA, COBER.
SAMLERAHY—EAZ7ONAA—DISETR AL, PATFT14T147AN1 X —DAzureH 5
HARENIEBAICREL £, ISElkIdentity Provider'BEA L =SAMLER ZH7R— K L TLVR L
2. Azure ADASDOSSOAT A DT ARNIHELEE A,



10.201.232.19:84

B

This page isn't working

10.201.232.19 is currently unable to handle this request

il Enterprise applicat E3.1 Adm Test single sign-on with ISE_3_1_Admin_S50
ISE_3_1_Admin_SSO | SAML-based Sign-on -

F
- (3]
Security
4]
- |
Activity
D sig
i U
B :
& o

BfE4: O 4 R1TEIC "Access Deniedy T —HNRREND, COIT—E, AzureIV X
— T SART TV —23 > TUBIICERENETIL—TOEREZENISETC—H L EVEESIZH
$LET,

ChEBETBICE. AzureEISEQ[SAML DT ONA Z—FN—T|127 DI IN—T OEREHN
BLUTHBDCEEZERLTLKEETV, FHICOVWTE, CORFIXND TAzure ADTD
SAML SSOMEREL V23 OFIE2.7.H6LT4.2SHBL TS EEL,



lllllllll
CISCO

ldentity Services Engine

Intuitive network security

n Access Denied

Log In With SAML

‘ Log In With ISE ]

English | B35

Problems logging in?

ISEO NS TN a1—F142T

CCTOOVR—ZF OO LARIIE, ISETCEETIHENHV) ET, Operations >
Troubleshoot > Debug Wizard > Debug Log Configuration® JEICFBE L £ 7,

OAVR—FDKE

Og LRI

O774)\L%




R—%2) FNY T TAK, OF
opensaml FINY T ise-psc.log
sam| FINy T ise-psc.log

SAMLOVA TN —TERZOFR—HICETHOY

70-FKTRKICIL—LBOF—BORNZ TN 1—FT 42TV FERRTTEITFNY IO+

Y |~ (ise-psc.log)s

0 EARFOERBICERLTKEZ VY, 7AYPI<KITREHICOT2EMBLERL 1.

1. I—HRFISEEBR—IASIAPURLIZUA AL I RENET,

<tfroot>

2021-07-29 13:48:20,709 INFO
2021-07-29 13:48:20,712 INFO

forwardStr for:

[admin-http-poo146][] api.services.persistance.dao.DistributionDAO -::::
[admin-http-pool146][] cpm.admin.infra.spring.ISEAdminControllerUtils -::

https://10.201.232.19/adm n/Logi nActi on. do

2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG

[https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework
[https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework

IDP URL: https://login.mcrosoftonline.conm 182900ec-e960-4340-bd20-e4522197ecf 8/ sam 2

2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG

[https-jsse-nio-10.
[https-jsse-nio-10.

[https-jsse-nio-10.
[https-jsse-nio-10.

SAML. request - spUrl ToRet urnTo: https://10.201. 232

2021-07-29 13:48:20,844 DEBUG
2021-07-29 13:48:20,851 DEBUG

[https-jsse-nio-10.
[https-jsse-nio-10.

2. 759N SSAMLEE ZSELET,

<ffroot>

2021-07-29 13:48:27,172 DEBUG
2021-07-29 13:48:27,172 DEBUG
2021-07-29 13:48:27,172 DEBUG
2021-07-29 13:48:27,172 DEBUG

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

201.232.19-8443-exec-7]1[]
201.232.19-8443-exec-7]1[]
201.232.19-8443-exec-7]1[]
201.232.19-8443-exec-7]1[]

cpm.saml.framework
cpm.saml . framework
cpm.saml . framework
cpm.saml . framework

19: 8443/ portal / SSOLogi nResponse. acti on

201.232.19-8443-exec-7][]
201.232.19-8443-exec-7][]

201.232.19-8443-exec-10]1[]
201.232.19-8443-exec-10]1[]
201.232.19-8443-exec-10]1[]
201.232.19-8443-exec-10]1[]

cpm.saml.framework
cpm.saml.framework

cpm.
cpm.
cpm.
cpm.

saml.framework.
saml.framework.
saml.framework.
saml.framework.

.SAM
.SAM

Limpl
Limpl

.SAM
.SAM
.SAM
.SAM

Limpl
Limpl
Limpl
Limpl

.SAM
.SAM

Limpl
Limpl

imp1.SA
imp1.SA
imp1.SA
imp1.SA


https://10.201.232.19/admin/LoginAction.do
https://login.microsoftonline.com/182900ec-e960-4340-bd20-e4522197ecf8/saml2
http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://10.201.232.19:8443/portal/SSOLoginResponse.action

-::::- Decoded SAML relay state of: _0049a2fd-7047-4d1d-8907-5a05a94ff5fd_DELIMITERportalId_EQUALS0049a

2021-07-29 13:48:27,177 DEBUG

-::::- Decoded SAML message

2021-07-29 13:48:27,182
2021-07-29 13:48:27,183
2021-07-29 13:48:27,183
2021-07-29 13:48:27,183

opensaml.common.binding.

2021-07-29 13:48:27,183
2021-07-29 13:48:27,183
2021-07-29 13:48:27,184

2021-07-29 13:48: 27,184

3. B (TY—

<tfroot>

2021-07-29
2021-07-29
2021-07-29
2021-07-29

2021-07-29

2021-07-29

2021-07-29

2021-07-29

2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29

[ parseAttri

2021-07-29

13:
13:
13:
13:

13:

13:

13:

13:

13
13
13
13
13
13
13
13

but es] Set on | dpResponse object

48:

48:

48:

48:

:48:
:48:
:48:
:48:
:48:
:48:
:48:
:48:

~
-

pd

48:
48:
48:
48:

27,184
27,184
27,184
27,184

27,184

27,184

27,184

27,184

27,184
27,184
27,184
27,184
27,184
27,184
27,184
27,184

DEBUG
DEBUG
DEBUG
DEBUG

DEBUG
DEBUG
DEBUG

DEBUG

DEBUG
DEBUG
DEBUG
DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

13:48:27,184 DEBUG

[https-jsse-nio-10.201.232.19-8443-exec-10][] opensaml.ws.message.decode

[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
decoding.BaseSAMLMessageDecoder -:::
.232.
.232.
.232.

[https-jsse-nio-10
[https-jsse-nio-10
[https-jsse-nio-10

[ htt ps-jsse-nio-10.

I ) BRAFRBRENRL L,

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

[ https-jsse-nio-10.

[ https-jsse-nio-10.

[ https-jsse-nio-10.

[ https-jsse-nio-10.

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

.201
.201
.201

201.

201.
201.
201.
201.

201.

201.

201.

201.

201.
201.
201.
201.
201.
201.
201.
201.

232.

232.

232.

232.

232.

232.
232.
232.
232.

232.
232.
232.
232.
232.
232.
232.
232.

19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]

19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]

19- 8443-exec-10][]

19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]

19- 8443-exec-10][]

19- 8443-exec-10][]

19- 8443-exec-10][]

19- 8443-exec-10][]

19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]

opensaml.
opensaml.
opensaml.
opensaml.

sam12.binding.dec
ws.message.decode
ws.message.decode
common.binding.de

:- Intended message destination endpoint: h

opensaml.common.binding.de

cpm.saml.framework.impl.

SAl

opensaml.common.binding.de

cpm san . framewor k. i npl .

cpm.
cpm.
.saml.
cpm.

cpm

cpm sanm . franmewor k. i np

cpm sanm . franmewor k. i np

cpm sanm . franmewor k. i np

cpm sanm . framewor k. i np

cpm.
cpm.
.saml.
cpm.
cpm.
cpm.
cpm.
.saml.

cpm

cpm

saml.
saml.

saml.

saml.
saml.

saml.
saml.
saml.
saml.

framework
framework
framework
framework

framework
framework
framework
framework
framework
framework
framework
framework

- attribute<http://schenns. xm soap. org/ ws/ 2005/ 05/

SAl

.SA
.SA
.SA
.SA

Limpl
Limpl
Limpl
Limpl

. SAl

. SAl

. SAl

. SAl

.SA
.SA
.SA
.SA
.SA
.SA
.SA
.SA

Limpl
Limpl
Limpl
Limpl
Limpl
Limpl
Limpl
Limpl

dentity/

[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework

4. J ) — T BN ES576c60ec-cOb6-4044-a8ec-d395b1475d6e TEEET ., BENMRIAETNET

o

.impT. SAl


https://10.201.232.19:8443/portal/SSOLoginResponse.action
https://10.201.232.19:8443/portal/SSOLoginResponse.action
http://schemas.microsoft.com/identity/claims/tenantid
http://schemas.microsoft.com/identity/claims/displayname
http://schemas.microsoft.com/identity/claims/displayname
http://schemas.microsoft.com/identity/claims/displayname
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/identity/claims/identityprovider
http://schemas.microsoft.com/identity/claims/identityprovider
https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8/
http://schemas.microsoft.com/identity/claims/identityprovider
https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8/
http://schemas.microsoft.com/claims/authnmethodsreferences
http://schemas.microsoft.com/claims/authnmethodsreferences
http://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password
http://schemas.microsoft.com/claims/authnmethodsreferences
http://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
mailto:mck@gdplab2021.onmicrosoft.com
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29

13:
13:
13:
13:
13:
13:
13:

48:
48:
48:
48:
48:
48:
48:

IdP URI:
SP URI: http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd

Assertion Consumer URL:

27,185
27,185
27,185
27,185
27,185
27,185
27,186
https:

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8

https:

201.
201.
201.
201.
201.
201.
201.

232.
232.
232.
232.
232.
232.
232.

10.201.232.19:8443

19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10]1[]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]

ortal/SSOLoginResponse.action

cpm.
cpm.
cpm
cpm.
cpm.
cpm
cpm.

.saml

.saml

saml
saml

saml
saml

saml

.framework.imp1
.framework.imp1
.framework.imp1
.framework.imp1
.framework.imp1
.framework.imp1
.framework.imp1

.SA
.SA
.SA
.SA
.SA
.SA
.SA

Request Id: _0049a2fd-7047-4d1d-8907-5a05a94ff5fd_DELIMITERportalId_EQUALS0049a2fd-7047-4d1d-89
Client Address:
Load Balancer:

2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29

5. RBAC®

<#froot>

2021-07-29 13:48:27,

2021-07-29 13:48: 27, 368 ERROR

java. l ang. Nul | Poi nt er Excepti on

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:

27,186
27,186
27,186
27,186
27,186
27,186
27,186
27,186
27,186
27,186
27,186
27,188
27,188
27,188
27,188
27,188
27,188
27,188
27,188
27,188
27,188
27,189
27,189
27,358

i #REL o

10.24

null

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
INFO

.226.171

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[admin-http-poo150][] ise.rbac.evaluator.impl.

201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.

232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.

19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]

cpm.
cpm.
cpm.
cpm.
org.
org.
cpm.
org.
org.
org.
org.
org.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.

saml.framework.validat
saml.framework.validat
saml.framework.validat
saml.framework.validat
opensaml.security.SAML
opensaml.security.SAML
saml.framework.validat

opensam]
opensam]

opensam]
opensam]
saml
saml
saml
saml
saml
saml
saml
saml
saml
saml
saml

.xml.
.xml.
opensam] .
.xml.
.xml.
.framework.
.framework.
.framework.
.framework.
.framework.
.framework.
.framework.
.framework.
.framework.
.framework.
.framework.

xml.

signature
signature
signature
signature
signature
validat
validat
validat
validat
validat
validat
validat
imp1.SA
imp1.SA
imp1.SA
imp1.SA

MenuPermissionEvaluatorImp

2 ""~':=‘::':~.'::':~.':7‘:Rbac Log Summary for- user Sam"User:‘::’:?‘::‘:z‘::‘::‘::‘::':7':7':7':7‘::':7'::':7':7':7':7‘::':7'::':7':7':

360

INFO

2021-07-29 13:48: 27,369 | NFO

2021-07-29 13:48: 27,369 | NFO

[admin-http-poo150][] com.cisco.ise.util.RBACUtil -:::

[admi n-http-pool 50][] cpm adm n.infra.action. Logi nAction -:::

[admi n-http-pool 50][] cpm adm n.infra.action. Logi nAction -:::

:- Populating cach

[admi n-http-pool 50][] cpmadm n.infra.utils.Perm ssionEval uationUtil -:::

In Login

In Login


https://login.microsoftonline.com/182900ec-e960-4340-bd20-e4522197ecf8/saml2
http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8/
http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://10.201.232.19:8443/portal/SSOLoginResponse.action
https://www.w3.org/2001/04/xmldsig-more#rsa-sha256
mailto:mck@gdplab2021.onmicrosoft.com
mailto:name=mck@gdplab2021.onmicrosoft.com

2021-07-29 13:48: 27,369 ERROR [adnin-http-pool 50][] cpm admi n.infra.action.LoginAction -::::- Can't sa\

2021-07-29 13:48:27,369 INFO [adnin-http-pool50][] cpm admi n.infra.action.Logi nActi onResul t Handl er -::

2021-07-29 13:48:27,369 INFO [adnin-http-pool50][] cpm admin.infra.spring.|SEAdm nControllerUtils -:::


https://10.201.232.19/admin/LoginAction.do
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