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CORFIXVRNTR, 2UIISSIDEFITILSSIDOMEEZFEAL T, Cisco Identity
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THHALET,
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- WLCEAP
CORFIXVNOERE. REDFARELCHAZITNARACETVWTERENELEZ, DR
FIAXRNTEATEZINTOTNA ARG, B (F7FIN ) REOREASBELTVET
o BEEBPORY ND—IUTR., FEOANVRIEL>TRIDAREMI H2EEZ +OoEEL T
ZEW,
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WCUHALIRNENET, FNAABBENITTIDE, IVRIZATURNRISEASRAT
ATHTIAVRTIAZYMNSA)ZRIVO—RLET, NSARIY RUZATUNIAY
AR=IEh, ISEASTO77AINEABREEZATIO—RLET, NSARTA VLAY T
AV REREL, 94T NIAEREEZAVARN—ILET, TV RRA2 MNE, EAP-TLSZ
FEALT, ¥V O—REhZAHAEZEAL T, AUSSIDICHL THIORAZETLET,
ISEGROVZATRASOFHLVEREZFIYIL, EAPFARET/NA ABREZ#IEL. T/NA
ANDINT O AZRELET,

Windows BYODZ > JLSSID®D F )& :

- FIHIEAP-MSCHAPV2533

- BYODAR—ZRILADURAL UK
- TINA ABER
-NSAXJ>O—R

L 7A77AILOA T O0—R
CREHEOR T O—KR

. EAP-TLS 8%

ISE ORETE
ATYTLISETERY ND—UF/NA A%ZEML. RADIUSEREF—%ZRELEF T,
[ISE] > [Administration] > [Network Devices] > [Add Network Device]lc BB L £7 .

ATY72BYODA—HDIAAET V7L — M EEBLET. TOTL—KNCR., 95472
WEAHLRF—OERAN VDETT, 77 %)L NDOEAP_Certificate_Template 2 EF TE £ 9,



= Cisco |SE Administration - System

Deployment Licensing Certificates Lagging Maintenance Upgrade Health Checks Backup & Restore
Edit Certificate Template

Gertificate Management

Certificate Authority

Cartificate Authority Cartifica.. Common Name (CN) SUserNames

i MAC Address

Glient Authentication || Server Authentication

ATYT3:DAVLATOA77ANDORATATHT VA RTOT 71 EERLET,

[ISE] > [Work Centers] > [BYOD] > [Client Provisioning]\c BB L £ ¥, [Add|22 UYL, RO
Y 77> A 5[Native Supplicant Profile (NSP)| % 3&RL £ ¥,

C_ T, SSIDRIlE. 1D NDSSIDBYOD%Z XTI SHIIC, L TWVWBSSIDBRERUTHDIHE
NHV)ET, [Protocol] T[TLS]ZBIRL £, BIDFIETHER L [Certificate template] Z &R T
3h., F7 %)L NDO[EAP_Certificate_Template] 2R TE £ 9,

F723aVDRET. EHIZIELU Tluser]F £ & [User and Machine authentication] 2R L £ 9
o BT, I—HRIAELTERETIATVET, HOREFET7FILRDERICLET,



= Cisco Work Centers - BYOD

Client Provisioning

e
Winuss Profi
pELsity WPAD Entarprisa
SSID Name Prox cate Templ...
-
« Optional Settings
Windows
Settings

| Authentication Mo Usor |

ATY T4 WindowsTNA ANV AT 7O 3aZ>0RUS—2EBRLET,

[ISE] > [Work Centers] > [BYOD] > [Client Provisioning] > [Client Provisioning Policy] IC# &L &
Fo ARL—FT 12T AT L%EWindows ALLE UTBIRUET. 5IORTY 7 TERLE
WinSPWizard 3.0.0.28 K TFNSPZEIRL £ 7,

= Cisco

Client Provisioning Policy

Rule Name Identity Groups Operating Systems Other Conditions Results

ATYTEBYODT/NARELTEBRENTVWEVWTFNASARAOHA7O7 7ML EZEBLET,

[ISE] > [Policy] > [Policy Elements] > [Results] > [Authorization] > [Authorization Profiles] > [Add]{c
BELET,

[HEBZ AY]T, [Native Supplicant Provisioning]Z8RU &9, WLCTHERE D IUA AL I B
ACLEZEZL., BYODAR—ZIILZBIRLET, Tk, 72 RNKR—FRIEZFEALET,
H AR LBYODR—Z L EERTE ET, [ISE] > [Work Centers] > [BYOD] > [Portals and
components]icBE L, [Add|Z2 VY OLET,



= Cisco ISE

Dictionaries Conditions

Authentication

Authorization

[ Authorization Proflles

Downloadable ACLs

Prafiling
Posture

Client Provisioning

ATYT6:

Results

Policy - Policy Elements

B i lirect I
A
* Accass Type
o

Motwork Dovica Prafile 2= Cises

Service Template [m]

Track Movemant ]

Aganibess Posture ()

Passive Identity Tracking [

~ Common Tasks
Wik Redirection (CWA, MOM, NSP CPP
Mative Supplicant Provisioning ~ ACL BYO itia e value BYOD Portal (default) ~

ARETO77AINEHERLET,

[ISE] > [Administration] > [External Identity Sources] > [Certificate Profile]ic BBIL £ ¥, — Z Tl
HUVEERE7O7 74 EERTDD. F7ALNOEBRE7O77AIILEFEALET,

External Identity Sources

External Identity Sources

Administration - [dentity Management

dentity So

+ cen_profile

Certificate Authentication Profile

1 Certificate Authentication F

< cert_profile

“J Preloaded_Certificate_Prof

1 Active Directory
“1 ADJoioint
B LDAP
0 ODBC
5 RADIUS Token
5 RSA SecurlD
5 SAML Id Providers

1 Social Login

Use Identity From

Match Client Certificate Against

Certificate In

dantity Store -
o ¥ St O
@]

urce Sequences Settings

ATYTT : FATFOTATAV—AR =T AZERL, BIOATY 7 THERLUZEEBREZTOYV
TAILZBIRTDA, F7AILNOABRETO7 7ML ZFEALET, chix, I—HH
BYODERZICEAP-TLSZRITLT 7N T IV LAZMBIDEEICHKETT,



Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

For_leap

Identity Source Sequence

~ Identity Source Sequence

BYOD_id_Store

v Certificate Based Authentication

Select Centificate Authentication Profile cert_profile -

~ Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected

ATYT8:RUT—tYy b, BERI—, BROCHFAR)—ZERLET,

[ISE] > [Policy] > [Policy Sets]ic BBILET., RUZ—tY hEERL TRELET,

RREER) S —=ERL, BOFIETERLETAFUTATAY—AS—T U RAEBRUET,
WARS—OER2DOR) S —ZERTIHEN HYET,

1.BYODEREBRENTWBEWFNS ADFE, ATYTS5THERRLEVEALINTO77 1)L %%
ELET,

2. BYODA'Z2&EE h, EAP-TLSZRITLTWVWART/NA AR, ChESDTFNAANDTIINT VA%
AFALET,



= Cisco ISE Policy - Policy Sets 'y

~ Authentication Policy (1)

(+) Status  Rule Name Conditions Use

Q

BYOD_id_Store

[ Default )
> Options
> Authorization Policy - Local Exceptions
» Awthorization Policy - Global Exceptions
I “ Authorization Policy (3)
Results
(+) Status Rule Name Conditions Profiles Security Groups

Q

B Natwork Access-EapAuthentication EQUALS EAP-TLS
[ ] Full_Azcaass AND PermitAccess = Select from list
k  EndPolnts BYODRegistration EQUALS Yes -

[ ] BYOD_Rediract k EndPoints: BYODRegistration EQUALS Unknown BYOD_Wireless_Redira.. = T Select from list

WLC DFE

FIE1:WLCTRADIUSH —/NZREL & T,

[Security] > [AAA] > [Radius] > [Authentication] BB L £ ¥,

afr]n

CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers > Edit
s Server Index 7

General

* RADIUS Server Address{Ipv4/Ipvé) 10.106.32.119

Authentication

Accounting Shared Secret Format |ASCII v
;:Itllt:ai::mw il Shared Secret [sesesaes ® |
DNS Confirm Shared Secret |"”"" @ |
Downloaded AVP
¥ TACACS+
LDAP ey e, [) (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Local Net Users ll\pﬂpiy Cisco ISE Default settings I
MAC Filtenng e
w Disabled Clients Apply Cisco ACA Default settings I
User Login Policies
AP Policies [Port number 12 |
Password Policies Server Status Enabled ™ |
b Local EAP | suppert for coa | Enabled |]
Advanced EAP Server Timeout 5 seconds
¥ Priority Order Network User Enable
b Certificate Management Enable
» Access Control Lists Management Retransmit Timeout 5 |seconds
) Wireless Protection Tunnel Proxy [ Enable
Policies
Reaim List
b Web Auth § i
PAC Provisioning [ Enable
b TrustSec m
1PSec LA Enable
Local Policies
Cisco ACA [ Enable
b Umbrella
b Advanced



[Security] > [AAA] > [Radius] > [Accounting]ic BB L £ ¥

MONITOR  WLANS

SECURITY MANAGEMENT COMMANDS

HELP

FEEDBACK

cisco
Security

* AAA
General
= RADIUS
Authentication
Accounting
Auth Cached Users
Fallback
DNS
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering
= Disabled Clients
User Login Policies
AP Policies
Password Policies

v

Local EAP

Advanced EAP
Priority Order

-

b 4

Certificate
b Access Control Lists

Wireless Protection
Policies

w

‘Web Auth
TrustSec

-

CONTROLLER ~ WIRELESS

RADIUS Accounting Servers > Edit

Server Index

7

I Server Address(Ipv4/Ipvé)

10.106.32.118 |

Shared Secret Format
Shared Secret
Confirm Shared Secret

Apply Cisco ACA Default settings

[AscIT v

]

IPort Number

1813 I

Server Status
Server Timeout
MNetwork User
Management
Tunnel Proxy
Realm List

PAC Provisioning
IPSec

Cisco ACA

AT Y 72:Dot1x SSIDZFREL £,

CIsCO

Enabled
|5 seconds

Enable
[J Enable
[ enable

[ Enable
[l Enable

[ Enable

COMMANDS

HELP

FEEDBACK

WLANSs

* WLANsS
WLANS

b Advanced

MONITOR. WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT
WLANSs > Edit 'BYOD-Dot1x’
General ity | QoS | Policy-Mapping | Advancer

Profile Name |BYOD-Dotix [ |
Type WLAN

SSID [BvOD-Dot1x |
Status Enabled

Security Policies

Radio Policy

[WPA2][Auth(802.1%)]

(Modifications done under security tab will appear after applving the changes.)

| an ~

I Interface/Interface Group(G)

| management v l

Multicast Vlan Feature
Broadcast SSID
NAS-ID

Lobby Admin Access [l

| Enabled

Enabled
inone




Cisco

MONITOR CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS

HELP

FEEDBACK

WLANs

* WLANsS
WLANS

b Advanced

alealn,

Cisco

MONITOR  WILANS

WLANs

WLANSs > Edit 'BYOD-Dot1x'

| taver2 | tayers | AaAservers |
Layer 2 Security & | wPA2+WPA3 v
Security Type Enterprise » |
MAC Filtering 2 (]

WPA2+WPA3 Parameters

Policy Bweaz  [weas

Eneryption Cipher Bccmpizs(aes)  [ccmpess [ecmpize  [ecMp2se
Fast Transition

Fast Transition

Over the D5

Reassociation Timeout

Seconds

Protected Management Frame

Disabled »

Authentication Key Management 12

PMF

802.1X-SHA1 Enable

CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS

HELP FEEDBACK

WLANSs

* WLANs
WLANS

b Advanced

WLANSs > Edit

‘BYOD-Dot1x'

Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers

RADIUS Server Overwrite interface [_|Enabled

Apply Cisco ISE Default Settings Enabled I

Authentication Servers Accounting Servers

Enabled Enabled Enable
Server 1 [IP:10.106.32.119, Port:1812 ~ |[1P:10.106.32.119, Port:1813 v |
Server 2 | None ~ || None W |
Server 3 |None v || None v |
Server 4 | None ~ || None v |
Server 5 | None v |[ None v |
Server 6 |None ~ || None v |

Authorization ACA Server
[ enabled

Mano e

Accounting ACA Server
() Enabled

Carsar hMnna s

EAP Parameters

|



alval.

Cisco

MONITOR  WLANS CONTROLLER

WIRELESS

SECURITY  MANAGEMENT

COMMANDS

HELP  FEEDBACK

WLANSs

~ WLANs
WLANS

¢ Advanced

WLANSs > Edit 'BYOD-Dot1x'

| General | Security | QoS | Policy-Mapping || Advanced

[ Allow AAA Override

Enabled I

Coverage Hole Detection

Enable Session Timeout w; i_l 800

Enabled

Session Timeout (secs)

Ajromet IE

Dlagnostic Channel 12
‘Qverride Interface ACL
Layer2 Acl
URL ACL

P2P Blocking Action

client Exclusion 2

Maximum Allowed Clients &

Static 1P Tunneling 42

Wi-Fi Direct Clients Policy

Maximum Allowed Clients Per AP Radio
Clear HotSpot Configuration

Eenabled
[Jenabled
] 'None 1Pv6 [None v |

Disabled v |

Enabled

Timeout Value {secs)
o |
[_lenabled
Disabled hd
200 |

DHCP
DHCP Server | Override
DHCP Addr. Assignment ) Required

Management Frame Protection (MFP)

| Optional |

MFP Client Protection 2
DTIM Period (in beacon intervals)

802.11a/n (1-255) |1
802.11b/g/n (1 - 255) |1 |

NAC

NAC State [ISENAC v |

Lead Balancing and Band Select

Client Lead Balancing
Client Band Select

[
-__!Enab!ed Passive Client

ATY T3 FNARZTAOED I Z2 ISR HDOFIRNET IV EAZRETZLSICUA AL
7 NACLZREL 9,

- DHCP& K U'DNSADUDPRZ 74 v U ZHFALET (DHCPREF7 2 I M TEFRIEA TV
£9)o,
ISENDEE,

S MEORNZST 1Yy OREBLET,

BYOD-Initial ( £ EETTO7 7 A LOACLEFBTERMERFLEED )

[Name] :

MONITOR  WLANs QO ER 2 f ANAG NT HELF  FEEDBACK
Security Access Control Lists > Edit
¥ AAA
¥ Local EAP General
Advanced EAP Access Lisk Name BYQD-Indtial ]
¥ Priority Order Deny Counters 1]

¥ Centificate Seq Action  Source [P/Mask Destination [P/ Mask Protocol Source Port Dest Port DSCP  Direction  Number of Hits
¥ Access Control Lists oy g / 0.0.0.0 0.0.0.0 J 0.0.0.0 uDp any any any  any 0 -]
cPu ;Cteﬁ: ol .oIIL ists 2 Permit 0.0.0.0 f 0.0.0.0 10.106.32.11% / 255.255.255.255 ANy Any Amy Any Any 2] [ -]
* f‘:ﬁg”‘:t' ACls 32 Permit  10.106.32.119 / 255.255.255.255  0.0.0.0 ! 0.0.0.0 Any any any Any  Any o -]
DRERCE 4 Denwy 0.0.0.0 / 0.0.0.0 0.0.0.0 / 0.0.0.0 any any any Any  any a (-]
Wireless Protection
Palicies
¥ Web Auth
F TrustSec

Local Policies
F Umbrella
b Advanced

R
BREE 7 O— ORI



= Cisco ISE Qperations - RADIUS Fiy Q & (@B &

Live Logs Live Sessions
Miscanfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Counter

~ t ds w ~

Tima Status Dotalls  Repes.. ldentity Endpaint ID Identity Group  Authenti_.  Authorization Policy Authorization Profiles E

W - igantity Endpeing ID Idontity Geoup Authenticst  Autharization Palicy Authorization Profiles E

Now 20, 2020 11:13:47.4, [ ] a ] st nuses BO:IEANES S Wireloss > Wiraless >> Full_Acoonss PormitAcceas w

Now 20, 2020 11:13:47.2 B a RegisteredDesices  Wireless > Wirsleas »> Full_Actesss Permithzcess w

New 20, 2020 11:10:57.9. B & dat] muser Drafiled Wirgless = Wirgless > BYDD_Redicoct EYOD_Wisabess_Rodisct ¥

1590074 KIC, I—RENAT—RZ2EAL TPEAPRIEZRTLE T, ISET, 1—
¥ |&[Redirect Rule BYOD-Redirect]lcEY NL & T,

Cisco ISE

Overview

Event 5200 Authentication succeeded
Username dot1xuser

Endpoint Id 50:3E:AA:E4:81:B6 &

Endpoint Profile TP-LINK-Device

Authentication Policy Wireless >> Default
Authorization Policy Wireless >> BYOD_Redirect

Authorization Result BYOD_Wireless_Redirect



Cisco ISE

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Username

User Type

Endpoint Id

Calling Station Id
Endpoint Profile

Authentication |dentity
Store

Identity Group
Audit Session Id

Authentication Method

2020-11-29 11:10:57.955

2020-11-29 11:10:57.955

isee30-primary

5200 Authentication succeeded

dot1xuser

User

50:3E:AA:E4:81:B6

50-3e-aa-ed4-81-b6

TP-LINK-Device

Internal Users

Profiled

0a6a21b20000009a5fc3d3ad

dot1x

Authentication Protocol

PEAP (EAP-MSCHAPv2)

Service Type

Network Device

Framed

WLC1

2. BYODEH#®&, 1—HFBEEXT/NAACEME N, EAP-TLSHERITENTIILT VAN
WMiFEhET,



Cisco |SE

Overview

Event

Username

Endpoint Id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

5200 Authentication succeeded
dot1xuser

50:3E:AA:E4:81:B6 &
Windows10-Workstation
Wireless >> Default

Wireless >> Full_Acceess

PermitAccess



Cisco ISE

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Username

Endpoint |d

Calling Station Id

Endpoint Profile

2020-11-29 11:13:47.246

2020-11-29 11:13:47.246

isee30-primary

5200 Authentication succeeded

dot1xuser

50:3E:AA:E4:81:B6

50-3e-aa-e4-81-b6

Windows10-Waorkstation

ldentity Group

RegisteredDevices

Audit Session Id

Authentication Method

0a6a21b20000009a5fc3d3ad

dot1x

Authentication Protocol

EAP-TLS

Service Type

Network Device

[My Devices]’R— & )L D #EE2

[MyDevices Portal]lCBE L., JLF>vIIZFERLTOTA 2 LET,

7_-_91%5&?&\_6%*?0

Framed

WLC1

MyDevicesR—Z )L DURLZER TEE T,

[ISE] > [Work Centers] > [BYOD] > [Portal and Components] > [My Devices Portal] > [Login

Settings]ic#E L . [Enter the Fully Qualified URL]ZZEIRL £ 35

TINARABEEFEA



I l dot1xuser - i
Hihel)l
\ cl S' C O' My Devices Portal

Manage Devices

Meed to add a device? Select Add. Was your device lost or stolen? Select your device from the list to manage it.

Mumber of registered devices:2/5
.

MAC Address...

[J MAC Address Device Name Description Status
[ 50:3E:AAE4:81:86 MyWindows Device Registered
NZ7)L2a1—b
vl

BYODZ’'OtATKE, PSN/—ROFNYITTINSOISEAVR—XV NEEMICTIHEND
WET,

scep:scepd T X v tv—2, 2—4"Y KO 7 7 4 )Lguest.log$ & Tise-psc.log.

client-webapp : 1 7 SARTIVF ¥ XV E—220BITDAVR—K U Ko =Y NOT 7
7 1)L : ise-psc.log

portal-web-action : V54 7> h7’OEDaZ IRV —0ABEBE TS I KR—FK UK,
22—y NOAJ 77 4 ) : guest.log.

portal : TXTDR—RIEBEEARY ~e Z—4'Y NOT T 74l : guest.log

portal-session-manager -2—%"Y NKOAYJ 77 A ) - R—=2)Ey > a2 BREFNY IAYy £—
— gues.log

ca-service - ca-service messages - ¥—%'Y KO 7 7 1 )L - caservice.logd & U caservice-
misc.log

ca-service-cert - ca-service certificate messages - X —%°Y KO%' 7 7 1 )L - caservice.log® & T
caservice-misc.log

admin-ca - ca-service admin messages - 2—%*Y NO% 7 7 1 JLise-psc.log. caservice.logd &
UFcasrvice-misc.log

certprovisioningportal : SEBAE 7O 3“2 JR—FIIAXY 22— - 22—y NOTT 7ML
ise-psc.log

nsfNSFEIEX Y £—2 - &—%"Y NOYJ 7 7 A Jlise-psc.log
nsf-session:Session cache-related messages - 2—%7'Y NOJ 7 7 1 JLise-psc.log

runtime-AAA : IXTDZ VXA LARY N, =Y AT 77 4)L : prrt-server.log.



9747 MNMIOOT DIFE :

%temp%\spwProfileLog.txt (#ll : C:\Users\<username>\AppData\Local\Temp\spwProfileLog.txt)
EXO T 5

ISEOY

BYODAR—ZILDUAE ALY NACLEV S ALY NURLZEAL 1=#I8 7 7 AFFA

Prrt-server.log-

Radius,2020-12-02 05:43:52,395,DEBUG, 0x7£433e6b8700,cntx=0008590803, sesn=iseel30-
primary/392215758/699,CPMSessionID=0a6a21b20000009£f5fc770c7,user=dotlxuser,CallingStationID=50-
3e-aa-e4-81-b6,RADIUS PACKET:: Code=2 (AccessAccept) Identifier=254 Length=459 [1] User-Name -
value: [dotlxuser] [25] Class - value: [****] [79] EAP-Message - value: [fi [80] Message-
Authenticator - value: [.2{w&bU Ap0O5<z] [26] cisco-av-pair - value: [url-redirect-acl=BYOD-
Initial] [26] cisco-av-pair - value: [url-
redirect=https://10.106.32.119:8443/portal/gateway?sessionId=0a6a21b20000009f5fc770c7&portal=7£8
ach63-3304-4f25-845d-be9faac3cddfs&action=nsp&token=53a2119de6893df6c6fca25c8d6bd061] [26] MS-
MPPE-Send-Key - value: [****] [26] MS-MPPE-Recv-Key - value: [****]  RADIUSHandler.cpp:2216

I RI—HYHWebH A NIBEBLELS>EL T, WLCIZEK 2 TISEUR AL I NURLICUA AL
IJREhiEBE,

Guest.log:

2020-12-02 05:43:58,339 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-5]1[]
com.cisco.ise.portal.Gateway -::- Gateway Params (after update):
redirect=www.msftconnecttest.com/redirect client_mac=null daysToExpiry=null ap_mac=null
switch_url=null wlan=null action=nsp sessionId=0a6a21b20000009f5fc770c7 portal=7f8ac563-3304-
4f25-845d-be9faac3cd4df isExpired=null token=53a2119de6893df6c6fcal25c8d6bd061l 2020-12-02
05:43:58,339 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-5]1[]
cisco.ise.portalwebaction.utils.RadiusSessionUtil -::- sessionId=0a6a21b20000009f5£fc770c7
token=53a2119de6893df6c6fca25c8d6ebd061l 2020-12-02 05:43:58,339 DEBUG [https-jsse-nio-
10.106.32.119-8443-exec-5][] cisco.ise.portalwebaction.utils.RadiusSessionUtil -::- Session
token successfully validated. 2020-12-02 05:43:58,344 DEBUG [https-jsse-nio-10.106.32.119-8443-
exec-5][] cisco.ise.portal.util.PortalUtils -::- UserAgent : Mozilla/5.0 (Windows NT 10.0;
Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0 2020-12-02 05:43:58,344 DEBUG [https-jsse-nio-
10.106.32.119-8443-exec-5][] cisco.ise.portal.util.PortalUtils -::- isMozilla: true 2020-12-02
05:43:58,344 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-5][] com.cisco.ise.portal.Gateway -
::- url: /portal/PortalSetup.action?portal=7f8ac563-3304-4f25-845d-
be9faac3cd4dfasessionId=0a6a21b20000009f5fc770c7&action=nsp&redirect=www.msftconnecttest.com%$2Fre
direct 2020-12-02 05:43:58,355 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-7]11]
cisco.ise.portalwebaction.controller.PortalFlowInterceptor -::- start guest flow interceptor...
2020-12-02 05:43:58,356 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-7]1]
cisco.ise.portalwebaction.actions.BasePortalAction -::- ExXecuting action PortalSetup via request
/portal/PortalSetup.action 2020-12-02 05:43:58,356 DEBUG [https-jsse-nio-10.106.32.119-8443-
exec-7][] cisco.ise.portalwebaction.actions.PortalSetupAction -::- executeAction... 2020-12-02
05:43:58,360 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-7]1]
cisco.ise.portalwebaction.actions.BasePortalAction -::- Result from action, PortalSetup: success
2020-12-02 05:43:58,360 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-7]1[]
cisco.ise.portalwebaction.actions.BasePortalAction -::- Action PortalSetup Complete for request
/portal/PortalSetup.action 2020-12-02 05:43:58,360 DEBUG [https-jsse-nio-10.106.32.119-8443-
exec-7][] cpm.guestaccess.flowmanager.processor.PortalFlowProcessor -::- Current flow step:
INIT, otherInfo=id: 226ea25b-5e45-43f5-b79d-fb59cab96def 2020-12-02 05:43:58,361 DEBUG [https-
jsse-nio-10.106.32.119-8443-exec-7][] cpm.guestaccess.flowmanager.step.StepExecutor -::- Getting
next flow step for INIT with TranEnum=PROCEED 2020-12-02 05:43:58,361 DEBUG [https-jsse-nio-



10.106.32.119-8443-exec-7][] cpm.guestaccess.flowmanager.step.StepExecutor -::- StepTran for
Step=INIT=> tranEnum=PROCEED, toStep=BYOD_WELCOME 2020-12-02 05:43:58,361 DEBUG [https-jsse-nio-

10.106.32.119-8443-exec-7][] cpm.guestaccess.flowmanager.step.StepExecutor -::- Find Next
Step=BYOD_WELCOME 2020-12-02 05:43:58,361 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-7]1[]
cpm.guestaccess.flowmanager.step.StepExecutor -::- Step : BYOD_WELCOME will be visible! 2020-12-
02 05:43:58,361 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-7]1]
cpm.guestaccess.flowmanager.step.StepExecutor -::- Returning next step =BYOD_WELCOME 2020-12-02
05:43:58,362 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-7]11]
cpm.guestaccess.flowmanager.adaptor.PortalUserAdaptorFactory -::- Looking up Guest user with

uniqueSubjectId=5£5592a4f67552b855ecc56160112db42cf7074e 2020-12-02 05:43:58,365 DEBUG [https-
jsse-nio-10.106.32.119-8443-exec-7]11[]
cpm.guestaccess.flowmanager.adaptor.PortalUserAdaptorFactory -::- Found Guest user 'dotlxuserin
DB using uniqueSubjectID '5f5592a4f67552b855ecc56160112db42cf7074e'. authStoreName in
DB=Internal Users, authStoreGUID in DB=9273fe30-8c01-11e6-996c-525400b48521. DB ID=bab8f27d-
c44a-48£f5-9fed-5187047bffc0 2020-12-02 05:43:58,366 DEBUG [https-jsse-nio-10.106.32.119-8443-
exec-7][] cisco.ise.portalwebaction.controller.PortalStepController -::- ++++ updatePortalState:
PortalSession (e0d457d9-a346-4b6e-bcca-5cf29el2dacc) current state is INITIATED and current step
is BYOD_WELCOME 2020-12-02 05:40:35,611 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-6]1[]
com.cisco.ise.portalSessionManager.PortalSession -::- Setting the portal session state to ACTIVE
2020-12-02 05:40:35,611 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-6]1]

cisco.ise.portalwebaction.controller.PortalSteiController - - nextStei: BYOD WELCOME
& BYOD Welcome 4
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020-12-02 05:44:01,926 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-3]11[]
cisco.ise.portalwebaction.actions.BasePortalAction -:dotlxuser:- Executing action ByodStart via
request /portal/ByodStart.action 2020-12-02 05:44:01,926 DEBUG [https-jsse-nio-10.106.32.119-
8443-exec-3][] cisco.ise.portalwebaction.controller.PortalPreResultlListener -:dotlxuser:-
currentStep: BYOD_WELCOME
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2020-12-02 05:44:01,936 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-3]11[]
guestaccess.flowmanager.step.guest.ByodWelcomeStepExecutor -:dotlxuser:- userAgent=Mozilla/5.0
(Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0, os=Windows 10 (All),
nspStatus=SUCCESS 2020-12-02 05:44:01,936 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-3]1[]
guestaccess.flowmanager.step.guest.ByodWelcomeStepExecutor -:dotlxuser:- NSP Downloadalble
Resource data=>, resource=DownloadableResourceInfo :WINDOWS_10_ALL



https://10.106.32.119:8443/auth/provisioning/download/a2b317ee-df5a-4bda-abc3-
edec38eelB88c/WirelessNSP.xml?sessionId=0a6a21b20000009f5£fc770c7&0s=WINDOWS_10_ALL null null
https://10.106.32.119:8443/auth/provisioning/download/90a6dc9c-4aae-4431-a453-81141ecd42d2d/ null
null https://10.106.32.119:8443/auth/provisioning/download/90a6dc9c-4aae-4431-a453-
8ll4lecd42d2d/NetworkSetupAssistant.exe, coaType=NoCoa 2020-12-02 05:44:01,936 DEBUG [https-jsse-
nio-10.106.32.119-8443-exec-3][] cpm.guestaccess.flowmanager.utils.NSPProvAccess -:dotlxuser:-
It is a WIN/MAC! 2020-12-02 05:44:01,936 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-31]11[]
cpm.guestaccess. flowmanager.step.StepExecutor -:dotlxuser:- Returning next step
=BYOD_REGISTRATION 2020-12-02 05:44:01,950 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-3]11[]
cisco.ise.portalwebaction.controller.PortalStepController -:dotlxuser:- ++++ updatePortalState:
PortalSession (e0d457d9-a346-4b6e-bcca-5cf29el2dacc) current state is ACTIVE and current step is
BYOD_REGISTRATION 2020-12-02 05:44:01,950 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-3]11[]
cisco.ise.portalwebaction.controller.PortalStepController -:dotlxuser:- nextStep:
BYOD_REGISTRATION
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2020-12-02 05:44:14,682 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-1]1]
cisco.ise.portalwebaction.actions.BasePortalAction -:dotlxuser:- Executing action ByodRegister
via request /portal/ByodRegister.action Request Parameters: from=BYOD_REGISTRATION
token=PZBMFBHX3FBPXT8QF98U717ILNOTD68D device.name=My-Device device.description= 2020-12-02
05:44:14,682 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-1]1]
cisco.ise.portal.actions.ByodRegisterAction -:dotlxuser:- executeAction... 2020-12-02
05:44:14,682 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-1]1]
cisco.ise.portalwebaction.actions.BasePortalAction -:dotlxuser:- Result from action,
ByodRegister: success 2020-12-02 05:44:14,682 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-1]1]
cisco.ise.portalwebaction.actions.BasePortalAction -:dotlxuser:- Action ByodRegister Complete
for request /portal/ByodRegister.action 2020-12-02 05:44:14,683 DEBUG [https-jsse-nio-
10.106.32.119-8443-exec-1][] cpm.guestaccess.apiservices.mydevices.MyDevicesServiceImpl -
:dotlxuser:- Register Device : 50:3E:AA:E4:81:B6 username= dotlxuser i1dGroupID= aal3bb40-8bff-
11e6-996c-525400b48521 authStoreGUID= 9273fe30-8c01-11e6-996c-525400b48521 nadAddress=
10.106.33.178 isSameDeviceRegistered = false 2020-12-02 05:44:14,900 DEBUG [https-jsse-nio-
10.106.32.119-8443-exec-1]1[] cpm.guestaccess.flowmanager.step.StepExecutor -:dotlxuser:-
Returning next step =BYOD_INSTALL 2020-12-02 05:44:14,902 DEBUG [https-jsse-nio-10.106.32.119-
8443-exec-1][] cisco.ise.portalwebaction.controller.PortalStepController -:dotlxuser:- ++++
updatePortalState: PortalSession (e0d457d9-a346-4b6e-bcca-5cf29el2dacc) current state is ACTIVE
and current step is BYOD_INSTALL 2020-12-02 05:44:01,954 DEBUG [https-jsse-nio-10.106.32.119-
8443-exec-3][] cisco.ise.portalwebaction.controller.PortalFlowInterceptor -:dotlxuser:- result:
success 2020-12-02 05:44:14,969 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-10]1[]
cisco.cpm.client.provisioning.StreamingServlet -::- StreamingServlet
URI:/auth/provisioning/download/90a6dc9c-4aae-4431-a453-81141lecd2d2d/NetworkSetupAssistant.exe
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Guest.log:

2020-12-02 05:45:03,275 DEBUG [portal-http-servicel5][]
cisco.cpm.client.provisioning.StreamingServlet -::- StreamingServlet
URI:/auth/provisioning/download/a2b317ee-df5a-4bda-abc3-edec38eel88c/WirelessNSP.xml 2020-12-02
05:45:03,275 DEBUG [portal-http-servicel5][] cisco.cpm.client.provisioning.StreamingServlet -::
Streaming to ip:10.106.33.167 file type: NativeSPProfile file name:WirelessNSP.xml 2020-12-02
05:45:03,308 DEBUG [portal-http-servicel5][] cisco.cpm.client.provisioning.StreamingServlet -::
SPW profile :: 2020-12-02 05:45:03,308 DEBUG [portal-http-servicel5][]
cisco.cpm.client.provisioning.StreamingServlet -::-

spwProfile.xmlh S AR Z A E 2 %, NSARZY ND—07O7 74 %% EL., CSRE4E
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https://10.106.32.119:8443/auth/pkiclient.exe

ise-psc.log-

2020-12-02 05:45:11,298 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-1][]

cisco.cpm.provisioning.cert.CertProvisioningFactory -::::- Found incoming certifcate request for
internal CA. Increasing Cert Request counter. 2020-12-02 05:45:11,331 DEBUG [https-jsse-nio-
10.106.32.119-8443-exec-1]1[] cisco.cpm.provisioning.cert.CertProvisioningFactory -::::- Key type

is RSA, retrieving ScepCertRequestProcessor for caProfileName=ISE Internal CA 2020-12-02
05:45:11,331 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-1]11]
cisco.cpm.provisioning.cert.CertRequestValidator -::::- Session user has been set to = dotlxuser
2020-12-02 05:45:11,331 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-1]1[]
cisco.cpm.scep.util.ScepUtil -::::- Algorithm OID in CSR: 1.2.840.113549.1.1.1 2020-12-02
05:45:11,331 INFO [https-jsse-nio-10.106.32.119-8443-exec-1]11]
com.cisco.cpm.scep.ScepCertRequestProcessor -::::- About to forward certificate request

C=IN, ST=Karnataka, L=bangalore,O=cisco,OU=tac,CN=dotlxuser with transaction id n@P~N6E to server
http://127.0.0.1:9444/caservice/scep 2020-12-02 05:45:11,332 DEBUG [https-jsse-nio-
10.106.32.119-8443-exec-1]1[] org.jscep.message.PkiMessageEncoder -::::- Encoding message:
org.jscep.message.PkcsReqg@5cl649c2 [transId=4d22d2e256a247a302e900£ffa71c35d75610de67, messageType=
PKCS_REQ, senderNonce=Nonce

[7d9092a9fab204bd7600357e38309ee8] ,messageData=org.bouncycastle.pkcs.PKCS10CertificationRequest@
4662a5b0] 2020-12-02 05:45:11,332 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-1]1]
org.jscep.message.PkcsPkiEnvelopeEncoder -::::- Encrypting session key using key belonging to
[issuer=CN=Certificate Services Endpoint Sub CA - isee30-primary;
serial=162233386180991315074159441535479499152] 2020-12-02 05:45:11,333 DEBUG [https-jsse-nio-
10.106.32.119-8443-exec-1]1[] org.jscep.message.PkiMessageEncoder -::::- Signing message using
key belonging to [issuer=CN=isee30-primary.anshsinh.local;
serial=126990069826611188711089996345828696375] 2020-12-02 05:45:11,333 DEBUG [https-jsse-nio-

10.106.32.119-8443-exec-1]1[] org.jscep.message.PkiMessageEncoder -::::- SignatureAlgorithm
SHAlwithRSA 2020-12-02 05:45:11,334 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-1]1]
org.jscep.message.PkiMessageEncoder -::::- Signing

org.bouncycastle.cms.CMSProcessableByteArray@5aa9dfcc content

ca-service.log-

2020-12-02 05:45:11,379 DEBUG [CAService-Scep] [scep job 4d22d2e256a247a302e900££fa71c35d75610de67

0x67eelld5 request] com.cisco.cpm.caservice.CrValidator -:::::- performing certificate request
validation: version [0] subject [C=IN, ST=Karnataka,L=bangalore,O=cisco,OU=tac,CN=dotlxuser] ---
output omitted--- 2020-12-02 05:45:11,379 DEBUG [CAService-Scep] [scep job
4d22d2e256a247a302e900ffa71¢35d75610de67 0x67eelld5 request validation]
com.cisco.cpm.caservice.CrValidator -:::::- RDN value = dotlxuser 2020-12-02 05:45:11,379 DEBUG
[CAService-Scep] [scep job 4d22d2e256a247a302e900£ffa71c35d75610de67 0x67eelld5 request]
com.cisco.cpm.caservice.CrValidator -:::::- request validation result CA_OK

caservice-misc.log -

2020-12-02 05:45:11,380 DEBUG [CAService-Scep] [scep job 4d22d2e256a247a302e900f£fa71c35d75610de67
0x67eelld5 request issuance] cisco.cpm.scep.util.ScepUtil -:::::- Algorithm OID in CSR:
1.2.840.113549.1.1.1 2020-12-02 05:45:11,380 DEBUG [CAService-Scep] [scep job
4d22d2e256a247a302e900ffa71¢c35d75610de67 0x67eelld5 request issuance]
com.cisco.cpm.scep.CertRequestInfo -:::::- Found challenge password with cert template ID.

caservice.log -

2020-12-02 05:45:11,380 DEBUG [CAService-Scep] [scep job 4d22d2e256a247a302e900ffa71c35d75610de67
0x67eelld5 request issuance] cisco.cpm.caservice.util.CaServiceUtil -:::::- Checking cache for
certificate template with ID: e2c32ce0-313d-1leb-bl9e-e60300a810d5 2020-12-02 05:45:11,380 DEBUG
[CAService-Scep] [scep job 4d22d2e256a247a302e900ffa71c35d75610de67 0x67eelld5 request issuance]
com.cisco.cpm.caservice.CertificateAuthority -:::::- CA SAN Extensions = GeneralNames: 1: 50-3E-
AA-E4-81-B6 2020-12-02 05:45:11,380 DEBUG [CAService-Scep] [scep job
4d22d2e256a247a302e900ffa71¢c35d75610de67 0x67eelld5 request issuance]
com.cisco.cpm.caservice.CertificateAuthority -:::::- CA : add SAN extension... 2020-12-02



05:45:11,380 DEBUG [CAService-Scep] [scep job 4d22d2e256a247a302e900ffa71¢c35d75610de67 0x67eelld5
request issuance] com.cisco.cpm.caservice.CertificateAuthority -:::::- CA Cert Template name =
BYOD_Certificate_template 2020-12-02 05:45:11,395 DEBUG [CAService-Scep] [scep job
4d22d2e256a247a302e900ffa71¢35d75610de67 0x67eelld5 request issuance]
cisco.cpm.caservice.util.CaServiceUtil -:::::- Storing certificate via REST for serial number:
518fa73a4c654df282ffdb026080de8d 2020-12-02 05:45:11,395 INFO [CAService-Scep] [scep job
4d22d2e256a247a302e900ffa71¢35d75610de67 0x67eelld5 request issuance]
com.cisco.cpm.caservice.CertificateAuthority -:::::- issuing Certificate Services Endpoint
Certificate: class [com.cisco.cpm.caservice.CaResultHolder] [1472377777]: result: [CA_OK]
subject [CN=dotlxuser, OU=tac, O=cisco, L=bangalore, ST=Karnataka, C=IN] version [3] serial
[0x518fa73a-4c654df2-82f£fdb02-6080de8d] validity [after [2020-12-01T05:45:11+0000] before [2030-
11-27T07:35:10+0000]] keyUsages [ digitalSignature nonRepudiation keyEncipherment ]

ise-psc.log-

2020-12-02 05:45:11,407 DEBUG [AsyncHttpClient-15-9][] org.jscep.message.PkiMessageDecoder -
::- Verifying message using key belonging to 'CN=Certificate Services Endpoint RA - isee30-
primary'

caservice.log -

2020-12-02 05:45:11,570 DEBUG [Infra-CAServiceUtil-Thread][]

cisco.cpm.caservice.util.CaServiceUtil -:::::- Successfully stored endpoint certificate.
ise-psc.log-
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2020-12-02 05:45:13,381 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-10]1[]
cisco.cpm.provisioning.cert.CertProvisioningFactory -::::- Performing doGetCertInitial found
Scep certificate processor for txn id n@P~N6E 2020-12-02 05:45:13,381 DEBUG [https-jsse-nio-
10.106.32.119-8443-exec-10][] com.cisco.cpm.scep.ScepCertRequestProcessor -::::- Polling

C=IN, ST=Karnataka, L=bangalore,O=cisco,OU=tac,CN=dotlxuser for certificate request n@P~N6E with
id {} 2020-12-02 05:45:13,385 INFO [https-jsse-nio-10.106.32.119-8443-exec-10][]
com.cisco.cpm.scep.ScepCertRequestProcessor -::::- Certificate request Complete for

C=IN, ST=Karnataka, L=bangalore,O=cisco,OU=tac,CN=dotlxuser Trx Idn@P~N6E 2020-12-02 05:45:13,596
DEBUG [https-jsse-nio-10.106.32.119-8443-exec-10]1[]
cisco.cpm.provisioning.cert.CertProvisioningFactory -::::- BYODStatus:COMPLETE_OTA_NSP

AABEOAAN—ILE, V74T NIEAP-TLSZ AL THINRBIALZRHBL. 7T IOEA
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prrt-server.log -



Eap,2020-12-02 05:46:57,175,INFO ,0x7£f433e6b8700,cntx=0008591342, sesn=1see30-
primary/392215758/701,CPMSessionID=0a6a21b20000009f5fc770c7,CallingStationID=50-3e-aa-e4-81-
b6,EAP: Recv EAP packet, code=Response, identifier=64, type=EAP-TLS, length=166
,EapParser.cpp:150 Radius,2020-12-02
05:46:57,435,DEBUG, 0x7£f433e3b5700, cntx=0008591362, sesn=1see30-
primary/392215758/701,CPMSessionID=0a6a21b20000009f5fc770c7,user=dotlxuser,CallingStationID=50-
3e-aa-e4-81-b6,RADIUS PACKET:: Code=2 (AccessAccept) Identifier=5 Length=231 [1l] User-Name -
value: [dotlxuser] [25] Class - value: [****] [79] EAP-Message - value: [E [80] Message-
Authenticator - value: [ﬁ(@yEbéb|k©,)}] [26] MS-MPPE-Send-Key - value: [****] [26] MS-MPPE-Recv-
Key - value: [****] S RADIUSHandler.cpp:2216

954F7> 807 (spwd?)
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[Mon Nov 30 03:34:27 2020] Downloading profile configuration... [Mon Nov 30 03:34:27 2020]
Discovering ISE using default gateway [Mon Nov 30 03:34:27 2020] Identifying wired and wireless
network interfaces, total active interfaces: 1 [Mon Nov 30 03:34:27 2020] Network interface -
mac:50-3E-AA-E4-81-B6, name: Wi-Fi 2, type: unknown [Mon Nov 30 03:34:27 2020] Identified
default gateway: 10.106.33.1 [Mon Nov 30 03:34:27 2020] Identified default gateway: 10.106.33.1,
mac address: 50-3E-AA-E4-81-B6 [Mon Nov 30 03:34:27 2020] DiscoverISE - start [Mon Nov 30
03:34:27 2020] DiscoverISE input parameter : strUrl [http://10.106.33.1/auth/discovery] [Mon Nov
30 03:34:27 2020] [HTTPConnection] CrackUrl: host = 10.106.33.1, path = /auth/discovery, user =
, port = 80, scheme = 3, flags = 0 [Mon Nov 30 03:34:27 2020] [HTTPConnection] HttpSendRequest:
header = Accept: */* headerLength = 12 data = dataLength = 0 [Mon Nov 30 03:34:27 2020] HTTP
Response header: [HTTP/1.1 200 OK Location:
https://10.106.32.119:8443/portal/gateway?sessionId=0a6a21b20000009c5fci4fb5e&portal=7f8ac563-
3304-4f25-845d-
bed9faac3cddf&action=nsp&token=29354d43962243bcb72193cbf9dc3260&redirect=10.106.33.1/auth/discove
ry [Mon Nov 30 03:34:36 2020] [HTTPConnection] CrackUrl: host = 10.106.32.119, path =
/auth/provisioning/download/a2b317ee-df5a-4bda-abc3-
edec38eel88c/WirelessNSP.xml?sessionId=0a6a21b20000009¢c5fcd4fb5e&0s=WINDOWS_10_ALL, user = , port
= 8443, scheme = 4, flags = 8388608 Mon Nov 30 03:34:36 2020] parsing wireless connection
setting [Mon Nov 30 03:34:36 2020] Certificate template: [keytype:RSA, keysize:2048,
subject:0U=tac;0=cisco;L=bangalore; ST=Karnataka;C=IN, SAN:MAC] [Mon Nov 30 03:34:36 2020] set
ChallengePwd

V74T & WLANH—EZAANRITEAhTVRIAESH ZRBL I T,

[Mon Nov 30 03:34:36 2020] WirelessProfile::StartWLanSvc - Start [Mon Nov 30 03:34:36 2020]
Wlansvc service is in Auto mode ... [Mon Nov 30 03:34:36 2020] Wlansvc is running in auto
mode... [Mon Nov 30 03:34:36 2020] WirelessProfile::StartWLanSvc - End [Mon Nov 30 03:34:36
2020] Wireless interface 1 - Desc: [TP-Link Wireless USB Adapter], Guid: [{65E78DDE-E3F1-4640-
906B-15215F986CAA}] ... [Mon Nov 30 03:34:36 2020] Wireless interface - Mac address: 50-3E-AA-E4-
81-B6 [Mon Nov 30 03:34:36 2020] Identifying wired and wireless interfaces... [Mon Nov 30
03:34:36 2020] Found wireless interface - [ name:Wi-Fi 2, mac address:50-3E-AA-E4-81-B6] [Mon
Nov 30 03:34:36 2020] Wireless interface [Wi-Fi 2] will be configured... [Mon Nov 30 03:34:37
2020] Host - [ name:DESKTOP-965F94U, mac addresses:50-3E-AA-E4-81-B6]

VAT RF7O77ALOBERZRBLET,

[Mon Nov 30 03:34:37 2020] ApplyProfile - Start... [Mon Nov 30 03:34:37 2020] User Id:
dotlxuser, sessionid: 0a6a21b20000009c5fc4fb5e, Mac: 50-3E-AA-E4-81-B6, profile: WirelessNSP
[Mon Nov 30 03:34:37 2020] number of wireless connections to configure: 1 [Mon Nov 30 03:34:37
2020] starting configuration for SSID : [BYOD-Dotlx] [Mon Nov 30 03:34:37 2020] applying
certificate for ssid [BYOD-Dotlx]

VAT M2 ARN—ILEERE,



[Mon Nov 30 03:34:37 2020] ApplyCert - Start... [Mon Nov 30 03:34:37 2020] using ChallengePwd
[Mon Nov 30 03:34:37 2020] creating certificate with subject = dotlxuser and subjectSuffix =
OU=tac;0O=cisco;L=bangalore; ST=Karnataka;C=IN [Mon Nov 30 03:34:38 2020] Self signed certificate
[Mon Nov 30 03:34:44 2020] Installed [isee30-primary.anshsinh.local, hash: 5b a2 08 le 17 cb 73
5f ba 5b 9f a2 2d 3b fc d2 86 0d a5 9b ] as rootCA [Mon Nov 30 03:34:44 2020] Installed CA cert
for authMode machineOrUser - Success Certificate is downloaded . Omitted for brevity - [Mon Nov
30 03:34:50 2020] creating response file name C:\Users\admin\AppData\Local\Temp\response.cer
[Mon Nov 30 03:34:50 2020] Certificate issued - successfully [Mon Nov 30 03:34:50 2020]
ScepWrapper: :InstallCert start [Mon Nov 30 03:34:50 2020] ScepWrapper::InstallCert: Reading scep
response file [C:\Users\admin\AppData\Local\Temp\response.cer]. [Mon Nov 30 03:34:51 2020]
ScepWrapper: : InstallCert GetCertHash -- return val 1 [Mon Nov 30 03:34:51 2020]

ScepWrapper: :InstallCert end [Mon Nov 30 03:34:51 2020] ApplyCert - End... [Mon Nov 30 03:34:51
2020] applied user certificate using template id e2c¢32ce0-313d-11leb-bl9%e-e60300a810d5

ISEIC&2TVAVYLAZTO771IDRE

[Mon Nov 30 03:34:51 2020] Configuring wireless profiles... [Mon Nov 30 03:34:51 2020]
Configuring ssid [BYOD-Dotlx] [Mon Nov 30 03:34:51 2020] WirelessProfile::SetWirelessProfile -
Start [Mon Nov 30 03:34:51 2020] TLS - TrustedRootCA Hash: [ 5b a2 08 le 17 cb 73 5f ba 5b 9f a2
2d 3b fc d2 86 0d a5 9b]

profile

Wireless interface succesfully initiated, continuing to configure SSID [Mon Nov 30 03:34:51
2020] Currently connected to SSID: [BYOD-Dotlx] [Mon Nov 30 03:34:51 2020] Wireless profile:
[BYOD-Dotlx] configured successfully [Mon Nov 30 03:34:51 2020] Connect to SSID [Mon Nov 30
03:34:51 2020] Successfully connected profile: [BYOD-Dotlx] [Mon Nov 30 03:34:51 2020]
WirelessProfile::SetWirelessProfile. - End [Mon Nov 30 03:35:21 2020]
WirelessProfile::IsSingleSSID - Start [Mon Nov 30 03:35:21 2020] Currently connected to SSID:
[BYOD-Dotlx], profile ssid: [BYOD-Dotlx], Single SSID [Mon Nov 30 03:35:21 2020]
WirelessProfile::IsSingleSSID - End [Mon Nov 30 03:36:07 2020] Device configured successfully.
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