ISEQFEEAZE LM ANCRL)ZERKITTDIEHD
Microsoft CAY—/NMDEXE

2E

BUHIC

FLWCRLOBRA VN ENBETRIHA D ZIUSICERTS
BHRA > MCCRLZ 7 A ) ZFKITT B 1= 8 O Microsoft CAY —/NDEEE
CRLZZANHBFEEL, UISHAST IV ERAAETHB L EZBETS

FL®IC

CORFIXRNTR, SEHERIM)ANCRLOEFHZRITTADLEOICAEZ—FY NIV T
F# X—2 32 H—EX(I1S)Z 1T 9 B MicrosoftFRsE B (CA) T —/NOBREICODWTHALET, &£
=, SIEAEORIEICER T 2 EFH EHE T & S (CCisco Identity Services Engine(ISE) ( /N\—2
I3.0UE ) ZERETDHEICOVTEHALE T, AIREORIATHERATHEECAIL—NEE
BHED CRL ZEI8 T3 LS5, ISE ZRRETE LT,

AR R

EH

CORFIXVNCHETDEEOERREHY EtH A,

FATAHIAVR—FB

CORFIXRNDEHIE, ROVYTRIITEN=RIITON=2AVICETVTVET,

« Cisco Identity Services Engine!) 1) —A3.0
* Microsoft Windows Server 2008 R2

CORFIXVNOERE. REDFARELCHAITNARACETVWTERENELEZ, DR
FIAXRNTEATEZINTOTNARR, JUTB (F7AIK ) RETHERZRBLTLE
T, BEEBPORY ND—OTR, FEONVRICE>TRIDAEMNI HE2FEZ THOEIELT



<EZL,

T

A ;&

COEVSIDVTRER, CORFIAXAKNTHAITIHREZRETDLOICLEZBRERMLT
WEd,

CRL7Z7AIN%ZEBNTDEOD T AI)INAZCAIZERL TERET S

BUIDEXEEFE, CAH—NEICCRL77AMINERETZIEMERETDETT, T7FIKT
l&. Microsoft CAH—/NIEIRDIBFFIZ T 7 A4 )L ZFHI1TL £ T c:\Windows\system32\CertSrviCertEnroli\

COZATA 7 AN EZERTEIRADYIC, 77MIILAOHLVWT # X ZHERLET,

1.UNSH—=NT, 774N ATALALEOBFHREZIBIRL, FILLWI7AIAEERLET, DA
Tk, 7 F WA D YERKE c\CRLDigribution L E T 6

23 | [V = | Local Disk (C:)

|
m Home Share View
= « o Sy ¥ ThisPC » Local Disk (C:) »
Mame
# Quick access
RLDistnbution
B Desktop o _
inetpub
| 4
J’ Downloads PerfLogs
=] Documents " Program Files
= Pictures " Program Files (x86)
System32 Users
Windows
Bl This PC
B Desktop

22CANHFILWIALFIZCRLZ7ZAINEEERADDRSIC, HEZBMIILET, FHLL
T7ANE'ZHII)YIL, ZiBIRLrropertiesT Rsharing7 27U Y UL, &)Y 2 L Advanced
Sharingia'o



'.E:ﬂ.' Advanced Sharing...

B.7FINARHEBITABICE., FIVYIRY IAZEFIZUshaethistoder, [EBER]7 41— RD
HEZOREBIERILZES@)ZEML T, BZERTRICLET,




F Share this Folder

Share name:

CRLDistribukiond

4. (Permissions1)Z2 7)Y L., (2addZT')Y L., (objectTypes3)2V )Y I L T, ComputersF
Ty oRY S ARG EAICLET,



3 Object Types...

M 1% Computers 4 .

5. Select Users, Computers, Service Accounts, or Groups™J 1 > RJICESIZE, Z20Uv 9
LokE 9, Enter the object names to select”7 1 —JL RIC, CAH—/NXOOE1—8F ( Z

DB TIFWINO231PNBS4IPH ) ZAHL., 29 Y U Lchek NamesE T o ADE NIZBRIH
BWESEER., BRI EMEATTIRAINERT, 29U Y ILET, ok

Select Users, Computers, Service Accounts, or Groups X
Select this object type:
Users, Computers, Groups. or Built4in security pancipals Object Types...
From this location:
Enter the object names to select (examples):
WIN-231PNBS4IPH| Check Names
Advanced.. | OK || Cancel

6. [Group orusernames] 7 4 —)LRTCA I E1—R%ZBIRLET, CANOTILTIEA
%Al 9 S Full ControlalowZ2F I Y I LE T,

ZOVYOLET, okESok—EIVY I LTFHEMABHREIY > RUZEAL, [70ON
TAID42RICRUET,



Permissions for CRLDistribution$ X

Share Permissions

Group or user names:

82 Everyone

WIN-2Z31PNB54IPH (ABTOMARNWIN-231PNES4IPHS)

Add Remove
Pemissions for
WIN-231PNBS4IPH Allow Deny
Full Control b1
Change ~
Read ] [
| OK || Cancel || ooy

7.CANFFILWIALFAIZCRL7Z7ZAINEEERADBD RS, BYBEF1IUTMHERER
ELET, BT ZEV VYT Useourity(1). (2). Edit(Add3), Object Types(4)DJEIZ T Y I L,
ComputersF I Y JRY DAZ A ICLET(5).



4 Object Types...

1A Computers 5

8. Enter the object names to select”7 4 —J)L RIC, CAH—/NXOOE1—2FZANL, &7

1) Y Ucheck NamesE T o ANENEBBABHBIEERE. BAINEREAhTTIRIFESE
a-o EOU ‘y7l/353'o OK

Select Users, Computers, Service Accounts, or Groups >
Select this object type:

Users, Computers, Groups, or Built4n securty prncipals Object Types...
From this location:

abtomar local Locations...
Enter the object names to select (examples):

WIN-231PNBS4IPH] Check Names

Advanced... QK Cancel

9. Group oruser names”7 41 —)L RTCAOE1—X%&IRL., CANOTINT VA %ZHT

g BFull controlaliowlc F I Y IR —V % FTET, 20V Yok, 29UV IOLTERARY
CIose’E%T L/gf?o



Permissions for CRLDistribution ;4

Securty
Object name:  CACRLDistribution

Group or user names:
82 CREATOR OWNER
SR SYSTEM
52 Administrators (ABTOMARAdministrators)
82 Users (ABTOMAR\Users)
EWIN-EH PNBS4IPH (ABTOMARNWIN-231PNBS4IPHS)

Add.. Remaove

Pemissions for
WIN-231PNBS4IPH Alow Dery

Full control EE [] =~

Modiy ¥ []

Read & execute % []

List folder contents ¥ []

Read % [ &

MUVWCRLOBARA N ERRAIB YA NEISICEKTS

ISEXCRLZZANIETIEATEDELSIC, CRRLVFAILZERIMNTEDTAL UMD %Z IS EH
TT IV EAHTREICLET,

1. USH—NODRAI/IN—T., Z2971) Y LsatE T, 1EIR Administrative Tools > Internet Information
Services (11S) Manager



2 EQAORA2 (AVI=IYI—) T, ISH—NEZRHAL. ZBRALUstesE T,

\i‘g Internet Information Services (lI1S) Manager

& @) WIN-23IPNBSAPH » Sites » Default Web Site »
File View Help

Connections .

I 0 Default Web Site

&5 Start Page
v -3 WIN-231PNBS4IPH (ABTOMA
-2} Application Pools
v -[@] Sites
v &9 Default Web Site
> 4z CertEnroll
» (P CertSrv

Filter: ~ W Go

15

ASP Authentic... Compres

o —

3. 5V )Y Ypsaut web sitelL, IRDRIZRT K S [ZAdd Virtual DirectoryZ IBIR L £ 7,



95 Internet Infermation Senvices (I15) Manager

= = & » WIN-231PNBS4IPH » Sites » Default W

File View Help

Default W
- efau
& i 7 8 o
|y Start Page .
- Filter:
w ij WIN-231PNB5S4IPH (ABTOMA
-4t Application Pools >
v -[@| Sites @
v &) Default WebSite || =
> ) CertEnrg )  Explore
> (P CertSrv Edit Permissions...
"
Edit Bindings... |
Manage Website » i'-'
i3 Refresh .
K Remove |
Fename |

4.[Alias] 7 1 —ILRIZCRLBHRA > NOH A REZADLET, COFITE, "CRLD,
EABETNRTVERT,



Add Virtual Directory

Site name:  Default Web Site
Path: f

Alias:
Example: images

Physical path:
CACRLDistnbution

Pass-through authentication

Connect as... Test Settings...

oK

Cancel

5. EMEF ()& V)Y I LET, ) Physicalpath7 1 —ILROFRIT, U3 1TERL
72N ZZRUET, 7AIINAZERL, Z0UY I LokET, 29UV JokL T,

Add Virtual DirectoryJ 1 > RJZBEUE T,



Add Virtual Directory [y X
Site name:  Default Web Site
Path: !

Alias:

CRLD |

Example: images

hwsical path:

ACRLDistnbution

Pass-through authentication

Connect as... Test Settings...

(] o Cancel

6. FIBATANLEH A NER, EAIORS D THEARRENTVIHLENHVY ET, EHRAK
RENBVBEAE, CCTBRLET, FRORAUT, Z2F 7)Y 9 Uirectory
Browsjngia'o



&3 Internet Information Services (I15) Manager

e > |41 » WIN-23IPNBSHPH » Sites » Default WebSite » CRLD »

File View Help

T E_j CRLD Home

Wy Start Page

v 93 WIN-231PNBS4IPH (ABTOMA Filter: » W Go - Show All | Group by:
Q Application Poaols s —
e :ﬂ- Sites ‘.‘ "
v.ﬂ_- Default Web Site st ﬁ \a o @
3 4| CertEnroll ASP Authentic... Compression  Default Error Pages
::' ‘? CertSiv Document
> 4z CRLD ) S =
ﬂ 1@ 'ilﬂ_r', L, r‘E

Failed Handler HTTR HTTR Logging MIME Types
Request Tra... Mappings Redirect Respon...

" i'_:“- N @
M O & §
Maodules Qutput Request 550 Seftings
Caching Filtering

Management ~

—

7. AAORA> T, ZI)YOLTTF1L I NUenabeDSBEEMIZLET,

&3 interreet Information Senices 1i5) Marage = O *
] |20 v WIN-ZHPHESSPH » Stes » Defaukt WebSte » CRLD » |a = @
Fle  View Help
a-id |3 s I)—] Directory Browsing (1) Divcteer browiing has bren
VEWMH-Z?' Uhoe thus feature b specdy Ehe inlzemation That digplys in s dingcbey Irsting.
1D Bpphcation Pock Tirme
w g Defauht Web Site
3 ] CemEreol < Eeraion
5 W CertSer =3 Blata
3 g CRLD
Long date

8.EBMORAT, YA NBEZBUERLET, FRORAIUT, 2XTILIUY UL

Configuration Editor x£7,



ira Internet Information Services (IIS) Manager

€ = 7 ¥ WIN-231PNBS4IPH » Sites » Default WebSite » CRLD »

File View Help
Connections

& idl? 8 E;J CRLD Home

v .95 WIN-231PNBSHPH (ABTOMA | _Tte" - R e
.2} Application Pools 5

v (8] Sites e %& % \ [

v € Default Web Site = /]
;} . CertEnroll ASP Authentic... Compression  Default Du
» -[F CertSrv Document  Br

5 x| CRLD - — == umly

’ B & @ &£
Failed Handler HTTP HTTP Le

Request Tra... Mappings Redirect Respon...

M o> & &

Modules Output Request  SSL Settings
Caching Filtering

Management
Configuratio
n Editor

9. [MTEIRO Y TR I ARNT, &IBIR L sysem webServer/security/requestFiltering®E o RO Y 7°&
JallowDoubleEscaping>/ J AN T, ZBIRLTrueFX T, ARA VT, RORIZTT RS (CAppyZE
2VYOULET,

.";___) r; » WIN-231PNBSIPH » Sites » Default Web Site » CELD » 5+ f-} a'
File  View Help
|am | = confi ii Edit | Actions
L . onnguraton 1or
Q-idi2 I8 || e 2 [ acon ]
3 Start Page Section: SNSRI PPN NNIIS ITigutalls) = Fromc Default Web Site/CRLD Web.config - By Cancel
w83 WIN-231PHBSSIPH (ABTOMA 43 " te Script
L} Applicstion Poolz *  Deepest Path: MACHINEWEBROOT/APPHOY Generate onp
w &) Sites allowDoubleEscaping Configuration
v i Defsult Web Site allowHighBitCharacters Search Configuration...
3 ) CertEneoll alvwaysAllewedCueryStrngs | : —n
3 [ Certln alwaysAllowedUrs OO
3 5 CRLD demyCjueryStrngSequences {Count=0) Lock Section

denyUrSequences {Count=0] | “allowDoubleEscaping”



CNT, 7ANERISENLTCTIELATEZHREN SV ET,
BHRA > NMIZCCRL7 7 A4 )L 2 F1T T B 1= O Microsoft CAH—/NDERE

CRL7ZAINZHRMTDEDICHLWI AIIANREEN, TOTAIIANISTLHAENEL &
o RIZ, CRLZ7A I &EFHL VBICHKITT S K S ICMicrosoft CAH—/NEZREL T,

1.CAH—NNORRAON—T, £#91)Y U LsatExT, 1EIR Adminisrative Tools > Certificate Authority
2. EBlORA>T, CADBBERAIVYILET, Zi#RpropertisL . FExtensons/ &7 1) ¥
IJLFET, HILLCRLDEARA > NEEBMTSICE, 2V Y U LadET,



abtomar-WIN-231PNBS4IPH-CA Properties [4 *

Enrollment Agents Auditing Recowvery Agents Securty

Policy Module Bidt Module
Storage Cestificate Managers
Select extension:
_CHLEEEhi:tﬁunFuiiﬂ:DP} g |

WWWM%WW%&MWEH

stem J2\Cert Srv\Cert Enroll\<«CaName ><CRLName Suffic <
Idal:l J{/CN=<CATruncated Name > <CRLName Suffocs CN=<ServerShort Nar
hitp://<ServerDNSMName >/ Cert Enroll/<CaMame ><CRLName Suffic> < Delta
file:// c ServerDNSName »/Cert Enroll/ <CaName > <CRLName Suffocs< DettaC

<

>
:
[] Publish CRLs to this location

Include in all CRLs. Specifies where to publish in the Active Directory
when publishing manually

Include in CRLs. Chents use this to find Delta CRL locations.
Include in the CDP extension of issued cedificates
@ Publish Delta CHLs to this location

Include in the IDP extension of issued CHLs

oK | [ Camcel | Aok | Hep

3. [Location] 7 1 —JLRIZ, £33 1 THERLTHERELET7 A LA ONAEANLE
T, EU>ar1oplTE. NARKXODEISICEY)ET,

\\WIN-231PNBS4IPH\CRLDistribution$




Add Location

the varable below and click Insert.

Location:

X

A location can be any valid URL or path. Enteran HT TP, LDAP, file address,
or enter a LUNC or local path. To insert a varable into the URL or path, select

WWIN-231PNBS4IPH\CRL Distribution S

Yarable:
<CaMNames

Description of selected varable:

Insert

Used in LUIHLs and paths
Inserts the DMNS name of the server

Example location: http://<ServerDNSName >/ Cert Enroll /<CaName=<CRLNa

OK

Cancel

4. "O7—>3a> ) 74—=)LRIZENFADENIRET., "%, ROVYIEAIUARND

5%?)_“/\ Insert.




Add Location 4

Alocation can be any valid URL or path, Enter an HTTP, LDAP, file address,
or enter a UNC or local path. To insert a vanable into the URL or path, select
the vanable below and dick Insert.

Location:
WWIN-231PNBS4IPHWCRLDsstrbution 8 <CaName >

Variable:
' <CaName> v Insed

Description of selected vanable:

Used in URLs and paths
Inserts the DNS name of the sarver
Example location: http://<ServerDNSMName>/CedEnroll/<CaName><CRLNa

OK | | Cancel

5. [EBIROYVYTREIIARNDS, &EIR
L. Z27UY D ULinsertE£ T



Add Location

the vanable below and click Insert.
Location:

X

A location can be any valid URL or path. Enter an HTTP, LDAP, file address.
or enter a LINC or local path. To insert a variable into the URL or path, select

“WWIN-231PNBS4AIPHMCRL Distribution $<Ca Name > <CRLName Suffocs

Variable:
| <CRLMName Suffoc

Description of selected varable:

v| [inset ]

Appends a suffic to distinguish the CRL file name

llsed in URLs and paths for the CRL Distribution Points exdension
Example location: hitp.//<ServerName>/Cer Enroll/<CaName ><CRLNameS5i

OK

Cancel

—

6.[BFAN 71 —ILRT, NAaIODKRRBICEMLET, COFITIE, [Location] XD &S IZH

&I,

\\WIN-231PNBS4| PH\CRL Distribution$\

.crl



Add Location b4

A location can be any valid URL or path. Enter an HTTP, LDAP. file address,
or enter a UNC or local path. To insed a varable into the URL or path. select
the varable below and click Insed.

—_—

Location:

WWIN-231PNES4IPH\CRL Distribution$'<CaMame > <CRL Name Suffocs o

Variable: |
<CRLName Suffoc> v| | Inset 1

Description of selected varable:

LIsed in URLs and paths for the CRL Distnbution Points extension
Appends a suffic to distinguish the CRL file name
Example location: hitp://<ServerName >/ Cert Bnmnoll /<CaName ><CRLName5t

OK Cancel

7. HLRBEE]I R T ok ICRBIZE, ZOUYOLET, FI Y IRY U A%ZFIZUpublish CRLsto
thislocation, 227 )Y UL T[ZANTA]74 > RJokZFHLUET,

Active Directory fEBAE T —EAZBRIBDHAZRODI XY E—IHFRTENET, 27
U v 7L/¥3-o Yes



Enroliment Agenis Puiiting Racovery Aganis Sacurity
General Pobcy Module Bt Module
Extensions Slarage Ceficate Managars

_S-Ha:tﬂm: _

|CRL Distribution Point {CDF) ¥

?:pgci;‘rhﬂﬁmﬁw which usens con oblan 5§ cerlificale rvocation ks
L)

CoMWndows system
Idap -/ ACN=cCATruncats
hitp/ < ServarD M SName

Cerfication Authonty

file /< SenverDNSName
WWWIN-23IPNBSAIPHC You must restart Active Directory Certificate Services for the changes to
< ! take effect. Do you want to restart the service now?
7] Publish CRLs to this ko Yes No
Inchude in 3l CRLs. 5p

when publishing manuSTy
[] inchude in CRLs. Chants use this to find Delta CRL locations.
[ Inchude in the COP extension of issusd catficatas

8. ERATHYD') Y U L Revoked CertificatessE 9 o 1ZIR.All Tasks> PublishNew CRLA EIRE hhTL
otEEREL, £V OLokET,

ﬁﬂ certery - [Certification Authonty (Local)abtomar-WIN-231PNBS4IPH-CA\Revoked Certificates)
File Action View Help
o 2 Bc=H

i:.l Certification Authority (Local)
v @i abtomar-WIN-231PNES4IPH-

" Revoked Certifica*-- Thare are ng temis to show in this v
7 lssued Certificate: All Tasks ? Publish

| Pending Requests

Request ID Revocation Date Effective Revocation Date

. View ¥
. Failed Requests
| Certificate Templ: Refresh
Export List...
Properties
Help

Microsoft CAY— /NI, 02 a1 THERLETZAINFICFHL Vel 7 74 I 2ERT B 44



ENFHYET, LW CRL 7 7TAIIAERICERENIZBERE. [OK|Z27UYILTES
ATOVREERRENELEA FILLDGBRAZ b 7#)L51€_E§3“%>I7 FIRENIIEE
. COEIZAVORBATY TZEEICRVYIBEL TS EEL,

CRLZ7AIAFEL, ISHSTIVEATAETHD L 2R

COtEIIAVERBIBEIC, ILWCRLIZTALUNFEELTHY., TOTF7AILICIS 25
LTRIND—OART—>3Uh ST IO EATED L ZRRAL TS EEZL,

1LNSH—NT, €023 1 TERLET7 AT ZHEET, EVSEXD.cl7 7 ALY
1DFELTVRHBENHYET.,

.crl
ECAY—/NND AT
_Ca-o (_o){gu_cn 7 ’f)lf%‘i/)&@&b”f?o

abtomar-WIN-231PNBS4I PH-CA .crl

1 e - O x

| ¥ | CRLDistribution
h Home Share View ﬂ

= . » This PC » Local Disk (C:) » CRLDistribution v & Search CRLDistribution P
Mame Date modified Type Size
# Quick access
Desktop
4 Downloads

=] abtomnar-WIN-231PNBSJIPH-CA

web.config

%] Documents

= Pictures

System32

2.FXYRND—=VLDD—OAT—2a2 (BENIZE, ISEZ7ZAIXVEEB / —RERUXRY
RDO—2 L) TWeb7SOH%2HE, 25BLET, &, U232 2THREL ENISH—/
D H—/\Bhttp://

‘T.‘

HY), BEIZIA2TERHARANAICEBRLIEZT A RSB

T3, cOHITIE, URLIFRODEHY)TT,
http://win-231pnbs4iph/CRL D

ATYVT 1 THRALETZTANZECTALIN) AVFYDANRTENET,


http://win-231pnbs4iph/CRLD

e 2 httpe//win-231pnbsdiph/crld’ 2 = C || & win-231pnbsdiph - /erid/

win-231pnbs4iph - /crid/

ILOLWCRLOBURA > N EERT 2O DISEDRE

CRLZEBITAHELDICISE ZFRETDHIIC, CRLEZRITISEREEELET., COBRER

EFTREHOARICOVTIE., CORFIXDNOEBANTT, ( Microsoft CA DIBE ) BRI
Bl 1 KB~ 41METT, 72N NER 1 EEATY, REICEBLLELERZRELELZS. XUTO
FIETHRBERELE T,

1.CAH—NXORAON—T, Z#71)Y T LsatEz T, iBIR. Adminisrative Tools > Certificate Authority
2. ERIONRA>T, CAZRBELET, 74X ZHT )Y U LRevoked Certificates T, ZIEIRL

Properti%gf 9,

3. [CRL publication interval] 7 1 —JL RT, HELHEZ AL L THEENZERLET, Z

)Y OokLTI42 RUERU, ZEEZEALET, cOfiTlR, 7THONTUT—23
VERAREENTVET,



_;ﬂ,] certsrv - [Certification Authority (Local)\abtomar-WIN-231PMNE!

File Action View Help

o 2 EG=H

L
L

i) Certification Authority (Local) ‘ Request [0  Revocation [
v i 3htﬂmar-W!N-231FNES=HPH+I|

. Revoked C¢ "
| lssued Cert All Tasks i
. Pending Re View 3
| Failed Requ
| Certificate Refresh
Export List...
Properties
Help

4. ClockSkewfE % f52 9 B certutil -getreg CA\Clock* AN > RZA AL ET, 7 7 ) MEWR 10 &
T9,

4

Values:
ClockSkewMinutes REG_DWORS = a (10)
CertUtil: -getreg command completed successfully.

5. CRLOverlapPeriod " FEITREST N TWVWBE N ES H ZHEER T B certutil -getreg CACRLov* 1< >/
READLET, F74J)BNTIE, CRLOverlapUnit fElE 0 TF, Chik, ENFFETERE



TRTVREVCEZRLTVET, COEN O BUADBER. TOREEEUZRRLET

o

kiR

Values:
CRLOverlapPeriod REG_SZ = Hours
CRLOverlapUnits REG_DWORD = 0

CertUtil: -getreg command completed successfully.

AT Y T 3TERE L 1=CRLPeriod % f#52 9 % certutil -getreg CA\CRLper AN -~ RZ A DL E T,
ekl e

Values:
CRLPeriod REG_SZ = Days
CRLUn1its REG_DWORD = 7

CertUtil: -getreg command completed successfully.

RDERSICZLT, CRLOEFHEZTELET,

a. CRLOverlapPeriod A" A7 Y 75 TEREE N TV SIFE . OVERLAP =
CRLOverlapPeriod ( 73 ) .

Z O : OVERLAP = (CRLPeriod / 10), By : &
b. OVERLAP > 720M 54 . OVERLAP =720

c. OVERLAP < (1.5 * ClockSkewMinutes) D #4 . OVERLAP = (1.5 *
ClockSkewMinutes)IC % V) £,

d. OVERLAP > CRLPeriod ( % ) ®#4. OVERLAP = CRLPeriod ( % )

el T HIE= OVERLAP + ClockSkewMinutes

Example:

As stated above, CRLPeriod was set to 7 days, or 10248 minutes and CRLOverlapPeriod was not set.

. OVERLAP = (10248 / 10) = 1024.8 minutes

. 1024.8 minutes is > 720 minutes : OVERLAP 720 minutes

. 720 minutes 1is NOT < 15 minutes : OVERLAP 720 minutes

. 720 minutes is NOT > 10248 minutes : OVERLAP = 720 minutes
. Grace Period = 720 minutes + 10 minutes = 730 minutes

T QN T Q



BEHULEFHEBEE, CANXOCRLEZRITIDIHREBED CRLAKMITZDRALENH
DEBHTT, MRICIUTCRLEZEBIDELSICISEZRETIHLENHYET,

8. ISE Primary Admin/— RIZOJ 4> L, %Z1ER L Administration > System > Certificatesd® 9o ZE{HI D
RA T, ZBIRU Trusted Certificate® T o

Certificates

Cartificsts Marsgomas 2 w TfUSted Gertiﬂcates
e

Friendly Mame Status Trusted For Sarlal Humber  lssued To Issued By Walid From Expiration Date Expiratio

a
]
B B @ @

0.CRLEZRETHCAIBHENHEICHADFIVIRYIRZFAICLET, 29UV OLET
o Edit
10. DA RODTEFIET, FITYIRY DRA%ZEF > ZDownloadcRLL £ T 6
11. [CRL Distribution URL] 7 4 —JL RIZ, 923> 2 THERLE el 774 IILAEEATL
5CRLOBARANONAZADLET, COHITEE., URLIFXDEBY T,

http://win-231pnbs4iph/crid/abtomar-WIN-231PNBS4|PH-CA.crl

12. —ENERTELEEMHR (BEE—EER) ICETVWTCRLZEEBTSDXLSIZ, ISE
ZERETEET, CRLORTHRBIBEEEIATVRIHEEE., BEOAF T3 nES5HX
AL)—=IZCRLOT7YTF—RNERBTEEXT, #7232 RE> % auomaticaly!) Y 2
LET,

13. MBREOEELT, ATV 7 Tt ELLEEFHERYENE VMEEZRELET., BT
BB ERZEVMEZRETS E, ISEIE. CANIRD CRL ZR1TTHHIIC CRL D EARA
hEFIVIOLTLEVET, COHITE. EHE LB THER 730 7. D&V 12 K
B10 27 T9. MERKBOMEEL T10 FEANMERAEhET,

14. REBICWHUCBRTHRZRELE T, SIOATY S THRELLERTCRL ZERETE X
WBE, ISERCOEVERTEHATLET.

15. ISENfZREBOR V> O—RETTOCAOCRLEMBTERN 2 EHEIC, SEHER—AD
AL ZIEEIC (CRLFIVIBLT)FHITTEDEISICTBICE, COFIVIRYIRE
Bypass CRL Verification if CRL isnot Received A/ ICUETo COFIVI RY TV ARZFICLABEVE
. CRLAEEBTERBN 2IEHBEIC, COCALSRKITENEIABEEICKDIAHER—AD
AN T NTERHBMLET,

16. ISEA"HABR t) Nuignorethat CRL isnot yet valid or expired ( RIZFEEBITHEW)CRLZ 7ML Z2E
NTHIDDRSICEATERLSICTRICR. COFIVIRYIREFVICLET., C
DFIVY RYDAZEFICLIEWE, ISE I& [Effective Date] & V) £ 818 & U [Next
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