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CORFIAIXNODEBERIE., ROV TIRIITFTEN—RIITON—2aVICEITVTVET,

* Microsoft Windows 10 Pro
« /N—232,8.5.135.0M Cisco WLC 5508
¢« ISEV7RNDITTF7/N—2323.0

CORFIXNOBERHRIF. BREOSARRICHZTNAARALCETVWTHEREhELEZ, COR
FAXKATEATDIIXNTOTFNAAGR, JUTB(TF7FIIN ) RETHERZRHBKLTLE
T, BHEEBPORY ND—OTR., FEONVRIEL>TRCDAEMNI HE2FEZ THOEIELT
<EZW,

NRODE 70—
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WIRELESS PC

N
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=1l

SSID: GUEST-WiFi

@

INTERNET

COTFIATR, YARNI—YNEHCERERITIDEEICHATEZIEROA T3V ZER
LEXT,

— MR 7O—ZRICRLET,



ATY 71 5 ARNI—HEService Set Identifier(SSID):Guest-WiFilCB8EF T s hE T, Chik
. FORLWC ISE ZEA TS MAC 7 1 L& U VONREENIEA—T Y XY RNT—DUTT, COFE
&L&"ISE@Z%EO) BRI —=)ILE—HL, RBAYZ7A77AIILETANOBEERR—ZILIZVAA
LORMENET, ISEN S, 2 DD cisco-av-pairs Z f£H L 7= RADIUS Access-Accept iR E 1
£9,

« url-redirect-ac(END RS T4 v OB VAALIVRNTIHBENHDH, BRTWLCTO—AHI
CEZBENTWVWAT7 LA MNAO—=I)LYJ A KNACL)D R BI)
e url-redirect ( TEORZ 74V IDOVAAL U KNE-ISE)

ATV 2 FARNI—HFRISEICVFALIRNENET, OJA TR LEODOILTUIVILE
ABTBRDVYIC, I—HERegister for Guest Accessz VY I LET, 1—Hlk, TOTAH
DUREERTERIR—JIZVEALINENET, AT OBBERI—RZEMCTS
&, BECERERZTOMEEZHN>TVR1I—HICHRTEET, 7THIV M EREhBD L
AR ILTFUIDYIIL (A—HRBENADT—R)FREch, ChsOILFUI YT
AJ4 > L&Y,

AF Y7 3: ISEARADIUSERAIZE(CoA)BRIEWLCICEEL£F. WLCI. Authorize-
OnlyEMZFEAL TRADIUST VL AERZXFEITHEEIC, 1—HZBFRALET. ISER
WLCTO—AIICERE I f-Access-Acceptds & fAirespace ACLTIHZEL, 1 X —XY hAD
TOELADKRZRBLET (TARNILI—TORKNBET IV LARRARID —IZK>TERYF
T )o

N EEAPEYIIVRYTUAY NEISEOBETHDNB LS. BRIENUH—F2 I
ISE#"CoA Terminate ZIAE T2 BEN HYWET, L. MAB(MACZAILEUT ) D
BAE. COABRITHITT. DA VLAISA T NOEERFEERRESESH Y
£HA,

ATYVT 4 TARI—HHFRY RDT—IOANDEXRLVWT I EAEZRFE>TVS,
RAF Y REARET/NA AFEIAK(BYOD) R E, EBOEMEREZEMICTEET (&R).

i

axX &

WLC

1.RET A TA42T7DEHIZHL VW RADIUS H—/NZEML 9, RADIUS
CoA (RFC 3576 ) ZBMIC T % =&, [Security] > [AAA] > [Radius] > [Authentication] (C#
BLET,



CIsco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers > Edit
¥ AAA Server Index F
General
= RADIUS Server Address{Ipv4/Ipve) 10.106.32.25
Authenticatl
uthentication Shared Secret Format ASCII
Aceounting
Fallback Shared Secret LT
DNS
Downloaded AVP [onfiamiSheoed Searet s
* TACACS+ Kew Wi
LDAP ¥y Wrap (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Local MNet Users
MAC Filtering Port Mumber 1812
= Disabled Clients Server Status Enabled
User Login Policies a
o Support for CoA Enabled
Password Policies Server Timeout 2 seconds
» Local EAP Network User @ Enable
Advanced EAP Management B Enable
¥ Priority Order Management Retransmit Timeout 2 seconds
b Certificate Tunnel Proxy Enable
= Access Control Lists Rexalrm List
Access Control Lists 1PSec Enabla

CPU Access Control Lists
FlexConnect ACLs
Layer2 ACLS

URL ACLE

THIOT AT TEREKROBREN HVYET, £/, [Called Station ID] BT SSID ZiX
EITBDLIICWLC ZRETDENMBENET, ChiCkY), ISEEESSIDICETWVWT
REBIN—IIZBRETEET,

afrerfe

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Security RADIUS Authentication Servers
¥ AAA Auth Called Station ID Type AP MAC Address:SSID B
General
« RADIUS

Use AES Key Wrap

Authentication {Designed for FIPS customers and requires a key wrap compliant RADIUS server)

Security RADIUS Accounting Servers
= Acct Called Station ID Type IP Address B
General
» RADIUS MAC Delimiter Hyphen

Authentication
Rl MNetwork Tunnel Server
E;:Eack User Proxy Index Server Address(Ipv4/Ipv6)
Downloaded AVP i | *  10.106.32.25

2. WLANSZ 7 T, D4 ¥ L ALAN(WLAN)Guest-WiFiZER L., ELWA >R —T7 I/ A %%
ELET. MAC 714IRV>IT Layer2 ¥ 11)7 1 % [None] ICRRELE T,
Security/Authentication, Authorization, and Accounting(AAA)ServersT, FRALE T HI T
1 OEBIZISEIPT RL A%ZIEIRL E T, Advanced® 7 T, AAA OverrideZ BRI L
. Network Admission Control(NAC)State % ISE NAC(CoA support)ICEXEL £ 9,



3. [Security] > [Access Control Lists] > [Access Control Lists] ® JEICBEL, 2 2OFO+EA U
ANZERLET,

« GuestRedirect: UA AL I RNLTRESBWVWRS 74V U%ZFTL, BOIXTO L
5749y 0VAALALIRNLET,

e Internet : #ARY RT—JICDVTRIEREh, TOMOITANTORY KT—TIZD
WTEFITENET,

GuestRedirect ACLO B Z X ICRLUET (ISEEDBDORT 714Yv I VAA LI RNDSK
NTBUENHYET ),

Security Access Control Lists > Edit
v AAA
General General
= RADIUS
Authentication Access List Name GuestRedirect
Accounting
Fallback Deny Counters 1]
DNS
Downloaded AVP Destination
» TACACS+ Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction MNumber of Hits
LDAP - 0.0.0.0 / 01063225 " n " " .
il n n’ n ' n
Local Net Users 0.0.0.0 255,255,255.255 ¥ i ¥ S
MAC Filtering
= . 10.106.32.25 0.0.0.0
» Disabled Clients 2 Permit d / Any Any Any Any ANy 0

User Lagin Policies 255.255.255.255  0.0.0.0

AP Policies:
Password Policies

b Local EAP

Advanced EAP
b Priority Order
b Certificate

¥ Access Control Lists
Access Control Lists
CPU Access Control Lists

ISE

1. Work Centers > Guest Access > Network DevicesDJBIZEIRL, WLCZ XY NDO—OTF
TAFNAARELTEMLET,

2. T RRA MDY I —7"%4ERL E9, Work Centers > Guest Access > Identity Groups
> Endpoint Identity GroupsD B8 L £,

= Cisco |56 Work Centers - Guest Access

Overview dentities Identity Groups Ext Id Sources Administratior Metwork Devices Paortals & Components Manage Accounts Paolicy Elements

Identity Groups
Endpoint Identity Group

Endpoint Identity Groups
i% Profiled
s Blacklist it - -
ey GuesiEndpolnts
; Clseo_GuestEndpoints
su RegisteredDevices m Cancel
sy Unknown

User identity Groups



3. "= 2R —,>T5AKN POEA,>TAR=FINEDAVR—F 1> TFAN &
1471 ICBBLT, AN R4 T Z2ERLET, COFLLWIFANZAS T TURERL T
RRA>NDIIN—T%2SBLTRELET,

Overview Identities Identity Groups Ext Id Sources Administration Metwork Devices Portals & Components

Guest type name: *
Guest Portals

—_—
Guest Types Guest-Daily )

Sponsor Groups

Sponsor Portals Description:

Guest account access for 30 days y

Lamguage File

Collect Additional Data

Custom Fields...

Maximum Access Time

Account duration stans

From first login
© From sponsor-specified date (or date of self-registration, if applicable)

( Maximum account duration A
5 days o Default 1 (1=-8439)
h% 4
Allow access only on these days and limes:
From 9:00 AM To 2:00 PM Sun ¢ Mon « Tue « Wed ~ Thu « Fri Sat

Configure guest Account Purge Policy at:

Work Centers » Guest Access > Settings » Guest Account Purge Policy

Login Options

Maximum simultaneous loging 3 (1-999)

When guest exceeds limit:
O Disconnect the aldest connection

Disconnect the newest connection

Redirect user 1o 8 portal page showing an errer message (1)
This requires the creation of an authorization policy rule

Maximum devices guests can registar: 5 (1-999)

[ Endpoint identity group for guest device registration: Cisco_GuestEndpoints W "\”,‘D

4AFLWTARNR—=RIL R A7 & L TSelf-Registered Guest PortalZER L &9, Work Centers >
Guest Access > Guest Portalslc B8 L £ 9,



Create Guest Portal - Choose Portal Type

Choosa tho Cypss of POrtal Yo Want 1o CIsane

Sporscned-Guest Ponal
Sponsars creaty guosts’ sccounts. Guesis Catmal eroall thair owe sstauns,
O Self-Registered Goert Portal
Guosts provice information to sutomatcally Croats sn SCCOUNL, With SHONSOr 3pProval &% &n optonal roquinement
Hotspos Guest Panal
Guosls can ACCosE thi ribwiik withoul cracenlishs, Bl you can a0d & weltome masEge and AR,

GB‘MQI m

5A—SILEEBRL, MICERLETANRATESBL, BR7A—LBREOTTILTY
S LBAREERELT, ILFUY T LEBF XL TRELET,

ISECSMTPH —/NERETAHEICOVTHE, RORFIXY NESBLTEE W,

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216187-configure-
secure-smtp-server-on-ise.html

ZTOMHOEEFINTTFIAIILRNDERICLET . R—RIR—JSOHARIA AT, RRE
NBITRXNTOR—DEZHNAZRIAATEERT, T72I BT, Guest7 hV > NE1ABERMT
. BEDGuest Type TREETNEARETERTEET,

= Cisco |5E Work Centers - Guest ACCess 9 @ B8 @
Crhviividw herlities Idemtity Groups Ext I Sources Adrinistration Metwork Devices Partals & Componenls Manage AcCouwnls Policy Ebefants Policy Sets Mong
—
il M * Daderipson
Guant
ik Clsco_Guest Seil-reglstered Guest portal
Gusst Typas
Sposses deoeps
Langasge File w
Spondes Peral

Ponal tast URL

Portal Behavior and Flow Sellings Pomal Page Customization

Paortal & Page Settings Guest Flow (Based on settings)

¥ Portal Settings

Lo
¥ Login Page Settings l
ot Engisiration o oot Faammord
~ Registration Form Senings
(_.-lﬁ.nn oo guiest tyes Gt Diadly -~ ) I’ I l
Sl Anqarration Change Femmecrd e v
Configure guest typas at:
Waork Ganters > Guest Arcess = Configure = Guast Types l

T
Account valid far: 1 Dwys e Mazimum: 5 DAYS



https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/216187-configure-secure-smtp-server-on-ise.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/216187-configure-secure-smtp-server-on-ise.html

6. Work Centers > Guest Access > Policy Elements > Results > Authorization Profiles® JIE(Z 2 &)
LT, 2hs200RA7A77AIILERELET,

« FANKR=ZI(TARNK—2)LCisco_Guest\DUR AL UK, &UFGuestRedirect& L
SEEDIA AL U NACLZEH)Z OGuestRedirect ACLIE, WLCTUBIIZEREhEL
/ol

= Cisco ISE Work Centers - Guest Access
dentities Identity Groups Ext ld Sources Administration Network Devices Portals & Components Manage Accounts Policy Elements

Authorization Profile

Conditions >

Results £

Allowed Protocols Redirect to Self-registened guest portal

Authorization Profiles

ACCESS_ACCEPT o

Downloadable ACLS

~ Common Tasks

« Permit_Internet ( Airespace ACL & Internetid[E L )



= C(Cisco ISE

Overview |dentities Identity Groups Ext Id Sources
Authaorization Profiles » Parmit_internet
Conditions >
Authorization Profile
Results ~

* Namea

Allowed Protocols Permit_internet

Administration

Authorization Profiles
Description

Downloadable ACLs

* Access Type

ACCESS_ACCEPT

Metwork Device Profile &% Cisco 6

Sarvice Template
Track Movement
Agentless Paosture

Passive Identity Tracking

v Common Tasks

Airespace ACL Name

Airespace [Pvé ACL Name

ASA VPN

Work Centers - Guest Access

Network Devices

Portals & Components

b

7. DefautE WS EBRIDAR S —tEY NEZZEELET, F7A4IILMORU—EY NE, T

ARR=FIINTOEARICERICKREENTVET, MABEWS BHINFE

KU~

ELET, CORUS—IC&Y) . MACTEE/S A /NA(MAB)RIE £ R AOMACT KL R %t

L Thkke (#EBTEELS ) TEXT,



Ext Id Source: Administratior Network Devices Portals & Components Manage Account Policy Flements Policy Sets
s— Default
m P owe [ Sarv q
Al 3)
5 R N Condition U Hits  Actions
Wired_MAB
R .
_ :\ e

8.[a U R—2 TAuthorization policylC BB L & F. XORIZRTLIIC., CORAIL—IZERL
X7,

Authorization Policy (15)

(¥) Status Rule Name Conditions Profiles Security Groups Hits  Actions

TANSSIDICEEMNFSNEHLVWI—HRI, FEDIIL-TICELTLWEVEZY, 2BBDI
—LIE—HUL., TARR=ZLZVEALIRNENET,

I—HYHAEEICOTALE#E, ISENRADIUS CoOAZEEL ., WLCH' BRI ZRITLET, 5
Bk, RTORBUAIIL—IFBEEh (I RRSAMNERBZHAOL RRA 2V NTATFTUTA
TATIN—=TO—EBICHEDisH ), I—FEPermit_internetfBAI 7’O7 7 AL EREBLET,

9.F, RHETAN7O0—2FEALT, YAMO—KFHNET IV EAEZRBIDLEETERT
o CORBRISELDTOTA4T7Y>avaFIVILTEY, BENFRECATVET, T
Dtvarvic, UEICTARI—YNFERICRIEENECEEZRIBUN HEHEEF. FHEN
—H L F£ 9, ISEN Network Access Device(NAD)A* 5 Radius Accounting StopX Y £—2 %2 Z{ET
&, EYAVREERTL, BTHIRENET, TOERMBET. Network Access:UseCase = Guest
FlowD &MU FLENBLLBEI2TVET, TOHR., TOLYRRAVBNIHTRIEBLDITNT
DRI, TARREDEHICUZAL I REND—BOWEIIL—ILICEY NLET,



wiherizasion Pelicy (15)

|||||||

N —BYRANTOEREEREAESARNT I EAOVT A EEATE LT, MHRE
HATEEXtEA.

ISETARND—BEHNH LT KBENBET IV EADOREDNFHFMCOVWTIFE, CORFIXY NESR
LTL<EZW,

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/20027 3-Configure-
ISE-Guest-Temporary-and-Perman.html

ﬁ?m

ST, RENFERCHELTVWRIAESH ERRBLET.

g

1. 7 ANSSIDEBE[ITTURLZANT D E, RICRTEDIC, TARNKR=FIR=DIZV
XALOIRNENET,

“~ c @ D & hg 23-1.testlab.com:644 tal/PortalSetup.action?portal=ee61094a-60d5-4349-889b-3213b1e8ct w 9

cisco Guest Portal

Welcome
Sign on for guest access.

Username:
I

Password: Reset Password

Passcode: *

Or register for guest access

2. FXEIOLFUIYILEFE > TVWEWES, Register for Guest access7A 7> 3> ZiBIRT S
BREFHNEST, THIVRNEERTDEOOBRBETA—LNFRTRENET, TARK—4&
JLEXE TRegistration CodeZA 7> I UABMICHE 2> TVR B, COT—IL Y MEN B
ETT (kY ELWMERZFE DI—HYETHNBEBEREHRTENDELSICHRYET
) o


https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/200273-Configure-ISE-Guest-Temporary-and-Perman.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/200273-Configure-ISE-Guest-Temporary-and-Perman.html

© & https:/fise3-1.testlab.com:8443/portal/SelfRegistration.action?from=LOGIN 80% s @ 1

clsco Guest Portal

Registration
Flease complete this registration form
Registration Code*

8015

Username
guest1
First name
Poanam
Last name b
Garg
Email address”
poengang@cisco.com
Mobile number
- 91 = 0000000000
Company
Cisco
Person being visited(email)
abo@cisco. com
Reason for visit

Personal

BNAD—REFLFI—FRUD—ICEEN HBESE. [Work Centers] > [Guest Access] >
[Settings] > [Guest Username Policy] ICBBIL TEREZZEELE T, FUF L TF—XOHIIERD
EHBVTT,



Ovearview ldentities Identity Groups Ext Id Sources

Guest Account Purge Policy

Guest Username Policy

Custom Figlds

Guest Emall Settings

Guest Locations and S5IDs

Guest Username Polic o
i Minimum usemame length:* 4

Guest Password Policy
Usermnarma Criteria for Known Guests

If data is available, base ussmame on:

DHCP & DNS Services
Logging

©  First name and last name
) Email address

Administration

{1-64 characters)

c Allowed in Usemames

Alphabatic: Custom w ABCDEFGHIJELMNPORSTUVW
Minimum alphabetic: 3 (0-64)

Mumeric: Custom s 23456780

Minimum numeric: 3 (0-64)
Special; All supported e
Minimum special: 0 {0-64)

Metwork Devices

Portals & Components

Manage Accounts Palicy Elemants

More -
—

ATHIORHFERCERENDE, JLTFUIYIL (TARMNAD—RARDD =26 > TER
ENENAT—R)FRRENAET, &, TYARI—FHFRESIATVRERRE. EFX—)

BANZEENET,

0 & https://fise3-1.testlab.com:B44 3 /portal/CreateAccount.action?from =5SELF_REGISTRATION

cISCO Guest Portal

Account Created

Choose how to receive your login information, by lext or email

You can only click the button 5 times.

Username:
Password:
First name:
: Garg
Email:

Mobile number:
Company:
Location:

Last name

guestl
3154
Poonam

poongarg@cisco.com
+810000000000
Cisco

India

« & 1y

Email Me attempts lefts

SMS provider: Global Default
Person being visited (email): abc@cisco.com
Reason being visited: Personal



Your Guest Account Credentials OF

ise@testlab.com <ise@testlab.com> Today at 9:47 AM

To: Poonam Garg (poongarg)

'/@

Hello Poonam,

Your guest account details:
Username: guest1

Password: 3154

First Name: Poonam

Last Name: Garg

Mobile Number:+910000000000
Valid From: 2020-11-0 43:
Valid To: 2020-11-08 09:
Person being visited: abc
Reason for visit: Personal

5.8ignOnZz 2 UY LT, JLTFUI¥ N EAALET (TARNR—ZITRETDEHEEE.
TOERANAD—RZEMIDBENHVET, Chld. NADT—RZH>TWSALGFIOY
AVTERLSICTRROEFIVTAXAZALTT ),

Ej p w0 htt 1.testlab.com:844 La I trat 1 ST T N = ﬂ'

cISCO Guest Portal

Welcome
Sign on for guest access

Username:

guestl

Password:

A
=
o
=4

Passcode: "

8015 T

Or register for guest access

6.ERUMTBDE, A3V OTIETERTINI—ARIS—(AUP)ERRTERT (T ARKR—Z
LTHREEATVWEES ), I—HILRNAD—ROZEF T IV FRREh, OJ1 &
NF—(TFARR—BRILTERETHE ) ERTENET,



e3-1.testlab.com:8443/portal/LoginSubmit

atlear]
CISCO

Guest Portal

Acceptable Use Policy
Please read the Acceptable Use Policy

Please accept the policy You are responsible for maintaining  ~
the confidentiality of the password and all activities that occur
under your username and password.Cisco Systems offers

the Service for activities such as the active use of e-mail,

instant messaging, browsing the World Wide Web and

accessing corporate intranets. High volume data transfers,
especially sustained high volume data transfers, are not
permitted. Hosting a web server or any other server by use of

our Service is prohibited. Trying lo access someone else’s
account, sending unsolicited bulk e-mail, collection of other
people’s personal data without their knowledge and

interference with other network users are all

prohibited.Cisco Systems resemnves the right to suspend the
Sefvice ifCisco Systems reasonably believes that your use of

the Service is unreasonably excessive or you are using the
Semvice for criminal or illegal aclivities. You do not have the

right to resell this Service to a third party. Cisco Systems

reserves the right to revise, amend or modify these Terms &
Conditions, our other policies and agreements, and aspects
ofthe Semvice itself. Motice of any revision, amendment, or v

B T . T T ———

nit.action?from=AUP o @ 0

© &£ =0 https://ise3-1.testlab.com:8443/portal/A

Inr
Guest Portal

CISCO

Change Password
You are required to change your password now. Please enter a new password.
Current password:

New password:

Confirm password:

...ﬁ

9 PostLogin Bamer 5

<« (& Q © & ~° https://ise3-1.testlab.com:8443/portal/Chan

cISCO Guest Portal

Welcome Message
Click Continue to connect to the network.
You're very close to gaining network access.



TBREOR— (OJAEBONFT— )T, TUOVRANFAEN I EZHRALET,

@ o .

“ o Q D £ =0 hitps:/fise3-1.testlab.com:8443/portal/Continue.action 2from=F T ACCESS BANMER s {?

i
e
cISCO Guest Portal

Success

You now have Internet access through this network

NS 1—hk
CCTlR, BEODRNS TN 2 —F 4 T IERATEZEHRERLET,

COERMET, ISEXRICRT KSIC, Operations > RADIUS > Live Logs® FlicchsnOdd =&
RLUET,

(:(:—C“\ 7|:|—’<E/T_\l/$3'o

o FANI—HF2%ERB OFFA)L—)L(Wifi_Redirect_to_Guest_Portal)iCEBL ., 7 ARKR—2X
WZVRAL I NENETERRECHIILEL ),

« FANFBECSBROLEHICVRAALINENET, (FMLLEREhETAHDNT)OY
A VIR T B E, ISERFCOABRRREZIEEL. WLCIZ & » THERRE v E 9 (Dynamic
Authorization succeeded),

« WLCIEAuthorize-OnlyE M THIRELZE1TL. ACLE N IBE hE F(Authorize-Only
succeeded)e TANICIE, ELVWRY RD—OTF VAN RHEIhET,

LAR—B(T8E > TLR=—b,>T7AM, > RAR— AR LR—bF1)TRE, ROEE
EITVERT,



MaSter Guest Report My Reports Export To Schedule
From 2020-11-07 00:00:00.0 To 2020-11-07 04:38:26.0
o

W Filter ~ [ Rafrosh
Logged At Guest User Name MAC Address IP Address Operation Sponsor User Name
¥ Todwy v ® Guest Ussr Name MAC Address IP Address Operation Sponsor User Name
2020-11-07 04:17:01.1 guest! DO:37:45:89,EF:64 10,106.32.254 Password Change guestt
2020-11-07 D4:16:33.9...  guest] D37 45 80EF:64 10.106.32.254 AUP
2030-11-07 04:13:51.0 guasti D037 45:89:EF:64 10,106.32.254 Add SelfRoglstration

ARVY—=A—H% (ELWVERZRD ). YARI—TOREOARAT—RAZHAETEEXT,
COPITRE. FTHOYRAEREh, I—HHFR—FINICOTA L ZBELET,

Welcome test123 » i

"I" : l | Sponsor Portal
CIsSCO
Create Accounts Manage Accounts (1) Pending Accounts (0} Notices (0)
Resend Extend Edit Suspend Delete Reset Password Print
Username: guestl
Password: ...
First name: Poonam
Last name: Garg
Email address: poongarg@cisco.com
Company: Cisco
Mabile number: +910000000000
Person being visited (email): abc@cisco.com
Reason for visit: Personal
Guest type: Guest-Daily
SMS provider: Global Default
From date (yyyy-mm-dd): 2020-11-07 09:43
To date (yyyy-mm-dd): 2020-11-08 09:43
Location: India
SSID:
Language: English
Group tag:
Time left: 0D 22H 4BM
State: Active
Done

FA723aVORKE
CO7O0-DEBRMET, BB FTVIVERETEET, ChsRBINT, TARR—FIZ
& (ZWork Centers > Guest Access > Portals & Components > Guest Portals > Portal Name > Edit

> Portal Behavior and Flow Settings TEREL £ T ESICEELRRERFRODESY T,

B BE&HRE



- GuestType (TARNZRAT ) - FHIOURNNTOT17THHHE, NAD—ROBEMHE
RA7>a>, OFAVERE, 8ROA 7232 (BEZ7AO774LESANO—ILNRE
JIEDOVWTHBALET,

s BEI—R . BMICTBRE, >— VLY RI—RZH>TVBRI1I—HEGHNFBEEREZHFT
ENET(THINDERBIZNAT—READTIHBENFHYVET ),

« AUP: BECEZBICEARI —2Z T AND

ARG —=DNTFANTHI NERRELRTIT 17T D H0EHK,

OJA4> 57 ANDERE
e POEARAI—R:BMICTRE, O—UL Y RI—REH>TVWBSFARNI—HEFHFOY
Ao EHFTENET,
- AUP: BCEBEICEARVI—E2ZFALET,
« NAD—REBEATT 3>,
TFINA AZEBFDERTE
c FTAIITR., FNAAREBHICEFENET,
FANTFENAAODA T SA T AEE
- JO0-HORAF v &2HFTLET,
BYODDERE

s R=ZIINETANELTEATZIERI-HYHIBEATNARAZBETEDRSICLET,

ARY—FEEBTHO2 N

Registration Form Settings TRequire guests to be approved# 7’2 3 U A BIREhTWVWBHEE, &
ANCEDTERENETHINEARARI B —IC K> THERENDIMLEN HYET, < DOEE
Tk, EFA=—INZFERALTAR Y —ICBHNZEETEET (TANTHIV I NOERD-H

)o

Simple Mail Transfer Protocol(SMTP) —/NDOFREICER Y A HBIFE. THOV NIEREhEE
Ao



& Account Created

&« c @ © £ https://ise3-1.testiab.com:8443/portal/CreateAccount.action?from=SELF_REGISTRATION e &

cisco Guest Portal

Account Created

Choose how to receive your login information, by text or email,

Your request for network access is denied. Please contact your
host for more information

First name: Test
Email: poongarg@cisco.com
Location: India
SMS provider: Global Default

RS

guestlogh 5 MOJ &, SMTPH—/NOEREN R TWBREHICARY F—FFX—)LIZHEFR]
HMEEEITIBRICEENIRELTVBEEZRLTVET,

<#root>

2020- 11- 07 07:16: 38,547 ERROR [ GUEST_ACCESS SMIP_RETRY_THREAD][] cpm guest access. api services. util. Snt pM
j avax. mai | . Messagi ngExcepti on: Could not connect to SMIP host: outbound.cicso.com port: 25, response: ¢

2020- 11-07 07:16: 38,547 ERROR [https-j sse-ni 0-10. 106. 32. 25- 8443-exec-1][] cpm guestaccess. api servi ces. nc
com ci sco. cpm guest access. excepti on. Guest AccessSyst enExcepti on: com ci sco. cpm guest access. excepti on. Gues

EFX-IIESMTPH —NZBIICRETDE, THIY MFERENET,

= Cisco ISE Work Centers - Guest Access a @
Ovarview Identities Identity Groups Ext |d Sources Adrministration Metwork Devices Portals & Components Manage Accounts Policy Elemants Policy Sets More
Guest Ascownt Purge Policy Guest Email Settings

Gustom Fiolds

Guast Emall Setings RN Sito0 o

Guest Locations and $51Ds
Configurs SMTP server st:Work Canbers > Guast Aecess > Adminatration > SMTP Sarver

Guest Usarmame Policy

Enable emall netifications to guests
Guest Password Policy
DHEP & ONS Services

Logging



afra]n
ci1sco Guest Portal

Account Created
Choose how to receive your login information, by text or email

First name: Poonam
Last name: G
Email: poongarg@cisco.com
Location: India
SMS provider: Global Default

Require guests to be approved A 7> 3> ZBMICTDE, I—HET71—ILRENAD—RT
1 — )L RA"Include this information on the Self-Registration Success pagetz 2 3a>H S BEHIIC
HIRENE T, DY, ARVY—OERBIVELZBBES, THUV MERENEEERT
BRERTTDWebR—TZF, YARNI—HOILFOOY N FTT7A2INTREREIAEL
ho RDWIZ, 23— XY E—H—EASM)FELRFEFXA—INTEETIHZLEN HYET

o cOFATZ a&, Send credential notification upon approval usingtz % > 3 > (mark
email/SMS) THRICT B HENf HYVET,

AR —CBHAX—IIAEEEIET,

Guest Approval Request L}

| ise@testlab.com <ise@testlab.com> Today at 1:07 PM

To: Poonam Garg (poongarg)

9

Please approve (or deny) this self-registering guest. The guest provided the following information:
Username: guest_user

First Name: Poonam

Last Name: G

AR —=DERI 07V YIL, ARIY—R-—RIIICOTA>2F2E, THIY MY
mENET,

cI1SCO Sponsor Portal

Guest (guest_user) has been approved.
Help

COBRNS, TANI—HYROJTA 2 2HAEhET (BFX—IINKLESMSTERELEIL



ToIvIIEER) .
ENTBRE, COTJO-—TRIDDEFX—IT RLANFEAEZINET,

« BHID "EFERTL TRLA, ChiFBHICERE MDD, FLEEARIY—THI KNS
mBEch, ARVH—ADOEH (ARRBOLED ) ESARNODILTF OO YI)LOFHMOTESE D
BEERXT7 RLAELTHERAEhET, ik, Work Centers > Guest Access > Settings >
Guest Email Settings TEREL £7 .

- BHAI®D "5EEL FTRLA, Chid, ARVH—ICEROTHI N EZBFELEEZBAT
BPEHIZFEAENET, chik. 7 ABRKR—5)L TWork Centers > Guest Access > Guest
Portals > Portals and Components > Portal Name > Registeration Form Settings > Require
guests to be approved > Email approval request toDJEIZEIRT B & TREESNE T,

« JARM®D "%, TRLA, Cchik, BEREICTANI— 'U"L:Jl'a'ch-{ ENET, Send
credential notification upon approval using Email#" iBIRE hTWVW3HE, LTI+ ILD
Hll((I—YBENAD—R)AFBHENEEFXA—IHFTANIRHREENET,

SMSEHTERIFHRZEIFETS

TARILFVI ¥ )LESMSTEBETER T, RDAT AV ERETILENBYET,

1. Registration Form Settings CSMSH—E A7 ONAM A —ZBIRL T,

SMS Service Provider

Guests can choose from these SMS providers:

@ Global Default
T-Mobile

@8 ATT
Verizon
ClickatellViaSMTP
Crange
Inmobile
TheRingRingCompany
Sprint

@ Maas

Guest see providers list only if multiple are selected
Configure SMS providers at:

Woark Centers > Guest Access > Administration > SMS Gateway Providers

2. Send credential notification upon approval using: SMSFI Y JRY JAILF IV IN—D %
FHET,



~send credential notification upon approval using:

B Email
B SMS

BRI, FARNDA—YHFTHI N ZERTREEIC, FATEETONA I —Z2RIRTE &
SICRHBSNET,

© E https://ise3-1.testlab.com:8443 /portal/SelfRegistration.action?from=LOGIN

Registration
Please complete this registration form:

Registration Code*

8015

Username

Guest13

First name

Poonam

Last name

Email address*

poongarg@cisco.com

Mobile number*

== +91 > 0999999999

Company

SMS provider*

ATT

Global Default

Naas

4. BRULTONAA - EFBESZEUSMSHBEEETLET,



[0 https://ise3- 1.testlab.com:8443/portal/CreateAccount.action?from=SELF_REGISTRATION e ﬁ

ciSCO Guest Portal

Account Created
Choose how to receive your login information, by text or email.

First name: Poonam
Email: poongarg@cisco.com
Mobile number: +919999999999
Location: India
SMS provider: NaaS

5.SMS7'O/N A & —I&, Administration > System > Settings > SMS Gateway CERETE X T

o

TINA ADEEK
FANI—YHFOT14>2 LU TAUPZZ T ANTZE T, Allow guests to register devices74 7> 3~
ZERITDE, FTNAREBRTEET,

~ Guest Device Registration Settings

Automatically register guest devices

A message displays to guests when they reach the maximum number of supported devices.

Allow guests to register devices

Yau can set the maximum number of supported devices in the guest type settings.

Device information will be stored in the endpoint identity group specified in the guest type of the user logging in to
this portal.

Configure guest types at:

Work Centers > Guest Access > Configure > Guest Types



© £~ https:/fise3-1.testlab.com:844 3 /portal/ChangePwd.action?from=CHANGE_PASSWORD LLL T}

CcISCO Guest Portal

Device Registration

You can add a maximum of 5 devices. Enter a device |D and device description. The device ID is the MAC address or Wi-Fi address ofthe device. Itis an
alphanumeric ID in this format: A1:B3:E5:19:6F BB

Device ID *
D0:37:45:89:EF.64

Device Description *

R e
Cancel, Continue

Manage Devices (1)

D0:37:45:89:EF 64

FNAZAATTEABNICBNENTVS ([F/51AOBE]UANCEREATVS ) S &I
BLTLEEY, chid, TFARFNAARAEZEBHICBE, ABRENATVBEHTT,

RAF ¥

Require guest device complianceF 7’ I3V ABIRE N TVWBFE, YANI—H@E, OT1>

LTAUPEZ AN (BETAT LI TFNA RABEERTLE ) &ICKRF + (NACWeb

Agem)ZRX{TIHI—TJ I hNT7OEDa_-_JEnE T, ISER V47703 -y
JI—lLzZuBLT, JAOED I ZVJ IR UENf DT E2RELET, RIC. AT

—2AVTRATENTVBR ISR (RAFYIL=INICH LT ) RAFrZEITL. BR

ZISEIZIEELE T, ISERMEICISU TCoABRIAIZEFL., RAEARAT—RFAZEELFT,

FAL—ILERDELSICBEYET,

’ IdentityGroup-Name EQUALS Endpoint Identity Greups:Clsco_GuestEndpoints
Wireless_MAB
L] Guest_Complaint AND PermitAccess
2 Radlus-Called-Station-ID CONTAINS Guest

k Session-PostureStatus EQUALS Compliant

IdentityGroup-Name EQUALS Endpoint ldentity Greups:Cisco_GuestEndpoints
-] Permanent_Guest_Access AND Wireless_MAB Limited_Access
= Radius-Called-Station-ID CONTAINS Guest
=] Radius-Called-Station-ID CONTAINS Guest

AND Guest-Portal
Wireless_MAB

Wifi_Redirect_to
(] o =10-
Guest_Portal

Guest_Authenticate)L—ILAREL ERYOFHRI -k, BEBE IS ARNRK—FILICUZAL
JRhENET, I—HPHNEECERELTOTA2TDE, COAATRIAARAT—RFAZLEL, 1—Y



CRRAF YT EBEERTIZDLEOOFHBRNET VAN BHENET T, NACT—>I KK
O a->dch, AT—23a A ERLERBIZOK, COARA 2V E—FY NMADT VA%
RBRETDIEHICERARAT—RAAEBELZELET,

RAF+ O—BOEEECE, ELVWISAFYRTOETSIZUIL—LFBEVCEHFEER
£7.

Ce——e

<« C @ & https://fise3-1.testlab.com:8443/portal/Continue.action?from=CLIENT_PROVISION E e w

cIsco Guest Portal

Connecting to Network

To continue, install and enable the latest Java version, and
make sure the Java plug-in is not blocked. You can download

and install Java from hip:iwww java.comien/download. If you
are unable to download Java, connect to a different network and
try again

i, guestlog7 7 AN ZRBRRXBDGZEICERAETEET,

<ffroot>

2020-11- 09 09: 23: 32, 157 ERROR [ https-j sse-ni 0-10. 106. 32. 25- 8443-exec-7][] guestaccess. fl owmranager. st ep. (

BYOD

Allow employees to use personal devices on the networkt 7’2 3 > FiBIRE hTVWBHEE. D
R—ZIILEFERAITHLEI—HEFEBYOD7O—ZBBL TEAFNAREZERTEET, AN
A—F0HEE. COREFAELEELEEA,

TFANELTR—ZLEEATHRHER, ERESVSERTT A,

F7 ) NTR, TARMR—2)LIFEGuest_Portal_Sequence IDAKNF7 THREENE T,



~ Portal Settings

HTTPFS port: *

Allowed interfaces: *

8443 {8000 - 8999)

Make selections in one or both columns based on your PSN configurations.

If bonding Is not configured (7 If bonding Is configured (7

on a PSN, usa:

Gigabit Ethernat
Gigabit Ethernet
Gigabit Ethernet
Gigabit Ethernet
Gigabit Ethernet

Gigabit Ethernet

Certificate group tag: *

Authentication method: *

=

1

on a PSN, use:

Bond 0
Uses Gigakit Ethernet 0 as
primary, 1 as backup.

Bond 1

Uses Gigabit Ethernet 2 as
primary, 3 as backup.

Bond 2

Usas Gigabit Ethernet 4 as
primary, 5 as backup.

Default Portal Certificate Group -~

Configure certificates at:

Work Centers > Guest Access > Administration > System Certificates

Guest_Portal_Sequence W L)

Configure authentication methods at:

Work Centers » Guest Access » ldentities » |dentity Source Sequences

ik, RIS (TARI—YoHIC ) ABI—YZ2RHATL. RICADILFUI v IILEHTT
PDATARNT =T ATYT, BIRULIDANTICRRIAIT VEATERVEES, FHHlRERS —
TUOARDRDARNTICHED
DREBEFARA—ZIICOTATEET,

—

ETHBRIEH, ABILFTUIYILELFADILF O v )L 2k



= Cisco ISE Work Centers - Guest Access

Overview Identities Identity Groups Ext Id Sources Administration Network Devices Portals & Components
Endpoints w |dentity Source Seqguence
MNetwork Access Users * Mamea

Guest_Portal_Sequence

ldentity Source Segquencas

Dax< il i
Description A built-in Identity Sequence for the Guest Portal

~ Certificate Based Authentication

E] Select Certificate Authentication Profile

~ Authentication Search List

A set of identity sources that will be accessed in seguence until first authentication succeeds
Available Selected

Internal Endpoints Internal Users
Guest Users

All_AD_Join_Points

TFARR=ZILOZOBERETE, I—HEFRTFILI—HABNT ELIEActive DirectoryTEERE 1L /-
LTI ERHEL, BYODURAL I UNFRELET,

& e Q on?from=AUP . {_‘r i

dilvan]n,
cisco Guest Portal

BYOD Welcome
Welcome to the BYOD portal,

Access o this network requires your device to be configured for
enhanced security. Click Start to provide device information before
compaenents are installed on your device,

The following system was detected
Windows
Was your device detected incorrectly?
Select your Device

Windows

=
N

DRI, BEI—VRIBEARET/NA AICKHL TBYODZETTERY,
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VLAN®D Z£

ChiZ&kY), DHCPOBHEEHZ N H—F DactiveXF - lkJavaZ7 7L Y NERTTEET,
child, COAN I RRA KNOVLANODZEEZ N H—FBHEICHETT, MABNERAE O
TWBEE., IV RRANEIVLANOEEZRBLEB A, EXSNBBREEFE. NACTI—>
I NTVLAN (DHCPU U—R/EH ) ZEETDETT, BloAT7>a> & LT, WebR—
JICBRENETTLY NEFERALTHLWIPZPRLAZERTZDHEEHYET, VIJ—XA
ICOANEHENBIERRETEEXT, CcOATIIAVEF, ENAILTFNAATRERYR—K EThTV
Tt A

E1E R

e« CiscolSEA74F1L—>32 HARODRAF Y H—ER

« PAFUFATA H—ER IV IOTLFLABYOD
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