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CORFIXVNOERE. REOFRARELHATNARACETVWTEREhELEZ, DR
FIAXRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T ZEBPORY RD—ITR, BANVV RICKDTREDAEMNHIEEE +TIHIEL T
<EZEW,

TAN70—

TJARNT7O—DOHER, BRILEVTAIVLAOREELTVRT, XORIEF, RFIXT M2
BZBLTSRIDLEHDICEATEET, ATVTETIVTATAZRBENTDIOICKRIEETT

o

Endpoint Network Device Cisco ISE

w9
. NETWORK
Access-Reguest
Limited Access ACL + URL-Redirect to ISE
Sign O
—— Google.com
ahce )
r—— —EIEy———
T e . Uﬁ
— .

Full Access ACL

cO70—k, IRRANDZET AR T TBET, ISEZ 4 7 O [Operations >
RADIUS Live Logs]CEEBHTE LT,

« MABEREEIZR I : I—HRB 71— RIZMACTZ RLAN® S : URLANADIC7' Y a&h
% 1—YNR—ZILEZEEITS

« Guest Authentication successful : I—H &7 41 =L RICET AN I—HENFEENTVE
¥, ik, GuestType Daily ( KL AN I—VRHICREENEZAT ) ELTHERAE
nTLWET,

« COANBtR : I—HE7 41— )L RAZEH, F#L R— bIZDynamic Authorization
successfuli’ ‘&R RE

s FANT VL ADREM

AX=DRADAR N —=TVA(THSLE)

—REVEBAH A R



RELCEITDIHR—MOUVIZRIIRLET, BENDI—ART—AORZ TN 1—F1>
TZ1I15%6R. BRNERERLETFHEINIREZIEEL THERUEET,

- BERRT A D OFRE

« DAYL AT AN DERE
 FlexAuth APZERL =D A YL AT A RCWA

MEICHETIEE

CORFIXVINTR, ELROBELCODVWTHALFTT,

TARRKR=ZILANOVEAL Y MNAHBEL W

A ALY NURLEACLFFISEAS T YZ1&dhis, ROREERELET,

1.7~ > Rshow authentication session int <interface> detailsZ2fERA L. AL YFOISAT >
NAT—ZRA(BBEITANTIVEADEFE ),



https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/113362-config-web-auth-ise-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/113362-config-web-auth-ise-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/113362-config-web-auth-ise-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/113362-config-web-auth-ise-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html

274V LALANIY RA—FWLC)D I ZA TV RAT—BRA(TAVLATARNT VAN
154 ) :Monitor > Client > MAC address

Security Information
Security Policy
Coamiplataa
Policy Typsa

Arth Bay Mgt
Encrypbion Chpler
EAPF Type

LSNP NAL S%ale

Radius NAC Stats CENTRAL SVEB ALTH

LTS Security Groanp
Tag

AAA Oraerride ACL
Mams

AAA Crnarride ACL
Apgdied Status

il Croerride Flex
ACL

AAA Orpirride FliEx
ACL Applled Status

Redirect URL - 44

AR ROV hZ2FERALE, T RERA MASTCPAR— N8443MISEAN D BEAAEM
: C:\Users\user>telnet <ISE-IP> 8443

4R=ZIDIA ALY NURLICFQDNA" BB EE. V9ZA4 T M IXRTOVTRAS
BRRTEBDHNESHZHFELET, C:\Users\user>nslookup guest.ise.com

57LY VAEHRDRET. ACLET7L Y JAACLIZEIUACLENEEE N TVD Z & 2L
£9, Tz, ACLHIAPICRYETENhTVWR L ESHERBELET, FHICOVLTR., It
2232 TATYT7bH&Tcs OREHA RESRLTLKEEL,



MONITOR WLANSs CONTROLLER WIRELESS  SECURITY

Wireless FlexConnect Access Control Lists

* Access Points

w EEdioE
802.11a/n MHred =]

B0, 1 1B/ \gini
Lual-Band Hadios
lobal Cordiguratian

P Advanced
Mesh

RF Profiles

FlexConnect Groups
FlaxConnect ALLs

6.9FATRISNTY RNFY¥TFrE2EBL, VAL 3 EBERLET, NTYRT
HTTP/1.1 302 Page Moved l&., 7OV tEAEhicH A4 NZEISEFARKR—RIL (UEALIRE
NEURL) ICUAALIBMNULEWLC/IRASY FERLET,

N [ip.addr==2.2.2.2|

No. Arrival Time Source Destination Protocol Info
198 May 18, 2028 14:29:13.45400506.. 10.106.37.18 2.2.2.2 TCP 54571 + 88 [5YN] Seq=0 Win=6424@ Len=8 MS5=1468 W5=256 SACK_PERM=1
191 May 18, 20828 14:29:13.49657480.. 2.2.2.2 19.186.37.18 TCP 88 + 54571 [S5YN, ACK] Seq=8 Ack=1 Win=4128 Len=8 M55=1468
192 May 18, 2@2e 14:29:13.496703€0.. 10.106.37.18 2.2.2.2 TCcP 54571 + 88 [ACK] Seq=1 Ack=1 Win=6424@ Len=@
218 May 18, 2020 14:29:16.34762700.. 10.186.37.18 2.2.2.2 HTTP GET / HTTP/1.1
219 May 18, 202@ 14:20:16.35025300.. 2.2.2.2 198.126.37.18 HTTP HTTP/1.1 382 Page Moved
228 May 18, 282@ 14:29:16.35@47208.. 2.2.2.2 18.186.37.18 TCP 88 =+ 54571 [FIN, PSH, ACK] Seq=279 Ack=329 Win=38@@ Len=e
221 May 18, 2e2@ 14:29:16.35050600.. 10.106.37.18 2.2.2.2 TCP 54571 = 8@ [ACK] Seq=329 Ack=28@ Win=63962 Len=@
222 May 18, 2082@ 14:29:16.35064608.. 10.106.37.18 2.2.2.2 TCP 54571 - 88 [FIN, ACK] S5eq=329 Ack=280 Win=63962 Len=@
224 May 18, 2020 14:29:16.354661€0.. 2.2.2.2 18.106.37.18 TCP 8@ + 54571 [ACK] Sequ2B@ Ack=338 Win=3828 Lens=8

219 May 18, 2029 14:29:16.3582. 2.2.2.2 10.1986.37.18 HTTP  HTTP/1.1 392 Page Moved

| Frame 219: 332 bytes on wire (2656 bits), 332 bytes captured (2656 bits) on interface 8
Ethernet II, Src: Clsco_ca:@e:c5 (89:87:31:ca:@e:c5), Dst: IntelCor 26:dd:Bd (bd:96:91:26:dd:6d)

rocol Src Port a2 Dk Pork:StaTlpsme doAcks 3k Lin 22T

» Tran

R — = o e AEELE RS e e e L L e e R TN A
Location: hteps://18.127.197.212:B443/portal [gatewny? sessionTd=0A642511000012652 (64801 48norta ) =26d1956- 2058 - 1109 98Fh - BBSES68T7 Sa3kact fansewaktoken=66bafced3fa43142 fe 26504957797 1debradirect=htep: [ /2.2. 2.2/ \r\n
Pragsa: no-cache\rin

Lache-Control: no-cacheyrin

e

[HTTP response 1/1]

[Time since request: ©.882626800 seconds]

{ L1

(Reguest in frass: 18]
[Roquest URE: http://2.2.2.2/]

7.XYRD=OFTOAFINAATHTTPS) IO U BMICKE 2TV,
AAY T -



CISCO
Management HTTP-HTTPS Configuration
S LT FEF ——
—ee ¥ HTTP Acoess Ergbipd ¥
F SHHPF
_ HTTPS Access 4 Erabled T
Telnet-S5%H PrebAigh Securalel 4 Enablagd ¥
Serial Part HTTPS Redrection Baatdsd T
Lecal Manasgement Wik Sasaion Timsiout 30 PNty
LIsers

8. WLCA'ABT > N—REDHFEE. RO EZHRBLET,
ATYT 1 94T RNAT—2AR, BEOWLCTRIL THABENHWET,
ATYT72: URAL Y NURLAEEDOWLCTRTRENBDBENHYET,

ATY T 3: FTYA—WLCTRADIUSTHIUTA VI ZEBNCTIBENHYET,



WLC ISE-PSN

]
—r
'.-
—r
]

&) ~=

Intermet

R L =

Firewall

Web Authentication ======s=sz====%

ISE-PAN

Internet trathc --——------——-ﬂ

Guest

3]: SRR 32

IVRI-—YHFTARNR=ZILICTIOEALTEREICOTA > TEBDES, ROATY Sid1—
HILRE2BTANT IV EAZREBETILOOHFTOEETT, cnABEL KVBESWE, ISE
RadiusZ A4 707 LA F Y URBAOEIRBANRRENE T, COBBEEBETDICEK., XOR
ZHRELET,

Overview
11204 Received reauthenticate request
Evant 5417 Dynamic Authorization failed
1220 Prepared the reauthenticale request
Username 1M100 RADIUS-Client about to send request - { port = 1700 , type = Cisco CoA )
RADIUS-Client request timeout expired (17 Step latency=10003 ms
Endpoint id MAC ADDRESS i equ pired () Step )
1213 No responsa received from Network Access Device after sending a Dynamic
Endpoint Profile Authorzalion request

Authorization Result

1 RALE(COAINADTEMBREE NTVWARENBY ET,



Cisco MONITOR  WLANs CONTROLLER MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers > New
Sgrvar Indax (Priority) iz v
Server 1P Address|{Ipvd/IpvE) 10.127.197.212
. Shared Secret Format ASCII ¥
s . Shared Secret T
b TACACS+ Cenfirm Shared Secret pesennan
_' - Ky Wrap Designed for FIPE customers and requires a key wrap compliant RADIUE server)
5 & 1817
-- Enabled ¥
* Local EAP
Enabled ¥
Advanced EAP .
Server Timeouk r Feconds
F Priority Order
- Matyrork Usar il T A
b Certificate
b Access Control Lists Managemant ¥ Enable
Wireless Protection Management Retransmit Timeout 2 seconds
Policies _
unnel Praxy Enable
F Web Auth
IPSec Enable

TrustSec SXP
Local Policies
b Advanced

2. UDPR—N17000" 7 7A T DA =)L THEAEhTVWBD &,

3. WLCONACIREEANIEL < %%\, WLC GUI > WLAN®Advanced settings T, NACDIREE%ISE
NACICEEL & T,

Advanced
802.11a/n (1 - 255) 1
v 802.11bfg/n (1 - 255) |1
MNAC
MNAC State |[ISENAC ¥
Load Balancing and Band Select
— Client Load Balancing

Client Band Select




SMS/EF X—)LBHRINEEFE Ll

1. Administration > System > Settings > SMTP TSMTPRREZ BB L £,

2. ISEADSMS/EX—)LT—RJ I A DAPIZFEZELET,
ROE—DSERF|ENIURLEAPIVZA T NE BT ZVHTTANL, I—H&. NAD

— R, ETERESLENERZEEMA T, HETRMEZTANLET, [EE>D AT L>RE
>SMST— KT IA]

SMS Gateway Provider List = Global Default

SMS Gateway Provider

SMS Gateway Provider Name: * Global Default

Select Provider Interface Type:

(O SMS Email Gateway
(®) SMS HTTP AFI

URL: * | hittp://api.clickatell. com/http/sendmsg?user=[USERNAME & password=[ PASSWORD J&api_i |

tmessaged
Data (Url encoded portion):

(] Use HTTP POST methed for data portion

Tk, ISEARHY—T )L—TF[Workcentres > Guest Access > Portals and Components >
Guest Types]h 5 TARNT2H A, ISEESMS/SMTPF—KRJI A TNTY RF Y TFr &R
TLT. ROCEZHRERLET

1. ERNTY NEREATHTICH—NICFELET,
2.ISEH—NICRE, T—RIIAHNCOEREVLEBITDLHDORYF —HROERE 1= (3 518
AHYVEY,



Account Expiration Notification

Send account expiration notiiicst-on| 3| days w | before account expires §

View messages in
[ English - English v |

] Email

] Send a copy of the notification email to the Sponsor

Use customization from: | Sponsred Portal (Default) het

Messages: Copy text from: | v |

Fau.' account is going to expire in 3 days. Please notify your sponsor fo extend your account now to avoid any delays

P
Send test email to me at:
[ myemail@cisco.com | Send
T ——————er e rtereesiest Access = Administration = SMTP server
SMS
Messages: Copy text from - |
]"ou.’ account is going to expire in 3 days. Please notify your sponseor to extend your account now to avoid any delays.
4

(160 character limif per message®)*Over 160 characters requires multiple messages
end test SMS to me at:
08123456789 | Global Default » || Send

Confioure Sne Service Drovioer ot

- Work Centers = Guest Access = Adminisiration = SMS Gateway Providers

[TATDRODEBIR—DICTIVEATEFREA

1. [Workcentres] > [Guest Access] > [Manage accounts] RZ > T, ISEEBEN AR H—HR—
BRICTOEATEDKSIC, R—BMI002DISEFQDNICV R AL IKNLET,

[ 500 ] Internal Error

ered. Please contact
\dministrator

2.717 > Rnslookup <FQDN of ISE PAN>Z AL T, AR —R—ZFILAOTIELATOI—
DAT— A TFQDNABRENTWVWA A ESH ZHERRLE T,

3.0~ > Rshow portsZ AL T, ISEOCLIA SISE TCPR— RO002A VT WB A ES H &
AU ET |include 9002V > REFEALE T,

R—=BR)VARAEORARNTZIT 1A

e V—ALLABI—HYIVARVIVAZERRIDICEK, R—FI)IEEBEO-ILICFERATS
AMEAEN, —BNICTSIHTEREENT \,\%ﬁ%fx"ﬁﬁwiﬁ ( GoDaddy. DigiCert,
VeriSignZ & ) ICR 2 TERENTVWBHLENH V) EFT ( Google Chrome, FirefoxZx & )

s FARDUVRAL I NIRRT AV JIPEBEATEI LR, ISEDT ZAR—KPAITXT
DIA—FICHRBENBDELIICTRH, ERREIhFLBA, BEALEDORIA—F, 7T7T4X
—NMNPRAOY—RN—T 1 BRAATZRHAL TVE A,



* ISE2.4 p6h Sp8ELIFpBITITRRRICIE. BEHONITHNH V) £, Cisco Bug ID
CSCvp75207 Tk, NYFTFY7IL—ROET, TISENORLDEHEI Ry IRE Y
FAT > NRADEREL RY VAL "TSyslogy RY VRAZFETFIVIITRIHENHYE
T cUCEKY), ISERTARNR—=RIICTIVELATREZEICTLS7O—DELZABEETF
I—2&FEEFELERT,

CNSDBREZIT>TETARNT OV ELAOBBENBRLBEVWESIE., TACISEHKL T, FISET
BEMCTEITNY T OFIETPRELEHR—RMNNRILZAFLTLSEETL,

BYIE R ¥

« DAAT IV _ANBR=bBIEFHATO—R



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp75207
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



