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LDAPS Tk, MOFEZ7ORNINAYR—RENTVET,

« EAPRAN—22 57— R(EAP-GTC)

« Password Authentication Protocol ( PAP; /NAD — REBEEZ’O0 KL )
* EAP Transport Layer Security(EAP-TLS)

* Protected EAP Transport Layer Security(PEAP-TLS)
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COBREFTE, IVRRAINBRASYFEDSA—HZY NEREBALT. O—HLIUT
Y RD—2(LAN)CERELET, BEENERC Y FR—NE, ISECI—HERITHLHIC
802 AXFRAEAICEREETNET, ISETIE, LDAPSIEAZIDARNT ELTEREENET,

RORIZ, EFRATSRY ND—7 bARODPZRLET,



Secure LDAP Server
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RXA2AY MO—ZADIDEEAEBED A A=)

LDAPSZEMIZIZICIE. ROEHZHBL-IAAETEZ RXA I MO—-FDC)ICAVAR—=)
LEXY,

1.
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LDAPSEEEAE X, RXAOAVNO—SOEALRABEARNTICHY)ET,

ARELC—BIIMEBEF—DFRXAZOANO-—FOARTICHY) . FEAEICIEL <BIER
FShTVWERT,
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EREND ) FBEEATVET,

CRXA2A MO—50OFE£EM R XA 2B (FQDN) (DC1.testlab.comZx &) &, XOWTFhn

NOBEEEFATVBBENSYET : HE]7 4 —LROKBECN). (FTTTIK
D BIBHEERADODNSI > M,
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R Certificate -

|Gen4EfaJ Details | Certification Path

Show: | <All= W

Field Value ,».,
™= Tssuer tesHab-DC 1-CA-1, testab, com
|___ Valid from Friday, October 11, 2019 2:03:01 AM
".I'E||Il:| to Saturday, October 10, 2020 2:03:01 AM
L—__IEUI::]E::I: DC1.testlab.com
I=|Public key RSA (2048 Bits)
@Cerﬁﬁca. .. DomainController
@_‘Eﬂhance. .. Client Authentication (1.3.6.1.5.5.7.3.2), Server Authu]w
m >

Other Name:
D5 I::Ill'_'lljlal:rl: Guid=04 10a6 36 1d 3cf43fa8 4783 d7d3d546 20 a3 3f

DMS Mame=DC 1.testlab.com

LDAPST A LV NUBEANDT V€A

Active Directory —/NEDLDAPST A LI RNVICT VAT I, EFEDLDAPT S OH %=
BLET, COERBTIE, Softerra LDAPT7 T I H45%FEALET,

1. TCPR—RB36T RXA A DEHREBIULET,

Hame: = W Type
51i7 Softerra LDAP Browser g irterat Pubbc Sarers Mot Expanded Group

@3 Iemet bl Servers | ) it g [ | bt com: 08, D0 m e e, £ mooes Sorver Profe |
s [ teaman

290X I TR LHIC, ADICISEOUE VS BRTDABEMOU)ZERLET, CnEBE
fIICI&. UserGroupE WS BRI T I —THNFYETT, 2AD1—H (usert&user2 ) ZHERKL .
') —7"UserGroup® X N—ICLE T,

N EISEQLDAPTAFUTF A F4Y—Rit. 1I—HBIECOKERENET.



Scope Pane » X | Name Value Type
115E Softerra LDAP Browser Cen UserGroup Entry
+-ay Internet Public Servers I [a ] user2 Entry
Hcn user] Entry
] DESKTOP-19 Entry
Clcn ComputerGroup Entry

= distinguishedName: OUsISE OU,DC=testlab,DC=com Attribute

= dsCorefropagatonData 1/1/1601 Attribute

= dSCorePropagatonData 6/20/2020 2:51:11 AM Attribute

= gPLink [LD&R: fjon={2 14538 13-597 1-45E8-8545-FDOCESE29790} ,c...  Attribute

= instanceType [ Writable ] Attribute

=] name ISE QU Attribute

=] objectCategory CN=0rganizational-Unit,CN=5chema, CN=Configuration DC=... Attribute

= objectClass organizationallinit Attribute

= objectClass wop Attribute

= ou ISE QU Attribute

(=] wSNChanged 507428 Attribute

#- [ cH=Managed Service Accounts & uSHCreated 603085 Attribute

#-_J CN=NTDS Quotas = whenChanged 6/21/2020 2:4%:06 AM Attribute

#-[ ] CN=Program Data = whenCreated 6/20/2020 2:51:11 AM Attribute

#- [l CM=System = objectGUID {44F450 1D- 178 7-480F -ABCS-3ED 2 TFASFE94)} Binary Attribute

ISEELDAPSH—/\D#&%E

1/EETE AR BILDAPY —/\D )L — hCATHEE 1 > K— R LET,

= System * ldentity Managament v Natwork Resources

il | aantity Services Engine Hame  » Conbext Visbidty

» Opombions

¥ Device Porial Managamant

» Policy

pieid Services

» Work Conters

¥ Foad Sanvice v Threat Cendric MAL

Deployment  Licensing  =Cenificates  » Logging  » Maimonance  Upgrade  » Backup & Rostore  » Admin Access ¢ Settings
T e —
[] Friendly Name = Slaug Trusted For Sarial Mumber lstued To Isgusd By
RS ES I ) ||
Irnfrarstnactung
System Cartificates 0 pcica B Enabled Cisco Services. 1829 1C AT O0 13, testabDC1-CA-1 lestiabeDC LA
Trusied Certificales E

2. ISEEEIAEZRIL . ISEEERAAERTEAASFIEHETEZAATANTICEFETD

CEETERLET,

3. LDAPSH—NZ#HETHICIE. LDAPSTAL I KNJDEEETELZLDAPEHZFERALET,
Administration > Identity Management > External Identity Sources > LDAP Identity Sources >

AddDIEICBEIL T,




il antity Services Engine Horme v Contexd Visibility + Operations - Adrnintsiration v Work Centers

» System = Wentity Management  » Network Rescurces ¢ Device Portal Management  puGrid Senvices  » Fead Servica ¢ Theeat Centric NAC

¢ ldentites Groups  External ldenlily Sources  ianity Source Sequences » Sattings
)

External Identity Sources LDAPR identity Souroes List > testiab_ldaps
I Gy AP I:lent'ﬂ Source
= Connection Directory Qrganization Groups Attributes Advanced Setings
v [ Cedtificaly Authentication Profil
v [ Acthve Directory

“Name | testiab_ldaps |

"—_; testlab
v [ LoAP Descriglion | |
= lestiab_ldaps
___-t;DBc « Schema |{:u_m - |
» [ RADIUS Tokon
it *Sutjct Otfccans | parsn | - e oecoss G
[ SAML Id Providers
£ Social Login * Subject Name Attribute | sAMAccountName | = Group Map Anribute | memberof |
* Group Name Attribute | dn | cenificate Atiribute | userCertificate |

() Subject Objects Contain Reterence To Groups
() Group Objects Contain Reference To Subjects
Subgects In Groups Are Stared In Mamber Attribute As | Distinguished Name -]

Usar Info Attributes |

FirstMame | giveriName Department | department

Last Name | sn Organizational Unit | compariy
Job Title | tithe
Email | mad Seate or Province | st

|
|
Localty || |
|
|

Tolephone | telephoneNumber Courtry [ ea

Sireet Address | streetAddress

4. T—f1 BTDSRDEMEBRLET,

Subject Objectclass : D7 1 — )L RE, I—FF7HT>2 MDOObject 7 ZAICHBLTWVWET,
CCTR, RDADDIVZAOVWThAZFERATEET,

« Top

* Person

* OrganizationalPerson
* InetOrgPerson

Filter Valee
“  Value Type
user Attribute
-l CN=Computers II nbtc:lass organizationalPerson Attribute
-l OU=Domain Controllers
+-[l CN=ForeignSecurityPrincipals =l chjectClass top Attribute
#-_J CN=Infrastructure
-l OU=ISE Group
=8 ou=IsE OuU
&[] CN=ComputerGroup
+-[ ] CN=DESKTOP-19

HI7SIOREBEM: CO7 14— )LRIF, EROI—HYHEEELEHDER T, COBHE.
ISENLDAPT— AR —ATREN I —HBZEZBALTDHEEICLDAPSA SEBEENET (on,



sAMAccountNameZZ EZFEATEET )o cOZFUATE. IV RKRA2 MDuserl 1—HF
FEREhET,

Scope Fane

user 1
s Softerra LDAP Browser
= 9 testiab Hame a  Valoe Type
+- 7 CN=Builtin S user1 Attribute
5[l ON=Cornputers =] displayMame userl Attribute
50l OUmDomsin Controlers = distinguishedName CN=user 1,0U=ISE OU,DC=testiab, DC=com Attribute
+ [ 1 CN=ForeignsecurityPrincipals = giveniame user1 Attribute
¥l CN=Infrastructure =l pams Ler] Attribute
- _J] OU=ISE Group S sAMAccountiame userl Attribute
=l OU=ISE QU — U=er .com Attribute
#-[ 1l CN=ComputerGroup =] userCertificate userl Binary Attribute
#-J CN=DESETOP-19
H CH=uzer
#- [l CN=UserGroup

TIN—TBEME : JI—T0E0ZREFEITBEMETT, LDAPT 1 L U K~ DOGroup namelg HfE
l&. User groupsR— DLDAPT I —TBE—BUTVRRAENf HYET

E LY — s =

oo Safterra LDAP Browser =l UiserGroup Attribute
- testab

#-__Jl CN=Builtin =] d5CorePropagationData 111801 Attribute
*-_Jl CN=Computers (=] groupType [ GlobalScope, Security ] Attribute
&~ OU=Domain Controlers = instanceType [ Writable ] Attribute
-l CN=ForexgnSecurityPrincipals (=) member CN=user1,0U=ISE OU,DC =testlab,DC=com Attribute
- CN=Infrastructure =) member CN=user2,0U=ISE OU,DC =testiab,DC=com Atwibute
B~ OU=ISE Group =) name UserGroup Attribute
=l ou=ISEQU =) objectCategory Ch=Group, CN=Schema, Ch=Configuration,DC =testiab,DC =com Attribute
- CH=ComputerGroup =) obiectd oroup Attribute

-l CN=DESKTOP-19 ] 5 :
i pm— = objectClass top Attribute
b T =) sAMAccountiame UserGroup Attribute
CN=LiserGroup (=) sAMAccountType < samGroupObject > Attribute

Group Objectclass:C DfElE, JIL—TELTRBEND AT IVNEBETILOICKRERTHE
HAEh&xd,

B0l CN=ComputerGroup =] objectsid 5-1-5-21-2960 2500 33006036050 - 34 766 26 26~ 1156 Binary Attribute
[l CN=DESKTOP-19 = ohjectGUID {39967F50-896E -4485-9CC5-B28C0B0EE234) Binary Attribute
B[ CN=userl [=] objectClass top Attribute
#-l CN=user2 (=] objectClass group Attribute

=3 (=] objectCategory CH=Graup, CN=5chema, CN=Configuration, DC =tes tlab, DC =com Attribuite

TIN—TXvT7EYE : COBEMR. I—HVZ2JIN—TIIVITIT2HEEERLET,

Hame Value  Type
5 (0 CN=Buitin [Bhembercf  Ci=UserGroup,0U=ISE OUDCtestb,oCcom T Atbute |

-l CN=Computers

- OU=Domain Controllers
#-_J CN=ForeignSecurityPrincipals
*

"

(1 cN=Infrastructure

=3 ou=ISE QU
#-_J CHN=ComputerGroup
#-_Jl CH=DESKTOP-19

I_i CM=userl

Certificate Attribute: SIFIZEEZ S LEMEZANLE T, ChSDERER. #7732 T, iH
ERM7O77A4INO—BELTERENTVWBREERICTITAT U MNDSIRRENDIHAEEZR



AITRDLEHICEATERT, cDBFR. VFAT 2V NEABELDAPTA T T AT AU —AND
SIEBLLABAEOBTNS T ULBARITEIET,

5. LDAPSI#E#Z5RET S IZIE,. ConnectionZ 7 ILBEL £ (RADKENAZSR ),

LDAP [dentity Sources List > testiab_ldaps

LDAP Identity Source
General Directory Organization Groups Attributes Advanced Settings

Primary Server Secondary Server

[[] Enable Secondary Sarver

* Hostname/IP | dcl.testlab.com | & Hostname/lP

*Port | 636 _ Port | 389

[[] Spacity server for each ISE node

Access () Anonymous Access Accass ¢ Anonymous ACCess
®) Authenticated Actess Authenticated Access
Admin DN * | CN=poongarg,CN=Users,DC=test Admin DN
Pasﬁwrd ‘l LT TR ] P‘aﬁmrd
Secure Authentication  [+/] Enable Secure Authentication Sacure Authentication Enable Secure Authentication
[/] Enable Server Identity Check Enable Servar Identity Check
LDAP Server Root CA [pe1-ca =] LDAP Server Root CA ST Root CA X3 Certificate A1 ™
Issuer GA of ISE Certificates  [pCi-ca -] Issuer CA of ISE Cantificales  Selact if required (optional)
* Sarvar Timeout | 10 | i Seconds Sener Timaout 10 i Seconds
* Max, Admin Connections | 20 | Max. Admin Connections 20
[ Force rsconnect vy i Minubes Fonti reconnec] sverny i Minubes
Test Bind Lo Sarser Test Bind to Server

Failover Always Access Primary Sarver First

= Failback To Primary Sarver After 5 Minutes

6.RX4 >0 NO—ZTdsqueryZE1TL. LDAPY—NANDOELHEIZER T3 1—ZDNEEE
LET,

PS C:\Users\Administrator> dsquery user -name poongarg
"CN=poongarg,CN=Users,DC=testlab,DC=com 4

ATFYT1: SldaptF—/NXOELWIP7 RLAEERFFRANBZREL. LDAPKR— ~N(TCP 636) &
Admin DNZEZ& L T. LDAPover SSLE O#EHZEIIL X T,



AT Y 7 2 : Secure Authentication# & UfServer Identity Check A7’ 3> 2 B#/ICLE T,

AFY73: ROYZHIYAZ1—H S, LDAPY —/\)L— NCASE#E & ISEE I Eisser
CASFHEZBIRL =¥ (ISEEBIHEERTIBH LI, MULDAPH—/NICA VA R—)L&
NERIREEALTVET ),

ATYVT 4 H=NAODTAMNNAV RZBRLET, COBRK/TR., RER—ANKERES
NTWEWEY, 7D TV RNFELERIL-—TREBEhFLA,

7. Directory Organization® 7 T, Subject/Group Search BaseZ & EL £F. < hIKISEN S
LDAPADBEERAV R T, T, BERAIVKNDFTHBIH T ORETIN—TDHh%E
METEDLSICBYELE, SOZFTIUATR, HY72 110 MNETIL—TOEAEHFOU=ISE
OUASEIfSENhZET

LDAP Identity Sources List > testlab_ldaps

LDAP Identity Source
General Connection Groups Attributes Advanced Settings

* Subject Search Base | OU=ISE OU,DC=testlab,DC=com | | Naming Contexts... |i

* Group Search Base | OU=ISE OU,DC=testlab,DC=com | Maming Contexts... |i

Search for MAC Address in Format | sx-sex-ao0-s0e-x0-0 v |

[] strip start of subject name up to the last occurrence of the separator | )

] Strip end of subject name from the first occurrence of the separator

8. [Groups] T[Add]Z 2 U Y U LT, ISELOLDAPAS Y II—T %AV R—KNL, YIL—TEEAE
LET (XORESR ),

LDAP Identity Sources List = testab_ldaps

LDAP Identity Source
General Connection Directory Organization Attributes

Edit =|']=Add + 3 Delete Group

[] MName -
] CN=UserGroup,OU=ISE OU DC=testlab,DC=com

24 Y F ORE



AAY FZ802AGRAAICEEL £ T AM Y FR—KNGig2/0/47IZWindows PCA"#E#iE h TV
2

aaa new-model

radius server ISE

address ipv4 x.x.x.x auth-port 1812 acct-port 1813
key XXXxxx

aaa group server radius ISE_SERVERS

server name ISE

aaa server radius dynamic-author
client x.x.X.x server-key XXXXXX

!
aaa authentication dotlx default group ISE_SERVERS Tlocal
aaa authorization network default group ISE_SERVERS

aaa accounting dotlx default start-stop group ISE_SERVERS
!

dotlx system-auth-control

ip device tracking
|

radius-server attribute 6 on-for-Tlogin-auth

radius-server attribute 8 include-in-access-req
|

interface GigabitEthernet2/0/47
switchport access vlan xx
switchport mode access
authentication port-control auto
dotlx pae authenticator

T RERA NDERE

WindowsZ A T4 77U A M ERAE N, LDAPTHR—RNENBEAPZORIILDIDTH
BEAP-TLSA I—HRRERAICERATIhET,

1.PCICI1—H—5EBHE (userl A ) 7O 3aZoJ&EhTWVWT, 954 FRRBIEELTD
BNV, GRS —NIAKEICRTEOIMHAETF I —HFPCICFEETD L Z2BEFEL
7,



=

$ Consclel - [Console Root\Certificates - Current User\Fersonal\Certificates]
g File Action View Favortes Window Help

o nm §FLIXD HEm

al C_ﬂnmj'! Root lssued Te Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Template
v Cff‘"'f“"-“ Current || ey, 1cert testlab-DC1-CA-1 6/20/2021 Client numenﬁc.tinn...| <Mone> User-Test
v [ | Personal
. Certificates N
71 Trusted Root Cert e Cimticete i

| Enterprise Trust

| Intermediate Cert
_| Active Directory L
» ] Trusted Publisher:
s ] Untrusted Certific

General Details Certification Path

WoW W W

| ﬁ Certificate Information

~| Third-Party Root This certificate is intended for the following purpose(s):
s [ Trusted People » Proves your identity to a remote computer

| Client Authentica * Allows data on disk to be enarypted
» 7] Local MonRemaov:
» ] Certificate Enrolln

» [ Smart Card Truste

Issued to: userl

Issued by: testab-DC1-CA-1

Valid from §/20/2020 ko 6/20/2021
? ‘fou have a private key that corresponds to this certificate,

Issuer Statement

< »| € |

Personal store contains 1 certificate. I oK I

2. EAP-TLSEREEA I DotIxFREEZE B%*IC L, FRREAEE L TMicrosoft : AN—RHA—REEEFE*Z
DEOEHEEEBIRLET,




-ﬁ pciPassthrul Properties

Sedact thes opton (o provide authenticated network access for
this Ethemet adapter,

L] Enable |EEE 802.1X authentication

Choose a network, authentication method:
'Microsoft: Smant Card or other cedificate Settings

[ Remember my credentials for this connection each

lime: I'm kgged on
] Falback to unauthorized network access
| ok | Cancel

3. TEMERE, 20V 0TBE, D4 RINAEET, RORICRTKSIC, specify
authentication modeMF T Y VRY U A% F >/ L. user authenticationZi&IRL £,



-
1] [—
™

Metworking Authentication Sha

Select this oplion to provide au

this Ethemet adapter.

[+] Enable IEEE 802.1X authen

Choose a netwark authenticati

hhuﬂ:&nattaﬂwnﬂ'ﬂ'_

[v] Remember my credentials fi

[] Fallback to unauthorized ng

time I'm logged on

Addtional Settings...

-~

Advanced settings X

802, 1X settings

[] Specify authentication mode

User authentication w Save cedentials

Delete credentials for all users

[] Enable single sign on for this network
Perform immediately before user logon
Perform immediately after user logon
! 10 .

Allow adaitional dialogs to be displayed during single
sign on

This network uses separate virtual LAMNs for machine
and user authentication

ISETDRI>—tY NOERE

EAPTLS7°I:II\ZI)L75“'{E}¥Jéh%>7‘._&b RUD—tYy NERETHEICAAERAE7O07 714
RIS —TEDNSTATFUTATAI—AT—T 2 A(D)NERAE

ERETILEN BV, FEE

nEXY,




wiliwillis

casco  |dentity Sarvices Engine Hama + Conbeod Visiblity + Oparafians * Palicy + Work Conflars

¥ System - ldentty Managemant ¥ Nebwiork Resouncss ¢ Device Porial Management  pecGrd Sefvices ¥ Feed Sefvica ¥ Thireal Cenlrie MAC

v Mentiies  Growps  External ldentily Sources ldenlity Source Sequentes ¢ Sellings
—————————————

External Identity Sources Cenificale Authentication Profiles List > LDAPS_osrt
= - Certificate Authentication Profile
» [ Cerificate Authenticalion Profile
* [ fethve Coracicry *Mame | LDAPS,_cert |
“o festlab E
v B LOAP Boscription | EAP-TLS cartficate based authentication with LDAPS
£ ooBe p
¥ [ RADIUS Token
= REA SecuriD
[ SAML 1 Providers identity Siore | testlab ldups =]
[ Social Login
Uso idontity From (=) Certficato Atiibute [ Subject - Common Name -]

Any Subject or Altemative: Name Attribuses in the Certificase (for Active Directory Only)

Maich Client Certibcale Against
Cectificase In ldentty Siore Mover

Oinily 10 resobve identity ambiguity

@) Always porform binany comparison

[ sove JREC

FATOTATAV—A =T AQAERATAO7 7ML 2SRL., BAKRRIVARNT
LDAPSAR T A T2 T AT 4 —AZEBEL KT,



v Contaxt Visibility + Operations ¢ Policy - Adrministration b

+ Device Portal Management  pxGrid Services

i [
(4114 ]

v System

¢ ldentitias

Identity Source Sequence

« Identity Source Sequence
*Mame | LDAPS|

Description

Homa

Identity Services Engine

» Feed Senvice

= ldenlity Management » Melwaork Resources

Groups  External ldentity Sources  |dentity Source Sequences  » Setlings

+ Certificate Based Authentication

LDAPS_cert 7]

Select Certificate Authentication Profile

+ Authentication Search List
A set of identity sources that will be accessed in seguence until first authentication succeeds

Avallable Selected

—
Internal Endpaints \ tesilab_|daps

Internal L'sers
Guest Users
testlab

All_AD Join_Points
rad

o

<

v Advanced Search List Settings
If a selected identity slore cannol be accessed for authentication

() Do not access olher slofes in the sequence and $&1 the “AulhenticationStatus™ atiribute to “ProcessErrar

(®) Treat as if the user was not found and proceed to the next store in the sequence

Save Resat

Work Centars
+ Threat Centric NAC

RIZ, B#RDoIXFBAADRI S —EY REREL KT,

» Contex Vislbility » Administration » Wark Contars

* Policy Elemsnts

Home

Chent Provisioning

e dentity Services Engine

Policy ets  Profiing  Posture

Paolicy Sets - Wired Dot1x

Status  Policy Set Name Description Conditions
@ weod Dotix & wired_sozax
W Authentication Policy (2)
+  Saws  Rule Name Gonditions:
B retwork Access-NetworkDeviceName EQUALS LAB-Switch

Dot

LS Deetault

Liconsa Warming &

Reset Policyset Hitcounts
Allowed Protocols | Server Sequence  Hits
Drefaull Network Access ERE 453
Use Hits  Actions
LDAFS %
223 o
» Options
LDAPS ¥
[} o
» Options




& Autherization Policy (2]

+

Status  Rube Name Conditions

Wisers in LOAP Store .

tesiab_idaps-ExiemalGroups EQUALS CN=UserGroup,

Resulls
Profiies Security Groups
OUSISE OU,DC=testial, DG=com PermitAccess i
Deryhccess +

Hits

Actions

\' 1

DFRE®. LDAPSTA T T4 T4 —AICKHUTEAP-TLSZORN L ZFEAL TI Y RARA
B




i pciPassthru0 Status

General
Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: No network access
Media State: Enabled
Duration: 00:01:21
Speed: 1.0 Gbps
Details...
Activity
Sent —— L‘,I'! ——  Received
Bytes: 3,003 | 676
& Properties ®Dissble  Diagnose
Close
R

1.PCICLEHETENTVRIARAAMYFR—NORIEY > a3 2#BELET,



SW1#sh auth s¢

MAC Address:
IPvh Address:
LM Agdcdre
Lser-Name:
Authorized
DATA
Oper host mode: single-host

r control die:

Periodic Accet

CEG612

Handle:
Current Policy:

SEate

Authe Success

2. LDAPSEISENRERMRTAHIC, Y—N\NOTFTFARNELEEZFALTH TSI ORNETI
—7EBBTERT,



B.A—YRREL R— M ZHERIL X I,

S Aofrosh @ ReosotRepoat Counts 2 Export To= ¥Emars G-
Tirng Status Dtails Identity Endpoint 1D Aujth Po... Palicy Authorization Profi...  MNetwork De...  Device Port Authentication Pro,

= j identity Endpoint ID Authentication Policy Authorizration Polcy Authortzation Profiles MNebtwork Devicd Denviice Prort Austhy cation Protooc
Jun 24, 2020 04:45:21.727 AM o e useri B4DED1 2B DECEH Wined Dotix >> Dotix  Wired Dotix »» Users in LDWP Siore  Permithccess GigabliEthemet2iM7  EAP.TLS
Jun 24, 2020 044520671 AM -] usert BASEZEDECH Wired Dotix >> Doty Wired Dotfx > Usars in LDAP Slore  PermitAccess LAB-Swich GigabliEIheme2MT  EAP-TLS

AT RRAY NOFMEFEAL R— N 2#BLET,

Overview
Event 5200 Authentication succeeded
Username useri
Endpoint Id B4:96:91:26:DE:C0 &
Endpoint Profile Unknown
Authentication Policy Wired Dot1x >> Dot1x
Authorization Policy Wired Dot1x >> Users in LDAP Store
Authorization Result PermitAccess




Authentication Details

Source Timestamp

Received Timestamp

2020-06-24 04:40:52.124

2020-06-24 04:40:52.124

Policy Server ISE26-1

Event 8200 Authentication succeeded
Username useri

Endpoint Id B4:96:91:26:DE:CO

Calling Station Id

B4-96-91-26-DE-CO

Endpoint Profile Lnknown

IPv4 Address 10.106.38.165

Authentication |dentity Store testlab |daps

Identity Group Unknown

Audit Session Id OABAZ26390000130C98CEBDEE
Authentication Method dotix

Authentication Protocol EAP-TLS

Service Type Framed

Network Device LAB-Switch




15041
15048
22072
22070
15013
24031
24016
24023
24004
22054
22037
12306

Evaluating ldentity Policy

CQueried PIP - Network Access.NetworkDeviceName
Selected identity source sequence - LDAPS

l[dentity name is taken from certificate attribute

Selected Identity Source - testlab_|daps

Sending request to primary LDAP server - testlab_ldaps

Loocking up user in LDAP Server - testlab_ldaps

User's groups are retrieved - testlab_ldaps

User search finished successfully - testlab_ldaps

Binary comparison of certificates succeeded

Authentication Passed

EAP-TLS authentication succeeded

15036

Evaluating Authorization Policy

24209

24211

Looking up Endpaoint in Internal Endpoints IDStore - user
Found Endpoint in Internal Endpoints 1D5tore

15048

Queried PIP - testlab_ldaps.ExternalGroups

15016
22081
22080
11503
11002

Selected Authorization Profile - PermitAccess
Max sessions policy passed

MNew accounting session created in Session cache
Prepared EAP-Success

Returned RADIUS Access-Accept




5.LDAPSH—NIZAWFTISELONT Y RF ¥+ T7F v ZEE TS &KV, ISEELDAPSH —
NETTF—2FESEnTVR L Z2BFELET,

Brestination Pratocol  Length  Address

Edbits info

10,
I3 2009-96-24 10:40:24. 206561  18.197.164.22 16, 857.164,21 TLSv1.2

Client Hello

4 2029-06-24 10:49:24.218413 18.197.164.21 10.157.164.32 TLSv1.2 Server Hello, CertificatelPacket size Limited during capture]
25 2020-86-24 18:40:24. 210588 18.197.164.22 10.157.164.21 TP 28057 - 636 [ACK] Seqeldl Acks1971 Wine33152 Lens TSvals148972877 TSecr=30158962
36 2020-86-24 10:48:24.215211 18.197.164.22 18.157.164.21 TLSv1.2 Certificate, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
! I7 2020-96-24 10:40:24,218678 18,197, 164,21 10.197.164,32 TLSv1.2 Change Cipher Spec, Emcrypted Hamdshake Message
I ZH TORR-BE-I4 1403 ESI1Y TR, 197.1643T 18.457.164.31 b BT T fa
N OJ000-96-24 10:48: 24, 270384 18.157.164. 21 18.957.164. 22 TLSv1.2 Kpplication Tata
3 2028-96-24 10:40:24.231712 18.197.164.22 18.197.164.21 TLSv1.2 Application Datay
31 I010-06-14 10:40:24. 138869 10.197.164.21 10.197.164.32 TLSv1.2 Application DatalPacket size Limited during capturel
X2 2000-BG6-24 10:408:24.233358 18.197.164.22 18.357.164.21 TCP 28957 - B36 [ACK] Seqefl Ack=3392 Win=26B64 Len=@ Tival=148372385 Tiecr=30158965
33 2020-96-24 10:40:24.251944 18.197.164.22 18.157.164.21 TLSv1.2 Applicatisn Dats
34 2020-96-24 10:40:24,253658 10.197.164.21 10.197.164,22 TLSv1.2 Applicatisn Data
35 2028-86-24 10:48:324.293332 18.197.164.22 18.157.164.21 TR 28057 = 36 [ACK] SeqeB79 Acks=4221 Wine39680 Lens@ TSvals148972960 TSecr=30158967
148 10

B EﬂlHﬁ H

18, IW 1.21 TL5v1.2 Application Data

Frase 28: 199 wm on wire ::s-az bits), 199 Eytes captured usaz um:

Ethernet I1, Sre: Vmware_ad:Ze:7f (00:58:56:a8:3e:7f), Dst: Veware 98:ca:28 (80:0¢:29:98:ca:28)
Internet Protocsl Versien 4, Sre: 10.197.164.32, Dst: 19.197.164.21

Transaission Comtrol Protocol, Src Port: 28057, Dst Port: 636, Seq: 336, Ack: 2078, Len: 133

FRER]

L5t reas ]
[TCP Segment Len: 133]
Smquence nusber: 336 (relative sequence nusber)
[Hext sequence nusber: 469 (relative sequence nusberl]
Acknowledgment nusber: 3078 (relative ack number)
1809 .... = Header Length: 32 bytes (B)
Flags: 02818 (PSH, ACK)
Window size value: 259
[Caleulated window size: 33152)
[Wirdew size sealing factor: 128)
Checksus: @xSedl [unveritied)
[Checksum Status: Unverified)
Urgent pointer: @
Options: (12 bytes), MWo-Operation [NOP), No-Operaticm INOP), Timestomps
[SEQSACK amalyszis]
[Tisestasps]
TCP payload 1133 Bytes)
Secure Gockets Layer
v TLSw1.2 Record Layer: Application Dats Protacol: ldag
Content Type: Applicatics Data (23)
Version: TLS 1.2 (8xA303) pr—
Foréion: L Encrypted Data
Encrypted Application Data: 17341b802128@8a13cc]7815e54447bb%a cBafSaBBladebBd. . .

\d

rr

NS a1—hk
COtEU>3a>TR, CORETRETZI—MWEIS—EZTONT TN 1—FT14 2 TFEIC
DWTHBALET,

e FEILAR—NIZ, ROIS— XY E—IHNFRRENDEESHFHYET,

Authentication method is not supported by any applicable identity store

COIT— XY t—2ik, BIRULEFRLEFRY LDAP THR—RMENBZWI EZBERLET, [
ULAR—FRIZ, BEEZORIN ELTHR—FEhTWBEX ( EAP-GTC, EAP-TLS,
PEAP-TLS ) DVWT AN RENTVWAD L ZBEBL TS EE L,

B—N—ANDTFANNAY RFIZ—THRTLEL L,

%t—ﬁmtﬁﬂmJﬁm%ﬂ—Nwﬁ%iﬁﬁ?Iwaw%&vio:w&a&ﬁ%®h57
MNoaA—TFT142T7275C@, ISETNTY RFYT7FryZEEL, 320T2 XA LV KR—
YR EpmtniAVR—F D REFTXTFNY TLARILTEMICILT, BMEZBRL, prrt-
serverlog7 7 4 )L 2R LE T,

NTY RFYTFrRAEBHMAZBICOVTEEZS V., prtserverlE RO RS ICRRLET,

04:10:20,197,ERROR,0x7f9c5b6f1700, LdapSsTConnectionContext: :checkCryptoResult(id = 1289): error message



N EIDAPR—TORRA N, HEHEBOH TS IIRNE (FEETTIIINORE ) £
ALTRETAHRENSYET, LENF 2T, 97T I Y NELESANCIEREF BB
(FHEEE T, SANUAKNICIPZ RLAZEDAHAEN RETT,

BREIALAR—KRT, YT ITIORMNFIDARNTICREOASBAELEFDAYELE, Zhik,
LAR—NCRENRTVD 1—HE E—HT B [Subject Name] BM# D1 —H4H LDAP F— & A
—ARTRODNSBA 2 ECEEZERLET, COPFUATR., COBEBHEDER
sAMAccountNamelZEREE N TWET, chid, ISEN—HZRO2HLS5E&TDEEIC, LDAPL
—H MDsAMAccountNamelBZ2 S BT Z2EHRLE T,

4 —=N=NAY ROTFARNPIL, YT DT O RETIL—TZELKBETEERBATLE, C
DEENFRRE L THRETEMABLOR, RER-ANBR > THRETNTVDZETT,
LDAP gk, V—7AS8II—bDHFEE R doc ( EROEETIHBAAGE ) TEETIXEND
BIECFBELTLEE,

BYIE 5 2

» https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/119149-

configure-ise-00.html#anc9
» https://lwww.cisco.com/c/en/us/support/docs/security/identity-services-engine/214975-

configure-eap-tls-authentication-with-is.html



https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/119149-configure-ise-00.html#anc9
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/119149-configure-ise-00.html#anc9
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/214975-configure-eap-tls-authentication-with-is.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/214975-configure-eap-tls-authentication-with-is.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



