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» Account Options

Descripion | Account to manage guast users

Change password on mesd login |

* Account Dizsable Policy

|  Disable account i dafe exceeds | 2020-00-21 {vyyv-mm-dd)

v User Groups

ALL_ACCOUNTS (defauk)

COARHY—=T ) —T OHEPR & #PRIE. [Work Centers] > [Guest Access] > [Portal &
Components] > [Sponsor Groups| CIERBTEE T,



Sponsor Can Manage
{nly accounts sponsor has created
(.} Accounts created by memaers of this Sponsor group

® 4 guest accounts

Sponsor Can

b Update guests’ contad information (email, Phone Mumber)
1 Viewsprint guests’ passwords
] Send SMS notifications with guests' cradentials
i" Resel guasts” account passwonds
L Extend guest accounts
[ Delete guests” accounis
[t Suspend guasts” atoounis
] Require sponsor to provide @ reason
Il Reinstate suspended guests’ accounts
[ Approve andview requests from salf-re gistaring guests
® sny pending accounts
) Only pending accounts assigned te this sponszor (i

4] Access Cisco ISE guest accounts using the programmabic interface (Guest REST API)
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COFITIE, ADI—HZALL ACCOUNTS SponsorF IL—7 I BMT 361 ZRLET,

RORIZTRT KSIC, [ Work Centers] > [Guest Access] > [Portal & Components] > [Sponsor
Groups] > [ALL_ACCOUNTS]ICBE L. [Members]Z2 Uy U L&E T,
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Deeliver notification using

Primt

Email

Send me a summary

Copy me

Sponsor's Email address®

i
SPONSON@ECsCo com ]

BAICHAIENEHELIYERVEB, XY NID—IADTARNTIERAZFTITIHEN HD
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Extend by

| days (Maximum: 5) n

BRAFBRERPERE. THIVROTARNEZATIZE > TRENET,
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Action Lhagn Guidelines E.I.igihla-l.ntwn?;.i-l-ul;t

Eilat Make changes 1o a selocied accoumnt AlL enecpt Saspemsiled, Demied

B esond Email, text, or pnnt acconmnt dedails for the Active. Creatad
selected maests

Extemd Addpst the acoess tnne persod or reactivate the | Active. Created. Expared
w ecbed exipredd @ibesl acconnls

Suspeis Disable the scloctod guest accounts withow | Active. Created
deletimg them from fee svstem

You may be prompled to provide reasons for
spspendmg an aocoumt

Delete Femove the selected gisest sccoqints oo the | All
Crco [SE database

Beset Password Reset the selected guest passwords to random | Active. Created
|.I-I'b\-'l-'|'§.=':ll.|'|-il.l:l'i| ity the RECRE iof Ehe: aocoutm
details,

R eansiate Enabile the selectead suspeended guest acconmts | Suspended, Densed

and approve previously dented sccounts

Hedresh Wew any changes 1o the deplayved accoumts. | Not applicable
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ANWCOTALTVERA, COFE, THIVRNE, V9LFo v It hESARNEY S
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Denied: 7 AT REZRY RD—IOANDT IV LAZERENET T, EETNILRETHRINICE
DRETAIV NG, EBEENERIEY XTI,

ERREFR TAIVRNERY RD—IANDT I EADEREZF>TVWET,
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T7AIKNTR, ISEREIRIINOTANT AV N Z15AZEICBBNICEELET, O
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EE



Guest Account Purge Policy
Parform an immediale purge of schedule when 10 delete expired accounts

Date of last purge: un 19 0000

Date of next purge: Sat Jul 04 01:00 #1530 22

Purge Now

| Sehedule purge of expired guast 3ccounts
(&) PURge GCOUrs eveny '15 days (f-36
(3 Purge accurs evary: * i waeks ('-35

Day of week* * ¥ -

Time of purge:™ *| 1:00 Ak

Expire portal-user information after” * | G 1-365 days Applies o
« [nactive LOWPAD wsers |
« Unuzed guest accounts (where accass penicd slans fram first login)

Once expired. accounts will be purged according 1o the purge policy specified above
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BEORKBIZT VAN FAENBDBERBARNEEZTL-—TIEATEELT, chiZkl)
IRTOIVRRAVRNZEABICN-DTERY, LealF, BT EHULWXN=SN
ITBAIRL—RII— 2B, BRANL-—ZVIVZARE, #ENOBMBE/ATRE<SBENDER
FACXTRITIVEANFATENET,

RO > 7 )profilerlog7 7 4 )Lk, GuestEndpoints® —ZTH '), 30BZFBL LTI RKRA >
RFVWON=2chiAZERLUET,



E=ndpoint [Senbdy Group List > GuestEndpoinks

Endpoint Identity Group

"Mame GuestEndpoints

Description | [Guest Endpoints Identity Group

Paren Group

Resal
Identity Group Endpoinls

uip Acd 5 remove =

MAC Address S g LMY
[ AA:BB.CCDDEED] ik
O AAEB:CC:DD:EE:D3 i)
[ AA:BB:CC:DD:EE:M i

] AsBE:CC:DDEEFF b

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
11e6-996c-525400b48521

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
ENDPOINTPURGE:ElapsedDays EQUALS 30

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction

EndPoint Profils

Linknown

Unknown

the rule type is :REGULAR

epPurgeRuleID is :3bfaffel0-8c0l1-

purging description:

purging expression:

GuestInactivityCheck & GuestEndPo1ntsPurgeRuleCheck5651c592—cbdb 4e60-abal-cfd415e2d4808

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
GuestInactivityCheck

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
ElapsedDays EQUALS 30

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
996c-525400b48521

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
996c-525400b48521

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
11e6-996c-525400b48521

2

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
RegisteredInactivityCheck

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
Greater than 30

2020-07-09 09:35:26,407 INFO [admin-http-pooll3][]

EPCondition name is

the condLabel are :ENDPOINTPURGE

rulename is : 3¢119520-8c0l1-11e6-

the rule type is :EXCLUSION

rulename is : 3c2ac270-8c0l-11e6-

the rule type is :REGULAR

epPurgeRuleID is :3c2ac270-8c01-

EPCondition name is

the condLabel are :ElapsedDays



cisco.profiler.infrastructure.profiling.EPPurgeRuleEvaluator -::- Started to Update the
ChildParentMappingMap

2020-07-09 09:35:26,408 INFO [admin-http-pooll3][]
cisco.profiler.infrastructure.profiling.EPPurgeRuleEvaluator -::- Completed to Update the
ChildParentMappingMap

2020-07-09 09:35:26,512 INFO [admin-http-pooll3][]

cisco.profiler.infrastructure.notifications.ProfilerEDFNotificationAdapter -::- EPPurge policy
notification.

2020-07-09 09:35:26,514 INFO [EPPurgeEventHandler-20-thread-1][]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- Requesting purging.

2020-07-09 09:35:26,524 INFO [EPPurgeEventHandler-20-thread-1][]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- New TASK is running : 07-09-
202009:35

2020-07-09 09:35:26,524 INFO [EPPurgeEventHandler-20-thread-1][]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- Read

profiler.endPointNumDaysOwnershipToPan from platform properties: null

2020-07-09 09:35:26,524 INFO [EPPurgeEventHandler-20-thread-1][]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- Value of number days after which
ownership of inactive end points change to PAN: 14

2020-07-09 09:35:26,525 INFO [PurgeImmediateOrphanEPOwnerThread] []
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- Updating Orphan Endpoint
Ownership to PAN.

2020-07-09 09:35:26,530 INFO [EPPurgeEventHandler-20-thread-1]T[]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- Purge Endpoints for PurgeID 07-
09-202009:35

2020-07-09 09:35:26,532 INFO [EPPurgeEventHandler-20-thread-1]T[]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- hostname of the node ise26-
1.shivamk.local

2020-07-09 09:35:26,537 INFO [EPPurgeEventHandler-20-thread-1]T[]

profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- Search Query pagel lastEpGUID.
EndpointCount4

2020-07-09 09:35:26,538 INFO [EPPurgeEventHandler-20-thread-1]1[]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- EndpointAA:BB:CC:DD:EE:FF

IdentityGroupIDaal78bd0-8bff-11e6-996c-525400b48521 identityGroupGuestEndpoints elapsedTime30
inactivityTime0 PurgeDeleteStatustrue CalledStationIDnull EndpointFetchedFromCachetrue
2020-07-09 09:35:26,539 INFO [EPPurgeEventHandler-20-thread-1][]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- EndpointAA:BB:CC:DD:EE:01
IdentityGroupIDaal78bd0-8bff-11e6-996c-525400b48521 identityGroupGuestEndpoints elapsedTime30
inactivityTime0 PurgeDeleteStatustrue CalledStationIDnull EndpointFetchedFromCachetrue
2020-07-09 09:35:26,540 INFO [EPPurgeEventHandler-20-thread-1][]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- EndpointAA:BB:CC:DD:EE:03
IdentityGroupIDaal78bd0-8bff-11e6-996c-525400b48521 identityGroupGuestEndpoints elapsedTime30
inactivityTime0 PurgeDeleteStatustrue CalledStationIDnull EndpointFetchedFromCachetrue
2020-07-09 09:35:26,540 INFO [EPPurgeEventHandler-20-thread-1][]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- EndpointAA:BB:CC:DD:EE:04
IdentityGroupIDaal78bd0-8bff-11e6-996c-525400b48521 identityGroupGuestEndpoints elapsedTime30
inactivityTime0 PurgeDeleteStatustrue CalledStationIDnull EndpointFetchedFromCachetrue
2020-07-09 09:35:27,033 INFO [EPPurgeEventHandler-20-thread-1][]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- Endpoints PurgeID '07-09-
202009:35"' purged 4

2020-07-09 09:35:27,034 INFO [EPPurgeEventHandler-20-thread-1][]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- Endpoints PurgeID '07-09-
202009:35' purged 4 in 504 millisec numberofEndpointsRead4

HBENTTLES, ROFIEZEITLET,
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https://community.cisco.com/t5/security-documents/ise-guest-access-prescriptive-deployment-guide/ta-p/3640475
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
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