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T BHEBPORY ND—OTR., FEONVRIEL>TRIDAEMNI HE2FEZ THOEIELT
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1. Policy > Policy Elements > Dictionaries > System > Radius > Radius Vendors > Add® JIE(Z

BBLET,

2. BRERVYA—IDEZANLTREFELET,

3. fR%F L 1zRadius VendorZ 7 1) ¥ 2 L, Dictionary AttributesliZBEL £7,

4. AddZEOD)Y UL, BER., T—2RA4 7, AR, BIUPIDICANFENXFEXBILTA
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5. BEZREFLET,
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= Cisco ISE

Dictionaries Conditions Results

Dictionaries

=Q

System

User

System Dictionaries

| Policy - Policy Elements W

Description

Profiler ACIDEX dictionary

Profiler ACTIVEDIRECTORY_PROBE dictionary

Dictionary for APIC

Profiler COP dictionary




= Cisco ISE

' RADIUS Vendors

Dictionaries Conditions Results
I
Dictionaries
=
= &

> L PassivelD

ey Import

Policy - Policy Elements

O Name Vendor ID Description
> L Posture
) Alrespace 14179 Dictionary for Vendor Airespace
> L PROFILER
) Alcatel-Lucent 800 Dictionary for Vendor Alcatel-Lucent
Aruba 14823 Dictionary for Vendor Aruba
> LU IETF
= ) Brocade 1588 Dictionary for Viendor Brocade
~ L RADIUS Vendors
> (U Airespace Cisco 9 Dictionary for Vendor Cisco
> L Alcatel-Lucent _ Cisco-BBSM 5263 Dictionary for Vendor Cisco-BBSM
> L Aruba ), Gisco-VPN3000 3076 Dictionary for Vendor Cisco-VPN3000
= Cisco ISE Policy - Policy Elements
Dictionaries Conditions Results
I
RADIUS Vendors List > New RADIUS Vendor
Dictionaries
=Q [“ Dictionary Name Packeteer ]
= & Description Disctionary for BlueCoat Packet Shaper
v 3 Radius [* Vendor ID 2334 ]
> L IETF

~ [J RADIUS Vendors
> LU Airespace
» L4 Alcatel-Lucent

> L Aruba

> L Brocade

Vendor Attribute Type Field Length 1

Vendor Attribute Size Field Length 1




= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

Dictionaries > ... > RADIUS Vendaors > Packeteer
Dictionaries

e Dictionary [ Dictionary Attributes ]
|

= & Dictionary Attributes
+ £ RADIUS Vendors
. )
SRS O Name ~  Number Type Direction Description Predefi...

> L Alcatel-Lucent
» Ld Aruba Mo data available
> L Brocade

» LU Cisco

» L Cisco-BBSM

» L Cisco-VPN3000
> W H3C

> WHP

> L Juniper

> L Microsoft

» ki Motorola-Symbol

> Ll Ruckus

= Cisco ISE Pelicy - Palicy Elements & Lice
Dictionaries Conditions Resuits
—

Dictionaries » _. » RADIUS vendors = Packeteer
Dictionaries
- Dictionary Dictionary Attributes
B &
! RADIUS Vendors
** Attribute Nams® Packetier-AVPair
* i Alrespace
» L Alcatel=Lucent Description Used in order 1o specify Access Level
¥ i Aruba Enable MAC
option [
* Data Type STRING w O
» i Brocade
3 [ Clseo * Birection ouT ~
¥ i Cisco-BBSM [ o 1 (0-255) ]
* id Cisco-VPNI00D
> WH3C Allow Tagging O
* WHP Allow multiphe instances of this stribute in 8 profile [
* L Juniper
* i Microsoft

N —BORVA—TE. BEOREEEMTIABEHY EEA, RUA—FIETFIC &
DTEREN/ZRADIUSEMZFEATESHBES (T TICISEICFELET ). COFIERFA
*yTTEET,



ATYVT2: XY NID=OFNAART A7 7 A ILDOEK
COEIVIIAVREIBETREBYEEA. XY RNT—IOFNAATOT 7M. BIMEhBDERY
RO—OFNAADRAT 258, TNEFNICELERAT7O7 7ML EERTEIOICKILS

*£J, RADIUST A U2 a3+ ) EAEIC, ISEICRKEATREESMNERESNEZ7O7 74N
DHABHYNET, FEFELTVWEWEERE, FILLWIFNAARTOV 7ML EEKTEET,

XYKND—=O7O7 74\ 2EBMT3FIEZRIZRLET,
1. Administration > Network Resources > Network Device Profiles > Add®D JEICEEL £,

2. 281 AL, RADIUSOF IV IRYVRZFICLET,
3. RADIUS Dictionariess® T T, BiOtEI23a>TERLETF1 023+ I EBIRLET,

4 BAUCRATOFINAARAIRLTEROT 10> 3aFUNMERET A TVWRHEEEK. ThsTAX
T#ZRADIUST 1 2> 3aF DO TTRIRTEERT,

570774 EREFELET,
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= Cisco ISE Administration - Network Resources
L )

Network Devices Network Device Groups ‘/ Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers
.\

Network Device Profiles

O Name -~ Description Vendor

Source
[ Al Profile for Alcatel switches Alcatel Gisco Provided
O ArubaWiraless Profile for Aruba wireless network access devices Aruba Cisco Provided
|:_ BrocadeWired Profile for Brocade switches Brocade Cisco Provided
[ Generic profile for Cisco network access devicas Cisco

Cisco Provided




= Cisco ISE Administration - Network Resources

MNetwork Devices Metwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

MWetwork Device Profile List » New Network Device Profile

Network Device Profiles .

* Mame Packeteer

Device Profile for Packeteer
iption

lcon Change icon...

Vendor Other
Supported Protocols

[ RADIUS ]
0

TACACS+

TrustSec O

[ RADIUS Dictionaries Packeteer X J

ATY T3 ISETOZRY NDO—0F N4 ADEN
TFNAREBETOIRYND—=OFNA ARG, RYRND—=OFNAATEREENEF—EEEIC
ISEICEBINTB2HBENHYET, XY NID—UF/NA AT, ISElECDF—%FDORADIUS AAAY
—NELTEMENET,

ISE-TFNA AZEBMT2FIEZRIZRLET,

1. Administration > Network Resources > Network Devices > AddD JEICBEL £,

2.B8BEIPP RLAZEELET,

B.TENAARZTAT77AIILE, sioEI>a>TERLEZO77A4LICEDKSICRAY IS
DUV ARNDSBIRTEERT, 7O77A4IIUNFERETATVEVEERE., 728D
CiscoZ TNEEXMFEHTEET,

4. RadiusfRiIs E &2 R L £ F,

5. HAMEF—ZANL, FNAAZRELET,



= Cisco ISE

——

Network Devices
Default Device

Device Security Settings

Network Device Groups

( Administration - Network Resources]

Network Device Profiles External RADIUS Servers

Network Devices

a by Import t Export
O MName -~ IP/Mask Profile Name Location
@ SPRT 172.18.228... &% Cisco (3) All Locations
E] posturelinux 10.106.36.9... &% Cisco G} All Locations

RADIUS Server Sequences

NAC Managers

@ Delete
Type Description

All Device Types

All Device Types

= C(Cisco ISE

Network Devices
—

Network Davices
Default Device

Device Security Settings

Network Device Groups

Network Device Profiles External RADIUS Servers

Network Devices List » New Netwark Device

MNetwork Devices

Name BlueCoat_PS

Description

10.10.10.10 - & ]

[ i IP Address w TP

[ Device Profile (7] Packeteer ~ D ]
Madel Name wr
Software Varsion ~
Network Device Group
Device Type All Device Types w Set To Default
IPSEC Is IPSEC Device ~ Set To Default
Location All Locations ~ Set To Default

v RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Administration - Network Resources

RADIUS Server Sequences NAC Man

Shared Secret sesasnsenes

Show




= Cisco ISE
Network Devices

Network Devices
Default Device

Device Security Settings

Network Device Groups

Metwaork Devices List » New Network Device

Network Devices

Network Device Profiles

External RADIUS Servers RADIUS Server Sequences NAC Many

Mame CiscoSwitch1

Description
[ I IPAddress . IP: 10.20.2020 | 32 ﬂ’]
Device Profile &% Cisco et

Model Name a

Software Version ~

Network Device Group

Location All Locations
IPSEC Is IPSEC Device
Device Type All Device Types

~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

<

¢

Administration - Network Resources

Set To Default

Set To Default

Set To Default

( Shared Secret = sssssssssses

Shuw}

ATY 7 4:RBA7O7 74 ILOERK

Access-Accept®E = [k Access-Reject&E UL TISEA S 'Y 1 e B HEERE. RaU7O77

LTRBEETNET, &
yiTEET,

RIZ, BAZTOA77AIINZERTBFIEZRLET,

wAIZO7 74, %

YND—=OFNA AN PEFITHEMNMOEMET Y

1. [Policy] > [Policy Elements] > [Results] > [Authorization] > [Authorization Profiles] @ JEIZ &R

LET,

2. Standard Authorization Profiles® T, AddZ2JUY OLE£9,



= Cisco ISE [ Palicy - Policy Elementsj

Dictionaries Conditions Results ‘

Authentication ’ Standard Authorization Profiles
-

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

[Autharizatinn Prufiles]

Downloadable ACLs |+ Add
e/

O Name Profile

Profiling ?

O Bidirectional_posture_profile #k Cisco (1)
Posture >

j Blackhole_Wireless_Access ok Cisco O
Client Provisioning >

:] Cisco_IP_Phones ams Cisco O

j Cisco_Temporal_Onboard o Cisco O

EBMTEA7A7714IORA T (&, Access-Accept& Access-Reject T,
Access-AcceptZ’ 07 7 A JLDIERK

cO7O774ILE, JYRIDI—IOFNAANOASHAOT IV EAICFERENWET, cO70O7
FANIZIE, EHOBHEEITCENTEET, AR XOESY TT,

1. DHAYRTVERRZ[T. TOERARAT7EL TAccess-AcceptZBIRL £,

2HOVThLPOEISIVTERLERY RD—OFNAATO7 7ML EERLET, 7
O77 AU ERENTVEWVEER., T7 4L KNDCiscoZEATEEXT,

3L.BBBRATOTAT7FAINNBIRENTVWEBERF., COR—ZSTHRENDAT> I %4l
FRLUET,

4. Advanced Attributes Settings T, 74 2> 3+ EEATREEEMLHS)ZERL ET,

5. %L T3HER. ROAVIFHV LA SEHICERHS)ZEEHTS L, RELEZAHNLE
ERD

6. ALEROD—MBELTEBENIBUN TS IIHETIHEE, + 7A=Y ILT
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= Cisco ISE

Dictionaries Conditions
Authentication >
Authorization »

Authorization Profiles

Downloadable ACLs

Profiling >
Posture >
Client Provisioning >

Results

Authorization Profiles » New Authorization Profile

Authorization Profile

[‘ Name BIueCoat_PS_ReadWrite]
Description Read Write access for Packet Shaper
* Access Type

ACCESS_ACCEPT i

[Natwork Device Profile |[-| Packeteer v-:i:«J

~ Common Tasks
ACL @

O security Group

~ Advanced Attributes Settings

Policy - Policy Elements

# Packeteer:Packeteer-AVPair ~  access=touch

~ Attributes Details
Access Type = ACCESS_ACCEPT
Packeteer-AVPair = access=touch




= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

Authorization Profiles » New Authorization Profile

Authentication ?
Authorization Profile

Authorization e

Authorization Profiles [ Hame Cisco_Switches J

Downloadable ACLs

Description Acis 1o Clicn switihés
Profiling 2
Posture ? * Access Type
ACCESS_ACCEPT ~

Cliant Provisioning >

Metwork Device Profile 3% Cisco v

Service Template

Track Movement (

a

D®
Agentless Posture O o

0w

Passive ldentity Tracking

> Common Tasks

~ Advanced Attributes Settings

[:: Cisco:cisco-av-pair e : shell:priv-lvl=15 R J

~ Attributes Details
Access Type = ACCESS_ACCEPT

cisco-av-pair = shell:priv-v=15

TORAEETO7 7 AL OEK

cOZ7A774NE, FNAABEDERZEEITILHICFERAENETTHS, Bz —#FIDEE
THEHICEIEHMEFEATEE T, ik, Radius Access-Reject/N\TY N ZREETEDHICEFE
BAEehEzd, ATV 1T, POV 1EAZRA 7 &L TAccess-Accept Tl %% < Access-Reject & i#1R
FTRIYMENHYVERTHN, TUAGEELTT,

ATYT5:R)—tY NOEK



ISELDORV—tY NEFEASTALTHEiEh, RUZ—EY NAHOZKHEY NZ2FELTHRY
DRV —tY "N, XY ND—=0F N4 AD SIEEE ndRadius Access-Request/NT v N IC
WITBISEOREEZITHEEET. TNAADZATZEIL—EBEORIV—EY NEFERTSC
EEHEHLET, 1I—HORIACHFT 2T T2 KM, FHMERFICRELET, ISECATT
ATFOTATAV—ANHBBEER., RIAORATICERATEXT,
—RABR)S—EY NFROKRSICERENETT,

1. Policy > Policy Sets > +DJEICEBEBL £9,

2. New Policy Set 1O BRI ZZELE T,

B.ZDTFNAARAEBEDRUEZHRELRT,

4. Policy SetZ BEL £ 9,

5. Authentication PolicyZ BBIL T, RN —IILZRELETT. ABY —AFLEABI—Y
&, ISEN 1—HZHRBITINREBDITATFUOTATAV—AS—T 2 AELTERTE
36T,

6. WIS —HFINTREENTUET, CORRTRUY—ERETERT,

7. Authorization PolicyZ BBEL T, 1—YORAZRHZEMLET, L&A EF, HFEDADY
L= FERISEREIDIIN—72%RLET, L—ILICRALUBREZFHFET,

8.FANL—IOFERE., ROVITRIUHASERTEET,

INRVHE—HHYR—KIBT I EADRATZEICEBBORBANL—ILZHERLET,

Policy Sets

= Cisco ISE Paolicy - Policy Sets

Policy Sets




= Cisco ISE

@ Packet Shaper

s Authentication Palicy (1)

(¥) Status  Rule Name Conditions

Q

Policy - Policy Sets

2 DEVICE Network Device Profile EQUALS Packeteer

e Any aulhantication condition =] [BE“'ICE Notwork Davice Profile EQUALS Packateer 1

[-] Datautt

» Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

“ Autharization Palicy (1)

@ Status  Rule Name Conditions

Q

[-] Autharization for Read Wiits

-] Detautt

Rosults

Profiles

BlueCoat_PS_ReadWri...

A\ License Warning

Default Network Access

Use

=

»  QOptions

All_User_ID_Stores &

Options

Security Groups

Selact from list

DenyAccess Select from list
= Cisco ISE Palicy - Policy Sets A Ussnssaming  Q (@ 53 @
Policy Sets Reset Policyset Hitcounts |
() Status  Policy Sat Name Description Conditions Allowed Protocols | Server Sequence  Hits  Actions  View
Q
(=

[-] Cisco Switchas

[ B DEVICE-Network Device Profile EQUALS :-ﬂ.n]

Dafault Network Access| <@ o @ »




= Cisco ISE Policy - Paolicy Sets

Authentication Palicy (2)

Status  Rule Name Conditions Use

Autharization Policy - Local Exceptions
Authorization Policy - Global Exceptions

Authorization Policy (1)

Status  Rule Name Conditions Profiles Security Groups

TINAA VAR

RadiusiC k2 F/NA AEBZHYR—NIBT/NA AR, siOoEI> 3> THRALLEIXNTOFIE
ZOLEEITBLETTISELEBMTERT, LEN>T, CORFIAIXIRTR, COEI> S

DTREThZFEHREFEAITDITNAADIVARNERLET, CORFIXIMIRHEZ LT
PEMEBIFMENIVANE, TL2BENDTEFETEDIENDTEHY EA, Eleo ZORF2
AVRZ2EHLELSTE, WOTEEETERT, RAICODVTRR, RIF—DOWebH 1/ h&EX
HE—HR—REZRLTEEW,

TIOVF—>3> —ERAI)L—X (ASR)

ISEIC T TICTEET ACisco AVR T ZFHTA 0. COEHICEBIOT 1o 3F 1) EVSA%E
ERTILERFHYEEA,

B 1% : cisco-av-pair
f : shell:tasks="#<role-name>,<permission>:<process>"

FR%E : <role-name>NfE%Z, JL—RX TO—HIIICERENTVRO-IILOBEICEKRELET,
O—)LBEREEY J—ERTRRTEET, VI —DFK LI rolettrootisH & ¥) . role#leafds A 1B N
OX RZEBNMULET., Chs220OO—)LIE. shell:tasks="#root #leal" NDIZFEICHEEL TRT
ENTEERT,

B2O7OCACETVTHATZBRTEN TEDNOT, BENDTOLADOFRARY), EEAHK
 RITHERZI-YWICNETEET, LA, I IBGPTOEADHEAMY SRV EEIA



HIERZNETBICIE, E%Zshell:tasks="#root,rw:bgp"lcFXREL E£T. BENIEFEEETEH Y
Tt A, FEREF. BN toshell:tasks="#root,rw:bgp" & 7= & toshell:tasks="rw:bgp,#root" M £E 5 (Z
BEENTVWTERLUTY,

Bl FA7O77AIAOBRHEDIEMN

Dictionary Type|RADIUS Attribute|Attribute Type Attribute Value
RADIUS-Cisco |cisco-av-pair String shell:tasks="#root,#leaf,rwx:bgp,r:ospf"

Cisco A1 Y F10S®& & U Cisco I0S® XE

ISEICF TIZFHE I DRADIUSEMN AT D), COBMNOLESHICEROTF1o>afrE
VSAZER TR HERFHV EE A,

B : cisco-av-pair
{8 : shell:priv-lvl=<L X JL>

ERE : <level>DfEZ, EXWICEFTNIBEOHTHIBEICREL T, BE, 157 EE
ENBHERHAIMY/BERAKZERL, THFEFETNIEERFHRAII)EHZERLET,

Bl FR7O77A4IINAOBEHEDEMN

Dictionary Type|RADIUS Attribute|Attribute Type| Attribute Value
RADIUS-Cisco |cisco-av-pair String > T )L : priv-lvi=15

BlueCoat /Ny N 2T —/)\
B M : Packeter-AVPair

& : access=<level>

AL : <level> X5 TETIEADLARILTT, touch PO LAY B RVEZEAKE
BIUT, look 7Ot ARHFHABRYERAERLUTY,

ROEZEALT, CORFIXDRNIRILSICT1 I3 FURERLET,

« Name ( & &l ) :Packeter

« KA —ID: 2334

« RA—KR71—=)ILRHFALX : 1

« FAKRBZAT T 4—ILRYA X 1

BEOFMZEADLET,

- B : Packeter-AVPair ( /XY N2{5%& — AVPair )



s AT IOEALRINZREETSZEHICERALET,
« RS —EHID: 1

« FE:TIk

- BB ZEFFT . False

 RIHFEHT 47

- BHEOEE . XF5|

Bl :FA7O077AINANOEMOEN (FHAMVERT VAR )

Dictionary Type RADIUS Attribute|Attribute Type| Attribute Value
RADIUS/NT v NIX{E & |Packeteer-AVPair|String TORA=ILY D

Bl FAZO77ANANOBEREDEM (FHHEIY)/BERAKXT I EAR)

Dictionary Type RADIUS Attribute|Attribute Type| Attribute Value
RADIUS/N v NIZ{E & |Packeteer-AVPair|String TOBEA=2YF

BlueCoat7 A > H#—/\(AV/SG)

B : Blue-Coat-Authorization
& : <level>

FERE : <level>FNETZT7IOEADLARILTT, 0BT IOEAEN TV EE2EKRL,
BWEBERAT7IOEAZERL, 20HZABY/EZART VA ZERLET, Blue-Coat-
AuthorizationB1lk, 72 EALRIINZ&HEHITZIEETT.

ROEZEALT, CORFIXRNIRILSICT1 I3 FURERLET,

« BAHl : BlueCoat

« RA— 1D : 14501

e RA—R714—)IRHA4X 1

s FAKRAT T4 —=ILRYAL X : 1

BHEOFMZEADLET,

& 1% : Blue-Coat-Group
. /\/'51 —E1%ID: 1
« BHME WA
- BEWEFTT : False
« XTRFGFEEA AT
- BHOES : 5745 LEH32 (UINT32)

2EEOEMDOFMEZANLET,

« B : Blue-Coat-Authorization
s M TIOEALRINZEETHDEHICEALET,

FIJL



« RUHA—EHID: 2

e HME: WA

BEZFT : False

RO GEREFR  F7T

BHOES : 8% LBH32 (UINT32)

Bl FA7O77AIIICESZEMTS (TIOERABL ),

Dictionary Type RADIUS Attribute Attribute Type|Attribute Value
RADIUS-BlueCoat| 7 )L—+ Od— K- 4 JL—7|UINT32 0

Bl FA7O077AINANOEMOEN (FHAMVERT I EAR)

Dictionary Type RADIUS Attribute Attribute Type|Attribute Value
RADIUS-BlueCoat| 7 JL—+ J—hk- J)L—7|UINT32 1

Bl FAZ7O77AIANOBEMDEM (FHEY)/EERAKT I EAR)

Dictionary Type RADIUS Attribute Attribute Type|Attribute Value
RADIUS-BlueCoat| 7 )L—+ Od— K- 4 JL—7|UINT32 2

Brocade A1 Y F

ISEICF TIZFHEIDRADIUSEMN AT D)., COBNOLEHICEROTF1o>3afF)E
VSAZER T I HERFHV EE A,

J& £ : Tunnel-Private-Group-ID
f& : U:<VLAN1>; T:<VLAN2>

fEAZE : <VLAN1I1>ZF—XVLANDEICEREL ET. <VLAN>ZZFEVLANDOEICERELE T,
ZOHITEE. F—2 VLAN I VLAN 10 T. F 7= VLAN (& VLAN 21 T9,

Gl FRA7O77A4IINAQOBEHEDEMN

Dictionary Type RADIUS Attribute  |Attribute Type|Attribute Value
RADIUS-IETF |Tunnel-Private-Group-ID{Tagged String|U:10;T:21

Infoblox

B : Infoblox-Group-Info
B:<JdIN—7%8>

Usage:<group-name>ld, 1—HIZNHFEEhBERZF ODVIL—TOEBTT, cOITIL—TK
. Infoblox /N4 ATHRETRDHEN BV ET, COREHFTE. JIL—72FE MyGroup TT,

ROEZFEALT, CORFIAXDRNIRTILIETAI23aFVEERLET,



« Z#il : Infoblox

« RA—ID: 7779

« RUBA—R714—=IRY14X 1

« FAXRBZATT4—=ILRYAL X 1

BHEOFMZEADLET,

« B : Infoblox-Group-Info
« RS —EMHID: 009

- HE@E:TIhk

« BEESFH : False

« XU GTEFA AT

- BHEOEE : XF5

Bl FR7O77A4IINAOBEHEDEMN

Dictionary Type RADIUS Attribute | Attribute Type | Attribute Value
RADIUS-Infoblox|Infoblox-Group-Info  [String RATN—=T

Cisco Firepower Management Center

ISEIC T TIZFHE I DRADIUSEMNERAE D), COBNOLESHICEROTF1o>3afF)E
VSAZER T I HERFHV EE A,

B 1% : cisco-av-pair
{8 : Class-[25]=<role>

EHE : <role>DEZFMCTO—ANLICEREATVRO-I)LOBEICKRELEF T, FMCT
adminXread-only 1—H & ENEHBOO—)LZ/ER L. ISEOBHIZEZZ HTT, FMCA'Z
ETEDLSICLET,

Bl FR7O77AIIAQOBEHEDEMN

Dictionary Type|RADIUS Attribute|Attribute Type Attribute Value
RADIUS-Cisco |cisco-av-pair String Class-[25]=NetAdmins

Nexus AA Y F

ISEICT TICFHETHRADIUSEMANERAEnD -, COBMNOLESICEROT1 0> afFE
VSAZER TR L ERFHVEE A,

B 1% : cisco-av-pair

{& : shell:roles="<role1> <role2>"



R : <role1>&<role2>NER, AAYFTO—HIICERZENTVDO-ILOBEICEKEL
F9, BEHOO-ILEERTZEEEF. ThSEZZFZAXNFETXYYET, EHOO—/LH AAA T
— /XD 5 Nexus A4 Y FILREND E, I—HEF, 32OO0—)ILIXNTTEEZENDIV RIC
TOEATEET,

BAAHXO—)IE, =Y T7HIOV N ERBACDERETERENET,

Bl RAI7O7 74 IAOEEDED

Dictionary RADIUS Attribute

Type Attribute Type Attribute Value

shell:roles="network-admin vdc-admin vdc-

RADIUS-Cisco [cisco-av-pair String operator”

JA4¥LALAN O hO—5 (WLC)

ISEIZ T TICEETARADIUSEMN EHE WD -, COBHNOLEHICEBIOTF1oar)E
VSAZERTEIHERFH V) EH A,

Bt : Service-Type (Y—EARZ A7)
{E : Administrative (6) / NAS-Prompt (7)

FRZE: DA VYLALANIY RO—F(WLCANDFZEH Y /BEIAKRT VA2 1—HICHFATS
ik, fEA Administrative TH I LEN HVET, AWMV EBERAT I EANDEE. EIENAS-
PromptTH 2 BENFHVET,

AMACOVTE, "TDAYLALANI PO—=FWLC)TOEET —H DRADIUSH —/\EREE D
REH, EZRLTSEZ W,

Bl FA7O077AMINANOEMOEN (FHAMVERT I EAR)

Dictionary Type|RADIUS Attribute|Attribute Type| Attribute Value
RADIUS-IETF [Service-Type  |Enumeration NASZ7'O0> 7"~

Bl FATO77AINAOBEDEM (AR /BERAKT I EAR)

Dictionary Type|RADIUS Attribute|Attribute Type|Attribute Value
RADIUS-IETF |[Service-Type Enumeration |EIE

Data Center Network Manager ( DCNM )

REARNEZZEL EHEES. DCNM 2BEBHITIHLENHYET, ThUADBEEF. network-
admlnffEFE‘C F7&< network-operator*EﬁE’é%U WETBRZENTEET,

ISEIC T TIZFHE I DRADIUSEMN AT D)., COBMNOLESHICEROTF1o>3afFE
VSAZER T B HERFHVEE A,


/content/en/us/td/docs/switches/datacenter/sw/5_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x_chapter_01010.html
/content/en/us/td/docs/switches/datacenter/sw/5_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x_chapter_01010.html
/content/en/us/td/docs/switches/datacenter/sw/5_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x_chapter_01010.html
/content/en/us/td/docs/switches/datacenter/sw/5_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x_chapter_01010.html
/content/en/us/td/docs/switches/datacenter/sw/5_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_5-x_chapter_01010.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/71989-manage-wlc-users-radius.html

B 1% : cisco-av-pair

{& : shell:roles=<role>

DCNM Role RADIUS Cisco-AV-Pair
User > 1)L : A—JL="network-operator"
Administrator|> T ) : O—)L= "network-admin"

ZFFE_1—NR
B : ACL-Auth-Level
& : ACL-Auth-Level = "<integer>"

FAEL : <integer> k5T F7 IV EALARILTT, 1—HDACL-Auth-UserLevel& WV S BEHTD
ACL-Auth-LevelE £ D {E50, admin®ACL-Auth-AdminLevel & L\ S & 8] D ACL-Auth-Level & 0
fE100, security admin®ACL-Auth-SecurityAdminLevel& W\ 5 & 51 ® ACL-Auth-Level D {E200, B
AIEAFY 7 TE, BHEOERHFA7O77MILOSEBRAVRTDEE L TEREIEETEEXRT,

ROEZFEALT, CORFIXRNIRTILSETAI23FVEERLET,

- ZHl : AudioCodes

« RS —ID: 5003

« RA—R714—)IRHA4X 1
HAKBRATT1=)LRYAL X : 1

BHEOFHMZEADLET,

- B : ACL-Auth-Level

s B TIOEALRINZEBETHDLEHICEALET,
« RVA—EMHID: 35

e FE:TIk

- BB ZFFH . False

s RO GZEER . A7

- BHOESE  BH

Bl :FA70774)0 (1—YA ) NOBEMEDIEN,

Dictionary Type RADIUS Attribute|Attribute Type|Attribute Value
RADIUSH—7 4 Z#1— R|ACLEREEL X)L |E# 50

Bl :FFRA7O77A4INANOBEHDEM (adminf )

Dictionary Type RADIUS Attribute|Attribute Type|Attribute Value
RADIUSH —7* 4 A0 — R|ACLFEREL X)L |B¥ 100

Bl :FA7077AMIIANOEMOEN (X1 VT EEER ).



Dictionary Type RADIUS Attribute|Attribute Type|Attribute Value

RADIUSH—7 4 #0— RIACLFEZREL NI |BH 200




BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



