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hTLERT, ChickY, NTBENrBERSh, EF1VT 1 ORBEARYATN, Y)1—
SAVHTV—LLAICKETEIRSICENET,

ISE/—RICNYFEAVARN=IILTRE, /—RAFAVT—REFEFT, 1AM —IIFETL
25, Y—ERZBREBLEI, OJALETHIIC, BOF>TSEZWL,

AT ABEECNYFEAVAR—LTBLS AT 1 - TBHET, —BHME
BLEEBTB-EATEET,

XY RD—=DIZBAETNTVRARAOON—2 3 ICEETINYVTFORZEA AN —ILLET
o Ciscold, NVFI77ANON—=2320F—HREHSWRIIZ—ZLR—MLET,

SAACREA VAR =LNENATVBINY FRVEVWN-232ONYFRAARN—ITER
BA. B&KIC. $BIN—2320ONYFOEEZO-INYILRSELEEELL, ThiE
BWN=23 20Ny FHFEOERT Cisco ICAVARN—IERADFER. O—ILNY I TE
FtA

PHEAD—HTH Primary Administration Node (PAN) /)" SNYFEAARN—=ITBFEE. Cisco
ISEENY FZTZ5AX) /—REICAVAR=ILTHAS, BAREAOINTOEH X
J—REEZAVAM=ILET, PANNONYFAAN—IAHINT S &, Cisco ISEldEtzH
V) )= RAODNYFAARN=I)LEZHEITLET. PANTEENF RELLEES, 1AM
FEHAHE) ) —RIZERAERA, EEL, @SHAOEBATEAA) / —ROVWTIhA TS
ARN=ILICKBL EHZER., LBFGITENh, BEROROEAR) /—RTAZARN=ILY
RITEhET,

2/—RERO—HBTHD/NNY FEZPANISAVARN—ILTRHE, SAORBNYFZETZAX
J/—=REAZAR=ILLTHSEAH ) /= RICAVARN=ILET,

PANND/NY FAARN=IAEBL I2BE, AR EAE) ) —RANONY FA 2 ARN—
LEHEITLET, PANTEENRELIEEE, 1AM EARY /—RICELEEA,

N RYFOLVAR=NELRO—LNY DICE. A—N—EEEEFES AT LAREENS
BEO—LABETT, NYFAVAN—LEBRBTINC. BENY ST Y TEBRNY
STV TERELET,

GUIZERLENYFAZAR—)

Cisco.comM SISE/NY F&# A D> O— RTBIZIE. Downloads> Products> Security > Access Control and Policy
> |dentity Services Engine > | dentity Services Engine Software( — < )ICBBIL £ T,


https://software.cisco.com/download/home/283801589

Downloads Home | Security [ Network Visibility and Segmentation / Identity Services Engine |/ Identity Services Engine Software | Identity Senvices Engine System Software- 2.4.0

(s Identity Services Engine Software

f Expand All | Collapse All ) Release 2.4.0 Related Links and Documentation
Release Notes for 2.4.0

A My Naotifications

N

Suggested Release ~
il
6o Details
Description ! Ciseo Idenity Services Engine Software Pateh Version2 40,357
Latest Release 10-12091709. Apply this patch to an existing FSE 2.4.0 ase Date Size
natallation
270 Release 2.4.0 Jec-2019 2453.92 MB + s .
Release Date 0
SNS 36x5
Struts2-fix-2.0-2.4
wap-2019 17.22 MB + N .
Struts2-fix-2.0102.4
All Release ~
Cisco ldentity Services Engine Software Patch Version2,4.0,357- 26-5ep-2019 232216 MB + s i
- == —_
Struts2-2018-11776 » Patch10=19091709. Apply this patch to an existing ISE 2.4.0
installation
Struts2-2017-5638 > I se-patchbundle-2.4.0.357-Patch10-19091709.5PA x86_64 tar.gz I

N 5E:Cisco ISEQ/NY FUBEBBEhES. 2=V, NYFUOALYAR—LICE. /Sy F
1BSIY FIOETHTRTONY FHAEENET, NYFOLVAR—IL T, ISEH—
NOYT— N BETT,

N NAYFTFANOLT SO~ REICMDS/ISHAS12F T v 94 AEEBELE T,

ISEIZ/NY FZ2EBRA TSIk, ISE Primary Administration Node (PAN) GUIIC O A4 > L, XD F)E%EE
TLEY,

ATY 7 1: BE)EL : Adminigration > Sysem > Maintenance > Patch Management > Ingtall.

ATY T 2: Terowses 291)Y 2L, CiscocomhS8A T O—RLENYFT77A4I%ZIRL
£9,

ATY73: Tingally 279Uy OLTNYFEAZARM=ILET,

Identity Services Engine Home  » Context Visibiity  » Operations » Work Centers
» Identity Management  » Network Resources  » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC

Deployment  Licensing  » Certificates  » Logging Upgrade » Backup & Restore  » Admin Access b Settings

(<]
Patch List > Install Patch
3 Patch Management o - N e
Install Patch bundle

Repository

» Policy

Patch Bundie Browse... No file selected.

(G

Operational Data Purging

CLIZEERALENYFA2AR=)

ATFY T 1 ISEVRS N ZREL, BEZISENYFEURSNIICEBEBELET, ISE VRS
RUZBRETSICIE. THow to Configure Repository on ISEy 2B L T EZ L,



https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/215348-how-to-configure-repository-on-identity.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/215348-how-to-configure-repository-on-identity.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/215348-how-to-configure-repository-on-identity.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/215348-how-to-configure-repository-on-identity.html

ATFY72:SSHAEMFEALTISECLIICOYAM>LET,
ATY T 3:ISECLINVURSNUDOABZ)ARNTED L ZRIBELET,

<{froot>

ISE/admin# show repository FTP_repository

ise-patchbundle-10.2.0.7-Patch6-19021923.SPA.x86_64.tar.gz
ise-patchbundle-10.2.0.7-Patch9-19062923.SPA.x86_64.tar.gz

i se- pat chbundl e-10. 1. 0. 0- Pt ach3-19110111. SPA. x86_64.tar. gz

ATY 7 4:CLINSEEDISE/—RIZNYFEA AN =ILT3ICIE. EXECE— R T patch
ingall AN~ RZERTLET,

Patch install

SSHZANLTISE /—ROCLIIZOJA>L, ROOANY REZETLET,

ISE/admin#patch install ise-patchbundle-10.1.0.0-Ptach3-19110111.SPA.x86_64.tar.gz FTP_repository

% Warning: Patch installs only on this node. Install with Primary Administration node GUI to install on
Save the current ADE-0S run configuration? (yes/no) [yes] ? yes

Generating configuration...

Saved the ADE-0S run Configuration to startup successfully

Initiating Application Patch installation...

Getting bundle to Tocal machine...
Unbundling Application Package...

Verifying Application Signature...
patch successfully installed

% This application Install or Upgrade requires reboot, rebooting now...
Broadcast message from root@ISE (pts/1) (Fri Feb 14 01:06:21 2020):
Trying to stop processes gracefully. Reload Tasts approximately 3 mins
Broadcast message from root@ISE (pts/1) (Fri Feb 14 01:06:21 2020):
Trying to stop processes gracefully. Reload takes approximately 3 mins
Broadcast message from root@ISE (pts/1) (Fri Feb 14 01:06:41 2020):
The system is going down for reboot NOW

Broadcast message from root@ISE (pts/1) (Fri Feb 14 01:06:41 2020):
The system is going down for reboot NOW



BAREBERNOINTDISE/ —RIENY FEA2 AR —ILTDA
o

PDEHEAD—PTHBIPANASNY FEAAN—ILTBEHEE, CiscolSERNYFZTSA4I)
J—=RICAVAR=ILTHS, BEARBAOINTOEA R /—RICAVAN=ILET
o WYFDAVAN=IHNTZA4X') PAN TRIITBD &, CiscoISE EktEHF) /—RT/NY
FOAARM =L EHTLET, PANTEENr RELESEES, 1 VAN=IEEHF) /—R
CHEAFTE A,

EEL, ASHAOEHTEAVA) /—ROVFTIhATAARN—ILICKEKLZBEE. LEBH
fiTEh, BREROXROEAYHY) /—RTA2ARN—IHIRITENET,

BARBEADINTODISE/ —RTNYF2O-INYITBH
=

EBR® CiscoISE /—RASNYFZO-INY VFBICE., &RHICPANASEEZO—IL/NY
JLET, ChIZEBITRE, ARV /—RASNYFHFO-LINY IENET, PAN TO
—INY O7OANKRBEL ISR, EAVEV /—RASONYFO-LNY JRITHOIRE
Bho, IZEL, WTFhAOEAVRD /—RTNYFOO-IILNY IFKRELTE, READIKX
DEAVE) /—REASONYFOO-INY T BEEEIhET,

CiscOISE ICLDEAVHU /—RASONY FO-ILNY INETHOEEE, BIEHKE PAN
GUI M SHENDRAVZRTTEET, O—IINYIRICEAE) /—RIBEBLET,

ISENYFE2O—IN/NY OF3IZE, COT A > L IsEGuUl, Adminisration > System > Maintenance > Patch
Management i BB L THELZ/NY FEBIRL., RIZRTKSIZT Ralback, )Y PV LET,

aluile  |dentity Services Engine Home » Context Visibility » Operations

~ Administration
» Identity Management  » Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric
Deployment Licensing  » Certificates  » Logging Upgrade  » Backup & Restore  » Admin Access  » Settings
o
Patch Management Installed Patches
y Repository

= Install <)) Rollback | J.)Show Node Status

Operational Data Purging
Patch Version -
® 10

ISECLIASO/NYFOO-IL/NY J5E

ATFYT1: NYF%ZHBRTBISE/— RICSSHTELZELET,



ATY72: ANV REZFEALT, ISE/—RICAVARN=ILEN=/NY FEERBLET show

Version

<ffroot>

ISE/admin# show version

Cisco Application Deployment Engine 0OS Release: 3.0
ADE-0S Build Version: 3.0.5.144

ADE-0S System Architecture: x86_64

Copyright (c) 2005-2019 by Cisco Systems, Inc.

A1l rights reserved.

Hostname: ISE

Version information of installed applications

Version : 10.1.0.0
Build Date : Tue Feb 12 00:45:06 2019
Install Date : Mon Sep 30 12:17:29 2019

Cisco ldentity Services Engine Patch

Version : 1

Install Date : Tue COct 01 01:30:12 2019

Cisco ldentity Services Engine Patch

Version : 3

Install Date : Tue Mar 24 05:35:19 2020

ATY 7 3 pachremove <F T UT—>2 3 B><HIRTBDNYF 774N E S>IN REERITL
=)

@U:-pmdwamwmwz



ISE/admin# patch remove ise 3
Continue with application patch uninstall? [y/n] y
% Warning: Patch is removed only from this node. Remove patch with Primary Administration node GUI to r

Patch successfully uninstalled

% This application Install or Upgrade requires reboot, rebooting now...
Broadcast message from root@ISE (pts/1) (Sun Mar 8 03:16:29 2020):
Trying to stop processes gracefully. Reload takes approximately 3 mins
Broadcast message from root@ISE (pts/1) (Sun Mar 8 03:16:29 2020):
Trying to stop processes gracefully. Reload takes approximately 3 mins
Broadcast message from root@ISE (pts/1) (Sun Mar 8 03:17:41 2020):

The system is going down for reboot NOW

Broadcast message from root@ISE (pts/1) (Sun Mar 8 03:17:41 2020):

The system is going down for reboot NOW

N EISENY FRABWICEBHBEDOTHY . FLWI—J 3> ABETSEEO—L/NY
HTEERA, HFLWA—T 32T, BACO—LNY ITBBERFHY T,

DBiONYFZT AV ARN=ILTBICE., RAICERFONYFZT A AR=ILL, RIZE
HONYFN—23 =28 A 2AM—=ILLET,

ISE/admin#patch remove ise 1

Continue with application patch uninstall? [y/n] y

% Warning: Patch is removed only from this node. Remove patch with Primary Administration node GUI to r
Continue? (yes/no) [yes] ? yes

% Patch cannot be rolled back while a newer version exists, which needs to rolled back first.

HERD

ISENY FA AR =IOEBRRERTITSICE,. RICRT XS I Administration > System >
M aintenance > Patch M anagement > Show Node Status‘,:gﬁ LErT,



I

ISE/—RALPSNYFAVARN—IIAT—2AZHELET. BUISEHF—NICOJr1>L, OX

> R’E%ﬁbﬁ?o Show Version

ISEl/admin# show version

Cisco Application Deployment Engine OS Release: 3.0

ADE-0S Build Version: 3.0.5.144
ADE-0S System Architecture: x86_64

Copyright (c) 2005-2019 by Cisco Systems, Inc.

A1l rights reserved.
Hostname: ISEl

Version information of installed applications

Version : 10.1.0.0
Build Date : Tue Feb 12 06:15:06 2019
Install Date : Thu Nov 21 16:39:02 2019

Cisco Identity Services Engine Patch

Version : 1
Install Date : Thu Apr 02 11:00:08 2020

ISE1l/admin#

ISE7 Z—LTHHLENY FAYE—JERBULENY FAYE—DZRABLET.

Patch Status
Instaliation in Progress
Nat Installed

Installed

Not Installed

Nt Installed

Not Installed



abali |dentity Services Engine

# ALARMS ©
M
Queue Link Errar 4646 4 mins ago
I e Patch Failure 2 7 mins ago
Health Status Unavailable 415 8 mins ago
ISE Authentication Inactivity 1318 13 mins ago
Fewer VM licenses installed than VM nodes deployed 4 24 mins ago
[} DNS Resolution Failure 504 24 mins ago
i) Patch Success 1 24 mins ago
9 ISE License expiring within 30 Days 42 25 mins ago
[x] Active Directory not joined 258 25 mins ago

INYFOAZARN=IARBLEEZOT DS RIEH

<#root>
isea/admin#

sh 1 og system ade/ ADE. | og tai

2020-04-19T15:38:01.634794+05:30 isea ADEOSJAVAAPI[26999]: ADEAUDIT 2030, type=PATCH INSTALL,

nanme=PATCH | NSTALL STARTED

, username=kopriadm,

cause=Application patch install has been inititated

, adminipaddress=10.65.80.116,

interface=GU ,

detail=Patch Install initiated with bundle - ise-patchbundle-10.1.0.0-Patch3-19110111.SPA.x86_64.tar.gz
2020-04-19T15:38:01.635194+05:30 isea ADE-SERVICE[1158]: [26999]:[info] application:install cars_instal

i se- pat chbundl e-10. 1. 0. 0- Pat ch3-19110111. SPA. x86_64. tar.gz

, repo - tmplocalpatchinsta

11repo

2020-04-19T15:38:01.784100+05:30 isea ADE-SERVICE[1158]: [26999]:[info] application:install cars_instal
2020-04-19T15:38:01.827925+05:30 isea ADE-SERVICE[1158]: [26999]:[info] application:install cars_instal
2020-04-19T15:38:01.829562+05:30 isea ADE-SERVICE[1158]: [26999]:[error] config:repository: rm_repos_cf
2020-04-19T15:38:01.830656+05:30 isea ADE-SERVICE[1158]: [26999]:[info] transfer: cars_xfer.c[66] [test
2020-04-19T15:38:02.873630+05:30 isea ADE-SERVICE[1158]: [26999]:[info] transfer: cars_xfer_util.c[2293
2020-04-19T15:38:03.247065+05:30 isea ADE-SERVICE[1158]: [26999]:[info] application:install cars_instal

Got bundle at - /storeddata/lnstall/.1587290881/i se-pat chbundl e-10. 1. 0. 0- Pat ch3-19110111. SPA. x86_64.t ar .

2020-04-19T15:38:03.247424+05:30 isea ADE-SERVICE[1158]: [26999]:[info] application:install cars_instal
2020-04-19T15:38:09.066295+05:30 isea ADE-SERVICE[1158]: [26999]:[info] application:install cars_instal
2020-04-19T15:38:13.171615+05:30 isea ADE-SERVICE[1158]: [26999]:[info] application:install cars_instal
d with release key



2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:

38:
38:
38:
38:
38:
38:
38:
38:

Executing patch i

2020-04-19T15:
2020-04-19T15:

NEW PATCH VER

2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:

i nterface=CLI

<ttroot>

38:
38:

3

38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:

18.
18.
18.
18.
18.
18.
18.
27

nst

27.
27.

PR

27.
27.
27.
27.
27.
27.
27.
27.
33.
33.
34.
34.
43.
43.
43.

44,
46.
46.

det ai

.006433+05:

.019674+05:
.367442+05:
.400103+05:
.713844+05:

816986+05:
877267+05:
877604+05:
878051+05:
878254+05:
878517+05:
878712+05:

30
30
30
30
30
30
30
30

al |

209692+05:30
211274+05:30

OR PATCH VER:

213166+05:
214840+05:
753502+05:
755172+05:
756631+05:
781127+05:
783028+05:
784724+05:
077501+05:
197734+05:
289656+05:
671998+05:
621160+05:
657769+05:
989085+05:

30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30

753547+05:
166418+05:
168374+05:

isea
isea
isea
isea
isea
isea
isea
isea

isea
isea

0

isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea

ADE-SERVICE[1158]:
ADE-SERVICE[1158]:
ADE-SERVICE[1158]:
ADE-SERVICE[1158]:
ADE-SERVICE[1158]:
ADE-SERVICE[1158]:
ADE-SERVICE[1158]:
ADE-SERVICE[1158]:

test:
test:

test:
test:
test:
test:
test:
test:
test:
test:
test:
test:
test:

test:
test:
test:
test:
test:
test:
test:
test:
test:

info
info

info:
info:
info:
info:
info:
info:
info:
info:
info:

script patchinstall.sh frompatch.zip

:[patchinstall
:[patchinstall

[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall

[26999]:
[26999]:
[26999]:
[26999]:
[26999]:
[26999]:
[26999]:
[26999]:

.sh]
.sh]

.sh]
.sh]
.sh]
.sh]
.sh]
.sh]
.sh]
.sh]

[info]
[info]
[info]
[info]
[info]
[info]
[info]
[info]

appl
appl
appl
appl
appl
appl
appl
appl

ication
ication
ication
ication
ication
ication
ication
ication

rinstall
rinstall
rinstall
rinstall
rinstall
rinstall
rinstall
rinstall

cars_instal
cars_instal
cars_instal
cars_instal
ci_util.c[3
cars_instal
cars_instal
cars_instal

START PATCH INSTALL SCRIPT. PATCHDIR

IRF-RABBITMQ-RUNTIME and IRF-CORE-EN
Remove IRF-Rabbitmg container
IRF-Rabbitmg container id -

No IRF-Rabbitmg container exist to r
Remove IRF-Core-Engine container
IRF-Core-Engine container id -

No IRF-Core-Engine container exist t
IRF-RABBITMQ-RUNTIME and IRF-CORE-EN

Monit daemon with pid [12796] killed

info:[application:operation:
ADEOSShe11[28278]: ADEAUDIT 2062,
operation:
operation:
operation:
operation:
operation:
operation:
operation:
operation:
operation:
ADEOSShe11[29231]: ADEAUDIT 2062,

info:
info:
info:
info:
info:
info:
info:
info:
info:

| =Appl i cati on server stopped

2020-04-19T15:41:37.224949+05:30 isea

patch 3 installFileSysten()

2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:

.0-156.jar

41:
41
41:
41:
41:
41:
41:
41
41:
41:

37.

137.

37.
37.
37.
37.
37.

137.

37.
37.

245321+05:
251672+05:
258874+05:
265939+05:
273866+05:
280143+05:
288008+05:
295128+05:
302031+05:
308615+05:

30
30
30
30
30
30
30
30
30
30

I NVOKED

isea
isea
isea
isea
isea
isea
isea
isea
isea
isea

test:

test:
test:
test:
test:
test:
test:
test:
test:
test:
test:

info:

info:
info:
info:
info:
info:
info:
info:
info:
info:
info:

[appTication:
[appTication:
[appTication:
[appTication:
[appTication:
[appTication:
[appTication:
[appTication:
[appTication:

[patchinstall

[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall

.sh]

.sh]
.sh]
.sh]
.sh]
.sh]
.sh]
.sh]
.sh]
.sh]
.sh]

ISE 10.1.

Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating

0.0

patched
patched
patched
patched
patched
patched
patched
patched
patched
patched

file:
file:
file:
file:
file:
file:
file:
file:
file:
file:

[application:operation:cpmcontrol.sh] In Stop Monit

cpmcontrol.sh] Done Stop Monit

type=USER, name=M&T Log Process
adprobe.sh] adprobe:Stopping wm
adprobe.sh] adprobe:wmi probe i
syslogprobe.sh] syslogprobe:Sto
syslogprobe.sh] syslogprobe:sys
restprobe.sh] restprobe:Stoppin
restprobe.sh] restprobe:rest pr
agentprobe.sh] agentprobe:Stopp
agentprobe.sh] agentprobe:agent
appservercontrol.sh] Stopping I
type=USER, name=Application ser

/storeddata/I
/storeddata/I
/storeddata/I
/storeddata/I
/storeddata/I
/storeddata/I
/storeddata/I
/storeddata/I
/storeddata/I
/storeddata/I



<{froot>

Broadcast message from root@isea (Sun Apr 19 15:50:40 2020):

Trying to stop processes gracefully. Reload takes approxinmately 3 mns

Broadcast message from root@isea (Sun Apr 19 15:51:01 2020):
The system is going down for reboot NOW

Session terminated, killing shell... ...kiTlTled.
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