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Win10 with

FTD
AnyConnect

ISE

Internet T
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outside (’ inside fyusifov-26-3. examphe. com ! @
N
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Hl

VPN Authentication RADIUS Access-Request

.
= 3
RADIUS Access-Accept

; " i _ Policy Evaluation
cisco-av-pair = url-redirect-acl=<Redirect_ALC_Name>

3 i = EEEeE s Selected policy:
gicét-fv-gz:ab url-redirect=<Redirect URL> FTD-VPN-Posture-
i Unknown
-+

RADIUS Access-Request/Access-Accept for DACL
User redirected to ISE

Posture/Compliance Module downloaded and installed
= Posture check triggered and report is sent
-+ I

. RADIUS CoA Push with new set of attributes

7

8 Redirect is removed
New set of attributes are applied

1.VE—MI1—YE. FTIDADOVPNTF 7t AICCisco AnyconnectZ AL £,

2. FTDA & ® 1 —H% ®RADIUS Access-RequestZISEICIXZELE£ T,

3.FOERA., ISEELDFTD-VPN-Posture-Unknown& WS ZHIDRUS—IZBEY NLET,
ISElk. XD3D>NEM%&FDRADIUS Access-AcceptZiXELE T,

cisco-av-pair = url-redirect-acl=fyusifovredirect : —hilk, JFALIKRENB T4V D%
ARETS, FIDETO—ANIECERE A ETI7AOA MO—ILIJAMACL)OERITY,

* cisco-av-pair = url-
redirect=https://ip:port/portal/gateway?sessionld=SessionldValue&portal=27b1bc30-2e58-
11€9-98fb-0050568775a3&action=cpp : JE—KRI—HFOVRX AL IV NEEBZBDURLTT,
DACL = PERMIT_ALL_IPV4_TRAFFIC : #0>O— RABACL, CcOEMEEAT7 3> TY,
COIFIATR., IXTORNZT7 1Y IUNFDACLTHAENET)

4. DACLNZEEE N=BE,. DACLOOAV T YA O—RTBEHICRADIUST 7 AER
IT OB AERBIRBEENET

5 VPNI—HYASOKRZ74Y ONFO—NIICERENEACLIE—HTDE, ISEOZAT b
7AED a2 IR—ZINICVALAL I RENET, ISEFAnyConnectRAF ¥ EZ 1—)L &
VTSATUAED 1) E27OEDaZ U LET,


https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-98fb-0050568775a3&action=cpp
https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-98fb-0050568775a3&action=cpp

6.I—SIVRNNISATURNIDVICAVARN=I)ENhDE, 7O0-72EHL TISENFBEBHN
ICREBEENET, ISENEEICKREBEIhZE, IVRRAVRNTRAFYEFNFIVIEIE

o COHITRH, I=IRNEAVAR=ILENTVWBINTITREY 7 NI T =2HEREL
£9. R, RAFYLAR—RNZISEICEELET,

TUSEFI—S I M SKRAFYLAR—KEZFETDE, ISERCOEYZIVORATF Y AT
—BAZEEL, HILLVEMTRADIUS COARA T D7 Y2 1Z NJH—LET, SEIEF, KA
FYAT—RANHBAL, BOIL—-ILAEY NLET,

C I-HFEMLTWBHE, JAT I EREHTS BDACLENEEE hET,
C I-HHERAOBE, HEMET I ERAEHTT SDACLENEEE NET,

8. FIDAUA ALV a>&BIBRLET., FTDAISEN SDACLEA D O—RTBEHIC
Access-RequestZIXELE T, ¥ED DACLA VPN Y > avICHmENET,
aA>74F21L—>3>

FTD/FMC

ATYT 1 ISEBRTBEY—N(FEITZDHEE)DXYNI—IUFTDTONITIL—T%2ERK
L &9, Objects > Object Management > Network D JEICEEL £9,

Edit Network Object

Description

Network & Host  Range € Network  FQDN

192.168.15.14

Allow Overrides [~

ATV 7T 2: UAALL YU NACLZERK L £F, Objects > Object Management > Access List >
ExtendedMJEIZ#E L £9 ., Add Extended Access ListZ2 )Y oL T, UXAL Y NACLDH
HZEELET, cOBHEIE, ISERTHEREBUTHAIVEN HYET,



New Extended Access List Object

Name fyusiforedirect

Entries (0)

No records to display

Allow Overrides [~

ATYT7 3 VAALIRNACLI M) ZEBMLET, [Add] RE>ZDIUY L&Y, DNS,
ISE. BLVBEY—NNOKRZT71v0270Y0LT, URALIRDPSHBALET., &Y
DRZT74VOEHFATDE, VAALIRMNIH—ENET (BEICHSUTACLIV KNI Z
KVEBKHNICTRENTEET ),

Add Extended Access List Entry ? X
Action: X Block v
Logging: | Default =
Log Level: | Informational |
Log Interval: Sec.
l ooeor [
Available Networks & @ Source Networks (1) Destination Networks (1)
| -4, Search by name or value | @ @
B any a

é any-ipvd
== any-ipv6 ;gfr;:

B enroll.cisco.com

== IPv4-Benchmark-Tests D e.s:n‘ ation
2 1Pv4-Link-Local

=8 1Pv4-Multicast

= 1Pv4-Private-10.0.0.0-8

I8 IPv4-Private-172.16.0.0-12

;I Enter an 1P address | [ Add ] lEnter an IP address | [ Add J

.l Add ] [ Cancel




Edit Extended Access List Object

Name fyusifovredirect

Entries (4)

1 X Block B any Any Any #* DNS_over_UDP & @
2 ¢ Block =2 any-ipva Any == I1SE_PSN Any &
3 ¥ Block =8 any-ipva = RemediationServers & @
4 o Allow g any-ipvé = any-ipvd Any &

Allow Overrides []

[ Save ] [ Cancel ]

ATY 7 4:ISEPSN/—RZEMLE T, Objects > Object Management > RADIUS Server
GroupM BB L £, Add RADIUS Server GroupZ 2 UYL, BBZEAHALT, IXTD
FIVIORYDVREAVICL, T75ARBEOTAA2 =T )Y ILET,




Edit RADIUS Server Group ? X

Name:* 1sE |
Description: | |
Group Accounting Mode: ‘Sing|e ‘v‘
Retry Interval:* |1o ‘ (1-10) Seconds
—— | g

¥ Enable authorize only

¥ Enable interim account update

Interval:* 24 (1-120) hours

¥ Enable dynamic authorization

Port:™* 1700 (1024-65535)

RADIUS Servers (Maximum 16 servers) -
@

No records to display

ATYT5:BHVWETA4RIT, ISEPSNIP7 RL RAERADIUSF—% A DL, [Specific
Interface] Zi#RL ., ISENFEEAGER AV FZ—TIA A (DA —T T4 AKRADIUSKS
TAVINEERELTERAENET ) ZBIRL TH S, LLETIZERE L 1=[Redirect ACL] Z3&IR
LET,



New RADIUS Server ? X

IP Address/Hostname:* ‘ 192.168.15.13
= kst Defense Platform Settings to resolve hostname
Authentication Port: * 1812 (1-65535)
Key:* T an
Confirm Key:* YT
Accounting Port: 1813 (1-65535)
Timeout: 10 (1-300)
Seconds
Connect using: " Routing |* Specific Interface @
iZDNE-INSIDE v @-
L
Redirect ACL: fyusifovredirect v ©

FIE6: VPNI—HHOT7 RLAT—ILZHERKL ET, Objects > Object Management > Address
Pools > IPv4 PoolsDJEICBE L £9, Add IPv4 Pools2 V)Y VLT, HMlZADLET,

Edit IPv4 Pool

Name™ WPN-172-Pool

1Pv4 Address Range®| | 172.16.1.10-172.16.1.20
Format: ipaddr-ipaddr ¢.9., 10§2.1.1-10.72.1.150
Mask 255.255.255.0

Description

Allow Overrides  [@

@ Configure device overrides in the address pool object to avoid IP address conflicts in case of object
is shared across multiple devices

Override (0) - |

FI)iE 7 : AnyConnect/\Y o —2 &4ERK L £9 . Objects > Object Management > VPN >
AnyConnect File® JEIZ#E L £3, Add AnyConnect FileZ 2 U Y O LTNYTr—BZ2EEL



. Cisco Software DownloadA*' 5 /XY o —> &A™ 0— R L T, Anyconnect Client Image File
TypeZiBIRL £ Y,

Edit AnyConnect File

Mame:* ACAT

File: Name: ™ anyconnect-win-4.7.01076-webdeploy-k9. || Browse..

File Type:™ AnyConnect Client Image 24

Description:

AT Y 7 8 : Certificate Objects > Object Management > PKI > Cert Enrollment®D JEICEE L £
» Add Cert Enrolimentz 2 1J v 2 L THBIZ AH L. Self Signed Certificate in Enroliment Type%&
BIRL £9, Certificate Parameters2 721U vy VLT, CNEEEL T,

Add Cert Enrolliment

Description

Certificate Parameters  Key  Revocation
Enrollment Type: Sef Signed Certificate v

., Cemman Name (CN) is mandatory for self-signed certificate that is used in Remote Access VPN, To
~ configure CN, please navigate to 'Certificate Parameters' tab.

Allow Overrides




Add Cert Enrollment ? X

Name™ vpn-cert
Description
CA Information ‘ Certificate Parameters [ Key Revocation
Include FQDN: Use Device Hostname as FQDN ¥

Include Device's IP Address:| 10.48.26.99

Commen Name (CN): vpn-cert.example.com

Organization Unit (OU):

Organization (O): example
Locality (L):

State (ST): Kralkow
Country Code (C): PL

Email (E):

" Include Device's Serial Number

Allow Overrides |

Save Cancel |

ATV 7 9: UE—RNT7UEAVPNI 1 H—RZ&EE L £9, Devices > VPN > Remote
AccessD|EICHEIL, AddEV )Y OILET,

Overview Analysis Policies JUENIESS Objects AMP  Inteligence

Device Managemant NAT Qos Platform Settings FlexConfig Certificates

Mame  Status  Last Hodified

Add a new configuration

ATY710: BEiZAANL, VPNZORI)ELTSSLZFTY VL, VPNV RNL—&E
LTEAETNBFTDZZERL T, NextZ2 VUV ILET,



Remote Access VPN Policy Wizard

@ Folicy Assignment (

| Connection Profile > (3) AnyConnect > (4) Access & Certificate > (5) Summary

Targeted Devices and Protocols

This wizard will guide you through the reguired minimal steps to configure the Remote Access VPN policy i) Befare You Start

with a new user-defined connection profile.

Before you start, ensure the following
configuration elements to be in place to

[ complete Remate Access VPN Falicy.

Authentication Server

Configure Realm or RADIUS Server
Group to authenticate VEN clients,

Drescription:

AnyConnect Client Package

Make sure you have AnyConnect
Targeted Devices: Available Devices Selected Davices package for WPN Client downloaded or
o ! yau have the relevant Cisco credentials
2B 192.168.15.11 5] to download it during the wizard.

VPN Protocols: W ssi 7 tpeac-meEva

Device Interface

Interfaces should be already configured
on targeted deviges so that they can be
used 8 & S&Cunly Zone of intarface
group to enable VPN access.

AT Y 7" 11Connection Profle® &8 Z A1 L, Authentication/Accounting ServersZiZR L, KA
BICRELET RLAT =L ZERL T, Next2 VY ILET,

N BEY—SEBRLAVTEE N, IADI—FICHLT2O0F I RAERF KU
H—EhETEEEI—HF/NRT— K, 2B &/TAT— Kcisco).

Remote Access VPN Policy Wizard

=

(1) Policy Assignment

(3) AnyConnect > (4 Access & Certificate >

Connection Profile:
Zonnestion Frofiles specfy the tunnel group policies for a VPH connection. These policles pertain to creating the kunnel
itzalf, how AL is accomplished and how addresses are assigned. They also include user sttributes, which are defined in
group policias.

Connection Prafile | ErmployaaViBl
Hamer®

Authentication, Autho
Spacily the mathed of

ization & Accounting (AR
uthantication (R84, carificstos ar beth), 3nd the AA4 sercers that will ba used far VDN

connections,
Authentication Methodi  asa Only )
Authentication Server:® | 158 - }é}- Realm o
Authorization Server: Use same aut * @ I
Aecaunting Sarver: | 156 t }.;a

Client Address Assignment:
Client [P address can be assigned from A44 server, DHCP server and [P address pools. When multiple options are
salacted, 1P nddrass BEsigrmant is tied in the arder of AAA Sarvar, DHCP server snd [P sddrais poal.

Use adi Server (RADIUS only) i
Use DHCP Servars

B Uss 1P Addsass Pasls

1Pv4 Addrass VPH-172-Pasl o

186 Addrase

Graup Pabéy:
A greup policy is a chion of i session which are assigned to client when & VBN cannection is
established. Salect or treste a Graup Policy object.

Grawp Daliey:® DiltGrpBalicy >0
Edit Greup Baliey

ATY 7 12B I IZFRE L f=AnyConnect/NY T — &BIRL, NextZ2 V)Y UL ET,



Remote Access VPN Policy Wizard

(1) Policy Assignment > (2) Connection Profile (4) Access & Certificate > (5) Summary

AnyConnect
Uszar Chent

.l°_ = *‘— ol —— &y

B

abb
AnyConnect Client Image
The VPN gateway can automatically downlead the latest AnyConnect package to the dient device when the VPN
connection is intisted. Minimize connectian s&tup time by choasing the appropriste OS for the selected package.

Cownload AnyConnect Client packages from Cisco Software Download Center.
Show Re-order buttons o

anyconnect-win-4.7.01076-webdeploy-k9... | windows

ATYT13VPNRS 74V ONFRENDAEZ—T T4 AZEIRL, BN
Certificate EnrollimentZi®iRL T, Next2 VUYL £,

Remote Access VPN Policy Wizard

[ Back ] r Nt .

REL =

@ Poiuvnsslqmnam)@ Commnﬁoﬂe)@nnv(ﬁonnm @S‘ummanr

-
ash
Network Interface for Incoming VPN Access
Select or create an Interface Group or a Security Zone that contains the network interfaces users will access for
WP connections.

Interface group/Security Zone:* | | ZONE-OUTSIDE v @

F Enable DTLS an member interfaces

Device Certificates
Device certificate (also called Identity certificate) identifies the VPN gateway to the remate access dients. Select
a certificate which is used to bl D o

Certificate Encoliment:* wpn-cert > @

W Encoll the seiected certificate cbject on the target devices

Access Control for VPN Traffic

All decrypled traffic in the VPN tunnel is subjected to the Access Control Palicy by defaull, Select this option to
bypass decrypted traific from the Acemes Control Pelicy.

traffic (sysopt permit-vpn)

ey ingpection, but VPN filter ACL and au

ass Access Control palcy for

2 &

ATY T 14 I —R—=D %L, Finsh2 )Y OLET,

Cancel

|



Remote Access VPN Policy Wizard

Remote Access VPN Policy Configuration Additional Configuration Requirements
Firepower Management Center will configure an RA VPN Falicy with the following settings After the wizard completes, the following
" Vi configuration needs to be completed for VPN to
Name: EmployeeVEN work on all device targets.
Cravice Targets: o 152.168.15.11 ) Access Contral Policy Update
i i An & Contral rul be defined to
[ ction Profile: Emploves VPN Aggess Lonfrol rule must
A R HRIpAE sllew VPN trathe on all targeted devices.
Connection Alins: EmployeeVFH ) NAT Exemplion
AAA: 3 MAT is enabled on the targeted devices,
you must define a MAT Policy to exempt
Authentication Method:  A24 Only VPN traffic.
Authentication Server: 9 I1SE b BNS Configuration
To resolve hostname specified in AAA
MarhorEtian Saner: = 1SE Servers or CA Servers, configure DNS using

HaxConfip Polizy an the targated devices,

i Port Configuration

SEL will be enabled on port 443,
Please &nsure that thase ports are not used

Accaunting Server: ¥ ISE

Address Assignment:

sl from Add; = Polic
ress fram in NAT Policy or other services before
DHCP Servers: _ deplaying the canfiguration.
Address Pools (1Pva): |:! T , Network Interface Configuration
) w4 Make sure to add interface from targeted
Addraze Posls (IPvE): - devices to SecurityZons object 'ZONE-
) OUTSIDE
Group Policy: # DitGrpFalicy
AnyConnect Images: T acar
Interface Objects: o ZONE-OUTSIDE
Device Certificates: 0 vpn-cart

Back Cancel

ATY 715 FIDICEREZRBBALE T, Deploy2 UYL, VPNVt RL—RELTHEH
IABHFTDZEIRLFT,

Device Management NAT VPN * Remote Access Qo5 Platform Settings FlexConfig Certificates

H sa
EmployeeVPN Deploy Policies version:2020-02-02 09:15 PM it
Entar Daseription .
7l Device Inspect Interruption  Type Group Current Version 33 ] Policy Assignments (1)
]
DefaulWEBVPNGroup &8
EmployeeVEN &8

Selected déwicas: 1
Cancel

ISE

ATY T 1 RAFYEFZEERTLET, [Administration] > [System] > [Settings] > [Posture] >
[Updates] ICEBBIL £9,



Posture Updates

(®) Web (O Offline

* Update Feed URL Ihttps:jfwww.cisco.comfwebjsecure;‘spafpcsture-update.:-:ml | |_ Set to Default
Proxy Address i

Proxy Port HH M 55

[] Automatically check for updates starting from initial delay 20 = |49 ~ 18 = every 2 hours i

Save |: Update Now Reset

v Update Information

Last successful update on 2020/02/02 20:44:27 ;
Last update status since ISE was started Last update attempt at 2020/02/02 20:44:27 was successful ;
Cisco conditions version 257951.0.0.0

Cisco AVIAS support chart version for windows 227.0.0.0
Cisco AVIAS support chartversion for Mac OSX 148.0.0.0

Cisco supported OS version 49.0.0.0

ATV 2. AT AT AT 21—)I%Z27Yy7A—RKRLET, Policy > Policy Elements >
Results > Client Provisioning > ResourcesDJEIZBELE£¥F., Addzo )Y U L. Agent
resources from Cisco siteZ1#IR L £ T



| 4 s |

Download Remote Resources x
[] Name a  Description
[] AgentCustomizationPackage 1.1.1.6 This is the NACAgent Customization Package v1.1.1.6 for Windows 2
[] AnyConnectComplianceModuleOSX 3.6.11682.2 AnyConnect OS X Compliance Module 3.6.11682.2
O AnyConnectComplianceModuleQSX 4.3.972.4353 AnyConnect OSX Compliance Module 4.3.972.4353
[ AnyConnectComplianceModuleWindows 3.6.11682.2 AnyConnect Windows Compliance Module 3.6.11682.2
I AnyConnectComplianceModuleWindows 4.3.1053.6145 AnyConnect Windows Compliance Module 4.3.1053.6145
O CiscoTemporalAgentOSX 4.8.03009 Cisco Temporal Agent for OSX With CM: 4.3.972.4353 pu
[J ciscoTemporalAgentWindows 4.8.03009 Cisco Temporal Agent for Windows With CM: 4.3.1053.6145
[ complianceModule 3.6.11428.2 NACAgent ComplianceModule v3.6.11428.2 for Windows
[J macComplianceModule 3.6.11428.2 MACAgent ComplianceModule v3.6.11428.2 for MAC OSX
[J MacOsXAgent4.9.4.3 NAC Posture Agent for Mac OSXv4.9.4.3-1SE 1.2 ISE 1.1.3 and Ab
[] MacOsXAgent4.9.5.3 NAC Posture Agent for Mac 05X v4.9.5.3-1SE 1.2 Patch 12, ISE 1.3
[[] MacOsxSPWizard 1.0.0.18 Supplicant Provisioning Wizard for Mac OsX 1.0.0.18 (ISE 1.1.3 Rele
[J MacOsxsPwizard 1.0.0.21 Supplicant Provisioning Wizard for Mac 0sX 1.0.0.21 (for ISE 1.2 rel¢
[0 MacOsXSPwizard 1.0.0.27 Supplicant Provisioning Wizard for Mac OsX 1.0.0.27 (for ISE 1.2 rel¢
[ MacOsXSPWizard 1.0.0.29 Supplicant Provisioning Wizard for Mac OsX 1.0.0.29 (for ISE 1.2 rel¢
[J MacOsXSPWizard 1.0.0.30 Supplicant Provisioning Wizard for Mac OsX 1.0.0.30 (for ISE 1.2 Pal
Bl si—raaease——sanane B au— - us—eua npon e L
4| ] »
hitp://cisco.com/go/anyconnect
| cancel |

ATV 3:2AAVIRNIITFA I O—RHASAnyConnectZA > O—RL, ISEICTY T
A— R U&7, Policy > Policy Elements > Results > Client Provisioning > Resources ® JIE (Z % &
LET,

AddZ 2 1Y L., Agent Resources From Local DiskZi®IRL £9, Category® T TCisco
Provided PackagesZiZER L, O—HNI T 1 AT H SAnyConnect/\NY T—T 2 8IRL T,
Submitz 7)Y O L&ET,


https://software.cisco.com/download/home

Agent Resources From Local Disk > Agent Resources From Local Disk

Agent Resources From Local Disk

v|i|

wse:_ | anyconnectwin:4.7.01076-webdepioy-k3.pig |

Category || Cisco Provided Packages

* AnyConnect Upleaded Resources

Name - Type

AnyConnectDesktopWindows 4.7.10._.

Gnca

Version

AnyConnectDesktopWindows 4.7.1076.0

Description

AnyConnect Secure Mobikty Cle...

AT Y7 4 : AnyConnect’RAF ¥ 7O7 7 4 )L Z#ERK L £9, Policy > Policy Elements >
Results > Client Provisioning > ResourcesD JEIZBEL £9,

Add%Z ') ¥ 2 L. AnyConnect Posture ProfileZi#IRL &£ 9, BRERAFY7ORIINZAD

LET,

*Server name rules® T IC*Z A L., Discovery hostD FICHAZ—IPP RLAZAHDLET,

J—

ISE Posture Agent Profile Settings » AC_Posture_Profile

*MName: [ ac posture Profie I
1

Description

Parameter MNotes

PRA refransmission time

Description

This is the agent retry period ifthere is a Passive Reassessment communication
failure

Discovery host

The serer that the agent should connect to

need to be blank by default to force
admin to enter a value. ™ means agent
will connect to all

* Server name rules

Alist of wildearded, comma-s eparated names that defines the servers thalthe
agent can connectto. E.g. ™ cisco.com

List of IP addresses, FQDMNs with or
without port must be comma-separated
and with colon in between the IP
addressFQON and the port. Example:
IPaddress/FQDN:Port (Port number
should be the same, specified in the
Client Provisioning portal)

Call Home List

Alist of IP addresses, thal defines the all the Policy semvice nodes thatthe agent
will try to connect to if the PSN that authenticated the endpoint doesn't respond for
SOME reason.

Enter value of back-off timer in
seconds, the supported range is
between 105 - 600s.

Back-off Timer

30 secs

Anyconnect agent will continuously try to reach discovery targsts (redirection
targets and previously connected PSNs) by sending the discovery packets till this

max time limitis reached

AT Y 7 5 : Policy > Policy Elements > Results > Client Provisioning > Resources D JEIZ &L .
AnyConnect ConfigurationZ4ER L E T, AddZ 2 !) Y U L, AnyConnect ConfigurationZiZiR L
F 9, AnyConnect Package%ZiZiR L. Configuration NameZ#EL . Compliance Module% i#1R
L. Diagnostic and Reporting ToollCF I ¥ X —2 % Ah, Posture ProfileZi#IR L TSaveZz U



DYy OLERY,

* Select AnyConnect Package! AnyConnectDesktopWindows 4.7.1076.0 v
* Configuration Namel| AC CF 47

Description;

4

DescriptionValue Notes
* Compliance Moclulﬂ AnyConnectComplanceModuleWindows 4.3.1012.6 =

AnyConnect Module Selection
ISE Posture v
VPN]
MNetwork Access ManagerD
Web Securitf_]
AMP Enabler_]
ASA Posture[]
Network Visibilitd_]
Umbrella Roaming SecurityD
Start Before Logonl ]
| Diagnostic and Reporting Tool

Profile Selection

*|SE F‘ostur} AC_Posture_Profile - I
VPN -
MNetwork Access Manager -
Web Security -
AMP Enabler -
Network Visibility -
Umbrella Roaming Security v
Customer Feedback -

F)iE 6 : Policy > Client Provisioning® EIZ#&E L . Client Provisioning PolicyZER L £ 7,
EditZ 2 1) Y 2 L TAH Slinsert Rule AboveZi#IRL, BEIZEEL T, OSZIERL, BIOATY
7" THYERK L f=AnyConnect ConfigurationZiZR L £,



il jgentity es Engine Home Context Vis + Operaions » Adminisiration » Work Centers

PolicySels  Profiling  Posture | ClientProvisioning | » Palicy Elements

Clent Provisioning Policy

Defing the Client Provisioning Policy 1o determing what users will receive upon login and usar session initiation
For Agent Conf &l profile. agent corm sdule, andior 3gent Son package.
For Native Supplicant Configuration: wizard profile andfor wizard. Drag and drop rules to change the

Rule Mame Idendity Groups Operating Systems Cther Conditions Results
| AC_AT_Win Ay Windeows Al Congtion(s) AC_CF_4T Edd| >
0s Ay Apple iGS Al Contition(s) Cisco-ISE-NSP Edd
Androld Any Androld Condition{s) Cisco-ISE-NSP E@l|~
Windows Ay Windows Al Condtion(s) CiscoTemperalAgeni Eait| v
ndows 4.7.00135 And
WinSPWizard 2.5.0.1
And CiscodSE-NSP
n MAC O3S ARy Mac 08X Condtion{s) CiscoTemporalagentD Edd|~
SX 47.00135 And
Macts XEPWizard
2.1.0.42 And CigComlSE-
NSP
Chromebook Ary Chrome OF All Congtion(s) Cisco-ISE-Chrome- Edl|=
MNSP

F )& 7 : Policy > Policy Elements > Conditions > Posture > Anti-Malware Condition G7/R A F + %
HEEELET, COHITRE. EREFXD "TANY_am_win_insty AEAEhET,

E%l\\ o

‘dthe |dentity Services Engine Home » Context Visibility ~ » Operations » Administration » Work Centers

Policy Sets  Profiling Posture  Client Provisioning I vPolicy'EIementsl

Dictionaries  ~Conditions  » Results

I
‘ -
Library Conditions Anti-Malware Conditions
Smart Conditions
f Edit Add Duplicate Delete
Time and Date Ll + & X
. MName Description
Profiling
O |ANY_am_win_inst Any AM installation check on Wi...
~ Posture [0 ANY_am_win_def Any AM definition check on Wind...
O ANY_am_mac_inst Any AM installation check on Mac
Anti-Malware Condition oo
! J ANY_am_mac_def Any AM definition check on Mac

Anti-Spyware Condition
Anti-Virus Condition
Application Condition
Compound Condition
Disk Encryption Condition
File Condition

Firewall Condition

AT Y 7 8 : Policy > Policy Elements > Results > Posture > Remediation Actions® JEIZFE L .
Posture RemediationZ¥EH L &£ T, COHITE. ChEAFYTEhET, BET7 V>3 ET
FANXYE—DICTRENTEET,

AT Y 7 9: Policy > Policy Elements > Results > Posture > Requirements D JEICBEL .
Posture RequirementsZEK L £F ., ERZHDEHAny_AM_Installation_ WinFEAENET,



;'.'i.'('; Identity Services Engine Home + Context Visibality + Operations » Administration » Work Centers License Waming &

Policy Sets  Profiling  Posbure CI:enIPlawsmnm;l ~ Policy Elements

Dictionaries » Conditions | =Resulls

-]
+ Authentication E )
Requirements
+ Autherization Hame Operating Systems Compliance Module Posture
_I.Fé"ssage Text Only Conditions Remediation Adions Edit| v :1
KB Any_AY_Definiion_Mac Mac 05X 3xor eatlier AnyConned ANY_av_mac_def
AnyiDefRemediationMa Edit| *
‘
Any_AS_Installation_Mac blac 05X Foor earlier AnyConned ANY_as_mac_inst
~ Ramediation Actions.
Message Teud Only Edit| -
Any_AS_Definfion_Mac Uac 05X 3xof vadlior AnyConned ANY_as_mac_dwl
AnyASDeRemediationtla Edit | »
» Clent Provisioning C
Any_AM_Installation_Win Windews Al Ax o later AnyConned ANY_am_win_inst
Mossage Tedt Only Edit| =
Any_AN_Dwefinition_Win Windeows Al Ao later AnyConned ANY_am_win_del
AryAMDREmEgEIBonW Edit| *
n
Any_AM_Inztallation_Mac Mac 08X 40 later AnyConmed ANY_am_rmac_inst
Mirssage Teo Only Edit| =
Any_AM_Digfinition_Mae Mac 08X d.xor later AnyConned ANY_am_mac_oel
AnyAMDERemedianonil Edit| » =

AT Y7 10 : Policies > Posture TRAF ¥ RU S —ZHERL £F . Windows OSOT > FX I
ITFIVIDTF7AZINRNDRAF YRS —HFERENET,

Posture Policy
Cufine the Posiune Poléoy by configuring rules based on opersting sysiem andior ciher conditicns o el

o » - - mplianas b F
Paligy Cptiens. Dutsuit_AntiNisbwars_Policy  Any Mac O%% 4xoe ntwr AnyConnect Any_AM_Installation_ T,
Mac Mas Ed
Palicy Cptions  Defsll_AntiMabware_Policy 1 Any Mse 05X 4 x oo e Temmporl Agest Any_AM_Insisilation_
Mme_temperal Mz tarmporal
-] Palioy Options. Ay Windews All 4 x oo lmine AnyConns Ary_ A eialinicn_ [
Paliay Optians H_Antil Ay Windows All 4 xor lnter Temporal Agert Any_AM_Installation_
Win_tempons Win_temparsl
Peliey Optiens. Dwtauli_App¥is_Folicy_Maz 1 Any Mac 05X 4 x o ntwr AnyConanect

AT Y 7" 11Policy > Policy Elements > Results > Authorization > Downlodable ACLS®D JEIC BB L
 BBBRAF Y AT —RABADODACLZERLET,

CDBITE,
. RAF ¥ READACL:DNS, PSN, 8 KUHTTPEHTTPSO KT 74 Y UV ZFALET,
. RAF v IHEEMDACL : 7TAR—KYTRY MADT I EAZEERL, 122 —FY

RRZT74Y0DHZEFALET,
. Permit Al DACL : RAF Y BEHRAT—RADINTORNZT T4V JZFALET,



Downloadable ACL List > PostureNonCompliant1
Downloadable ACL

* Name | PostureUnknown

Description

IPversion & pya |pys  © Agnostic

{ permit udp any any eq domain
permit jp any host 192.168.15.14
5 permit{cp any any gq 80
permittgp any any eq 443

* DACL Content

Downloadable ACL List > New Downloadable ACL
Downloadable ACL

*Name | PostureNonCompliant

Description

IPversion & pyg Oy © Agnostic i

* DACL Content { deny ip any 10.0.0.0 255.0.0.0
deny ip any 172.16.0.0 255.240.0.0
5 deny ip any 192.168.0.0 255.255.0.0

permit jp any any

Downloadable ACL List > New Downloadable ACL
Downloadable ACL

* Name [ permitall |

Description

IF version {e IPvé4 & IPvE FAgncstic

* DACL Content permit jp any any

» Check DACL Syntax :

AT Y 7" 12Posture Unknown, Posture NonCompliant, & & T*Posture CompliantA7T—2 AR D



3IDORAZAT7AINZERLET, ChZEITSICIE, Policy > Policy Elements > Results >
Authorization > Authorization ProfilesD JEIZ#E L £ 9, Posture UnknownZ’ 07 7 1 )L T,
Posture Unknown DACL% 23R L. Web RedirectionliCF T ¥ VX —2 ZfF. Client
ProvisioningZ &R L, Redirect ACL#E (FTDTERE ) ZEEL T, R—ZILZBRL KT,

Authorization Profiles > New Authorization Profile
Authorization Profile

* Name || FTD-VPN-Redirect ]

Description | ,;l

* Access Type | [ACCESS ACCEPT v ]

Network Device Profile &l Cisco | &

Service Template |

Track Movement [~ ;

Passive |dentity Tracking [~ ;

» Common Tasks

¥ DACL Name PostureUnknown

| ¥ web Redirection (CWA, MDM, NSP, CPP) (i |
| Client Provisioning (Posture) - | ACL | fyusifovredirect V8|U1| it Provisioning Portal (default) v| I

= Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PostureUnknown
cisco-av-pair = urkredirect-ad=fyusifovredirect
cisco-av-pair = urkredirect=https://ip:port/portal/gateway?sessionld=SessionIdValue&portal=27b1bc30-2e58-11e%-98fb-005056877 5a3&action=cpp
V-

Posture NonCompliantZ’ A7 7 AL T, XY RD—IOANDT UV AZHIRT S - ICDACLEE
RLET,



Authorization Profiles > New Authorization Profile
Authorization Profile

* Name | | FTD-VPN-NonComplint |

Description | /,]

*Access Type [ACCESS_ACCEPT d

MNetwork Device Profile &5 Cisco | v | B

Service Template [~

Track Movement [~ ;

Passive Identity Tracking [~ ;

w Common Tasks

M DACL Name PostureNonCompliant (o) |

= Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PostureNonComplant
4

Posture Compliant7O7 7 AL T, XY RD—IOANOT7ILNT O LAZHFATS-HICDACLZE
RULET,

Authorization Profiles = New Authorization Profile

Authorization Profile

= Name || PermitAll |

Description | ]
* Access Typd [ ACCESS ACCEPT *]
MNetwork Device Profile & Cisco | v | &

Service Template I—’
Track Movement MNa

Passive |dentity Tracking I_ i

v Common Tasks

M pacL Neme PermitAll .

w Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PermitAl



AT Y 7" 13Policy > Policy Sets > Default > Authorization Policy CERER > —ZER L E£ T,
AsZt & L T, Posture Status& VNP TunnelGroup Name N ER&E hE 7,

‘tita Wdentity Services Engine Home » Context Visibility + Operations + Administration » Work Centers

Policy Sets | Profiling  Posture  Chent Provisioning  » Policy Elements

@ Dretault Diefault policy set Defaull Netwark Access x v g 43

¥ Authentication Policy (3)
¥ Authorization Policy - Local Exceptions

> Authorization Policy - Global Exceptions

M Authorization Policy (18]

Results
+
Status  Rule Name Conditions Profiles Security Groups Hits  Actions
E ession PostureStatus EQUALS Compliant
@  FTD-VPH-Posture-Compliant AND = Permitall + 4 v [ 4 o3

Cise PLTx-TunnekGroup-
Mame EQUALS EmployeeVFN

o

Sesslon PostureStatus EQUALS MonCompliant

2 TD-VPM-Posture-NonComplia = FTD-VPH-NenCompliant + - . 0

@ FrowRN-PostirsionCompiant AND Cisco-VPNI000-CVPHE000IASARDTx- Tunnek- Group £ o
Mame EQUALS EmployeeVPN

B SessionPostureStatus EQUALS |

@ FTD-VPM-Posture-Unknown AND P 00-CVE = FTD-VPH-Redirect + 1 d 9 o

Mame EQUALS EmployeeVFN

i3

CoTiR, REFERICHELTVIHESHERBLET.

oy
51

ISET Ik, RFDKRIAT Y 7 IFRADIUST 4 7 0% T9, Operations > RADIUS Live Log® JE (-
BEBLET, T, I—HAliceN e n, HFEThIRARI—DFBREINET,

it identity Services Engine

*RADIVS  Theeat-Cantic NAG Live Logs ubleshest ¢ Adagtive Neteor Conbsl  Repora
Live Legs  Live Seasicns
Figured Supp! o 4 Nabwork Bavices @ RADAU S Brops O fient Siopped Responding O Pepe o

Rafresh|  Hever jg‘:cnr Latest 20 records jwun- Last 3 hours j

O Rebesh  © Reset Fepest Counts B Expont To = Triner= G-
Time: Stabes Detais Repest Identity Endpoint D Endpaant Pr Authenticat Authorzas Aushorzat P Addness Network Device  Device Port Wentty Group  Posture 518,
= - -
E E
w03, 2020 07-13:31.92 o & [ sli ;8 00:0C: 29 5C SA:9 Dufsct 2> Dulault »» FTOAPNR 17118110
8 il FTo
s[5 '
Last Updated: Mon Fals 0F 2020 02-16:30 GUT+0100 [Contral Esapsan Standard Tiems) Recards Shown -1

AR 1) 2 —FTD-VPN-Posture-Unknown — 8L . Z D#ER. FTD-VPN-Profile AAFTDIZIAfE &
nEXY,



Overview

Ewent

Username

Endpoint Id

Endpoint Profile

5200 Authentication succeseded
alice{@training.example. com
00:0C:29:5C:5A:06 &

Windows10-Workstation

Authentication Policy

Authorization Policy

Authorization Result

Default == Default

Default »=> FTOD-VPMN-Posture-Unknown

FTD-VPN-Redirect

Authentication Details

Source Timestamp

Received Timestamp

Policy Server

Ewent

Username

2020-02-03 07 13:28. 738

20200203 07:13:25.738

fyusifow-28-3

5200 Authenticaticn succeeded

alice@training.example. com

RAF¥AT—2ARREHR T,

MAS IPv4 Address

182.188.15.15

MNAS Port Type

Authorization Profile

Wirtual

FTD-VPN-Redirect

Posture Status

Pending

Response Time

385 milliseconds

BREOV3VICE, FIDKEBENDIEHARRENET,




Result

Class

cisco-av-pair

cisco-awv-pair

cisco-awv-pair
cisco-awv-pair

LicenseTypes

CACS:000000000000c0005237 c81 a8 fyusifow-28-3/ 368 580 500/45

url-redirect-acl=fyusifovredirect

url-redirect=https./ffyusifov-28-3 example com: 5443/ portal
gateway?sessionld=000000000000c00058e37cB1a&
portal=27b1bc30-2e58-11e3-98fb-0050 5087 T Sadfaction=cppé
token=0430f1 cdf40ef 303898V ad8a 228803112

LN LY

ACS: CiscoSecure-Defined-ACL=3#ACSACLE-|P-Posture Unknown-Se3 74144

profile-name=Windows10-Workstation

Base and Apex license consumed

FTDT. VPNZEHEBER T D LHIC, RY JRAICSSHTHESLL . system support diagnostic-cli%
EITL TH S, show vpn-sessiondb detail anyconnectZ2ETLET, cOHIHA S, ISEA SIE
BENEBENCOVPNEY A VICBRATEATVD CEEZERELET,

<#froot>

fyusifov-ftd-64#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

User nane al i ce@r ai ni ng. exanpl e. com
Index : 12
Assigned | P 172.16.1.10
PubTlic IP : 10.229.16.169
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAl
Bytes Tx : 15326 Bytes Rx : 13362
Pkts Tx : 10 Pkts Rx : 49
Pkts Tx Drop : O Pkts Rx Drop : O
Group Policy : Dfl1tGrpPolicy
Tunnel Group : Enpl oyeeVPN

Login Time : 07:13:30 UTC Mon Feb 3 2020

Duration : Oh:06m:43s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID :
Security Grp :

000000000000c0005e37c81a
none Tunnel Zone : O




AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID :12.1

Public IP : 10.229.16.169

Encryption I none Hashing I none

TCP Src Port : 56491 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 23 Minutes
Client 0S T win

Client OS Ver: 10.0.18363

Client Type : AnyConnect

Client Ver . Cisco AnyConnect VPN Agent for W ndows 4.7.01076
Bytes Tx 1 7663 Bytes Rx : 0
Pkts Tx 5 Pkts Rx : 0
Pkts Tx Drop : O Pkts Rx Drop : O
SSL-Tunnel:
Tunnel ID 1 12.2
Assigned IP : 172.16.1.10 Public IP : 10.229.16.169
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1.2 TCP Src Port : 56495
TCP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 23 Minutes
Client 0S : Windows
Client Type : SSL VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx 1 7663 Bytes Rx 592
Pkts Tx 5 Pkts Rx v
Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name

DTLS-Tunnel:

1 #ACSACL#-IP-PostureUnknown-5e37414d

Tunnel ID :12.3

Assigned IP : 172.16.1.10 Public IP : 10.229.16.169
Encryption : AES256 Hashing : SHAlL
Ciphersuite : DHE-RSA-AES256-SHA

Encapsulation: DTLSv1.0 UDP Src Port : 59396

UDP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx : 0 Bytes Rx 1 12770

Pkts Tx : 0 Pkts Rx 1 42

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Nanme

| SE Post ure:
Redirect URL :
Redirect ACL :

#ACSACL#- | P- Post ur eUnknown- 5e37414d

https://fyusifov-26-3. exanpl e. com 8443/ portal / gat enay?sessi onl d=000000000000c0005e37c8:

fyusi fovredirect

fyusifov-ftd-64#



DSATF7N7AED a2 JRI S —&BRTE £, Operations > Reports > Endpoints and
Users > Client Provisioning® JEICBE L £,

AMieMAC LiveLags  » TACAES & Treublmbest
a-

b Adaptive Hetwoek Coasal

Clhent Provisianing €
Froen 2020-020% 00:00:00.0 10 20200203 0B 14.07 0

+ My Reports @
= Feports
v Audit
Logped At Sarver

+ Devioe Adminisiration

* Disgnestics

Répart

Event

O ety

slice@taining sxamele com

@ Endpoint D

* My PRepors | B Expod To = | O Schedule

Trite SAeken O

P Address Ehent Provisioning Pol

- )

4
= Endpoints and Users 8

Authentication Summary
Client Provisioning

Cument Adtve Sesbons

# Teasl Rewa

AswvPage| 4 =] =]

AnyConnecth SIEEENIARAF ¥ LR—RNZEF I YU TEEXT, Operations > Reports >
Endpoints and Users > Posture Assessment by Endpoint® JEICBEIL £,

whul identity Services Engine

ot Vit » oy

» RADIUS  Threst-CentricNAC Live Logs  » TAGACS  » Troubleshoot  » Adaptive Network Control
Q-

iseo

Posture Assessment by Endpoint @
From 2020-02-03 00:00:00.0 to 2020-02-02 08:15:48.0

Export Summary

*» My Reports = exported in last 7 days 0
~ Reports.
» Audit
Logged At Status Details
» Device Administration x . j < j

» Diagnostics 2020-02-03 08:07:5 [~}

» Administration

PRA Action

Izl A

» Work Centers

© identity

© Endpoint ID

Kl
~ Endpoints and Users

Authentication Summary
Client Provisioning
Current Active Sessions
External Mobile Devic...
Manusl Certificste Pro...
PassivelD

Posture Assessment by ..

Posture Assessment by

RAF¥LR—NOFMZERTISICIE, Details2 V7Y ILET,

rvices Engine

Posture More Detail Assessment

From 2020-01-04 00:00:00.0 to 2020-02-03 08:13:36.0
Generated Al 2020-02-03 08:12:37.37

Client Details
Usermame
Mac Address
IF address

ocation
Session ID

Client Operating System

Client NAC Agent
PRA Enforcement
Col
CoA

PRA Grace Time

PRA Interval

Agreement Status

System Mame

System Domain

License Waming A

% MyReports | B Export Tov | O Schedule

TFriter  ORefresh 8~

P Address Endpoint 0S.

172.18.1.10

1 Total Rows

RowsPsgs| 1 7| =

alice@training example.com

00:0C:29:5C.5A.98

172.18.1.10
All Locations

000000000000c0005637cE1a

Windows 10 Professional 84-bit

AnyConnect Posture Agent for Windows 4.7.01078

0

Received a posture report from an endpoint

]

MNiA

NotEnabled

DESKTOP-IE3558M

n/a



ISETLAR—NZZETDE, RAFYAT—RANEFHELET, COHTRE, RAFYAT
—BARERLTEY ., COATYZ1RFHLLWEREY RTRUA—ENET,

O Refresh

© Reset Repest Counts & Export To >

Trilter~  f¥

Time

Status Details Repeat... Identiy Endpoint ID

a
5 0 slice@training
a
5 slice@training = 56

Endpoint Pr.

Authenticat.

Default >

Default >

Authorizati

Default >

Default >

Authorizati

FTD-VPN-R

FTD-VPN-R

P Address

172.16.1.10

Network Device  Device Port

Last Updated:

Mon Feb 02 2020 09:10:20 GMT+0100 {Central European Standard Time}

Identity Group Posture §

Compliat

Compliat

oristation Pending

Records Shown: 4



Overview

Event

Username

Endpoint Id

Endpoint Profile

£205 Dynamic Authorization succeeded

10.55.218.19 @

Authorization Result

PermitAll

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Endpoint Id

Calling 5tation Id
Audit Session Id
Network Device
Device Type
Location

NAS IPv4 Address

20200203 16:58:39.687

2020-02-03 16:53:39.687

fyusifow-28-2

5205 Dynamic Authorization succeeded

10.55.218.19

10.565.218.19

000000000000=0005e385132

FTD

All Device Types

All Locations

192.168.15.15

Authorization Profile

Posture Status

PermitAll

Compliant

Response Time

2 milliseconds




Other Attributes

ConfigWersionld
Event-Timestamp
Device CoA type
Device CoA port
HetweorkDeviceProfileld
IsThirdPartyDeviceFlow

AcsSessionlD

21

15807459119

Pt P
IS0 COA

1700

b0829505-2150-4215-a80e-6753d45bi56c

false

af48ce55-d550-4778-ad40-b03ea 1202442

CoASourceComponent Posture

CoAReason posture status changed
CoAType COA-push

Network Device Profile Cisco

Location

Device Type

IFSEC

Device |P Address

Location#All Locations

Device Type#All Device Types

IFSECHIs IFSEC Device#Mo

192.188.15.15

3

CiscoAVPair

sudit-sessicn-id=000000000000=0005=285122,
coa-push=true,
ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-PermitAll-5e384dcd

FTIDT., VPNEYZa > AOHLVWUA AL I RNACLED A AL Y NURLABIERE L, PermitAll
DACLAERENTW\WAZEZHELE T,

<#root>
fyusifov-ftd-64#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username

al i ce@r ai ni ng. exanpl e. com

Index : 14
Assigned IP : 172.16.1.10 Public IP : 10.55.218.19



Protocol

License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel:
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel:
Bytes Tx 53990 Bytes Rx : 23808
Pkts Tx 1 73 Pkts Rx : 120
Pkts Tx Drop : O Pkts Rx Drop : O
Group Policy : Df1tGrpPolicy Tunnel Group :
Enpl oyeeVPN
Login Time : 16:58:26 UTC Mon Feb 3 2020
Duration : Oh:02m:24s
Inactivity : Oh:00m:00s
VLAN Mapping : N/A VLAN I none
Audt Sess ID : 000000000000e0005e385132
Security Grp : none Tunnel Zone : 0
AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1
AnyConnect-Parent:
Tunnel ID : 14.1
Public IP : 10.55.218.19
Encryption I none Hashing I none
TCP Src Port : 51965 TCP Dst Port : 443
Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 27 Minutes
Client 0S : win
Client OS Ver: 10.0.18363
Client Type : AnyConnect

: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx 1 7663 Bytes Rx : 0
Pkts Tx 5 Pkts Rx : 0
Pkts Tx Drop : O Pkts Rx Drop : O
SSL-Tunnel:
Tunnel ID 1 14.2
Assigned IP : 172.16.1.10 Public IP : 10.55.218.19
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1.2 TCP Src Port : 51970
TCP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 27 Minutes
Client 0S : Windows
Client Type : SSL VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx 1 7715 Bytes Rx : 10157
Pkts Tx H) Pkts Rx : 33
Pkts Tx Drop : O Pkts Rx Drop : O
Filter Name
#ACSACL#- | P- Permit Al | - 5e384dc0
DTLS-Tunnel:
Tunnel ID 1 14.3
Assigned IP : 172.16.1.10 Public IP : 10.55.218.19
Encryption : AES256 Hashing : SHAlL
Ciphersuite : DHE-RSA-AES256-SHA
Encapsulation: DTLSv1.0 UDP Src Port : 51536
UDP Dst Port : 443 Auth Mode : userPassword



IdTle Time Out: 30 Minutes Idle TO Left : 28 Minutes

Client 0OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx : 38612 Bytes Rx : 13651

Pkts Tx 1 62 Pkts Rx 1 87

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name

#ACSACL#-| P-Perm t Al | - 5e384dc0

fyusifov-ftd-64#

NZ7LTa1—h
CCTR. REONSTAZ1-—FTA VI CHEATERERRETLET,

RAF ¥ 7O0—0FME, AnyConnectB LTFISEORNTZ TN 21 —F 4TI\ TRE, XDV
O RBRELUTLKEEN, ISERATF Y AXAILD 2.2 GIEDLE.

« CENhERRIL

AZVY MR ZRILABREEATVZBEO— MW BEEAENIDOTT, COBITIE, INTOKT
JAVON RV IFTRTFTAINNOTIN—TRI—HNERAEhET. FEORT 71V
DEGIRFRIMEENDHEEE., ISERLVETOMOATLIY—AANDOKRT 714V IICIMAT
. AnyConnect7"0d— 7 (enroll.cisco.comB L TRIEKRANE NV RN ZBBTDHENHYET

o

FMCO RN ZRIRDS —ERITDICE, £9., VPNELGICEAEhhTWSIIL—TRIS—%
HEFEL £ 9, Devices > VPN Remote AccessD)EICEBEIL £7 .

SRy Objects | AMP  Inteligence
Device Management NAT VPN * Remote Access Qus Flatform Settings FlexConfig Certificates
EmployeeVPN ) cancel
nme
Access Interfaces  Advanced

RIZ. Objects > Object Management > VPN > Group Policy®D JEIC#E L, VPNRICEREE iz
Group Policyz 2 )Y O L&Y,


https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html

Edit Group Policy
Name:*®

Description:

AnyConnect  Advanced

VPN Protocols IPv4 Split Tunneling: Allow all traffic aver tunnel
IP Address Pools

IPv6 Split Tunneling: Allow all traffic over tunnel

Banner
DNS/WINS Split Tunnel Network List Type: © Standard Access Lst © Extended Access List

Split Tunnelng Standard Access List:

DNS Request Split Tunneling
DNS Requests: Send DNS requests as per split tunnel pelic ¥

Domain List:

« PAFUT AT ANAT

£531 70— RN BEERK., VPNI—-HFDOUR—2RFT 1Y IANBR2ENATI MU ZERAL
TEBENDETY, COBBEZBRIDICE. TATFU T4 TANATZEYEZIEFTHERT
PHENHNET,

BHIIC. COF/INAADONATIL—ILZHE2L £ T, Devices>NATDJEICFEEHL . Add Rule® ¥
DYy O2LTHLWIL—ILZHERLET,

Overview Analysis Policies Objects | AMP Intelligence reploy L System Helpv admin v

Device Management VPN v QoS Platform Settings FlexConfig Certificates

FTD_11 /4, Show J| H save |[@ cancel |
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