ISE® & UM 75 H O fFHEADRRE
RE

BE

Bl $E St

EZ#®
FEAIZAR—FT b

ax rE

7
0

(=Y

hZ7LN>a1—h
s

o

=

CORFIXVNTE, ISETO "NAEAOEE, OEHEL., BELRES (ISENHE )LDV
THELET, ADICEFELEVI—HEISEICSMEE D 5%EE, BOADICEFEETZI—H%ER
BT B FHE

Bl SRAF

=H
ROEEICHTAERN BB 5D N ERENET,

- ISE 2.x& Active DirectoryD#t & ( Active DirectoryD RS ) -
. ISET DA EBIDFREL

AT R—F>2 b

- ISE 2.,
- 22 M Active Directory

RUE

RXA &KL, FTTICISEICSMLTVD RXSVUADFIDORXAICHOI—HZ2ED
BICE, RD2ODFEN BN XY,

1.ISETCRXA 2 Z2FHTHEBICEMTEERT, ChIiZkV ., 220 5]% OActive Directory A 4k
BENET,

2.1 DDOADZISEICEEL., COADE2DBENDADOBICR A EDEREERELET, ISEICE
MTBIHERFHYEEA, CREEICREROEERETHY) . BEEDACctive DirectoryE T
REENDF 7232 TY, ISElk, ADARIVREZFEALTINSDEETED RXSM %
BENICREL., "RIOARMNJANIBRENLERXSD, IZEBML, ThSZISEICES
ENi@EBDOADE LTIRVWET, Zhid, ISEICSMMLTVWEWVWAD zatarjos T1—H%



AL I B HIETTY,
ROFIETE, ISEEADOEADREFIEICOVTHALEXT,

AT Y ZUISEAADESHL T VAL EBBLET. COBTHE. KX A aaalabH FET S
CEEBBLET,

“htle identity Services Engine Home  » Comlexd Visiblity  » Operations  » Policy  [ERSETRSIUENCONN |, Work Centess

* System = identity Managemen!  » Network Resowrces  # Device Portal Management  poGnd Services ¥ Feed Service  + Threat Cenfric MAC

b identiees  Geoups External ldenlity Sounces  Idenlity Source Sequentes ¢ Selngs
e
External Identity Sources Whitelisted Domains PassivelD Groups Attributes Advanced Settings
" .
= Cartificate Austhanbcation Frofle " Join Prcint Name Iﬂ
» B Active Direclory * Active Directory Domain  aaalab.com
= analab
" .|.nl-l.?
o= AR o Join oo Leave ¥ Test User ﬂ.ulauncs‘.n: Tood 1:‘& Refresh Table
» : RADIUS Token [] FSE Nooe ~ [SE Node Role Slag Denaen COntrelker Site
] RSA SecuriD ] ISE24-1.3a3lab com PRIMARY (2 Operational WIN-TPIBKNZBLGE aaataboom  Defaul-First-Sfe-Name

AFY T2 RICRTKLSIZ, WA DActive DirectoryE TR A BDEFABMICZ2TVWED L%
BRELET,

1. [Active Directory Domains and Trusts] A+ Y 7'/ >~ Z#HAE £ 9,

2.EQORATT, FEZEMTBDRXAZ2FVUYOL, [Z7ONT 112 BRLET,

3. [Trusts] 2720 UY O LET,

4. [New Trusti’RRX>Z O UY OLET,

5 iILWEEV A —RABVES, [AN]ZVUYILET,

6. ADRXA>DODNSEZANL, [Next]ZV Y ILET,

7.ADRX A /'DNSEHTHRTEDLRETDE, AOBEHCTEELINZEIELET,
[Two-way]ZiZIRL ., [Next]Z2UY ILET,

8. [Outgoing Trust Properties] T, FRAETBDITNTD I Y —AZBIRL ., [Next]Z VY I LE
E

0. BENAT—RZAHDLTEBADL, [Next]Z2VUY I LET,

10.[Next] 2 2 @O VY U LET,

FADOBRERAOANOYR—NEEEZBATHY) ., BEHNRLEL 384 (FMicrosoftd #
R—KNICSITEET,

CNNRREE D &, HlDOAD(aaalab)ld L WAD(zatar.jo) L BETED KSRV, KDELSIC
[whitlasted domains] 2 7 IZ/RY 7’7 Y TR RENE T, RRENZVHEERK., XNFBOEERE
NELLSHYELBA (RK2ESR ),

It Identity Services Engine Home b ContextVisibily b Operations  » Policy  [ERTRTETEN

» System | ~ldeniity Management  » Network Resources ¢ Device Portal Management  puGrid Services ¢ Feed Service  » Threat Centric NAC

¢ lgentities  Groups  External ldentity Sources  Identity Source Sequences v Settings
——————

External Identity Sources Connection PassivelD Groups Attributes Advanced Settings
== — [ Use all Active ﬂlreﬂm domains for authentication i
™ Cartificate Authendication Prolia Ena Sesedied Disable Selecied r Show Unusable Demains
[ Actve Diractory [] Mame « Authenticate = Forest SID
: -'L;Jla:mb [0 aaalab.com YES aaalab.com 5-1-5-21-1366501036-25438103-262047587
ey opEC O newtab.com YES newlab.com 5-1-5-21-92TE20924-69047 124 3-4064067410
RADILS Token [ subaaalab.com YES aaalab.com 5-1-5-21-1291656626-300840767-4184745074
RSA SecunlDd O zatarjo YES zatar o 5-1-5-21-3031755119-2636354052-3137036573

SAML id Providers

Sovial Lagin



ATYTIRICRT LS, IRXTO "FRAY RERIERXA 2, €O2IVOFTIVBE
FBRMIBDTVWAB L ZERLET, NAMOFEEENLERXSMVEBCINTOEFEEE N
RAXAZBRRTEXT, BETNLETALARMSKIARNIANIBENDRX MDA Z
BRETB|ATIVHFBEHNEEERE. XAV RXAVO"F'RXLOHZERELET, {child

domain example: LM AT 1) —>2,3 Y N Msub.aaalab.com }

sl identity Services Engine Home  » ContextVisibilty  » Operations ~ Administration

b System ~ ldentity Management P Network Resources » Device Portal Management  pxGrid Services } Feed Service » Threat Centric NAC

» Identiies  Groups  External Identity Sources  Identity Source Sequences  » Settings

External Identity Sources Connection Whitelisted Domains PassivelD Groups Attributes [ Advanced Settings ]
v -
v Advanced Authentication Settings
» | ] Certificate Authentication Profile Enable Password Change
* [ Active Directory Enable Machine Authentication
7 aaalab Enable Machine Access Restrictions To configure MAR Cache distribution groups: (;

v [ LDAP Aging Time | 5 | (hours) Adgministration > System > Deployment

£ opBe [] Enable dial-in check i
» RADIUS Token [[J Enable callback check for dial-in clients

= [] Use Kerberos for Plain Text Authentications.

|.] RSA SecurlD

(=] SAML Id Providers

v Identity Resolution

Advanced control of user search and authentication

If identity does not include the AD domain

() Reject the request

(O Only search in the "Whitelisted Domains" from the joined forest
(®) Search in all the "Whitelisted Domains” section &

(L) social Login

N T, ISElkaaalab.com&zatar.comT 11— Z2RETEET,

R

Mtestusery A7 a> AL TEETZHEA#HEL. Tzatarjos RXAADGI—HEME
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Test User Authentication
* Usemame | demo
* Password N
Authentication Type | Lookup L

Authorization Data (] Retrieve Groups
Refrieve Aftributes

| Test |
Groups Attributes

Test Ussrnams : dams

ISE WODE : ISEZ4-1.aamlab.com
Scope i1 Default Scope
Instancs : aaalab
Aucthentication BEesult : SUCCESS

Authentication Domain : zatar.jo
User Principal Hame S demoPZAtAr.jo
User Distinquiszhed Hame : C¥=demn, CN=lUsers, DC=zatar, DC=30

Croups : 2 found.
Attributes : 33 found.
Authentication time : 41 mm.

Groups fetching tims : 3 ms,
Attributea fetching time: 1 ms.

aaalab.comDI1—HEEZEL TH V), I—Hkhoroudldaaalab.comlcH W ET ( I—HBE
aaalab.comTTd ),



Test User Authentication
* Usemname |' kholoud

* Password

Authentication Type | Lookup v
Authorization Data Retrieve Groups
Retrieve Atfributes
Test
Authentication Result Groups Attributes

Tast Usarnams : Ehaleud
ISE HODE : ISEZ4-=]1.aaalab.ccm
Scope : Dafanl _Fcﬂpe
Instance : aaalahb
Authentication Besult : SUCCESS
Authentication Domain : aaalab.com
User Principal Name : kholoudfaaalab.com

Uzex

Croups
Attributes
Authentication time
Groups fetching time

Attributes fetching time:

NZ7L>1—b

Distinguished Name :

[T —

CH=khcloud, CN=Users,DC=aaalab, DC=cocm

FEAEDAD/RERDEEOBEZRNS TN 1—FT12T0F2ICk, EL200FIENHY) &
T, FEAEDATBIDRIEED)ENTZTI 1 —FT 4T TEET,

1. TNy T 28U EISEOT (HR—RNVRIL) OREZDOY RN RILOBED 7
AN T, ADTOFRLEDEADITNTOFMEHIDTEEXT,

2ISEELADEIONTY RF+7TFyvHZIPRELET,
ATY71ISEOQT #INEL £ T,
aTNvITEBMZL, XOFINY T %& Ttraces Z5%

- Active Directory(ad_agent.log)
- identity-store-AD(ad_agent.log)
- runtime-AAA(prrt-server.log)

ELERT,



- nsf(ise-psc.log)
- nsf-session(ise-psc.log)
b.EEZBRL. BEOHD I EERLET,

cHR—KNN RILDYE
BESFUF TOT,

¥ RREIETOME. 77 1M )lad_agentloglciBHENTVET

ad_agentlog7 7 1 ILA'S5 :

zatar two way trust connection verification:

2020-01-16 12:26: 21,210 VERBOSE, 140568698918656, LsaDnEngi nepDi scover Tr ust sFor Donai n:  Addi ng
trust info zatar.jo (& her Forest, Two way) in forest

zatar.j o, LsaDnEngi nepDi scover Tr ust sFor Donmai n(), | sass/ server/ aut h- provi der s/ ad- open-

provider/| sadnengi ne. c: 472

2020-01-16 12:26: 21,210 DEBUG , 140568698918656, New domai n zatar.jo will be added to the trusted
domain |ist.,LsaDmAddTrust edDorai n(), | sass/ server/ aut h- provi der s/ ad- open- provi der/| sadm c: 1997

XA RXA>aaalabT1—Y Tdemo, ZBRELET,

2020-01-16 12:29: 08,579 DEBUG , 140568690480896, Adl denti t yResol ver::search: do

(&(| (obj ect Cat egor y=per son) (obj ect Cat egor y=conput er)) (SsAMAccount Name=denp)) search in forest
aaal ab. com searchldentity(), | sass/server/auth-providers/ad-open-

provider/ad_identity_resol ver_inpl.cpp: 738

(FEI—HRBzatar RXAM 2 ICHDEITFRELTLKEEW, £EL., iseld&AlICaaalab R X A
TFIYIL, KRiZnewlab.comZ E D Twhitlasteds RXA U RXT DD RXA 2 TFI VY
LETe XAV RXATFIYVOZRT, zatarjoR BEFIVIATDICE, ISENrBRET
PBFERETEDLDIICUPNY 74V VRZFERAITAIMBEN HYVET, LN ST, T
ROERTOTA 2 TBHENHVY) ET, demo.zatar.jo).

zatarjoC 11— Tdemos ZRELFT,

2020-01-16 12:29: 08, 604 DEBUG , 140568690480896, Adl denti t yResol ver::search: do

(&(| (obj ect Cat egor y=per son) (obj ect Cat egor y=conput er)) (sAMAccount Name=denp)) search in forest
zatar.jo,searchldentity(),|sass/server/auth-providers/ad-open-
provider/ad_identity_resolver_inpl.cpp: 738

2020-01-16 12:29: 08, 604 DEBUG , 140568690480896, LsaDnpLdapOpen: gc=1,

domai n=zat ar. j o, LsaDnpLdapQpen(), | sass/ server/ aut h- provi der s/ ad- open- provi der/| sadm c: 4102
2020-01-16 12:29: 08, 604 DEBUG , 140568690480896, LsaDnpl sDomai nOf f 1 i ne: checki ng status of donain
zatar.j o, LsaDmpl sDomai nO fline(), | sass/ server/ aut h-provi ders/ ad- open-provi der/| sadm c: 3158

zatar RXA 2 TROA 21— Tdemo, :

18037: pszResol vedldentity = "denb@atar.jo"

Li ne 18039: pszResol vedDN = "CN=deno, CN=User s, DC=zat ar, DC5j 0"

Li ne 18044: pszResol vedSAM = "denp"

Li ne 18045: pszResol vedExplicitUPN = "deno@atar.j 0"

Li ne 18056: "1579177748579 24325 "denp" AD-Log-1d=1579177581/ 40,



Li ne 18095: pszBase = "CN=deno, CN=User s, DC=zat ar, DC=j 0"

ATYVT2 . F¥YTFYvZRELKT,

alSEEAD/LDAPOETRREND/NT Y NEESILE Do, RNICESLETICF v+ I F
Y EZNETDERAEYAIREICEYEHA,

ISEAD

1. ISE[External-ID-Stores] -> [Active Directory] -> [Advanced Tools] -> [Advanced
Tuning]

2. ISE

3. [Name]TROUBLESHOOTING(TROUBLESHOOTING.EncryptionOffPeriod

4. [Value]

XS
30

30

5.

6. [Update Value]

7. [Restart Active Directory Connector]
8.1010

bISETH v 7’F v ZHMBRLET,

cEHEZBRLET,

dF ¥+ 7FrZ2FLELTEIO-RLET

BESFUA 'O, :




1 Jip.ackermm1ts 860 101
o, Time Source Deesstination Protoco Lengt Info
1588 2028-81-16 12:29:98._. 10.48.68.161 19.48.68. 241 KRBS 1488 TGS-REP

1591 2020-81-16 12:29:98... 10.48.69.241 18, 48.68. 181 TCP 66 46537 + 3268 [ACK] Seq=1l Ack=1 Win=29312 Len=8 TSval=785544300 TSecr=260534689

1592 2020-81-16 12:29:08._ 106.43.68.241 18.48.668.181 LDAP 1585 bindRequest(1) "<ROOT>" sasl
1593 2020-81-16 12:29:98... 10.43.60.101 18, 48. 68,241 LDAP 278 bindResponse(l) success
1594 2020-81-16 12:29:98._. 10.48.68.241 19.48.68.101 TP 66 46537 + 3268 [ACK] Seq=1448 Ack=213 Win=30336 Len=8 TSval=7R55443083 TSecr=26@534689
1595 2020-01-16 12:29:98... 10.43.60,241 18.48.60.181 LDAP 370 SASL GSS-API Integrity: searchRequest(2) "dc=asalab,dc=com”™ wholeSubtree
¢ 1596 2020-081-16 12:29:88... 10.48.68.181 18.48.68.241 LDWP 128 SASL GS5-APT Integrity: searchResDone(2) success [@ results]
1684 2020-01-16 12:29:98... 10.43.68, 241 18, 48.6@.181 ERES 1476 TGS-REQ
ALAA WEAA A AL AN A A A0 £ 241 A _AD _£A A SOE AACH TEE AEND

krb5_sgn_cksum: 68893f3116B882bcl276063af

¥ G55-APT payload (272 bytes)
~ LDAPMessage searchRequest(2) “de=asalab,dc=com™ wholeSubtree
messagelD: 2
~ protocolOp: searchRequest (3)

¥ searchRequest
baseObject: dc=asalab,dc=com
scope: wholeSubtree (2)
derefiliazes: neverDerefiliases (@)
sizelimit: @
timelimit: @
typesOnly: False
Filter: {&(|(objectCategory=person){objectiategory=computer)}{sAliccountlame=dema))
~ filter: and (@)

w and: (&(|(objectlategory=person)(objectCategory=computer)){sAMACcountName=deno) }
+ and: 2 items
= Filter: (|(ocbjectCatepory=person){objectlategory=cosputer))
« and item: or (1)
» or: (|{objectCategory=-person)(objectCategory=computer))
¥ Filter: (sAMAccountMome=dema)
~ and item: equalityMatch (3)
«~ equalityMatch

attributeDesc: sAMACcountName
assertionValue: demo

L

i1

CCTR. RETHTHRMOHDBERREFEBERROME, ThsOOIFERENB0Y
ERULET,

1.AD Tzatarjos N —7ICEJ<FBHEL :
IN—THgroup]R 7 A SEBEhBEVEE, ROOTAXAYE—IHFRFEIhET,

2020- 01-22 10:41: 01,526 DEBUG , 140390418061056, Do not know about domain for object SID'S-1-5-
21-3031753119- 2636354052- 3137036573- 513" , LsaDnpMust Fi ndDomai nByObj ect Si d(), | sass/ server/ aut h-
provi der s/ ad- open- provi der/| sadm c: 1574

[Groups]Z 7 A Szatarjod T I —T2BEBETIHENHYET,
[AD]R 7 A5 OADT I —TEBZRALTVET,



Test User Authentication
*Username
*Password
ication Type

amman

sssssess

MS-RPC

Authorization Data

Retrieve Groups
Retrieve Atiributes

[ Test ]

Authentication Result Groups Attributes

Test Username
ISE NODE
Scope
Instance

Authentication Result
Authentication Domain
User Brincipal Hame
Groups

Attributes

Authentication time
Groups fetching time

Test User Authentication

Usex Distinguished Neme :

: amman

i isefire.wall.com
: Defanlt Scope

: amalab

: SUCCESS

: zatar.jo

: amman@zatar.jo

CN=grman, CH=Users, DC=zatar, DC=jo

: 2 found.
: 33 found.

: B3 ms.
: 5 ms.

Attributes fecching time: & ms.

*Username

amman

* Password

sesenses

Authentication Type | MS-RPC b

Autherization Data (] Retfrieve Groups
Retrieve Atfributes

Groups Attributes

Authentication Result

Name
Zatarjo/BuiltinlUsers
zatarjo/Users/iDomain Users

a | SID
zatarjors-1-5-32-545
5-1-5-21-3031753119-2636354052-3137036573-513

YE¥> 5 ) AAD_agentlogd o » 5 :

2020-01-22 10:41: 01,516 DEBUG , 140390418061056, AD_Get TokenGroups: SID sel ected: [zatar.jo/S-1-5-
32-545], AD_Get TokenGroups(), | sass/ server/ aut h- provi der s/ ad- open- provi der/ provi der - mai n. c: 9669
2020- 01-22 10:41:01,516 DEBUG , 140390418061056, AD_Get TokenGroups: SID sel ected: [S-1-5-21-



3031753119- 2636354052- 3137036573-513] , AD_Get TokenGr oups(), | sass/ server/ aut h- provi der s/ ad- open-
provi der/ provi der-main. c: 9669

pTokenG oupsLi st =

{

dwSt ri ngsCount = 2

ppszStrings =

{

“"zatar.jo/S-1-5-32-545"

"S- 1-5-21-3031753119- 2636354052- 3137036573- 513"
}

}

2. [Only search in the "Whitelized Domains from the joined forest 1A 7" a> A A2 L& >TWD
B4

Connection Whitelisted Domains PassivelD Groups Attributes

¥ Advanced Authentication Settings

Enable Password Change
Enable Machine Authentication

Enable Machine Access Restrictions To configure MAR Cache distribution groups: (i
Aging Time {hours) i Administration = System = Deployment
[] Enable dial-in check

[C] Enable callback check for dial-in clients
[] Use Kerberos for Plain Text Authentications.

v Identity Resolution

Advanced control of user search and authentication.

Ifidentity does notinclude the AD domain i

(C) Rejectthe request

(%) Only search in the "Whitelisted Domains” from the joined forest
(O) Search in all the "Whitelisted Domains™ section ,j_\.

If some of the domains are unreachable
(®) Proceed with available domains
(") Drop the request

v Identity Rewrite

Changes the format of usernames before they are passed to active directory.
(%) Do not apply Rewrite Rules to modify username
() Apply the Rewrite Rules Below to modify username

¥ PassivelD Settings

[Only search in the "Whitelized Domains from the joined forest"|A 7> 3 > Z&IRT B &, ISEIC
KOTCHATZADODN—IOHFFHFSNhET,

2020- 01-22 13:53: 31, 000 DEBUG , 140629434660608, LsaDmpFi | ter O fli neCal | back: exami ne donmin

newl ab. com LsaDmpFi |l ter O flineCal | back(), | sass/server/aut h-provi ders/ ad- open-

provider/| sadm c: 3423

2020- 01-22 13:53: 31,001 DEBUG , 140629434660608, LsaDnmpFi |l ter O flineCal | back: donain newl ab.comis
usable and is marked offline (DC or GC)., LsabnpFilterOflineCallback(),|sass/server/auth-

provi der s/ ad- open- provi der/| sadm c: 3498

2020- 01-22 13:53: 31,001 DEBUG , 140629434660608, LsaDmpFi | ter O fl i neCal | back: examni ne donmin
zatar.jo,LsaDmpFilterOfflineCall back(), | sass/server/auth-provi ders/ad-open-provider/|sadm c: 3423
2020- 01-22 13:53: 31,001 DEBUG , 140629434660608, LsaDnpFilter O fl i neCal | back: domain zatar.jo is
not marked offline (DC or GC).,LsaDnpFilterOflineCallback(),!|sass/server/auth-providers/ad-
open-provi der/| sadm c: 3454



Jd—% Tpetray Fzatarjolc &), ROATVV =223V ROKSICRRREICKKLE T,

Test User Authentication
*Usemame | petra

* Password | ssssssss
Authentication Type | MS-RPC x

Authorization Data [] Refrieve Groups
Retrieve Attributes

Test |

Authentication Result Groups Attributes

Test Username ! petra

ISE NODE : isefire.wall.com
Scope : Default_Scope
Instance : aaalab

Authentication Result : FAILED

Error : Ho such user, please refer to Test user option to get further information

Processing Steps:

11:52:53:727: Resolving identity - petra

11:52:53:727: Search for matching accounts at join point - asalab.com
11:52:53:735: No macching account found in forest - aaalab.com
11:52:53:735:2 Identity resplution detected no matching account
11:52:53:735:  Identity resolution failed - ERRCR NO SUCH USER

av .

ISEAMED RX AV IZEETEREATL 2, F#liZ72 2 2 [Only search in the "Whitelized
Domains" from the joined forest] A" RE T 9,

2020-01-22 13:52:53, 735 DEBUG , 140629511296768, Adl denti t yResol ver::search: already did

(&(| (obj ect Cat egor y=per son) (obj ect Cat egor y=conput er)) (sAMAccount Nanme=petra)) search in forest
aaal ab. com searchldentity(), | sass/server/auth-provi ders/ad- open-

provider/ad_identity_resol ver_inpl.cpp: 735

2020-01-22 13:52:53, 735 VERBOSE, 140629511296768, Adl denti t yResol ver : : exam neDonai ns:

new ab. com examni neDomai ns(), | sass/ server/ aut h- provi der s/ ad- open-

provider/ad_identity_resol ver_inpl.cpp: 601

2020-01- 22 13:52:53, 735 VERBOSE, 140629511296768, Adl denti t yResol ver : : exam neDonai ns:

zatar.j o, exam neDomai ns(), | sass/ server/ aut h- provi der s/ ad- open-

provider/ad_identity_resol ver_inpl.cpp: 601

2020-01-22 13:52: 53,735 VERBOSE, 140629511296768, Adl denti t yResol ver::finalizeResult: result:
40008 (synbol: LW ERROR _NO SUCH USER), finalizeResult(),|sass/server/auth-providers/ad-open-
provider/ad_identity_resol ver_inpl.cpp: 491

2020-01-22 13:52:53, 735 VERBOSE, 140629511296768, AD_Resol veldentity: identity=[petra], flags=0,
dwEr r or =40008, AD_Resol vel dentity(), | sass/ server/aut h-provi ders/ ad- open-
provider/ad_identity_resol ver.cpp: 131

2020-01- 22 13:52:53, 735 VERBCSE, 140629511296768, LsaSrvResol vel dentity: identity=[petra],

fl ags=0, dwError=40008, LsaSrvResol veldentity(),|sass/server/api/api?2.c: 2877

2020- 01- 22 13:52:53, 735 VERBCSE, 140629511296768, Error code: 40008 (synbol :

LW ERROR _NO SUCH USER), LsaSrvResol vel dentity(), | sass/server/api/api2.c:2890

2020-01- 22 13:52:53, 735 VERBCSE, 140629511296768, LsaSrvResol vel dentity: identity=[petra],

fl ags=0, dwError=40008, resolved identity list returned =

NO, LsaSrvl pcResol vel dentity(),| sass/server/api/ipc_dispatch.c: 2738
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