OKTA SAML SSOIC &K BISE2.35 A NKR—&)L
DERTE
oF]

=8
Ml

2t
il

RN

iy
_H'.

FHITR I R—F b

BEE5H

7IFL—FTY RSSO

XY ND—0 70—

AT Y Z1ISETSAML IDZANAE—E S AR R—ZIILERELE T,
IABTATEVTAT AV —ADER
2.SSONR—ZI)IEERLET,

SAREBOTA L DERE

AT Y T2.0KTAZ 74— 3 ESAML IDZONAZ—DBREETVET,
1.OKTAZ Z’Ur—>a> #ERLET,

2. SAML Identity Providerh® SSPE#HRE TV AR—KRL E T,
3. OKTA SAMLEEE

AT 7VT =230 XRT—RETVOAR—BRLET,
577U —>a>A0l—Y—0&EHT

6. IDPA SISEADXZTF—Z DA R—hK,

AT Y 73.CWADEE,

I RI—Y DRI

ISED #&EE

KZ7)a—b

OKTAD RS TN a—F142Y

ISEQ RTINS a1—F42Y

—RRE 75 R BB & AEORER

BiE R

B=

Z0RFIXNTIE, Identity Services Engine(ISE)ZOKTAEHKEL T, ARNK—FILIC
Security Assertion Markup Language(SAML)> > T )L 4 > 72 (SSO)RRLZ iR T 5 HEIC DV
THBALET,

Bl SRAF
B




ROEBICEIRHANI DN HREEIET,

. Cisco Identity Services Engine 7 A N H—E R
- SAML SSO
(AT 32 ) TLYLALANIY NO—S5(WLC) DR

AT R—F2 B
CORFIXNOBERE. ROVYTRIITFTEN—RIITON-JIVILEITVTLET,
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Employee WLC ISE OKTA SAML
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" RADIUS/SERVICE-
ation with SSI
associption with SSID TY¥P=CALL-CHECK

wil-redricat-acl+url-redirect

“
url-redirect=https:// 2
sespan.bikawi.lab:8443/portal’
gateway?
sessionld=0a3e949b000003dc5
b91573c&porial=794a93a2
ad11-11e8-9ed1-0242504dcBb6

3 &action=cwaé&token=fdbBf8566a
caf99b4b22a7fe219d4d4e

hitps:fwww facebook.com

2

WLC intercept and redirect to URL provided by
4 ISE
Emplayss access

redinect to OKTA
. . hitps-icisco-yalbikaw.okta.com

user put his credinitials

»
sucessgo to https:isespan bikawi lab:8443/portal/
I - $50IoginResponse action 6

hitps:\isespan. bikawi lab: 844 Aportal’
S50InginResponse, action

\

continue to AUP

8
1. 1—H(FSSIDIC#ERHL ., REEEmac7 1 ILZ > F (mab)Td,

2.ISElF, UAAL IV NURLBIRTUA AL Y MNACLEM ZE Taccess-acceptTIRELET

3. I—Y¥—A"www.facebook.comlic 7 VAL LS ELET,
4 WLCRERZA>X—E7NL, I—HYZISESYARNR—ZRIIWICIVZALINLET, 11—

HRREEETIVEAZI)YOLT, FINAAZSSOUVLF Y IITERLET,
JISEl, RN EHICI—YZOKTATZ 7V Tr—>23a 2 ICUBALIRNLET,
ESEEICERIIT B L, OKTARSAMLTZ H—2a v &' 7 2 OHICEEBELET,

T SOYN T -3 ZISEICUL—LET,
ASER7H—2 3 pZBaERL., I—YNEULLKERIEE NS &, AUPICEHR, T/N1AE

HBETVETD,

SAMLOFEHICOWTRE, ROV O ZSRBLTLSEEW

oo N O O

https://developer.okta.com/standards/SAML/
RIE
ATY T1TISETCSAML ID7ONA A —ESARNR—=RIIERELET,

1ABFTAFT 14T 14 Y —ADEH

AT ¥ 7°1:[Administration] > [External Identity Sources] > [SAML id Providers]iCcEEL £7,


http://www.facebook.com
https://developer.okta.com/standards/SAML/

External Identity Sau ld@ntity Provider List = OKTA

- =

Sl SAML Identity Provider
| Certcate Authontication Profla
. m= e Identity Provider Config. Sarvice Provider Info, Groups Attributes Advanced Saettings
L Active Direcipry
= "l B
i coac Id Provider Name | DKTA ]
[ RADIUS Token Descrigtion |

5 RSA Secun |
= [ SAML M Providens

L

“3 OKTA

I

I

ATYT2d7ANAE—ICER 2B HT, REZEBLET,
2.SSONR—ZNZHERLET,

ATYT1: FTATFTAT 14U —AELTOKTAICEIWETShTVBAR—ZIILZEBLET,
BYOD, F*/NA ABE, TARNBEDHDFRER., BENOR—FIINEF2E<KELTT, cOR
FIAXVRTR, R—ZIPFRREORBOTAVELTTARR-ZIILIIIYETENET

o

AT Y 7°2:[Work Centers] > [Guest Access] > [Portals & Components]ic BBIL, R—Z )L &K
LET,

Create Guest Portal - Choose Portal Type

Choose the type of portal you want to create.

Sponsored-Guest Portal

Sponsors create guests’ accounts. Guests cannot create their own accounts.

o Self-Registered Guest Portal

Guests provide information to automatically create an account, with sponsor approval as an optional requirement.,

Hotspot Guest Portal

Guests can access the network without credentials, but you can add a welcome message and AUPR.

ot JEETTR

Overview  » ldentities  ldentity Groups  Ext Id Sources  » Administration  Metwork Devices  « Portals & Componants

o Portals Settings and Customization

Manage Accounts  » Policy Elements  Palicy Sets

Guest Ponals Portal Name: * Description:

Guest Typas OKTA_S50 || | Portal test URL

ATY 73 HUBICRELZIDZ7ONAH —Z R4 NI BBAHEZBRLE T,

L

Authentication method: * [ OKTA *] i

Configure authentication methods at:
Work Centers > Guest Access = [dentities > ldentity Source Seguences
Work Centers = Guest Access = Ext Id Sources = SAML Identity Providers

AT Y 74 FBEEF R & U T[OKTA identity source] Zi#IR L £,



(A7°>3> )BYODREZBIRLET,

* BYOD Settings

B mwuummixm e mltwark
Endpaoint identity group: | RegisteredDevices 4

WWMMH
Adminigiration > idantity Managemant » Groups > Endpoint ldansey Groupe

That edocen(s i Bhil proug will b purgend accorging (D e podicis dhifined
Adminisiration > Idantily Management = Samngs » Endpoinl pungs

Allpw empoyees v choosa 16 guest accass only

" Display Device 1D fleld during registration

Configune employee registerad devioess o
Work Canlars > BYDD > Seftngs > Empioyes Regisiared Davions

After succassiul device configuration take smployes oo
_ | Originating URL (i

D Success page
I URL:

ATY75BYODTR—ZIBREZRFLET. 7TO—RRDELSICKYET,



550 Login

|

AUP

|

—

Max Devices Reached BYOD Welcome

| |
Post Access Banner BY(OD Registration
| |
Success BYOD Install

|

BYOD Success

SRBOJTAVORE

F REOJTAVZEALTVWEVERR. COPERAFYTTEERT,

BEERTARNR—2I, EFERETANTIEARBLCAARAEIAXENZZTOMOR—ZILICE



* Login Page Settings

Require an access code:

Maximum failed login attempts before
rate limiting: E (1 - 999)

Time between login attempts when
rate limiting: E minutes (1 - 3000)

Include an AUP _on page ¢
Require acceptance
Require scrolling 1o end of AUP
Allow guests 1o create their own accounts
Aliow social login
Allow guests to change password after login (i
Allow the following identity-provider guest portal to be used for login (i
| OKTA_SSO 3]

ChAR=—F2II70—-TY,



P
— LOGIN —p-  Alternate Login Portal
See the selected identity-provider portal
for the guest flow details.

Self Registration 4 ALP

|

Max Devices Reached

|

Post Login Banner

URL

ATYT20KTAT 7D r—>32ESAML IDZ7ONNM Z—DRREZTVET,
1.OKTAP 7Ur—> a>v #ERL &7,

ATY T EBET NV NTOKTAWebH A MMCOJA 2 LET,



+ Back to Applications

#3 Add Application

i} Bearch for an application m-ﬂ-BCUEFGHIJKLMNQPGRSTUUWKYZ

Can't find an app? Teladoc
Qmmc Okta Verifled add
Apps you created (0) —
&frankly ~ &fanky Add

Okta Verlfied ~ SAML
INTEGRATION PROPERTIES

1W0000on

Supports SAML

Supports Provisioning . :
J,u— M01domains.com Add
Okta Verified

AT Y 7°2:]Add Application]2 7)Y IV LE T,
okta Applications My Applications )

:2: Applications @ Help

N

), Search

STATUS

ACTIVE 1]

INACTIVE 3

&

Mo active apps found

ATYT3:#FLWFPTUT—232 &KL, SAML20ZBIRLET



Create a New Application Integration

Platform Web -

s

Sign on method .\::. Secure Web Authentication (SWA)

Uses credentials to sign In. This integratlon works with most apps.

(®) SAML 2.0

Uses the SAML protocol to log users into the app. This Is a better optlon
than SWA, If the app supports It

() OpenlD Connect

po

Uses the OpenlD Connect protocel to log users Into an app you've bullt.

Create Cancel

— T

=23 Create SAML Integration

° General Settings a Configure SAML 0 Feedback

o General Settings

App name ISE-OKTA

App logo (optional) g @

Browse..

Upload Logo

App visibility [_] Do not display application Icon to users

[_] Do not display application Icon In the Okta Mablle app



===
=

25 Create SAML Integration
Ganersl Settings e Configune SAML Feedback

o SAML Settings

What does this form da?

he WML necded for

GEMERAL
Single sign on URL @ Where do | find the info this form needs?
/| Use this far Reciplem LURL and Destination URL he app you're trying 1o IMegrate with
Allow this app 10 request other S50 URLS dat dae
and It # ¥
Audience URI (5P Entity ID) 0 ved 1o specity
Default RelayState i Cikin Certificate
Name ID format i Unspecified » & Downboad Okta CoetHicate
Application usemame Qe usemamea v
Show Acvanced Seitings
TTRIBUTE STATEMEMNTS (OPFTIONAL) LEARN MOBE
Mame Mama format (optior Walue

ATV 74 fHEZA D> O—RLU., ISED[Trusted Certificates]ic 4 > ARN—=)ILLE T,

'Jr',;'.', Identity Services Engine Haorme + Conbaet Visiblity + OpernSons (L~ Adrninistration + Wk Cenbars
~System & Identity Management  » Network Resources  » Device Portal Management  pxGrid Sendces  » Foed Senice  » Thesat Centric NAC
Deployment  Licensing - Cerificates  » Logoing  » Mainlenance  Upgrace  » Backup & Resione  » Admin Acteiss  + Seltings

<]
= Certificate Managemant Import a new Certificate into the Certificate Store
* Certificata File | Chaose file | okta (3)Loart
Systam Certiicates —
Friandly Name i
Trusted Cerficales
CCSP Clanl Profile Trusted For: |
Cortificale Sigring Requesis ] Trust for authentication within [SE
Cartificabe Padiodic Chisck Settl..

[ Trust for client sutnentication and Sysieg

Cenificate Authority
hE—— (7] Trust for authentication of Cisco Services

[ Validate Cestificate Extensions

Dmﬁm_

B0 | cancel |

2. SAML Identity Provider S SPi#Z IV AR—KNL X T,

DRICRERELETATFOTAT47ANAMA—ICBBLET, RIZRTKSIZ, [Service
Provider Info]2 2 )Y LTIV AR—KMLET,



Identity Provider List > OKTA

SAML Identity Provider

General Identity Provider Config. Service Provider Info. Groups Altributes Advanced Settings

Service Provider Information

[ Load balancer A

Export Service Provider Info. | Export (i
Includes the following portals:
OKTA_SSO

IOAR—RNEnfzip7 #ILAICE, XML7 7 A )L EreadmetxtHFEFENET

—BOTATFoTATA7TANAE—TRXMLZEE S VR—RNTEETH. COBEREFHT
AIR—RNTBDUENFHYET,

D DINTFAVFAVURL (saml T H—>32)

Locati on="https://10.48. 35. 19: 8443/ port al / SSOLogi nResponse. acti on"
Locati on="https://10.48.17.71: 8443/ port al / SSOLogi nResponse. acti on"

Locati on="https://isepan. bi kawi . | ab: 8443/ port al / SSOLogi nResponse. acti on”
Location="https://isespan. bi kaw .| ab: 8443/ portal / SSOLogi nResponse. acti on"

.SPIT>F414574ID

entityl D="http://C scol SE/ 9c969a72- b9cd- 11e8- a542- d2e41bbdc546"
IP7 RL A8 & V'FQDNF X THEMA AT 82 SSO URL,

AE  EXOEREGE, BAZ7O77ALOUVAALIMREICKI>TERYET, static
ipZEATRHEE. SSOURLICIPP RLAZFEATIXENHYET,

3. OKTA SAMLEZE

ATY7T1SAMLERET NS DURLZEML £T,



@ SAML Settings

GENERAL
Single sign on URL € https:fisespan.bikawil.lab:B443/portal/SSOLoginResponse.action
Use this for Reciplent URL and Destination URL
Allow this app to request other S50 URLs
Requestable S50 URLs URL Index
https:/fisepan.bikawllab:8443/portal/S50LoginRespo || O *
+ Add Ancther
Audience URI (SP Entity ID) € http://CiscolSE/Sc969a72-b9cd-11eB-a542-d2edibbdch46

Default RelayState )

If no value Is set, a blank RelayState Is sent

Mame ID format € x5085ubjectName v
Application username ﬂ Okia username L 4

Show Advanced Settings
ATTRIBUTE STATEMENTS {OPTIONAL) LEARMN MORE

ATYVT2: ZOY—EREZRARNLTVBPSNOBKICETWT, XML7 7 A ILDSEHD
URLZEMTEXRT, BRIDERET 7V Tr—>321—HYEE, REHCL>TEAEYET,

9 Preview the SAML assertion generated from the information above

< » Preview the SAML Assertion

This shows you the XML that will be used In the assertion - use it to verify the info you entered above

<?xm version="1.0" encodi ng="UTF- 8" ?>
<samnl 2: Assertion
xm ns: sam 2="urn: oasi s: nanmes:tc: SAM.: 2. 0: assertion" | D="id127185945833795871212409124"



I ssuel nst ant =" 2018- 09- 21T15: 47: 03. 790Z" Versi on="2.0">
<sam 2: | ssuer Format="urn: oasi s: nanes:tc: SAM.: 2. 0: nanei d-
format:entity">http://ww. okta.conl | ssuer</sam 2: | ssuer>
<sanl 2: Subj ect >
<saml 2: Nanel D For mat =" urn: oasi s: nanes: tc: SAM.: 1. 1: nanei d-
f or mat : x509Subj ect Nane" >user Nane</ sani 2: Nanel D>
<saml 2: Subj ect Confirmati on Met hod="urn: oasi s: names:tc: SAM.: 2. 0: cm bearer" >
<saml 2: Subj ect Confirmati onDat a Not OnOr Af t er =" 2018- 09- 21T15: 52: 03. 8232"
Reci pi ent="https://isespan. bi kawi . | ab: 8443/ port al / SSOLogi nResponse. acti on"/>
</ sam 2: Subj ect Confi rmati on>
</ sanl 2: Subj ect >
<sanl 2: Condi ti ons Not Bef or e="2018- 09- 21T15: 42: 03. 823Z" Not OnOr Aft er =" 2018- 09-
21T15: 52: 03. 8232" >
<sam 2: Audi enceRestriction>
<saml 2: Audi ence>htt p: // G scol SE/ 9c969a72- b9cd- 11e8- a542-
d2e41bbdc546</ sam 2: Audi ence>
</ sam 2: Audi enceRestri cti on>
</ sam 2: Condi ti ons>
<saml 2: Aut hnSt at enent Aut hnl nst ant =" 2018- 09- 21T15: 47: 03. 790Z" >
<sam 2: Aut hnCont ext >

<sam 2: Aut hnCont ext Cl assRef >ur n: oasi s: nanmes: tc: SAM.: 2. 0: ac: cl asses: Passwor dPr ot ect edTr ansport</s
am 2: Aut hnCont ext C assRef >
</ sam 2: Aut hnCont ext >
</ sam 2: Aut hnSt at enent >
</ sam 2: Assertion>

ATY T3next]Z2 VY oL, 2BEOAT>a > #BRLET,
9 Help Okta Support understand how you configured this application
Why are you asking me this?
Are you a customer or partner? () 'm an Okta customer adding an internal app

I'm a software vendos, I'd like 1o integrate my app with Okta

Is your app integration complete? Yes, my app Integration |s ready for public use in the Okta
Application Network

AFTVTr—23VpPS5XRTF—REIIVAR—-BMLET,



ISE-OKTA
© :

Acthv - View Logs
Sign On
About
Settings Edit
Application Username
Default Relay State
SAML 2.0 is not configured until you complete the sefup insiructions:
Vigw SeTup INStructlions
dentity Provider metadata is available if this application supports dynamic configuration
—— —,

XRXAF—A:

<md: EntityDescriptor xm ns:nd="urn:oasi s: nhames:tc: SAM.: 2. 0: net adat a"

entityl D="http://ww. okta.conl exklrg8loEnedZSf 4356" >

<md: | DPSSODescri pt or Want Aut hnRequest sSi gned="f al se"

pr ot ocol Support Enuner ati on="ur n: oasi s: names: t c: SAM.: 2. 0: pr ot ocol ">

<md: KeyDescri ptor use="si gni ng">

<ds: Keylnfo xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >

<ds: X509Dat a>

<ds: X509Certi fi cate>

M | Dr DCCApSgAW BAgl GAWAPI Tas MAOGCSqGSI b3 DQEBOWUAM GAMEs WwCQYDVQQGEWJI VUz ETVMBEG
ALUECAWKQR FsaWzv cnbp YTEWVBQGALUEBWMNUZ Ful EZy YWbj aXN bz ENMAsS GATUECgWET2t OYTEU
MBI GALUEOMM-ULNPUHIvdm kZXI x Fz AVBgNVBAMVDITNpc 2Nv LXI hbGIpa2 F3MRwVGgYIKoZI hveN
AQkBFglpbnizv QEr dGEUY29t MB4XDTE4NMDgz MTEWNDMAMVo XDTI 4 MDg z M EWNDQM\Vowg ZYx Cz AJ
BgNVBAYTAI VTMRMAVEQYDVQQ DApDYWpZBybm hMRYWFAYDVQCOHDALTYWIgRNJ hbimNpc 2Nv MQOw
CwYDVQRKDARPa 3 RnMRQWEQ YDVQQL DAt TUO9QcmB2aWRl ¢j EXMBUGATUEAWWOY2| z2Y28t eWFs Y r

YXcxHDAaBgkghki GCOWOBCQEVWDW uZnBAb2t 0YS5j b20wggEi MAOGCSqGSI b3 DQEBAQUAA4 | BDWAW
ggEKAol BAQCI P7DvzVng7wSQWCQz gShwn+Yq2U4f 3kbVgXWauMda7Bk 61 AUBog485EQI 1+heB/ 6x
I M 8ulZ8HUsCspBECLYcl 75gH4r pc2FMdkz Zi DoNLb95AWSdI Uzt C66x42uhRYgduD5+w3/ yvdwx
1 99upWH6SARt nwK8cx7Ay 1 JAAE9KK22cV3ek2r FTr MECSTTSi EDsnVzC9Bs9alSRI j i advhCSPdy
+gmvk9eFt ZwzNl / g/ vhS5F/ CoC6Ef CsFPr 6aj / 1PBeZuWiW BFHWBZy 7hPEt Hgj YQO 7GRK2Rzg

bSZgeAp5Yyyt j ASNCnIX6FMYS5Rppc3H t GAcj QS/ Mvadpn/ AgMBAAEWDQYJKoZI hvc NAQELBQAD
ggEBAJUK5z GPZwx ECv5dN6 YERUV5Coe HUXq3KGuUl 2y f i H7x8Ear t Z4/ waP/ HYUCNCNW3HTh+6T3
oLSAevnbU3C NELRv&KkG39b/ 9+Er PG UKk SQSwWFek P+bCgd83Jt OkxshYMYHi 5FNB5FCTeVbf gRI

TJ2Tq2uuYpSvel MkQry7r 5qFzi WOTVDF2Xp0Agle91H6nbdt Sz3e5MVBKYG 9Hai gGgqHAy XHk As
77i f QOnRz7au0Uo9s| nH6r WGteCesyysec PUWQ EqNgt +MyZnl Cur J0e+J TvKYHLdSWApMLdzgoX
QzyF7yi | dOKPP61 4Ndc+BXeldA8i meYy5MHH7/ nE/ g=

</ ds: X509Certificate>

</ ds: X509Dat a>

</ ds: Keyl nf 0>

</ nd: KeyDescri pt or >

<md: Nanel DFor mat >

urn:oasi s: nanmes: tc: SAM.: 1. 1: nanei d-f or mat : unspeci fi ed

</ nd: Nanel DFor mat >

<md: Nanel DFor mat >



urn:oasi s:nanes:tc: SAM.: 1. 1: nanei d-f or mat : emai | Addr ess

</ nd: Nanel DFor mat >

<md: Si ngl eSi gnOnSer vi ce Bi ndi ng="urn: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://cisco-

yal bi kaw. okt a. conf app/ ci scoor g808433_i seokt a_2/ exklr g81loEnedzSf 4356/ sso/ sam "/ >

<md: Si ngl eSi gnOnSer vi ce Bi ndi ng="urn: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- Redi rect "
Location="https://cisco-

yal bi kaw. okt a. conf app/ ci scoor g808433_i seokt a_2/ exklr g81loEnedzSf 4356/ sso/ sam "/ >

</ md: | DPSSODescr i pt or >

</ md: EntityDescri ptor>

774N EXMLERXTRELE T,
B.P7Vr—a>Anl—Y—n&E|) YT

COFT7TVT—23asIl1—H%22)HTET, ADEEICEXROHEBPEEZSRBL TS EEL,
okta-activeT/4 L I K1)

6. IDPA SISEADXRT—RADA R—RN,

AT Y 7°1:[SAML Identity Provider] ¢, [Identity Provider Config]ZiZiR L, [Import Metadata] % i&
RUET,

SAML Identity Provider
TR
Generad Sonvice Provider Info, Groups Astributes Advancnd Settings
Tdentity Provider Configuration
Impart Identity Provicer Config Fle  Choose file
Provider Id  Bitlpiwiew ots comiexk | g8 oEmedZ SM4.358

Single Sign On URL  hiipaucisco-yaltikaw oita comiappiciacoorgAB433_jsackta_2ieckingh1oEmedZ S 358 saisam]

Single Sign Out URL (Post)  Not supponed by Identity Provider

Signing Certificates
Subject - lssunr Walkd From ‘Valid To (Expration] Senal Member
EMAILADDRESS=infofokta com, CH=clstoymibd EMARLADDRESS=ird Fridug 31 10:43:0% Thy Aug 31 10-44:08 Q1 BS 8F 95 26 G

ATYVT 2 REERIFELE T,
AT Y T3.CWADRE,
CORFIXYRTR, ISEEWLCOREILDVWTHBALET.

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-
auth-00.html

Redirect-ACLICURLZEML £,

https://cisco-yalbikaw.okta.com /7 7" 4 —< 3 2 URL®MIE M

https://login.okta.com



https://help.okta.com/en/prod/Content/Topics/Directory/okta-active-directory-agent.htm?cshid=ad-agent
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://cisco-yalbikaw.okta.com
https://login.okta.com

REDIRECT-ACL [Pw4 =

|_Hanm'u
Clear Counters
Foot Notes
Add-Remowve
1. Counter canfiguration is global for acl, urlac! and laver2acl. URL

TR
R—SLEFANL, OKTAF 7 US—> 3V CBETEB A ESHERRBLET

Portal Name: * Description:
OKTA_SS0 | | Portal test URL

Customize portal pages by applying a theme and specifying
fleld names and messages displayed to users.

Portal Behavior and Flow Settings Portal Page Customization
Use these seitings to specify the guest experience for this
portal.
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Reports

My Applications )

& Reports
QOkta Usage

“ ukErs hawd nirair Signied In

& Odaa Password Health

Application Usage

“ SppE with unused adsignments

App Password Health

Auth Troubleshooting
Ofkia Logins (Todal, Fabed)
550 Attempts

Application Access Audit

Curent Assignmems

Multifactor Authentication

MFA Usage

n wiers have signed In

unuSed App ASSIgRMEnts

SAML Capabie Apps

Auths Via AD Agend (Total, Falled)

Yublkey Rapon

LAST 20 DAYS
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- ise-psc.log
- guest.log

[Administration] > [System] > [Logging] > [Debug Log Configuration]ic BEIL ¥, LX) %Z
DEBUGICARICLET,

SAML ise-psc.log
T ARNT Ut 2A guest.log
R—2) guest.log

RORIC, FNYIEBAVR—FU e, HBTBOTT7 AL ETLET,
— IR 75 [ & AR
F U AL FESSAMLER,

okta

400

BAD REQUEST

Your request resulted in an error.

Description: Bad SAML request

COIZ—R—MHTHY, OJZ2FIvILT70—%2H#FTEL, AEZRELEY, ISE
guest.log:

ISE# show logging application guest.log i 250

2018-09-30 01:32: 35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]

ci sco.ise. portal webacti on. confi gmanager. SSOLogi nConfi gHandl er -::- SSCLogi nTransitionResult:
SSOLogi nTransi ti onResul t:

Portal Name: OKTA_SSO
Portal 1D 9c969a72- b9cd- 11e8- a542- d2e41bbdc546
Portal URL: https://isespan. bi kaw .| ab: 8443/ portal / SSOLogi nResponse. acti on



ldentity Provider: comcisco.cpmacs.imidentitystore.sam.ldentityProvider @6c50ab6
2018-09-30 01:32: 35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
ci sco.ise.portal webacti on. confi gmanager. SSOLogi nConfi gHandl er -::- portal Sessionlnfo
portal 1 d=9¢c969a72- b9cd- 11e8- a542- d2e41bbdc546; port al Sessi onl d=6770f 0a4- bc86- 4565- 940a-
bOf 83cbe9372; r adi usSess
onl d=0a3e949b000002¢c55bb023b3
2018-09-30 01:32: 35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
ci sco.ise.portal webacti on. confi gmanager. SSOLogi nConfi gHandl er -::- no Load bal ancer is
configured; no redirect should be made
2018-09-30 01:32: 35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
ci sco. i se. portal webacti on. confi gmanager. SSOLogi nConfigHandl er -::- No redirect manipulation is
required - start the SAML flow with ' CGET ..
2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
ci sco.ise. portal webacti on. confi gmanager. SSOLogi nConfigHandl er -::- Redirect to | DP:
https://cisco-
yal bi kaw. okt a. conf app/ ci scoor g808433_i seokt a_2/ exklr g81loEnedzSf 4356/ sso/ sam ?SAM_Request =nZRdb9o
wkF
| bY2FSuT7EIMPI BahYpRgkWBI JOxi N5Xt HFpr we5s Q2Bn?2FnONKi ¥2FZRoeUy Pu95j 9%2FzJ 00b4672DqCNUDJI DY2 FR5GH
ki uKi Ef M7 Qo792 FwRupniVDd3VDZnu7ZNcw889G0s 5nTTkdJ ChvZZEUSMVK XQHhI hG ul yQcl eJo1W/nFVI 29gDG r j GZKnvO0
QdAH6I Dhs10sMPVnb GBI EwoBpgOwx 8 YM/2BiI 15NGRnFcRQOSI t aBOVxv1CPwWo1lhG cFepS3HZF3pzS
HO04Qz2t LaAPLYy 2wOpDwdpHQYY2Bi zI | d%2FvwBi nSRz 6VChxn7GKJI¥2FHg4Xa%@2By Jd50v93Lnn1MPY2B6NnS6Kg8TFf JI 3u
gJM2BObf DAc4i 2nsc%2F4a0DHy SDx0xhTn%2BH KO MdngYnuSaVmlvf pdj GkEapwy3T8i ThDECRi we6Sd5n%2Fj Mkd3Wo
q7ZAd7DMGYPUTSWSpuhEPdHPk 79CJe4T6KQRE! vEChf kbd6Xdcnl Tsl Pt ot 640M2BVyWK391X5TI %
2B3aGy RWgMzond309NPSMCpq0YDguZsJIw Rf z4Jqdj | NL2261 sCFf nE9Q9%2BulK14C8Xs4TXE1zX6nmmygdqg3Y!l G87q9f Bl nC
h3j Fo72v2xmat dQLUybl hwd4a85ksvCGs9qgFt | bt hcPVnX5Yxgl vW v XLUPPS| ct EBDdz UpNpW Z7wWL%2B6zy T7uxf guzQu7n
8nDOx Y2 BAQYBD¥BD&Rel ay St at e=_9c969a72- b9cd- 11e8- a542- d2e41bbdc546_DELI M TERpor t
al | d_EQUALS9c969a72- b9cd- 11e8- a542- d2e41bbdc546_SEM port al Sessi onl d_EQUALS6770f 0a4- bc86- 4565-
940a-
bOf 83cbe9372_SEM r adi usSessi onl d_EQUALS0a3e949b000002¢c55bb023b3_SEM _DELI M TERi sespan. bi kawi . | ab
2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
ci sco.ise.portal webaction.utils.Conbiner -::- conbined map: {redirect_required=TRUE
sso_l ogi n_action_url =https://cisco-
yal bi kaw. okt a. conf app/ ci scoor g808433_i seokt a_2/ exklr g81loEmedZzSf 4356/ sso/ sam
?SAMLRequest =nZRdb9owF| b%2FSuT7EJMPI BahYpRgkWBI JOxi N5 Xt HFpr we5s Q2Bn?2FnONKi %2 FZRoe Uy Pu95j 9%2FzJ
O0h4672DgCNUDI D¥2FR5GHK i uKi Ef M7 Qo792 FwRupnivDd3VDZnu7ZNcw889G0s 5nTTkdJ ChvZZEUSMVK XQHNhI hG ul yQel ed
01W/nFVI 299DG r j GZKmv0CQdAHEI Dhs10s MPVnbGBI EwoBpgOnx8YM/2BiI 15NGRnFcRQOSI t aBOVxv
1CPwWo1hG cFepS3HZF3pz SHO4QZ2t LaAPLY 2wwOpDwdpHQYY2Bi zI | d¥2FvwBi nSRz 6VGhxn7GKJI¥2FHg4 Xa%2By Jd50v93L
nn1MVPY2B6MS6Kg8THf J1 3ugJMh2BObf DAc4i 2msc%2F4a0DHy SDxOxhTn%2BHt KO MOngYnuSaVmivf pdj GkEapwy3T8i Th
DEcRi w6Sd5n%2Fj Mkd3W0q7ZAd7DMGYPUTSWSpuhEPdHPk 79CIe4 T6KQREl vECDf kbd6Xdcnl Tsl P
t ot 640M/2BVYyWK391X5TI %2B3aGy RWgMzond309NPSMCpg0YDguZsJIw Rf z4Jqdj | NL2261 sCFf nE9%2BulK14C8Xs4TXELlz
X6nmgdg3Yl O37q9f Bl nCh3j Fo72v2xmat dQLUybl hwd4a85ksv0s9qgFt | bt hcPVmX5Yxgl vIW v XLUPPSI ct E8Ddz UpNpW
Z7WL92B62zy T7uxf guzQu7n8nDx Y2 BAQ/BD¥8D&Rel ay St at e=_9c969a72- b9cd- 11e8- a542- d2e4
1bbdc546_DELI M TERport al | d_EQUALS9c969a72- b9cd- 11e8- a542-
d2e41bbdc546_SEM port al Sessi onl d_EQUALS6770f 0a4- bc86- 4565- 940a-
bOf 83cbe9372_SEM r adi usSessi onl d_EQUALS0a3e949b000002¢c55bb023b3_SEM _DELI M TERi sespan. bi kawi . | ab

}
2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
ci sco.ise.portal webaction.controller.Portal StepController -::- targetUrl:

pages/ ssoLogi nRequest . j sp

2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]

ci sco.ise.portal webaction.controller.Portal StepController -::- portalld: 9c969a72-b9cd-11e8-
ab42- d2e41bbdc546

2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]

ci sco.ise.portal webaction.controller.Portal StepController -::- webappPath: /porta
2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
ci sco.ise.portal webaction.controller.Portal StepController -::- portal Path:

/ portal/portal s/9c969a72- b9cd- 11e8- a542- d2e41bbdc546

2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]

ci sco.ise.portal webaction.controller.Portal PreResultListener -::- No page transition config.
Bypassing transition.

2018-09-30 01:32: 35,627 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]

ci sco.ise.portal webaction.controller.Portal Flom nterceptor -::- result: success



ISEA A—HZIDPIZUSA AL I NLELL, EEL, ISEADKRERFELS, FEBZSAMLERA
RRENET, OKTANUTOSAMLERZZFANRTLWEWZ L ZHFEL KT,

https://cisco-

yal bi kaw. okt a. contf app/ ci scoor g808433_i seokt a_2/ exklr g81loEnedZSf 4356/ sso/ sam ?SAM_Request =nZRdb9o
wk

| b92FSUT7EIMPI BahYpRakVBI JOxi N5Xt HFpr we5s Q2 Bn?@2FnONKi %2 FZRoe Uy Pu95j 992 FzJ 00b4672DgCNUDI DY FR5 GH
ki uKi Ef M7 Qo 7% FwRupniVDd3VDZnu7ZNew889G0s 5nTTkdJ ChvZZEUSMVK XQHhI hOi ul yQel eJo1WnFVI 29gDG r j GZKmv0
QdAH6I Dhs10sMPVnb GBI EwoBpgOwx8 YMZBI 15NGRnFCRQOSI t aBOVxv1CPwWo1lhG cFepS3HZF3pzS

HO4QZ2t LaAPLY 2wwOpDwdpHQYYRBi zI | d9%2Fvw8i nSRz6VChxn7GKJ %2 FHg4Xa%2By Jd50v93Lnn1MPY2 B6S6Kq8TFf JI 3u
gJM@2BCbf DAc4i 2nsc¥%2F4a0DHy SDx0xhTn9%@2BHt KO MIngYnuSaVmlvf pdj GkEapwy3T8i ThDECRi w6Sd5n%2Fj Mkxd3W o
q7ZAd7 DMGYPUTSWSpUhEPdHPk 79CJe4TE6KQREl vEChf kbd6Xdcnl Tsl Pt ot 640M2BVYyWK391X5TI %
2B3aGyRWIMzond309NPSMCpq0YDguZsJIw Rf z4Jqdj | NL2261 sCFf nE9Q%2BulK14C8Xs4TXE1zX6nmydqg3YlI GB7q9f Bl nC
h3j Fo72v2xmat dQLUybl hwd4a85ksvOs9qFt | bt hc PVMX5Yxgl vWv XLUPPSI ct EBDdz UpNpW Z7WLY%2B6zy T7uxf guzQu7n
8mOx 92 BAQYBDYBD&Rel ay St at e=_9¢969a72- b9cd- 11e8- a542- d2e41lbbdc546_DELI M TERpor t

al | d_EQUALS9c969a72- b9cd- 11e8- a542- d2e41bbdc546_SEM port al Sessi onl d_EQUALS6770f 0a4- bc86- 4565-
940a-

bOf 83cbe9372_SEM r adi usSessi onl d_EQUALS0a3e949b000002c55bbh023b3_SEM _DELI M TERi sespan. bi kawi . | ab

T7OTr—232 I CEZENMASKTVB AN HYET,
GENERAL

Single sign on URL htips/N10.48.17.71.:8443/portal/SS0OLoginResponse.action
Use this for Recipient URL and Destination URL

+/| Allow this app 1o request other SSO URLs

SSOURLIKIPZ RLAZFEAL TVWETH, YAMIFADNEZEEFELTVET, chik, RED
TOERICSEMI_DELIMITER<FQDN>HAEENTWVWBZEN DA B S, COREARBETSIC
&, P7RLAZOKTARREDICEELET,

SFUA2 THA RAOT I LATHEFRELEL L. ALTFRICSBLADE EE L)

o

(i} & httpsy/fisespan.bikawilab:B443/portal/S50LoginResponse.action «= 0 ﬁ Q, Searct

& before you can access the ntemet,

Error

There was a problem accessing the site. Please contact help
desk for assistance

Guest.log

2018-09-30 02:25: 00,595 ERROR [https-jsse-nio-10.48.17.71-8443-exec-1][]

guest access. f | owmanager . st ep. guest . SSOLogi nSt epExecutor -::- SSO Authentication failed or
unknown user, authentication result=FAILED, isFail edLogi n=true, reason=24823 Assertion does not
contain ma



tching service provider identifier in the audience restriction conditions
2018-09-30 02: 25: 00,609 ERROR [https-jsse-nio-10.48.17.71-8443-exec-1][]
guest access. f | owmanager . st ep. guest. SSCLogi nSt epExecutor -::- Login error with idp

OYAS. ISER7H—avAELLK BV EEHELET, [OKTA Audience URIJE AL
T. SPE—BHLTVWB L ERALTHRLET,

TFUFIEAR=JICVEAL I RNENBDD, QA ATaFRRENELA,
REBER—ZINOBREICEK>TERYET, COBMORBAETIE, OKTAZ7Z7U—>3a> e, &

SECHAERBURLEZERTADMLEN HYET, R—FITANEDI)YOL, EEZRELT, 3
EREICTIHREN HDWebH A4 NEFERLET,

okta

'

cDIF VAT, 22DURLD & : applicationd & Tlogin.okta.com : CN S IEWLCTEFAIE h
BPRENHYVET,

BYE 1§

- https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-21/200551-
Configure-ISE-2-1-Guest-Portal-with-Pin.html

- https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-23/213352-
configure-ise-2-3-sponsor-portal-with-ms.html

- https://www.safaribooksonline.com/library/view/ccna-cyber-ops/9780134609003/ch05.html

- https://www.safaribooksonline.com/library/view/spring-security-
essentials/9781785282621/ch02.html

- https://developer.okta.com



https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine-21/200551-Configure-ISE-2-1-Guest-Portal-with-Pin.html#anc12
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine-21/200551-Configure-ISE-2-1-Guest-Portal-with-Pin.html#anc12
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine-23/213352-configure-ise-2-3-sponsor-portal-with-ms.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine-23/213352-configure-ise-2-3-sponsor-portal-with-ms.html
https://www.safaribooksonline.com/library/view/ccna-cyber-ops/9780134609003/ch05.html
https://www.safaribooksonline.com/library/view/spring-security-essentials/9781785282621/ch02.html
https://www.safaribooksonline.com/library/view/spring-security-essentials/9781785282621/ch02.html
https://developer.okta.com
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